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CHAPTER 1. Introduction

Overview

The VirtualMerchant application is a secure server-based system that supports transaction processing
(authorization and settlement) in real-time. The application allows use of a standard web-browser to
process transactions as a cost-effective payment solution.

The information needed to process the transactions is sent over a secure, encrypted Internet connection.
At its basic level, the terminal submits a customer’s transaction information to the VirtualMerchant
server. The VirtualMerchant server connects with the network for payment authorization and, if the sale
is authorized, the program prints or returns a receipt for the customer. Email messages to confirm the
order can be sent to customers and the merchant as notification of a new sale. To finalize the sale, fulfill
the order and login to the server and select sale for payment processing. Elavon settles the transaction
and deposits the funds into your bank account. Sales are automatically archived so they can be referred
to at a later date.

VirtualMerchant can:
e Take payments quickly and securely anywhere, anytime — without major investment of money or
effort.

e Accept a full range of payment types — from credit and debit cards to electronic checks and gift
cards.

e Process transactions in physical face-to-face, mail order/telephone order or e-commerce
environments.

e Support businesses that accept tips.
e Capture signatures during and after transaction processing (open and settled).
e Easily handle recurring and installment payments.

e Protect financial data and ensure compliance with the latest industry security standards and
regulations.

e Accommodate organizations of any size, in any business segment.
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Features

Versatile and Flexible

Support card present processing for retail environments, card-not-present processing for Mail
Order/Telephone Order environments and Electronic Commerce Indicators (ECI) for consumer-
initiated transactions on the Internet.

Set up multiple users with unique login information under one VirtualMerchant ID. This feature
allows you to grant or restrict access levels for security and accountability, and permits multiple
users to work simultaneously.

Accept: Credit Card, PIN-Based Debit Card, Electronic Benefit Transactions (Food Stamp and
Cash Benefits), Electronic Check Transactions for Point-of-Purchase (POP), Electronic Gift
Certificate Transactions and Accounts Receivable Conversion (ARC) processing.

Support the capturing of tips for businesses such as bars, beauty and barber salons, health and
beauty spas, restaurants, and soon.

Has the ability to capture signature for transactions processed in the user interface with a
certified signature capture device.

Offer the customer more payment choices, while adding business value through electronic gift
card processing. Integrate Buy Button functionality for secure processing of e-commerce
transactions.

Allow smaller businesses to leverage existing PCs to handle all their accounting, inventory
management, and payment processing needs.

Provide software upgrades as part of the hosted service.
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Powerful and Secure Data Management

e Fully-hosted solution minimizes security liability and ensures card association regulations and
standards are met.

e Fraud prevention rules can be established for e-commerce transactions that fall outside normal
business parameters. Examples: decline transactions based on card number, cardholder IP, email
address, or other criteria.

e Business rules can be established for e-commerce transactions that fall outside normal business
parameters. Examples: flag transactions by type, value, or other criteria) - those that need further
review can be pended.

e The number of computers that uses VirtualMerchant can be limited and so can those persons
who will have access. Comma separated value (CSV) data can be exported into other applications
by further analysis or tracking.

e A detailed, 12-month history is maintained and supplies powerful, easy-to-use tools to identify
trends and analyze transactions over time.

e The latest SSL certificate encryption technologies are employed to ensure transactions are
processed in a safe and secure manner.

e VirtualMerchant can be easily configured to ensure user access to appropriate data and reports.

Efficient and Cost-Effective

VirtualMerchant leverages existing PCs and Internet connections, and eliminates the expense to invest in
dedicated payment terminals and telephone lines. Transactions are processed in as little as three seconds
over a high-speed connection. Authorizations can be processed at the time of the sale or submitted for
settlement at a later date, without re-keying the transaction data, (for example: Mail Order/Telephone
Order (MO/TO) or delayed delivery environments.

Reliable and Easy to Use

VirtualMerchant provides quick and easy access from any web-browser that uses a secure login and does
not require hardware specifications, network infrastructure or software installation. Instant assistance is
also provided when needed by means of screen-sensitive Help.
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VirtualMerchant Options

With VirtualMerchant, you have a number of options available to you to provide you with robust
support and flexible options.

Transaction Options

What VirtualMerchant Supports

Description

Single Transactions

Keying and submittal for authorization of a single hand-
keyed or swiped transaction.

Multi-Entry Transactions

Keying and submittal for authorization of multiple
transactions.

Batch Import Transactions

Supports the ability to process a comma delimited or XML
file of transactions.

HTTPS Authorization Interface

Features an SSL interface to process consumer-initiated
transactions for payment integration using XML
processxml.do or HTML process.do.

Market-Specific Options

What VirtualMerchant Supports

Description

Market Segment Processing

Supports several market needs for Internet, Retail, Service,
and Mail Order/Telephone Order environments.

Travel Addendum

Allows merchants to send travel information such as
departure and completion dates to the Merchant Airline Risk
Management System (MARMS). This is a risk analysis tool
used to monitor risks associated with merchants that collect
payments for future services or for bookings made in
advance; in particular, airlines and travel/tour agencies.
Merchants have to be set up for MARMS by Elavon.

Payment Options

What VirtualMerchant Supports

Description

Variety of Payments

Support of Credit, PIN Based Debit, Food Stamp, Cash
Benefits, Gift, PINless Debit, and Check transactions.

Partial Authorization

Supports the ability of Prepaid Credit Card transactions.

0O
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Processing Options

What VirtualMerchant Supports Description

Recurring and Installment Billing Allows you to setup automatic billing of credit cards at
regular intervals (that is, monthly, quarterly, annually) on a
continual basis or for a predetermined number of payments.

Dynamic Currency Conversion (DCC) | With Elavon’s DCC service, international Visa and
MasterCard credit card purchases are converted instantly at
the point of sale to the cardholder’s home currency. To offer
DCC, you must be registered and your terminal must be set
up to process DCC transactions.

DCC is an optional service that gives the cardholder the
choice to process and accept the transaction in local or home
currency. Rates are automatically updated daily, so
merchants can take advantage of the most up-to-date
exchange rates in the market. Elavon manages the entire
conversion process.

Purchasing Card/Business Card Prompts for customer code and sales tax information to
Capable meet Level Two processing requirements.
CVV?2 Processing Meets current Card Verification Value 2 (CVV2, CVC2,

and CID) requirements for Card-Not-Present (CNP)
transactions.

Address Verification (AVS) Used to comply with Visa and MasterCard direct marketing
Processing requirements and to minimize fraudulent Internet and mail
order/telephone order transactions.

Reporting Options

What VirtualMerchant Supports Description

Batch Download Options Supports an XML, tab- or comma-delimited download for
currently open and previously settled batches.

Export Script Allows merchants to export payment transactions in real
time. Payment transactions are returned to a merchant’s
website for reasons such as inventory control, sales analysis
or database maintenance.
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Account Options

What VirtualMerchant Supports Description

Multi-Merchant Processing Allows for the processing of multiple merchant accounts.

Enhanced User Rights Allows you to manage each user’s access to select features
within the application. Access can be granted or denied at an
individual user level.

Customization Options

What VirtualMerchant Supports Description

Multiple-User Capable Allows you to set up hierarchical user structure for
increased user security.

Customizable Payment Forms Allows for online payment and Virtual Terminal payment
forms to be configured for unique business needs.

Auto Settlement Allows for programs to be configured to automatically settle
unpended transactions.

Custom Decline Messages Allows for non-approved authorization responses to be
customized for consumer-initiated transactions.

User-Defined Fields Supports additional user-defined transaction prompts on all
payment forms.

Dynamic DBA Allows you to control the descriptor on customer’s credit
card statements. You can specify, on a per transaction basis,
wording that is more recognizable to the customer.

Peripherals Options

What VirtualMerchant Supports Description

Variety of Peripherals Peripheral examples: mag-strip readers, PIN pads and
receipt printers.

Peripheral Printing Capable Receipt printing to peripheral printers does not print
complete credit card numbers; rather, mask some of the card
account numbers on consumer receipts.
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System Requirements

To use VirtualMerchant, you must meet the following minimum system requirements:
e Use supported Internet browsers

e Allow VirtualMerchant to display pop-ups in the browser pop-up blockers

Supported Internet Browsers

VirtualMerchant supports most Internet browsers. However, because so many variations of browsers
exist in the market, Elavon cannot guarantee that all browsers and browser versions will work.

Note: ActiveX controls are required when you use VirtualMerchant with peripherals. Elavon
recommends that you use IE 6.0 and higher.

Browser Pop-up Blockers

VirtualMerchant uses pop-up windows as part of the application. You must set up your Internet browser
to accept pop-ups before you use VirtualMerchant to process transactions.

You need to add the VirtualMerchant site to the allowed sites in the pop-up blocker for your browser
before you begin to use the application. The steps to do this vary and depend on which browser you use.
Consult the Help for your browser to learn how to add the VirtualMerchant site to the allowed sites.

Note: Pop-ups are small Internet browser windows that appear on top of the Web site that you are
viewing.

Security Features

Various security features are built into VirtualMerchant and include:
e System timeouts after inactivity
e Restricted system logins

e Password requirements

System Timeouts

VirtualMerchant allows a session to be inactive for up to 15 minutes. If you are logged in and your
session is inactive for 15 minutes, the system automatically logs you out and returns you to the
VirtualMerchant User Login page.

System Logins

VirtualMerchant only allows one concurrent login per user. If you are logged on from one browser and
you access your user account from another browser, the system logs you out of the first browser.
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Password Requirements

To use VirtualMerchant, you must meet the following password requirements:

e Passwords are case sensitive (the system differentiates between upper- and lower-case
characters)

e Passwords must be a minimum of eight characters long
e Passwords must contain the following;:
e At least one lower-case letter
e Atleast one upper-case letter
e Atleast one digit
e At least one special character
e Passwords must be changed at a minimum of every 45 days

e  You cannot reuse your previous 13 passwords

Email Notifications

Email notifications will be sent in the following instances:
e Welcome email when account is set up
¢ Email notification when you change email
e Email notification when you change your security questions

¢ Email notification when you change your password

Fraud Protection Features

Various fraud protection features are built into VirtualMerchant and include:
e Referrer URLs
e Fraud Prevention Rules
¢ Business Rules

e 3D Secure Authentication (Verified by Visa and MasterCard SecureCode)
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Referrer URLs

Setting up HTTP referrers in the terminal tells VirtualMerchant to accept transactions from an approved
list of websites. While it requires more work to implement, this action helps to prevent fraudulent users
from submitting transactions from a different source other than your websites.

Every Gateway transaction captures the URL of the website from which the order originated. This is
called the Referrer URL and is used to ensure that transactions processed through the merchant account
originated from the websites specified. For example, if your application is set up to accept payments for
products and services from www.mywebsite.com, VirtualMerchant’s security system automatically
blocks any payment requests that come from another Web address. Refer to the To Configure Your HTTP

Options section for information on how to set up referrer URLs.

Fraud Prevention Rules

Fraud prevention rules are customizable set of rules that allow you to build constraints to match your
business needs and control how you handle transactions that include the ability to approve or decline
transactions or return an error. These rules can serve as an important tool to help you to fight, manage
and prevent suspicious and costly fraudulent activities. Refer to the Setting Up Fraud Prevention Rules
section for information on how to set up your fraud prevention rules.

VirtualMerchant allows you to setup the following fraud prevention rules on terminals:

e  Auto Pend Filter

e Merchant IP Address Filter
e Mobile Payment Filter

e |P Address Filter

e Individual / Ranges Filter
e Country IP Address Filter

e Country Filter
e Billing Country Filter
e Shipping Country Filter
e [P Address & Country Mismatch Filter
e [P Address & Billing Country Mismatch Filter
e [P Address & Shipping Country Mismatch Filter

e Email Address Filter
e Card Number Filter
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e Transaction Velocity Filter
e Hourly Transaction Velocity Filter
e Daily Transaction Velocity Filter
e [P Address Velocity Filter

e  Email Domain Filter

e Transaction Timeout Filter

e Rules are only triggered via integration and do not apply to any transaction initiated from the
user interface (Virtual Terminal).

e [tis recommended that you get familiar with the capabilities of each of these filters and monitor
your processing trends to determine which ones work best for your business needs.

e For terminals that are set up with more than one of the above fraud prevention rules,
VirtualMerchant executes these rules in the order presented, before 3DSecure.

Auto Pend Filter: Enables you to designate which transaction types you want to set to pend. You can
choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card Force or Credit Card Returns. If
you use this filter and receive approved transactions, they are automatically pended when entered
through the VirtualMerchant integration. You must log on to the application to release those transactions
from the Pend state. Pended transactions cannot be settled until they are unpended.

Merchant IP Address Filter: Enables you to designate and maintain a list of IP addresses from which you
allow transactions to originate. If you use this filter and receive transactions from an IP address that is
not in your allowed list, the transactions will be declined.

Mobile Payment Filter: Enables you to designate and maintain a list of mobile devices from which you
allow transactions to originate based on the mobile identification numbers. If you use this filter and
receive transactions from a mobile device that is not in your allowed list, the transactions will be
declined.

IP Address Filter: Enables you to designate and maintain a list of IP addresses of cardholders from which
you do not allow transactions to originate. If you use this filter and receive transactions from an IP
address that is in your blocked list, the transactions will be declined.

Billing Country Filter: Enables you to designate and maintain a list of billing countries from which you
do not allow transactions to originate. If you use this filter and receive transactions from a billing country
that is in your blocked list, the transactions will be declined.

Shipping Country Filter: Enables you to designate and maintain a list of shipping countries from which
you do not allow transactions to be shipped to. If you use this filter and receive transactions where the
shipping country is in your blocked list, the transactions will be declined.
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IP Address & Billing Country Mismatch Filter: Enables you to designate and maintain a list of billing
countries and compare the transaction’s originating IP address with the billing country provided. This
helps to determine if the transaction was placed in the country in which it originated. If you use this filter
and receive transactions where the billing country does not match the IP address for those countries you
have specified in the list, the transactions will be declined.

IP Address & Shipping Country Mismatch Filter: Enables you to designate and maintain a list of
shipping countries and compare the transaction’s originating IP address with the shipping country
provided. This helps to determine if the transaction was placed in the country in which the order will be
shipped to. If you use this filter and receive transactions where the shipping country does not match the
IP address for those countries you have specified in the list, the transactions will be declined.

Email Address Filter: Enables you to designate and maintain a list of email addresses of cardholders
from which you do not accept transactions. If you use this filter and receive transactions from an email
address that is in your blocked list, the transactions will be declined.

Card Number Filter: Enables you to designate and maintain a list of card numbers of cardholders from
whom you do not accept transactions. If you use this filter and receive transactions from a card number
that is in your blocked list, the transactions will be declined.

Hourly Transaction Velocity Filter: Enables you to specify a threshold for the number of transactions
allowed for a terminal within 60 minutes. All transactions received that exceeds the threshold will be
declined.

Daily Transaction Velocity Filter: Enables you to specify a threshold for the number of transactions
allowed for a terminal within 24 hours. All transactions received that exceeds the threshold will be
declined.

IP Address Velocity Filter: Allows you to specify a threshold for the number of transactions allowed for
a terminal from the same cardholders’ IP address. All transactions received that exceeds the threshold
will be declined.

Email Domain Filter: Enables you to validate that the email address entered by cardholders on
transactions is a valid domain. If you use this filter and receive transactions from an email address with
an invalid domain, an error will be returned.

Transaction Timeout Filter: Enables you to specify a time limit in minutes for a single transaction. If the
transaction exceeds the time allowed for processing, it will be declined.

Business Rules

Business Rules is a customizable tool that allows you to build constraints to match your business needs
and control how you handle transactions that include the ability to approve, decline or set transactions to
a status of pend or review. These rules can serve as an important tool to help you fight, manage and
prevent suspicious and costly fraudulent activities.
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Business Rules Types

There are two types of business rules in VirtualMerchant:

e Pre-processing business rules

e Post-processing business rules

Pre-Processing Business Rules

These rules are applied to transactions before they are sent for authorization and will be declined if the
criteria defined are not met. They include:

e Ship to Postal Code
e Bill to Postal Code
e Tran Amount

e Return Amount

e Duplicate Checking

Post-Processing Business Rules

These rules are applied to transactions after they are sent for authorization. You can make a decision to
Set to Pend or Set to Review these transactions. They include:

e Ship to Postal Code

e Bill to Postal Code

e Tran Amount

e Return Amount

e AVS Response

e CVV response

e Settlement

Additionally, VirtualMerchant offers enhanced AVS and CVV post-processing to handle filters, where
you can make a decision to decline previously authorized transactions that return specific AVS and CVV
response codes. Refer to the Response Codes section for a complete list of AVS and CVV response codes.

Note: VirtualMerchant initiates a reversal on the merchant’s behalf for Visa, MasterCard, and Discover
credit card transactions that are set to decline based on the AVS or CVV rules. The reversal
attempts to cancel an authorization and restore the cardholders open to buy, as the card is
authorized at the cardholder’s issuing bank and then declined due to the AVS or CVV rule
settings. If the reversal is not successful or delayed, your customers could mistake this
authorization for a charge as the authorization reduces their available limit. However, a
transaction declined for AVS or CVV will not settle and your customer will not be charged.
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Business Rules Filters

Ship to Postal Code: Allows you to set up a rule based on a transaction’s postal code. This rule is valid
only when the comparison value is Bill to Postal Code, or a numeric or alphanumeric value.

Example: A user can set up a Ship to Postal Code rule and specify that transactions should
decline if the postal code value is equal to 99999. If a consumer enters this value as a postal code
in the payment form, the transaction will be automatically declined.

Bill to Postal Code: Allows you to set up a rule based on a transaction’s Bill to Postal Code. This rule is
valid only when the comparison value is Ship to Postal Code, or a numeric or alphanumeric value.

Example: User can set up a Bill to Postal Code rule and specify that transactions should be set to
Pend, if the Bill to Postal Code value is not equal to Ship to Postal Code.

Tran Amount: Allows you to set up a transaction amount or threshold amount for which a rule should
trigger a Pend, Set to Review or Decline. This rule applies to Sale, Auth Only and Force transactions.

Example: User can set up a Tran Amount rule and specify that transactions should be Set to
Review, if the transaction amount exceeds $100.00.

Return Amount: Allows you to set up a refund threshold amount for which a rule should trigger a Pend,
Set to Review or Decline. This rule applies to refund transactions.

Example: User can set up a transaction to automatically decline if refund is greater than $100.00.

Duplicate Checking: Allows a merchant to decline duplicate transactions before they are sent for
authorization.

A transaction is considered duplicate based on the same Account Number, Transaction Type and
Transaction Amount within the same open batch for all payment transaction types, as a minimum
condition. In addition to those criteria, you can check for duplicate transactions based on Invoice
Number, a Required User Defined field or a pre-defined timeframe in which to look for duplicate
transactions and includes:

e 5 minutes

¢ 10 minutes

e 15 minutes

e 30 minutes

e 1hour
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Notes:

e The original transaction must be approved in the batch to trigger the duplicate rule. The rule is
not be triggered if VirtualMerchant has not received the response from the original transaction.

e The Duplicate Checking rule does not apply to transactions in a closed batch. For example: a
merchant can send a transaction, settle the transaction and then re-send the same transaction.
This is not considered a duplicate transaction.

AVS Response: Allows you to set up a rule based on the Address Verification response. AVS compares
the billing address provided by your customer during the transaction to the address on file with the
credit card issuer. This rule allows you to choose to Pend, Set to Review, or Decline a transaction that
has returned a specific AVS response as defined in the rule. To implement AVS, you must collect the
customer's billing address and ZIP code (Refer to the AVS Response Codes section for a complete list of
AVS response codes).

Example: User can set up a transaction to Set to Review, if the address passed in the authorization
does not match the address at the bank.

CVYV Response: Allows you to set up a rule based on the Card Verification Value response. This rule
compares the CVV/CID value provided by the customer at the time of the authorization to the CVV
value on file with the credit card issuer returned in the authorization response. This rule allows you to
Pend, Set to Review, or Decline a transaction that has returned a specific CVV response as defined in the
rule. To implement CVV, you must pass the CVV/CID value (Refer to the CVV2 Response Codes section
for a complete list of CVV response codes).

Example: User can set up a transaction to Pend if the Card Verification Value does not match.

Settlement: Allows you to set up a rule based on the batch settlement response. This rule is defined to
check to see if the settlement was successful.

Example: User can receive an email notification if a batch settlement is successful or not.

Note: Refer to the Setting Up Business Rules section for information on how to set up your business rules.
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3D Secure Authentication (Verified by Visa and MasterCard
SecureCode)

3D Secure is a security tool that enables cardholders to authenticate their identity to their card issuer
through the use of Visa's Verified by Visa™ and MasterCard’s SecureCode™ services. 3D Secure adds
another layer of security to cardholders by the prevention of fraudulent purchases in an e-commerce
environment. For our merchants, it reduces the number of unauthorized transactions. VirtualMerchant
users who process transactions in an integrated e-commerce environment are able to take advantage of
this functionality with no additional charge.

Cardholders who have a Visa or MasterCard from a participating Issuer are presented an additional
window hosted by the Card Issuer. If cardholders have already established a password or private code
for their credit card, they are prompted to enter that identifier to authenticate them before the transaction
is submitted for authorization. If a cardholder has a participating credit card but has not yet established
their password or private code, they are prompted to do so.

Note: Refer to the To Set Up 3D Secure section for information on how to set up 3D Secure.
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CHAPTER 2. Getting Started

This chapter provides some basic information that you may need before you are able to use
VirtualMerchant. You will need to know how to:

Set up your VirtualMerchant account

Launch the application

Log on to the application

Reset your password

Use the components of the VirtualMerchant interface

Seek assistance if necessary

Setting Up VirtualMerchant Accounts

Before you can access VirtualMerchant, you must have your account set up by Elavon's system
administrators. If you have not already had your account created, contact the Elavon Merchant
Activation Department at 1-866-451-4007, option 2.

After your account is set up, you will receive a Welcome Email from VirtualMerchant. This email
contains useful information about how you can start using your account and process transactions using
the Virtual Terminal, Mobile application, or the VirtualMerchant API. This email also contains important

information about your VirtualMerchant account, such as:

Account ID

Profile Friendly Name

Merchant Number (MID)

Currency

Important Links and Contact Phone Numbers

This email should be kept for future reference.

The welcome email is automated and does not have reply capabilities. Therefore, if you need
assistance with your accounts, you must contact our Software Technical Support at 1-800-377-
3962, Option 2, then Option 2. If you have question about the activation or training, contact the
Elavon Merchant Activation Department at 1-866-451-4007, option 2.
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Launching VirtualMerchant

You can access VirtualMerchant only through your Internet-connected personal computer (PC).

Enter URL https://www.myVirtualMerchant.com in your browser window.

The VirtualMerchant User Login page appears.

e VirtualMerchant NS fAtoneci |y
y MEED A
User Login CLOSER X Asis KEEP YOUR BUSINESS MOVING
Accoant ‘-'="'|'irluil'|.'ﬁ'|l'.'r{hill;|l: L =
| Acibcad ==
payments on your
Uset 1D View the mobile dovice : |
VirtwalMarchant anywhaere, anytimal 3=
DEMO Learn more B ===
Paspwmrd

P Alert

Mesw Diatahase Local ISEC

Supp ort Vieww' 8l doeiarmsnlaton
) Ooumicad User Guide

) Doenicad Developer Guids

u- Dioumicad VM Mobike Gusce

) view compatnie Cart List

) Ooumioad Perpheral Driver

The new login page contains:

e MerchantConnect link: to access account statements and reports.

e Help link: to access contact information and login instructions.

e User Login section: to log on to the application.

e Demo/Video section: to access video that shows the features and benefits of VirtualMerchant.
e Ad section: to keep up-to-date with information about related products and services.

e Alert section: to learn about enhancements, get alerts about technical issues, and plan for system
maintenance windows.

¢ Support section: to access the most-used documents with one click.
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Logging On to VirtualMerchant

Note: Refer to the Setting Up VirtualMerchant Accounts section.

1. Enter your account ID, user ID and password information:

s&VirtualMerchant

User Login

Account 1D
User D

Password

Forgot Passwoard

| Login |

Note: If you do not have this information, contact Customer Service at the number provided in
the Setting Up VirtualMerchant Accounts section.

Refer to the Password Requirements section for more information about how to setup your

password.
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2. Click Lo

esetting Your Initial Password

gin to continue to the VirtualMerchant Home page.

vVir

Lk Nirverid

Breagry Paian
Ty ol

Comyrght 1 B B, e, & agin
]

[E T ——) T — T -
tualMerchant

Main

Winome o VirhuMeschant. The VrhuMeschass Vil Termead sysbem @ 3 o nbemat bousd tranmdsn perenng igem
that sasbit your DUARHE |2 BISDER SRR 1 rRE e

Notes:

Resettin

If this is your first time to log on, you will be prompted to reset your password. Refer to
the Resetting Your Initial Password procedure for more information.

Username and passwords are case sensitive (the system differentiates between upper-
and lower-case characters).

g Your Initial Password

When you first access VirtualMerchant, you must use the password assigned to you by Elavon's customer
service. After you use that initial password to log on, you will be prompted to reset your password as

shown below.

User Login

Four parrwvard bay arpred

Security Dueitions

Gutiroal  Seledl
Dol Salect
Gobitoad  Galedt

Barars you woCate vl DaRbwand, you MU S (Re BTy Quasiang arsd arowile aeers T3 Cham m Chi fpade provadad Beitw, Should wi Bngat viur 0sewend, Thids
Gestions vwill erable you 1o reset yoor paidenond withaut having b contact Cuitomer suppart.

« mwee [
_: AR
= Ak
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1. Select your security question from the Question 1 list.

User Login
Wauzr pazpwand has eprad

Baforg you Lodats 'wour DadRwied, vOu Mgss FERGT TR BOUITY Quastions and Drovide Swars T3 Tham i the 08 provided Deiow, Should vou forget vaur pamwerd, T
Guestions wil enssE you Bo seat your piwosd without hivng B ContHE Ceftomer suppart,

Secusity Owestices
Oueston]  Selset ®  Answer
W was The name of vour Brsl emplovery I—
Buesanz Whnak are the last fve digis of your Socel Secunty number? Anzues
Ouesiond | What are the last Eve digls of your dever's license numbar? AnEwEr

Wihat i your oidest Cousin's Brst and Last name?

T e ity o Rioswry i o vt e fanhsr et
Winiak i your mother's firsl name?

What i yeur lathers fesl name?

What is your mothar's maden rame

Winat was the colar of your first car?

Wihat was The make and medel of yout §rsl car?
WAt i your yoengest Brother's bifhdry?

Whhat iz your fathar's middls name 7

Vnat is your matemal grandmather's sl name?
VWRBL i yeur mothers misidle nameT

\Winiak was your fral pef's name?

What wad the calsr ol yaud sl par? L
What i the name of the frst undergraduate collegs you dad®
Vel i the name of the Bigh schaol you geaduated rem?

Wit was youl high school mascot?

Vst i ihe mame of the deak sehioel yeu silendsd?

What was the name of your glimestany schol?

Ynat b5 your matemal grandmathal's masdan nama?

T i ity o Rowry wins: yout Brv jol?

Wik waas your vovite place 10 wisil a5 a chld?

What i the mamg ol your Frvarte chidheod teacher™

I wihat ity wers you bom?

Wit i Ahe Sieeel nieebed of the hiuse yau geew up in?

In whal year wins you eidest sibling born?

I whal year was oo youngest sibing Bam? L
What ix the kst rome of your Izgrite bigh school feacher? l

Your selected question appears.

User Login
Your pawwand has epred

BEfane pou vodate woher PR, you AUST SEIRCT Ehred LEcu Ty Quesiond Ind Sravice Bswets D) Tham i the 5308 prowided Beitw. Shoud pou fonet saur passwird, These
ouestions wil eradde vou T Rt wour passwond wihowt hawing T contact Customar support.

Security Oweslions

Cmu'lul Vst i yoar father's firs) namie? :} wawe
Guassoe | Select - owwer [
Cussond  Sebect - aewwer [

(bt | [ Cancel |

Enter your Answer to Question 1.
Select your security question from the Question 2 list.

Enter your Answer to Question 2.

@ kW N

Select your security question from the Question 3 list.
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6. Enter your Answer to Question 3.

User Login
Woer pasmoid Ald expired

Befiane o upEEte Voul pmeond, ia must Selbet thede shcunly Quittions: and srowde Sewent B3 them in the space peovited Below. Shauld you fanget vour pastwend, these
ot stnted vall Erathe e R dEREL peur Passeted wihont Ruving b CORIRCE CUSTETe Wanert.

Socurity Questions

Cumsfend sl oo yoer lalbers bral name? = bngwer [3shna
CusSen? W o osd Bwthar's brsl aane? w  Angwar [line
DuesSiend  hat is yoer sother's msden name? = Anwwer [Smith

Subamit I__Chnul

7. Click Submit.

The Reset Password screen displays.

Reset Password

Enter and confirm new password. Password must meet the following criteria

The password must be a minimum of seven (7) characters in length.

The password must be an alpha-numeric value containing at least one letter and one number.
The password must be changed at 2 minimum of every forty-five (45) days.

The previous thikeen (13) passwords cannot be reused.

Reset Password

MNew Password: | ®
b

Confirm New Password: |

I Submit ” Cancel

8. Enter your New Password.

9. Enter your new password again in the Confirm New Password field.

10. Click Submit.

The VirtualMerchant Home page displays.

[ —— —————

VirtualMerchant

e o e it
Bocoant: B
Main

Whlnoms 1o VirbuMaschant. The ViruMeechast Virtusl Taemial pyshim i 3 S0a08 inbamst-bousd Trantsction preosmng tsn

Frrapey Pasey that Bnsbie Yoot BAAnEE (D 0ER SIraCnen 1 reseme.
Ty g

Comyrght 1 B B, e & agin
e
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Resetting Your Latest Password

You can reset your password within the VirtualMerchant application without a call to Customer Support
in the event you forget your password or your account is locked. You can find this option on the User
Login screen.

s&VirtualMerchant

User Login

Account D
User D

Password

Forgot Passward

| Login |

To reset your password, follow the steps below:

1. Click Forgot Password.
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The Security Questions screen displays.

Security Questions

You must correctly answer twa of the folowing questions.

What is yaur mather's first name?

!
Whiat is your father's first name? [
!

What was the color of your first car?

2. Enter your answers to the three security questions.
Note: You must answer two of the three security questions correctly.

3. Click Submit

The Reset Password screen displays.

Reset Password

Enter and confirm new password. Password must meet the following criteria

The password must be a minimum of seven (7) characters in length.

The password must be an alpha-numeric value containing at least one letter and one number.
The password must be changed 2t 3 minimum of every forty-five (45) days.

The previous thirteen (13) passwords cannot be reused,

Reset Password

New Password: | %

. Confirm Mew Password: | % |

! Subrmit ” Cancel

4. Enter your New Password.
5. Confirm your password in the Confirm New Password field.

6. Click Submit.

The system successfully resets your password.
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VirtualMerchant Interface

When you launch VirtualMerchant the Home screen displays. Components of the VirtualMerchant
interface include:

e  Support Menu Options

¢ Configuration Menu Options

e Transaction Menu Options

(R e | | Sapport Lainas | gy 1 [
= VirtualMerchant
Pl L] RrcBsat St img
o O] il
St Tarvermid Maim
Winams {0 VirhaMeshant, The VirhuMesshast Vil Teemeal ivabem B 3 ot nhemed-bourd traadten Hetenng iesem
Frrapry Faien ot mrsbie your Baanm (o pocEm Sraecine n e fm,
Ty
Comyright B EH B, g, ] ity
e

Support Menu Options
The Support Menu Options contains the following links:

e MerchantConnect
e Support Section

e Help

e Logout

{'_a... ST o— e ——— T— i —p— Tar [ p—

wSVirtualMerchant

The MerchantConnect Link

To access the MerchantConnect link, click MerchantConnect.

The MerchantConnect Home page opens in a new browser window. MerchantConnect is the online
support and reporting tool that provides free access to your monthly statements, recent deposits, charge
backs and retrieval requests, customer support and much more.

MerchantConnect MERCHANTLOGIN
7i:ﬂ_“‘The Onkne Window 1o Your Payment Processng Account UseriD l—l

T —
ogn

register forgol pasaword? ocm dems

Walcome to MerchantConnect. This site
confains all the information you need to
manage your electronic payment activity,
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The Support Section Link
To access the Support Section link, click Support Section.
The Support Section screen displays. This screen gives you access to:

e  Other links to submit feedback by email

e View compatible shopping cart information

e Download the developer, user and VM mobile guides

e Download the peripheral driver for the devices that are used with VirtualMerchant

e  Access release notes for the application

[

| & Submit Feodback Email

Compatible Shopping Carl List

» View Compatible Cart List

User Manuals

The Developer Guide focuses an the processes and sefings avallable to the developer lo efactively integrate a poink of sale applcation
[websile, softwase application, shopping carl, elc) bo the Viluallerchant payment gateway, in arder 1o pracass ransactions,

= Download Developer Guide

The User Guide assisls merchants with daily uze of the Vinual Tesminal, The Virual Terminal allows merchants b configure and manage
heeir account, process and review ransacons, and mauch marne.

» Download User Guide
The Mobile User Guide describes how merchants can easily and seturely accept payments from consumers, using the Virualllerchant
Mobile Application, which is pailable on Seled mobile dinvices, | describes how (o download, $elup, and use the ViFuallerchant Mobile
Apphcation 10 process ransaclons.

= Download VI Mobile 2.0 Guide
= Dovwnload VI Mobile Classic Guide

Paripheral Detver

The paripheral drivr i5 designad 1o enable yeur Virual Terminal o ulilize supparted paripheral devices far generating receipts, Capluring FIN
informialion &nd chedk images.

& Download Peripharal Driver
Mot Oniy infernal Expigrar &.0 or graalar b cumrenlly supgomed.

[May 20137] | oispiay |
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User Feedback

In the User Feedback section, the Submit Feedback Email link allows you to submit product feedback by
email to the VirtualMerchant support channel for assistance.

1. Click the Submit Feedback Email link.

# Submif Fesdback Emsl

The Feedback Email screen displays.

User Account Setmings

Feedback Email

Paase share your lsedback om amy Sws you find througheat the VirualMerchant Vb sbe. The drop mera baside B Description of Feedbeck sscticn will give
you a choios of the maue that moet clonsly describes the problsm you are encountering,

Paass give ViruaMerchant the ot URL (Wab addreis) of e page on which you encounbsned the sue. This can be done by cogrying the sddres from the
window st the top of the opened Web page snd pasting & in the URL (Web sddress) section windower.

JnﬁwFﬂv:ﬁnE Mesnsge window, pleais ghve Virtuallisrchant & debaled descripiion laling scactly haw you found the mue. Thia will help Virualbenchant guickhy
correct the ssue.

Hiche that ol falds with an seberak [{.} arg regined,

Feedbach Feam

Desmiption of Feedbes  Suggesion «

System Hame |

UIRL (Wl Addiuss] |

¥our E-mall Addres I ¥

Feedback Meage
{Max 2000 chars allowed)

[ Subema Fesdiiack | [ Cancel |
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2. In the Description of Feedback list, select the category for the feedback request from the
following:

o TFeedback - Used to make any additional comments or ask questions that relates to the
VirtualMerchant application

e Suggestion - Used to make suggestions for improvement in the VirtualMerchant
application

e Issue - Used to indicate any processing problems encountered within the
VirtualMerchant application

e Complaint - Used to send an email complaint to our customer service team

3. Enter your company name in the System Name field.
4. Enter the VirtualMerchant URL related to content of the email in the URL (Web Address) field.
5. Enter the email address for a response in the Your Email Address field.
This is a required field.
6. Enter Feedback Message.
Be very descriptive and indicate exactly the steps that led to the problem.
7. Click Submit Feedback.

The system sends an email to your email account, closes the Feedback Email screen, and displays
a message.
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Compatible Shopping Cart List

Not all Internet shopping carts are compatible with VirtualMerchant. The View Compatible Cart List
link shows all of the shopping carts that are compatible for use with the VirtualMerchant application.

1. Click the View Compatible Cart List link.

= View Compatible Cart List

The Compatible Carts screen displays.

(Lot Angues S Tarreaal
Compatible Carts
Lia 3 fugm bis et B shaispirng el subemiisions.
Please note that Earvon in nd manner, sither expressy or by implcaton, endorses any of the shopoing carts utized for the YirtuaMerdhant product. Additonally, Elsven s not
resporsbie for, nor doss it support the funcionality of any of e shopoing corts wilkred for the YWrtualMendhant product, ner shall f ssmeme any kability 84 law o otherwss, for
ShOpREng Cat 17005, OIMEESONS, OF SECLFTY Compromeses shouwld ey oonr.
Saopping Can List 1w 3% el 38 [A][411 z[»!ml
e N T
Warssu ¥
ekl 1L 5heps s e
i — nainsflandl com
Sales
O SRR g lan com
e BreaiShopprgtas
e 1 = 1-E00HB- 1 —
it B Sales Department
Bep v T fhagen miz ““I EI'ﬁIlH”ﬁ!'I“"m
At JeCn Bhaning Can Seltears Harszman
B e ML [T
Titharepl
E'WMT D by el B AR T py =] VHRITHIRE =
Salea
Appagars Sofwaee. ing ASacureiCas AT
W NROICAT TaT ritasacwecanl fudl
C

i et e’ s

2. In the Display list, select the number of carts you want to be shown at a time from the following;:
25, 50, 75, 100, 250, 500, 750 and 1000.

The screen refreshes to reflect the new selection.

3. Click Add Cart to submit a request to have an additional shopping cart added to the list.
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The Add cart screen displays.

Usar Acoount Settings

Add cart

Add the information from: the shopping cart submission, Note that all fields with an asberisk If.]{_} are requined

Request Information
. Company Hamea J %
Produdt Name J 3
Web Site [
Basiness Contact Name | *
Baniness Contact Phone | TS
Business Contact E-mail | a2

Sales Conlact Mema |
Sales Conlast Fhone |
|

Sales Conlad Email

4. Enter the appropriate information and click Add to send the request to the VirtualMerchant
support channel for review.

Note: Elavon uses the Business Contact information to contact the shopping cart company and
copies the Sales Contact Information in the Compatible Carts List for external contact
information.
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User Manuals

The Developer Guide provides information about how to integrate VirtualMerchant into a personal site,
with examples that show the functions of the VirtualMerchant features. The User Guide provides
information about the daily use of VirtualMerchant. The VM Mobile Guide provides information about
the daily use of the VM Mobile application.

Click the Download Developer Guide, Download User Guide or the Download VM Mobile Guide
link, to open the respective guides.

The Devedoper Guide Totuses on ihe processes and $emngs available 1o Be developer to effectively inlegrate a poin of sale applicaton
(websile, sofware application, shopping can, ebe) o the VirualMenchant payment gatewsy, in arder 1o process ransactions,

w Download Developer Guide

The Liser Guide assists merchants with daily use of the Viruwal Terminal The Vinual Terminal allows merchants to cordigure and manage
their account, process and review ransacions, and much more.

= Download User Guide
The Mobile Liser Guide describes how merchants can easily and Securely ao0epd payrments from consurmers. using the VidualMerchant
Mabile Application, which is svailable on selec mabile devices. | desaibes how bo download, setup, and wse the Vil allerchan Wobile
Applicaion 1o process ransactions.

= Downioad Vi Mobile 2.0 Guide
= Download VI Mobile Classic Guide

Note: You need Adobe Acrobat Reader to read the PDF formatted guides.
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Peripheral Driver

Use the Peripheral Driver link to download the Windows-based peripheral driver application so that you
can use supported peripheral devices to generate receipts, capture PIN information and check images.

Note: Microsoft® ActiveX® support is required for your browser.

1. Click the Download Peripheral Driver link.

The peripheral driver is designed to enable your Virtual Terminal to utilize suppored peripheral devices for
generating receipts, capturing PIN information and chedk images.

= Download Peripheral Driver

Node: Only Infemet Explorer 6.0 or greater iz cumenily supporfed.

The File Download dialog box displays.

- i -1
H File Download [

Do you want to open or save this file?

@ Mame: PeripheralDriver.zip
Type: WinZip File, 40.5MEBE

From: wvmoogga.servers.global.prv

Open ] [ Save ] [ Cancel

Abways ask before opening this type of file

harm your computer. f you do not trust the source, do not open or

|@| While files from the Intemet can be useful, some files can potentially
L
= save this file. What's the rgk?

2. Click Open and then click OK.
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3. Once the download is complete, the WinZip (or applicable application) window appears and
shows the DeviceAssistantSetup.exe application file.

L

£9) WinZip - PeripheralDriver-2.zip =8 = |

File Actions Options Help

CECOOD9EJ

Open Favorites Add Extract Encrypt View  CheckOut  Wizard

Mame Type Modified Size Ratioc Packed Path
| [ DevicenssistantSe... Application  11/6/201212:45PM 43949, 3% 42,820..

Selected 0 files, 0 bytes Total 1 file, 42.020K8 a0

4. Double-click DeviceAssistantSetup.exe to launch the Install process.

Fas

Device Assistant - InstallShield Wizard [

‘Welcome to the InstallShield Wizard for Device
Asziztant

The InstaltShield Wizard will instal Devvice Assistant on
your computes, To confinue, click Hexd

tBack | Mets ] [ Concel |
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5. Click Next.

Device Assistant - InstallShield Wizard ]
Select Fealures :
Select the lashies sebup will instal El gl

Seleet the faabunes pou wanl bo instal, and deseles the faahues pou da pot wanl b instal

[ [ingerico Drivers - 3070 Description
W= C0M Direers USE diivers for the RDM |
L-CJEpson Drivers E000/ 700075009000 device 1
{-Clingeraco Drvers - pp32l
—CWenfone Dimnvess

L Hypercem Dives - L5200

1336 ME of space requared on the C dinee
189234 77 ME ol space svalsble on tha C dimve
Iristal Fueld

[ <Back || Mems | | Cavcad |

6. Select the check boxes for the components that you need to install and then click Next.

Diewice Assistant - InstallShield Wizard

e
Ready to Install the Program Ela@n

The wizard is 1eady 10 begin instalation

Clhck: Install fo begin the instaliation
Lm_m s revien o change ary of your mstallstion settngs, chck Back, Chck Cancel to esdt

IristaliShisld

| <Back | tnetal | [ Cancel |
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7. Click Install to continue the installation.

Device Aszistant - InstallShield Wizard

Inztallshield Wizard Complete

The InstalShield Wizaed has successhully installad Device
Aggstant. Chck Finish to et the wizand,

l < Back I Firizh l Cancel

8. Click Finish to complete the installation.

Note: The installation is complete, but the configuration of the device is not complete. Your
system will not work with this device until it is properly configured.

9. To configure the device, if you have completed training, contact Software Technical Support at 1-
800-377-3962, option 2, option 2. If you need training, contact the Merchant Activation
Department at 1-866-451-4007, option 2.

Release Notes

Release Notes provide links to supplementary documents that are delivered to the customer when bugs
are fixed or enhancements are made to the VirtualMerchant application.

Click the desired link to open a release note document.

May 2013 Dizplay I
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The Help Link
To access the Help link, click Help.

The VirtualMerchant Help screen displays in a new browser window. This screen displays the help
contents for the current section. Select the subject for which you require more information.

VirtualMerchant Help
Support

The Support page helps you find answers to questions about VirtualMerchant
that that were not answered in the onne Help. The Support page offers the
folowing oplions:

User Feedback

The Submit Feedback Email link in this section directs you to the Feedback
page, where you can fill out a form that & automatically forwarded to
Virtuallerchant support.

Compatible Shopping Cart List

The View Compatible Cart List displays all on-ine shopping carts certified for
use with the application and information on how to gain cerlification.

Uzer Manuals
In the User Manuals section, you have two choices:

» [Download Developer Guide
s Download User Guide

Select the corresponding hyperink to begin the download process for the
Developer Guide or User Guide.

Peripheral Driver

The Peripheral Driver iz designed to enable your Virtual Terminal to use
supported peripheral devices for generating receipts, capluring PIN information
and check images. To downboad, click the Downlead Peripheral Driver link.
The Receipt Printer Driver downloads automaticalky.

Onby Internet Explorer 4.0 or greater is currenty supported.
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The Logout Link

To access the Logout link, click Logout.

This option logs you out of the VirtualMerchant application.

Configuration Menu Options

The Configuration Options contains the following menus:

e User
e Account Settings

e Terminal

s&VirtualMerchant

Users  DO1546 Cuser ACCount SETtings Terminal
Sceaunt: DOD1546
Tarmimal &, E

User Menu

User Management is designed to help you create users, which allows you to set up the access and
permissions for your employees. To access the User menu, click User.

r

Use 1 Account Settings
Find fEi?

Create Mew

Change Password

Change PIM

pdate Security Questions

The following options are available:
o Find/Edit - allows you to locate your individual users and access and edit information about
them
e Create New - allows you to create a new user account
e Change Password - allows you to change your own password
e Change PIN - allows you to enter a new PIN

e Update Security Questions - allows you to confirm your password, select desired questions and
provide answer provide to each
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Account Settings Menu

Account Settings Management is designed to help you set specific account level checks. To access the
Account Settings menu, click Account Settings.

ROCCOL Settn 1

s Terminal
IF Address Options ‘{p

There is only one option available, IP Address Options. This allows you to configure IP checks for your
existing accounts.

User

Terminal Menu

The Terminal menu displays after you have selected a terminal (refer to the Side Bar section below). To
access the Terminal menu, click Terminal.

User Account Settings [ ermina |
Merchant

. Payment Form
Maln Advanced

Terminal Management is designed to help you with the following configurations:

e Merchant (Merchant Setup) - allows you to set up the terminal, payment form and printer
information for your company

e Payment Form (Payment Form Setup) - allows you to set up various forms

e Advanced (Advance Setup) - allows you to set up the system and error messages
Terminal Management menu items are further divided into submenus as follows:

Merchant (Merchant Setup)

The Merchant (Merchant Setup) menu consists of:

User Account Settings Terminal

il Mam
Terminal @-m Fom | Termiral
Ay ancm] Paryrran Fasics
Terminal Management b designad to help you the Following _p"'*"" __thmnt Sstup. which allows you o e up the Tenminel, Peyeent Form, Prinker

nformation for yosur Company. Paymaent Form Setup aloas wum_ut different Fores bke Farent, Recspt Eral form. The Advance Sebup Furscton alows you
ko it up tha Sytem el Ernor Maisge

e Main - allows you to view and edit merchant information
e Terminal - allows you to view the set up information for a terminal
e Payment Fields - allows you to create or modify the fields that appear on payment forms

e Printer - allows you to configure the receipt printing options
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Payvment Form Menu

The Payment Form menu configuration consists of:

Usar Account Settings Terminal

Terminal
Payment Form Setup allows you to set different Form Bke Payment, Receipt, Emal form,

Payment Form
Payment Form
Receipt Form
E-mad Form

be displayed on the payment form

Advanced Menu

The Advanced menu configuration consists of:

Document #VRM-0001-D

Payment Form - allows you to add custom headers and footers, define color and attach images to

Receipt Form - allows you to define payment receipt form options

E-mail Form - allows you to setup approved and declined email notification options

sSVirtualMerchant

Terminal: MY RETAIL STORE

Email Setup Form L._._..._{;j

Select Terminal Emor Messagss

This section i wsed to configure the emai opfions. Frad Prevention Rules
B Credit Card Busingss Fusles
Bl Debit Card L

J Srystem Setup

signature capture device and setup an export script

your business needs and control how you handle transactions
or decline transactions or return an error

© Elavon, Incorporated 2013. All Rights Reserved

System Setup - allows you to designate HTTP Referrals, specify settlement window, enable

Error Messages - allows you to define custom error messages to appear in the payment form

Fraud Prevention Rules - customizable set of rules that allow you to build constraints to match

that include the ability to approve

Business Rules - allows you to define custom rules for terminal-based transactions
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Transaction Menu Options

The Transaction Menu Options contains two areas:

e User Information — This area displays your user, account, and terminal ID

o Select Terminal — This area contains a list of the rights to which you are assigned when you
select a terminal

s&VirtualMerchant

User Account Settings Terminal

User: 001075
Agcocount: 001075
Jerminal: Retail

User Infermation Area
Main
Welcome to VirtuaMerchant. The VitualMercha

enables your business to pracess transactions in
L]

Select Terminal

Cradit Card

Drebit Gard
Food Stamp
Cash Benafit Salect Terminal Area
Elaciranic Check
Gift Card

Currant Batches

\ Saltled Balches

Privacy Policy
Tarm s of Usae
Copyright § X013 Eavon, Inc. Al rights

" ANV 2N Ny

Getting Assistance from Elavon

EEEEREEEE

You may occasionally require assistance from Customer Service for issues when you:

e Lose log in information for new customers such as account IDs, user IDs and temporary
passwords

e Forget your current password

e Need assistance to use VirtualMerchant

You can contact Elavon’s Customer Service at 1-866-451-4007, option 2.
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CHAPTER 3. Managing Users

This chapter tells you how to manage the users of the accounts that you have set up and contains a
variety of functions that that tells you how to:

e Create new users

¢ Find user accounts

e Edit user accounts

e Edit user terminal associations

¢ Generate user reports

¢ Change passwords

e Change PINs

e Update Security Questions

Creating a New User

To access a VirtualMerchant account, you must be added to the system as an authorized user. The
Merchant Administrator for an account controls the entire account and is allowed to:

e Create users (single users, and multiple users who can log in and process transactions
simultaneously)
e Create hierarchy of users with similar or varying degrees of permissions and access

e Delegate the ability to manage a hierarchy of users to another user

When you have a Merchant Administrator to control these functions, you can manage efficiently and
create a system of accountability.

Note: We suggest that you create one or more separate users to manage day-to-day activities, including
but not limited to: processing transactions, reviewing transactions, and settling transactions. It is
strongly recommended that you keep your Merchant Administrator user account dedicated to
administrative functions only.

Follow these guidelines to create a user account:

¢ Create new user account

e Assign new user rights

e Add terminal associations to the user profile

e Create new user account from existing user profile

e Copy terminal associations to a new user
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To Create New User Accounts

1. Select User|Create New.

User: 001075
Account: 001075

Select Terminal

s&VirtualMerchant

User Account Settings

Find J Edit |

Create Nev __]

thange Password {F_r)
Change PIN
Update Security Questions

The Create New User screen displays.

User ID:

Passwaord:

‘Confirm Password:

First Name:

Last Mame:

Location:

Phone:

Extension:

Email:

Active:

Supervisor:

User Account Settings

Create New User

Complete all information and dlick Create at the bottom of the for

Enter Hevwr User Informaticn

Terminal

S

——

YES -

v %

Create User ][ Clear ]
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Notes:

e All fields with an asterisk are required.

e Refer to the Password Requirements section for password requirements information.

2. Enter your User ID.
3. Enter your Password.

4. Re-enter your password in the Confirm Password field.

Notes: The next five fields are not required, but you can enter this user information if you wish:

e Enter the user’s First Name.

¢ Enter the user’s Last Name.

¢ Enter the user’s Location.

¢ Enter the user’s Phone number.

¢ Enter the user’s phone Extension.

5. Enter Email address.
6. Select Yes or No from the drop-down list to indicate if Active.

Examples of new users who would not be active would be new hires that have not yet started
work or employees out on medical leave. This field is set to Yes by default.

7. Select Supervisor from the drop-down list.

Note: The default Supervisor is the current user’s supervisor or the Merchant Administrator, if
the user logged in is the Merchant Administrator.

8. Click Create User to add the new user account.
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The New User Confirmation screen displays the fields that you entered on the Create New User
screen along with a message to confirm that the user ID was added successfully.

User Account Settings Terminal

New User Confirmation

This page is used to confirm the new user information.

@uperstnre Cler - Added successfully.)

New User

User 1D Superstore Cler
First Mame: Sam

Last Mame: Brown
Location: Atlanta

Fhone: TT0-B87-2800
Extension: 25538

Email: fred@yahoo.com
Active: Active

Supervisor: 001545

[ Rights ] [ Teminals ]

Note: Click Clear to clear all data entered on the Create New User screen.
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To Assign Rights to a User

User rights are specific access and permissions granted to a user.

1. On the New User Confirmation screen, click Rights.

User Account Settings Terminal

New User Confirmation

This pege 5 used to confirm the new user information.

@uperstnre Cler - Added successfull@

New User

User 1D Superstore Cler
First Name: Sam
Last Name: Brown

Location: Atlanta

Phone: Tr0-B97-2800
Extension: 2558

Email: fredi@yahoo.com
Active: Active

Supervisor: 001548

[ Rights ] [ Teminals
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The Edit User Rights screen displays.

Edit User Rights

Update an existing user's rights

Update Rights for: Merchant2

m (You may still make individual selections)

¥ Credit Card-Sale
I¥ Credit Card-Force

I¥ Credit Card-Recurring
I Credit Import Batch
I Debit Card-Return

I” Food Stamp-Retumn

I Food Stamp-Force Retum
¥ Electronic Check-Purchase
[T Gift Card-Credit

I” Gift Card-Reload

I Generate Tokens

[T Batches-View

I Batches-Edit Transactions

" Find/Edit Users

™ Edit User Rights

I Edit Terminal Setup

r Export Transactions

[T Credit Card-Return
I¥ Credit Card-Auth Only

¥ Credit Card-Instaliment
[T Recurring Import Batch
¥ Denit Card-Inguiry

¥ Food Stamp-Inguiry

¥ Cash Benefit-Purchase

¥ Electronic Check-Muliientry
¥ Gift Card-Inquiry

[ Gift Card-Card Retum

" Baiches-Void Delete

" Batches-Return
Transactions

[C Create Subordinates

[ Edit Logen IP Address
Options

" Edit Business Rule

Update |

Clear All

W Credit Card-inquiry

¥ Credit Card-AVS
Onlyverification

¥ Credit Card-WMultientry
¥ Debit Card-Purchase
¥ Food Stamp-Purchase

¥ Food Stamp-Force
Purchase

¥ Cash Benefitinguiry
¥ Gift Card-Redemption
[T Gift Card-Activation

[T Batches-Seftle Transactions

[T Batches-view Setlied History

[T Edit Terminal Associations

Cancel

Note: The user rights that display in this window are dependent on the user rights of the user
currently logged in. You cannot grant a right to a subordinate unless your profile has the

right to do so.
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2. In the drop-down list, select one of the following;:

e Standard
e Manager

e Administrator

e The default is a blank value. No options are selected.

e  When you select either Standard, Manager or Administrator, you still have the option to
manually select and de-select user rights.

¢ The rights within each section are described in the Glossary section.

If you selected Standard, the system selects all rights with the exception of the following:

e Rights within the Virtual Terminal-Transactions section associated with any Return,
Credit, Activation, Reload, and Import Batch transaction types

e Rights within the Virtual Terminal-Batch section
e Rights within the Virtual Terminal — Export section
e Rights within the User Management section

¢ Rights within the Terminal Management section

If you selected Manager, the system selects all rights with the exception of the following:

e Rights within the User Management Section
e Rights within the Terminal Management Section

e Rights for the Export Scripts for the Manager
If you selected Administrator, the system selects all rights.

Note: If you click Cancel, the window closes and the user rights that were selected are not
updated. If you click Clear ALL, all the users rights will be reset (uncheck).

3. Click Update.

The Edit User Rights screen closes and the New User Confirmation screen displays a message
that the rights for that user ID were updated successfully.

Notes:

e The rights are not saved until you click the Update button.

e The selected option is NOT saved with the user rights. This is only used to pre-set the
user rights to save you time and allows you not to have to click each user right.
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To Add Terminal Associations to a User Profile
When you add a new user, you have to specify the terminals to which the user’s login provides access.
1. On the New User Confirmation screen, click Terminals.

The Terminal Associations screen displays.

User Account Settings Terminal

Terminal Associations

Enter a new terminal associstion

Terminal Associations for: Superstore 1

Terminal List 4 items

I : o
MY CALL EENTE? il DJI?M}}M}E}}D}}}M
MY RESTAURANT 01T 24D00E000000000002
MY RETAIL STORE 001 T 24 DB D000000D
MY WEBSITE 00T 24 D00EDD000 000000 1

Display: | 25 -

Edit User ] [ Copy Associgtions From Other User ]

2. Select the terminal you wish to add to the user profile from the list.

3. Click Copy associations From Other User.
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The screen updates showing the terminal association and displays a message that the terminal
was successfully added.

User Account Settings

Terminal Associations

Enter a new terminal association

@DS*’:BSIDDDDDM?MBEO - Added successFuIID

Terminal Associations for: SuperstoreClerk

-

SuperstoreClerk  Retail 0Y123A002U0HA0SERELUADTOVE

Terminal List 11 items

Friendly Name | Terminal D
all but credit 9055554321

Canadian Retail 1 00285250000200000655645
delete me 1234567890987

E4 Internet 0017240002001000513024
E4 Internet DCC 1 0010548510000000724966
Internet E3 0010540851000000724302
MasterPass Local 001734009997772229958
MOTO E3 0017340009997772227999
only credit add other later EECEEEEE0EEE

only credit card 89055551234

Service 0031940002011395178000

Display: 25

Edit User ] [ Copy Associations From Other User
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4. To associate another terminal to the user account, repeat Steps 2 and 3.

Document #VRM-0001-D

Note: For each new terminal association, a new PIN is automatically generated. The new PIN
can be used to process transactions from an integrated application, a website, or the
VirtualMerchant Mobile App. PIN(s) can be 64, 32, 6, 5 or 4 characters in length. It is
recommended to always use a length of 64 characters for maximum security.

To Create New User Account from Existing User Profile

This feature allows you to create a new standard user profile from an existing standard user profile. You
must have Create Subordinate User rights and the standard user profile that will be copied to create the

new standard user profile must exist.

1. Select User|Find/Edit.

s&VirtualMerchant

Account Settings

User: 001075 User
Account: 001075 i
Create MNew
Select Terminal Change Password
Change PIM

F o

,@,_J

Update Security Questions |

The Find/Edit User screen displays.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

[ User 1D: I

First Mame: I

Last Mame: |

Active: Wv
Display: 25—7
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2. Enter the relevant information in the search fields to choose an existing standard user profile.

3. Click Find.

The User List search results table displays the users defined by the search.

User List
4 items
[ [Use08 | Fistione | Lsthane3 | Losabon) | SupervisorQ |
001548
[ omsso Kris Trienweiler Denver 001548
Superstore 1 Sam Brown Atlanta 001548
[  Superstoe Cler Sam Brown Atlanta 001548
| Select All | | Unselect Ml | [ Copy User | Supervisor Report |

Dowrnload

< < < =

4. Select the check box next to the user profile you wish to copy.
Note: You cannot choose more than one user profile.

5. Click Copy User.
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The Copy User screen displays.

Document #VRM-0001-D

User

with an

Enter

User

First
Last

Password:

I
|
Confirm Password: I 3
|
|
|

Account Settings Terminal

Copy User

Complete all informaticn and click Copy User at the bottom of the form to copy a new user acoount.. Note that ol fields

asterisk Ifa%]l are required.

Hew User Information

Acoount 10: IOI:I 1546 1

10

*

Mame:

Name:

Location:

Fhone: I
Extension: I

Email: I 3%

Active: Yoz

Superviser: 001546 v 3

I Copy User ” Clear ]

Account ID is pre-populated with the account ID of the existing user profile and cannot be

changed.

6. Enter new User ID.

7. Enter Password.

8. Re-enter password in the Confirm Password field.

Notes: The next five fields are not required, but you can enter this information if you wish:

Enter the user’s First Name.
Enter the user’s Last Name.
Enter the user’s Location.

Enter the user’s Phone number.

Enter the user’s phone Extension.

9. Enter Email address.

10. Select Yes or No from the drop-down list to indicate if Active.

11. Select Supervisor from the drop-down list.
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12. Click Copy User to add the new user account.

The New User Confirmation screen displays and a new user profile is created with the same
rights, terminal associations, account and supervisor as the existing user profile.

User Account Settings Terminal

New User Confirmation

This page is used to confirm the new user infermaticn.

CSuperstDrE Cler - Added successﬁ.llly.)

MNew User

User 1D Superstore Cler
First Mame: Sam

Last Mame: Brown
Location: Atlanta

Phone: Tr0-897-2800
Extension: 2558

Email: fred@yahoo.com
Active: Active

Supervisor: 001545

[ Rights ] [ Teminals
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Note: The Copy User button is disabled when there are 5,000 users for the account (VID).

VirtualMerchant also does the following:

e Validate that there are less than 5,000 active users for the account ID (VID).
e If less than 5,000, create a new standard user profile with:
e Only the user rights from the existing standard user profile that the logged in user
already has.

¢ Only the terminal associations from the existing standard user profile that the logged
in user already has access to EXCEPT for the PIN.

e A status of Unlocked.

¢ Generate a new PIN for each terminal association created on the new user profile.

You may choose to update the rights and/or the terminal associations for the new standard user
just created.

Notes:

e Rights can be copied from existing user profiles that are Active or Not Active.
e Rights can be copied from existing user profiles with a Status of Locked or Unlocked.

o  Uses the same security features that currently exist, which includes users only being
allowed to add terminals to a user profiles that the logged in user already has access.

e  The user rights have the same restrictions.

e Users cannot change the pre-populated Account ID field.
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To Copy Terminal Associations to a New User

This feature allows you to copy the terminal associations from an existing user profile to the new user
profile. You must have Edit User and Edit Terminal Associations rights. The user profile from which
the terminal associations are to be copied and the new user profile to which the terminal associations are
to be copied must exist.

Warning: All existing terminal associations for the user profile will be removed and replaced with the
new associations. A new PIN is generated for each terminal including existing (shared)
terminals. If you are using an integrated application, you must update your terminals with
the new PINs to prevent interruption of service.

1. On the New User Confirmation screen, click Terminals.

User Account Settings Terminal

New User Confirmation

This pege is used to confirm the new user information,

@uperstc-re Cler - Added su-:cessfullD

New User

User 10 Superstore Cler
First Name: Sam

Last Name: Brown

Location: Atlanta

Phone: T70-897-2800
Extension: 2858

Email: fred@yahoo.com
Active: Active

Supervisor: 001548

[ Rights ] [ Teminals

Note: Refer to the To Create a New User Account from an Existing User Profile section above and
select an existing user profile from which the terminal associations are to be copied.
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The Terminal Associations screen appears.

User Account Settings Terminal

Terminal Associations

Enter a new terminal associstion

Terminal Associations for: Superstore 1

Terminal List 4 items

MY CALL CEMTER 001 T 24 DOED0000000000 2
MY RESTAURANT 001724 D00E000000000002
MY RETAIL STCRE O T 24 D00EII000000000D
MY WEBSITE OO T2 A000EDO000 000000 1

Display: | 25 -

[ Edit User ] [ Copy Associgtions From Cther User ]

2. Click Copy Associations From Other User to copy the terminal associations from the selected
existing user to the new user.

3. Click OK on the message box that appears.

Al of the exisling Terrminal Associations for the user profile will be removed and replaced with the Terrminal Assodiations from
e other user profile, do you want tp continue?

ok | [ canem
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The Copy Terminal Associations displays a list of existing users from which to select.

User Account Settings Terminal
Copy Terminal Associations
Select one User Profile from which terminal associstions will be copsed
Usaer Information
. User ID: I
First Name: |
Last Name: I
Active: Addive «
Display: F -
User List
4 iterms
| @ |usern) | Firsthame ) | Lasthame ) | Location[] | supervisor ) [active |
] ooise ¥
i Hris Trierweiles Denver 001548 ¥
[ Ssuperstore 1 Sam Brown Atlarita 001545 Y
[ Superstose Cler Bam Brown Atlanta 001548 ¥
| Copy Teminal Associations || Cancel |

4. Select the existing user profile and then click Copy Terminal Associations.

VirtualMerchant does the following:

e  Copy the terminal associations from the selected existing user to the user profile.

e  Display the Terminal Associations screen for the user profile with all terminal
associations copied from the existing user.

e  Generate a new PIN for each terminal association copied to the new user profile.

e  Display the terminal associations copied to the new user profile.
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Notes: VirtualMerchant can do the following:

o Copy to existing user profiles that are Active or Not Active.

e Copy from existing user profiles that are Active or Not Active.

o Copy to existing user profiles with a Status of Locked or Unlocked.

e Copy from existing user profiles with a Status of Locked or Unlocked.
e Copy from only one existing user profile.

e  Use the same security features that currently exist, which includes users only being allowed to
add terminals to a user that the logged in user already has access to.

Finding a User Account

Sometimes it becomes necessary to modify users” accounts after they are granted access to the
application. VirtualMerchant allows you to search for existing user profiles. Each field is partial-search
capable, which means you can use only the first letter or first few letters of your search criteria to search
fields. The search is not case-sensitive (so DEBBIE and Debbie and debbie are all the same for search
purposes). You can use a single field or multiple fields to narrow your search.

The Find/Edit User function allows you to do the following:

e Locate subordinate users and peers

e Change the sort order of the search results

To Locate a User Account
1. Select User|Find/Edit.

s&VirtualMerchant

User: 001a7s User Account EEtti!'II;'ﬁ
Account; 001075 Find J Ea \ﬂj']
Create Mew
Select Terminal Change Paseword
Change PIN
i . Update Security Questions |
Priveamy Polipar e e U e O e e Rl

© Elavon, Incorporated 2013. All Rights Reserved Page 65 of 426



Managing Users | Finding a User Account

The Find/Edit User screen displays. The Find/Edit User function allows the currently logged in
user to locate and manage all of their subordinate users and peers. This function is also a user
right that can be enabled or disabled for each user.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

User [D: |

First Mame: I

Last Mame: |

Active: Wv
Display: 25—7

2. Enter the relevant information in the search fields.

The four search criteria fields are:

Search Field | Description

User ID Searches for all user I1Ds that match the first characters entered in this field
First Name Searches for all first names that match the first characters entered in this field.
Last Name Searches for all last names that match the first characters entered in this field.
Active Searches for active, inactive or all users based on the selection.
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3. In the Display drop-down, select the number of records you want to be shown at a time.

User Account Settings

Find / Edit User

Locate an existing user.

User Information

UserID: |

First Mame: |

Last Mame: |
Active: Active -

Display: 25 :

E 50 Clear

75
100
250
500
750
1000

Note: The Display drop-down list allows you to view users on screen in increments of 25, 50, 75,
100, 250, 500, 750 or 1,000. This feature allows your browser to work more efficiently. You
faster results when more items display per page.

4. Click Find.

The User List search results table displays all users defined by the search.

User List Download
4 items
m[fﬂ | FirstHame 3 | LastHame[] | Locationf] | SupervisorJ ].'-:i’r.:ﬁl
001548 ¥
[ oosso Kris Trierweiler Denver 001549 e
Superstore 1 Sam Brown Atlanta 001548 Y
[l Superstore Cler Sam Brown Atlanta BO1548 Y
[ Select All | [ Unselect I | [ Copy User || Supenvisor Repott |
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The search results table displays the User ID, First Name, Last Name, Location, Supervisor and
indicates if the user is Active or not. The headings allow you to find and access users’ accounts

quickly.
Column Headers | Description
User ID This column displays the user IDs that match the search criteria. This field is a
hyperlink that links to the Edit User screen with the selected user’s information
displayed there.
First Name This column displays the first names of the user IDs that match the search criteria.
Last Name This column displays the last names of the user 1Ds that match the search criteria.
Location This column displays the locations of the user IDs that match the search criteria.
Supervisor This column displays the supervisors of the user IDs that match the search criteria.
Active This column displays the statuses of the user IDs that match the search criteria. If the
user ID is active, the letter “Y” for ‘yes’ displays in the column. If the user ID is
inactive, the letter ‘N’ for ‘no” displays in the column.

Note: If you do not define any search criteria and click Find, the system displays all current
user's peers and subordinates.

To Sort Search Results

As mentioned in the Note above, if you do not define any search criteria and click Find, the system

displays all current user's peers and subordinates.

To change the sort order of the search results table, click any of the six column headers of the search

results table.

User List Download
1 #em
'L|:| | UseriDE o | g s O | Active 0
] Clerk John Doe 001385 Y
[ Select All I [ Unselect All ] [ Copy User H Supervisor Report

Note: The first click on a header sorts the data in alphabetical order from A to Z. The sort order reverses
if you click the column header twice.
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Editing a User Account

The Edit User screen allows you access to basic information for a specific user account. You can modify a
single field or multiple fields simultaneously for a user.

To edit a user account, you may have to do one or more of the following:

e Find user accounts
e Edit user information
e Edit user rights

e Edit user terminal associations

To Edit User Information

1. Find the user you want to edit by following the instructions under the Finding a User Account
section above.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

User 1D | |
First Name: |

Last Mame: |

Adtive: Active -

Display: 25—7
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2. Click the User ID in the User List table.

User List Download
4 items
001548 ¥
[ Kris Trierweiler Denver 001544 ¥
Sam Brown Atlasta 001548 ¥
[  Superstoe Cler Sam Brown Atlanta 01548 Y
| Select Al | | Unselect Al | | Copy User || Supervisor Repott |

The Edit User screen displays.

User Account Settings Terminal

Edit User

Update an Bxisting User. Mote that all fields with an astersk (3] are required.

Update
User ID: Clenc100
First Name: ISim
Last Narme: |
Lecation: IAtIinta

Phone: I
Extension: I

Email: |5am@rahun.:nm *
Password: [ssnssnas 3
Supervisor 001545 -
Active: Tes «
Status: m
[ Updete | [ Fights | [ Teminals | | Cancel |

3. Make the desired changes to the selected user:
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User Fields Description

User ID Displays the user 1D for the selected user. This value cannot be edited.
First Name Enter or change the user's first name.

Last Name Enter or change the user's last name

Location Enter or change the user's location.

Phone Enter or change the user's phone number.

Extension Enter or change the user's phone extension.

Email Enter or change the user's e-mail address. This field is required.

Password Change the selected user's password. Refer to the Password Requirements

section for more information about how to change the password according to the
system requirements. This field is required.

Supervisor Change the supervisor of the selected user.

Active Activate or deactivate the selected user ID.

Note: You can have a maximum of 5,000 active users associated with an
account (VID). If you attempt to add a user to an account that already has 5,000
active users, the system will display an error message and you will not be
allowed to add the user. You must deactivate a user from the system to lower the
total number of active users.

Status Lock or unlock a user’s ability to login.

Update button Saves changes.

Rights button Configure the options that this user can access.
Terminals Add terminal associations to the currently selected user.
button

Cancel button Abandon changes.

4. Click Update to save the changes.
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The Edit User screen closes and Find/Edit screen displays a message that user information was
updated successfully.

User Account Settings Terminal

Find / Edit User

Locate an existing user.
Clerk100 - Updated successfully.

User Information

User 1D: I

First Mame: I

Last Mame: I

Active: Wv
Display: 25—7

Note: Click the Update button to save changes made to the Edit User screen by before you select
either the Rights or Terminals button. If not, the changes will be lost.

Edit User Rights

You may include one or more of the following to edit user rights:

e Find the user account
e Add user rights

e Remove user rights
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To Add User Rights

1. Find the user you want to edit by following the instructions under the Finding a User Account
section above.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Informatiocn

UseriD: |

First Mame: |

Last Mame: I

Active: “Active -
Display: 2.5—7

2. Click the User ID in the User List table.

Usér List Dawrnload
4 items
(W [User08 | Fistione | Lsthaned | LosabonD) | Supervisor D | Acive
001548 ¥
M oosso Kris Trierweiler Denver 001544 ¥
Suparstore 1 Sam Brown Atlants DD1548 Y
[  Superstoe Cler Sam Brown Atlanta DO1544 ¥
[ Select Al | [ Unselect Il | | Copy User || Supervisor Repot |
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The Edit User screen displays.

User Account Settings Terminal
Edit User
Update an Existing User. Mote that all fields with an agterisk [*} are required.
Update
. User 1D: Clef100
First Mama: |E=rn
Last Name: I
Leocation: |atlanta
Phone: I
Extension: I
Emall: ISa mi&yahoo.com 3
Password: Il-uuru A
Supemvisorn 001546 -
Active: Tes »
Status: Unlocked
[ Update | | Rights | [ Teminals | [ Cancel |

3. Click Rights.
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The Edit User Rights screen displays.

Edit User Rights

Update an existing user's rights

[ Update Rights for: Merchant2 _]

Default Selection Options

B | Crou may still make individual selections)

Virtual Terminal - Transactions

I¥ Credit Card-Sale I Credit Card-Retum I¥ Credit Card-ingquiry

I Credit Card-Force ¥ Credit Card-Auth Only ﬂﬁ;ﬂ;ﬁﬁﬁw

¥ Credit Card-Recurring ¥ Credit Card-Installment ¥ Credit Card-Multientry
™ Credit impon Batch I Recurring Import Batch ¥ Debit Card-Purchase
" Debit Card-Return ¥ Debit Card-Inguiry ¥ Food Stamp-Purchase
I™ Food Stamp-Retum ¥ Food Stamp-Inquiry PT rg:':’:fm’“”“'“

" Food Stamp-Force Return ¥ Cash Benefit-Purchase ¥ Cash Benefitnguiry
¥ Electronic Check-Purchase ¥ Electronic Check-Multienty ¥ Gift Card-Redemption
[T Gift Card-Credit ¥ Gift Card-Inquiry I Gift Carg-Activation

I” Gift Card-Reload I GiR Card-Card Retum

Virtual Terminal - Tokenization

Virtual Terminal - Batch

" Batchas-View ™ Batches-Void Delete " Batchesz-Seftie Transactions

I Bakches-Edit Transactions | Balches-Return I Batches-View Setiled History
Transactions

™ Find/Edit Users [T Ereate Subordinates [ Edit Terminal Associations
™ Edit Logon IP Address

I Edit User Rights Options

Terminal Management

I Edit Terminal Setup I” Edit Business Rule

Virtual Terminal - Export Script

I Export Transadions

| Update | = ClearAll | ' Cancel |
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4. Select appropriate check boxes (rights) as required for the selected user.
5. Click Update.

The system updates the application, returns you to the Edit User screen and displays a message
that rights for the user ID were updated successfully.

To Remove User Rights

1. Find the user you want to edit by following the instructions under the Finding a User Account
section above.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

UseriD: | i
First Mame: |

Last Name: I

Adtive: Active -

Display: 25—7

2. Click the User ID in the User List table.

User List Dowrnload
4 items

W |UserD8 | Fistiome £ | LastName 5 | Locaton | Supervisor ) | Actve &
001548 ¥
D 055D Hiris Trierwgiler Denver 201548 hd
Sam Brown Atlants 001548 ¥
[l Superstore Cler Sam Brown Atlanta BO1548 Y

| Select Al | | Unselect Al | | Copy User || Supervisor Repott |
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The Edit User screen displays.

Edit User

Update

. User 1D:
First Mama:;
Last Name:
Location:
Phone:
Extension:
Emall:
Password:
Supervisorn
Active:

Status:

User Account Settings Terminal

Update an Existing User. MNote that all fields with an asterisk [*} are required.

Cle100
I'Sarn

I
IAtlinta

Iﬁam@yahun.c om 3%

[ervesees s
001546 -

Yes

Unlocked «

[ Update | | Rights | [ Teminals | [ Cancel |

3. Click Rights.
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The Edit User Rights screen displays.

Document #VRM-0001-D

Edit User Rights

Update an existing user's rights

Update Rights for: Merchant2

Default Selection Options
EIENRECI < | (vou may still make individual selections)

Terminal Management
™ Edit Business Rule

™ Edit Terminal Setup
Virtual Terminal - Export Script

™ Export Transactions

Virtual Terminal - Transactions

I¥ Credit Card-Sale [T Credit Card-Return

I¥ Credit Card-Force I¥ Credit Card-Auth Only

I¥ Credit Card-Recurring ¥ Credit Card-Inztaliment

I Creditimport Batch ™ Recurring Import Batch

I Debit Card-Return [¥ Debit Card-Inquiry

I” Food Stamp-Return I¥ Food Stamp-Inquiry

" Food Stamp-Force Return ¥ Cash Benefi-Purchase

¥ Electronic Check-Purchase ¥ Electronic Check-Multientry

I Gift Card-Credit ¥ Gift Card-Inquiry

I Gift Card-Reload I Gif Card-Card Retumn

Virtual Terminal - Tokenization

I Generate Tokens

Virtual Terminal - Batch

" Batches-View " Batches-void Delete

I Batches-Edit Transactions [” Batches-Return
Transactions

" Find/Edit Users [T Create Subordinates
™ Edit Logen IP Address

™ Edit User Rights Options

¥ Credit Card-Inguiry

¥ Credit Card-AvS
Onlyhverification

¥ Credit Card-Multientry
¥ Debit Card-Purchase
¥ Food Stamp-Purchase

¥ Food Stamp-Force
Purchase

¥ Cash Benefitinguiry
¥ Gift Card-Redemption
[T cift Card-Activation

" Batchez-Settle Transactions

[T Batches-View Setled History

[T Edit Terminal Associations

Update |  ClearAll | | Cancel |
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4. Clear appropriate check boxes (rights) as required for the selected user.
5. Click Update.

The system updates the application, returns you to the Edit User screen and displays a message
that rights for the user ID were updated successfully.

Editing User Terminal Associations

You may perform one or more of the following to edit user terminal associations:

e Add user terminal associations
e Copy associations from other users

e Remove user terminal associations

To Add User Terminal Associations

1. Find the user you want to edit by following the instructions under the Finding a User Account
section.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

User 1D+ |

First Name: |

Last Name: I
Active: Active -

Display: 25 -
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2. Click the User ID in the User List table.

User List Doswnload
4 jtems
"W [userQ | risttone) [ Lastame ) | Locsbon) | Swervser | Aeive®
001548 v
[ Kris Trierweiler Denver 001544 ¥
Superstoce 1 Sam Brewn Atlants 001546 ¥
[  Superstoe Cler Sam Brown Atlanta 01548 Y
| Select All | | Unselect Al | | Copy User || Supervisor Report |

The Edit User screen displays.

User Account Settings Terminal

Edit User

Update an Bxisting User. Mote that all fields with an astersk (3] are required.

Update
User ID: Clenc100
First Name: ISim
Last Narme: |
Lecation: IAtIinta

Phone: I
Extension: I

Email: |5am@rahun.:nm *
Password: [ssnssnas 3
Supervisor 001545 -
Active: Yes
Status: m
[ Updete | [ Fights | [ Teminals | | Cancel |

3. Click Terminals.
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The Terminal Associations screen displays.

User Account Settings Terminal

Terminal Associations

Enter a new terminal associstion

Terminal Associations for: Superstore 1

Terminal List 4 items

MY CALL CEMTER 001 T 24 DOED0000000000 2
MY RESTAURANT 001724 D00E000000000002
MY RETAIL STCRE O T 24 D00EII000000000D
MY WEBSITE OO T2 A000EDO000 000000 1

Display: | 25 -

[ Edit User ] [ Copy Associgtions From Cther User ]

4. Select the terminal you wish to add to the user profile from the list.
5. Click Copy Associations From Other User.

The screen updates showing the terminal association and displays a message that the terminal
was successfully.
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To Copy Associations from Other Users

1. Find the user you want to edit by following the instructions under the Finding a User Account
section.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

UseriD: | d
First Mame: |

Last Name: |

Adtive: Active -

Display: 25—7

2. Click the User ID in the User List table.

User List Download
4 items

| @ [userofy | FirstName [} [ LastName (3 | Locationfy | supervisor[) | Active
001548 Y
[  oorssn Hais Trienweiler Denver DO1545 ¥
Sam Brown Atlanta 001548 ¥
M Superstore Cler Sam Brown Atlanta 001548 Y

( Select Al | [ Unselect Al | [ Copy User ][ Supervisor Repot |
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The Edit User screen displays.

User Account Settings Terminal
Edit User
Update an Existing User. Mote that all fields with an agterisk [*} are required.
Update
. User 1D: Clef100
First Mama: |E=rn
Last Name: I
Leocation: |atlanta
Phone: I
Extension: I
Emall: ISa mi&yahoo.com 3
Password: Il-uuru A
Supemvisorn 001546 -
Active: Tes »
Status: Unlocked
[ Update | | Rights | [ Teminals | [ Cancel |

3. Click Terminals.
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The Terminal Associations screen displays.

User Account Settings Terminal

Terminal Associations

Enter a new terminal associstion

Terminal Associations for: Superstore 1

Terminal List 4 items

MY CALL CEMTER 001 T 24 DOED0000000000 2
MY RESTAURANT 001724 D00E000000000002
MY RETAIL STCRE O T 24 D00EII000000000D
MY WEBSITE OO T2 A000EDO000 000000 1

Display: | 25 -

[ Edit User ] [ Copy Associgtions From Cther User ]

4. Click Copy Associations From Other User to copy the terminal associations from an existing
user to the user account.

5. Click OK on the message box that appears.

Al of the exisling Terrminal Associations for the user profile will be removed and replaced with the Terrminal Assodiations from
e other user profile, do you want tp continue?

ok | [ canem
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The Copy Terminal Associations displays a list of existing users from which to select.

User

Copy Terminal Associations

Select one User Profile from which terminal associstions wil be copied

User Information

Account Settings Terminal

oaoa

User 1D: |
First Name: |
Last Name: |
Active: Addive «
Display: K
User List
4 itema

| @ |usermQ) | Fisthame [ | Lastiame (] | Location[) | supervisor (] [ Active ) |
] omses

Y
001550 Kris Trerweiles Denver 001548 ¥
Superstome 1 Sam Browm Atlanta 001548 hi
Superstase Clar Sam Beewm Atlanta 001548 ¥

| Copy Teminal Associsfions J| Cancel |

6. Select the existing user profile and then click Copy Terminal Associations.

VirtualMerchant does the following:

Copies the terminal associations from the selected existing user to the user profile.

Displays the Terminal Associations screen for the user profile with all terminal
associations copied from the existing user.

Generates a new PIN for each terminal association copied to the user profile.

Displays the terminal associations copied to the user profile.
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Notes: VirtualMerchant can do the following:

o Copy to existing user profiles that are Active or Not Active.

e Copy from existing user profiles that are Active or Not Active.

o Copy to existing user profiles with a Status of Locked or Unlocked.

o Copy from existing user profiles with a Status of Locked or Unlocked.

e Copy from only one existing user profile.

e  Use the same security features that currently exist, which includes users only being
allowed add terminals to a user that the logged in user already has access to.

To Remove User Terminal Associations

1. From the Terminal Associations screen, click the Delete button in the row in which the terminal

you wish to remove appears.

e [ — [—
Terminal Associations
Erfar & rave Sl sEmcceton

TFermenal Anccimiom o Bk

wile AT CALL CEMTER  LOSMEY MLV S OE PR S TR R A M I S P T SRR 1§ (oL ]

e MY SESTAURANT  FOVOHOESNERATHFRGIE T OFVWYIRG 1R CH00 1 AEP EIERCYOPBMIPNTELVOVS Sanem B

Tetweral Lifl  { Pwmam

| Hrimstty nims [ wl E1 )
W BT, STOR
why WERERL

LB he i)
Pobhl b e P s i

Bhplay & =

[t User ]| || Copy Amsaciatars From (ther Lser |

w  Shhaumedc « _ Chasge b Bulute
- Hohanmest - Charca PIN mp

2. On the dialog box that displays to confirm this action, click Ok.

e other user profile, do you want bo continue?

Al of the existing Terminal Associations fof the user profile will be removed and replaced with the Terminal Assodiations from

ok | [ caneal
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The system removes the terminal from the list and displays a message that the terminal was

successfully deleted.

Lwer Acroumt Settings Terresnal

Terminal Associations

Erdter o =aew berrraral swocsfon

f _.: 51 Contarted marcen -_:)

for- Sep ok

BuCHTECrCIIE Snly e tad | HIOWHLEREDBOFLERD I SFATUOSIVENTYRHOOLDFKYS0EMTOM THEL PARVDIIN. Bardce B4 -

Chargs FN | Deles |

Note: Click Cancel to retain the terminal association.

Generating User Reports

You can generate user reports in two ways:

¢ Include all users and the supervisors to whom they report

¢ Include one or more supervisors and the users that report to them

To Generate User Report for All Users and their Supervisors

This allows a user to generate a download file of all users and the supervisor they report to.

1. Select User|Find/Edit.

s&VirtualMerchant

User: 00107s User Account Settings
Account: 001075 Find / Edit _@J
Create New
Select Terminal Change Password
Change PIN

Update Security Questions

Priveary Palips
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The Find/Edit User screen displays.

User Account Settings Terminal

Find / Edit User

Locate an existing user.

User Information

UseriD: |

First Name: |

Last Name: I
Active: Active -

Display: 25 -

2. Click Find.

The User List table displays all users.

User List Download

4 items
001548

| ¥
M oosso Kris Trieweiler Denver 001548 Y
Superstore 1 Sam Brown Atlanta 001548 Y
[  Superstoe Cler Sam Brown Atlanta D01548 Y

| Select Al | | Unselect Ml | [ Copy User |[ Supervisor Report |

Note: If you do not define any search criteria and click Find, the system displays all current
users (supervisors and subordinates).

3. Click Download.
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The Download screen displays.

User Account Settings Terminal

Download

Selert the desired download format,

Reporting Oplions.

Sort On: User -
Specify the download text file type: Comma-Delimited

Indlude text qualifier (double quote -™

Download File

4. Sort on any one of the following;:

e User Id

e First Name
e Last Name
e Location

e Supervisor

e Status
Note: The default is User 1d.

5. Select the download text file type from the following options:

e Comma-Delimited
e Tab-Delimited
e XML

e Comma-Delimited — Generates a comma-delimited file that can be opened in Microsoft
Excel as a worksheet.

e Tab-Delimited — Generates a tab-delimited file that can be opened in Microsoft Excel as a
worksheet.

e XML - Generates an XML document that opens in a new Internet browser window.
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6. Select the Include text qualifier (double quote — “): check box, if desired.

Notes:

e The default is unchecked.

Document #VRM-0001-D

e  Only available with Download Text File Types of Comma-Delimited and Tab-Delimited

options.

7. Click Download File to download the report.

VirtualMerchant creates the download file and displays it in a new window.

To Generate User Report for Supervisors and their

Subordinates

This allows a supervisor to generate a user report of one or more supervisors and the users that report to

them.

1. Select User|Find/Edit.

s&VirtualMerchant

Priviary Palips

User: 001075 User Account Settings
Account: 001075 r =nd J Ed {b_]
- Create New
Select Terminal Change Password
Change PIN

_ Update Security Questions
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The Find/Edit User screen displays.

Find / Edit User

Locate an existing user.

User Information

User Account Settings Terminal

UseriD: |

First Name: I

Last Mame: I

Active: Active -

Display: 25 -

2. Click Find.

Document #VRM-0001-D

The User List table displays all users (one or more supervisors) that directly report to that
supervisor, along with their subordinates.

Click Supervisor Report.

The Download screen displays.

Download

Select the desired download format,

Reporting Options.

Sort On:

Specify the download text file type:

User Account Settings Terminal

User id
Comma-Delimited

Include text gualifier (double guote -™ )

Downdoad File
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4. Sort on any one of the following:

User Id
First Name
Last Name
Location
Supervisor

Status

Note: The default is User Id.

5. Select download text file type:

6. Select Include text qualifier (double quote — “): check box, if desired.

Notes:

7. Click Download File to download the report.

VirtualMerchant creates the download file and displays it in a new window.

Changing Your Password

Comma-Delimited
Tab-Delimited
XML

Comma-Delimited — Generates a comma-delimited file that can be opened in Microsoft

Excel as a worksheet.

Tab-Delimited — Generates a tab-delimited file that can be opened in Microsoft Excel as a

worksheet.

XML - Generates an XML document that opens in a new Internet browser window.

The default is unchecked.

Only available with Download Text File Types of Comma-Delimited and Tab-Delimited

options.

As a security measure, each user's password is set to expire 45 days after the last password change. Users
who do not change their password within the last 45 days must enter new passwords on the next
successful login. To change your password, you must have already logged in with your old password. If
you cannot remember your current password, or if your account has been locked, call Customer Service

for assistance.
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1. Select User| Change Password.

s&VirtualMerchant

User: 001075 User Account Settings
Account: 001075 Find [Edit
Create New
Select Terminal R {ﬂ
= BN M doa iy o
Changs PIM
Update Security Questions

The Change Password screen displays.

Change Password

Cumrent password: | 2z
Mew Password: I 3%
Confirm Mew Password: I L1

[ Change Password ][ Clear ]

Enter your old password in the Current Password field.
Enter your new password in the New Password field.

Enter your new password again in the Confirm New Password field for verification.

@ ok »N

Click Change Password to complete the password change.

The system displays a message that your password was successfully updated.

User Account Settings

Change Password

Your password has successfully been changed; please use your new password when logging into the application.

Note: Click Clear if you want to abandon any changes.
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Changing Your PIN

VirtualMerchant allows you to change the length and format of the terminal PINs associated with your
account. The system automatically generates PINs, so you are unable change the actual PIN text. You are
only allowed to change length and format of your the PIN.

1. Select User| Change PIN.

s&VirtualMerchant

User: 001075 User Account Settings
Account: 001075 Find [ Edit
Create New
Select Terminal Change Password
Change PIN
Ipdate Seourity Queshnns{b1

Privacy Palicy

The Change PIN screen displays.

Changs P

BIE4E MY CALL CENTER 1 INvKBEDOH T DA P RO O LV H 1 JULF T B DS PG YIRTYRAARBCCN TS Chisgs PIN

o e sbheumenc <
DIIZ4E WY RESTAURAMT  T7OLIZHTIOAL T IRt [TMAMMHE A PP SO AL LS TUTHTION  Bervm B . Hphameit . Chasge PIN
GRS AV RETAIL BTSRE  RAAMSISBLIS BVLEAVTIRIESSEIFHISDIIEAN MPSIVERSI TVAREMASIE desesi Beisa Bl | sbfonmeic < Chiarga Bk
D=8 WY WERSITE ALY | TUIHOS T R A VIR T TIF Ty PAL ARSI HEELY R R Bl -  Sphauswenc . Change FIN

2. If you want to change the PIN Length, select one of the following options from the drop-down
list:

e Sixty Four characters (recommended)
e  Thirty two characters

e Six characters

e Five characters

e Four characters

e PIN length defaults to 64 characters

e PINs are case sensitive

3. Click Change PIN to save the PIN length changes and generate the new PIN.
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4. If you want to change the PIN Format, select one of the two options from the drop-down list and
click Change PIN to save the PIN format changes and generate the new PIN:

e Numeric

¢ Alphanumeric (recommended)
Note: PIN format defaults to alphanumeric.

5. To just change your PIN, click Change PIN, and the system will auto generate the new PIN.
You can change both the PIN length and PIN format at the same time. For example:
The following PIN (77QL32...) has a length of 64 characters and the format is alphanumeric.

Ueer | fcceest Settiegs p—

Change PIN

Erder 3 naw FIN.

Chargs FIH

SONN4A WY CALL CENTEE  HRAM WOTD E4 - [T . Clﬁiﬂl" I
SOnBaA v BEATAAANT Cr:?m!quw-n':Iums-w.:\-uuul:svuﬂfuw.tw".wxWMMIilfu'vFl@ B [ - (m}- Ehanga BiY |
CONS4A WY EETAIL STORE WY GRS | 300 LOULY Te MBS IFKESC MOTDOOAT U ME SR VCW I TWMREMAIE  Danenl Reisil B4 - BT - crﬁ-nm I
il Wy WEBMTE G B Y RAF 1 LIRS R A VIR Py T F ERF T PALAP Bt 1 XEE P ] 2] - AT . Change P4 |

a) To change the PIN length from 64 to 4, select four characters from the PIN Length drop-
down list .

b) To change the PIN format from alphanumeric to numeric, select numeric from the PIN
Format drop-down list .

G348 LY CALLCENTER  mam uoTD CY » ey =+ Changepin |

c) Click Change PIN. The system saves the PIN length and format changes and generates a
new numeric 4-character PIN.

BIE4E LIV CALL CENTER (Fasi) WoTo f - e w  ChaagaPiw |

© Elavon, Incorporated 2013. All Rights Reserved Page 95 of 426



VirtualMerchant User Guide
Managing Users | Updating Your Security Questions
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When you first accessed VirtualMerchant and used the password assigned to you by Elavon's customer
service, you were prompted to enter three security questions and answers. Follow the procedure below to

change either the questions or answers.

1. Select User| Update Security Questions.

User: ao107s
Account: 001075

Select Terminal

Privacy Policy

s&VirtualMerchant

User Account Settings

Find [ Edit
Create Mew
Change Password

The Update Security Questions screen displays.

Uner Account Settings

Update Security Questions

Security Questions

Cusstien?  What is your mother's first name 7
Cheestiond  What was your first pet’s name?

Cusstien!  Inwhat oy or town did your mother and father meet ?

Confirm your pasrvard then sskect desired quenticns snd provide answer provide to sach.

I Pt *

| BtiE Iﬂtﬂﬂt
w  Afiest IH!HH!
v Anpwsr [sreseses

2. Enter your Password.

3. Select the security question you would like to change from the Question drop-down list.
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The new security question displays.

User Account Settings
Update Security Questions
Confirm your passevord,then sslect desired questions and provide answer provide o esach,
Security Questions
FPatwword |wevannin 3%
Cisasliont C_‘M‘ld.mlheuﬂ:rnfprﬁd :a"l'_:} - | BT I—
Questicn2  What is your mother’s first name? - Aniwst |essssees
Cwesticnd  What was your first pet’s name? w A [sewesees

4. Enter your Answer.

5. Click Update.

The system displays a message that your security question and answer were updated

successfully.

Update Security Questions

Confirm your password,then select desired questions and provade answer provide to each.

@ICEEEEfu"'{ updated Security question and ans:.-.er_s-_';I

Security Questions

Password | =

Question?  Whatwas the name of your first employer? w  AnGwer Jullllll
Question2  What are the last five digits of your Social Securnty number? v Answer [ssssssse
Question3  What are the last five digits of your driver's license number? v Answer [essssses

|_I.Jp|:IE|IE || Cancel |
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CHAPTER 4. Managing Account Settings

The Account Settings menu has a single option called IP Address Options. This feature restricts access to
a VirtualMerchant account so that only certain IP addresses can access an account with its designated
terminals. Therefore, if you attempt to access an account from an IP address that is not in the list, you will
be denied access.

Note: The IP Limitation feature applies to the user interface (Login.do)only, it does not apply to
Process.do and Processxml .do and will not limit any gateway transactions.

In this chapter you will use the Login IP Address feature to do any of the following operations:

e Add alogin IP Address
e Delete a login IP Address

To Add a Login IP Address

1. Select Account Settings | IP Address Options.

¥&VirtualMerchant
User: 001075 User RIS @

Account: 001075 IF Address Options |

The IP Address Options screen displays all authorized login IP addresses that are already
associated with this account.

Usar Account Settings

IP Address Options

This form s used configure 1P address eptions

Login IP Address Options

| Use Login IF Addresses ]

Authorized Login IP Addresses (max 50)
Add Login IP Address | I

| Update | | Cancel |
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2. Select the Use Login IP Addresses check box.

Document #VRM-0001-D

Note: You must select Use Login IP Addresses to use an IP address to restrict access to an

account. This option is not activated if you only add IP addresses.

3. In the text box provided, enter the login IP address you want to allow to access this account.

4. Click Add Login IP Address.

The system displays a message that the IP address was successfully added.

User Account Settings

IP Address Options

This form is used configure 1P address options

@Successfully Added _}
Login IP Address Options

|Use Login IP Addresses 0
Authorized Login IP Addresses (max 50) 255242121 10

Add Login 1P Address | |

[ Update | | Cancel |

5. To add other IP addresses, repeat Steps 3 and 4.

Notes:

® You can add a maximum of 50 IP addresses or IP range addresses for your account.
¢ You must provide a valid IP address to your account with all 4 octets of the IP address
(e.g. 123.45.67.89) or a range of IP addresses, with only the first 2 or 3 octets (e.g. 123.45 or

123.45.67).

e [P addresses must be public.
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6. Click Update.

The system displays a message that the IP addresses were successfully updated.

User Account Settings

IP Address Options

This form is used configure IP address options

@ Successfully Update d)
Login IP Address Options

[Use Login IP Addresses
Authorized Login IP Addresses (max 50) 255 292 12910 Delete |

Add Login IP Address I ]

I Update [ | Cancel |

Note: Click Cancel to abandon updates or return to the VirtualMerchant Main page.

To Delete a Login IP Address

1. Select Account Settings | IP Address Options.

s&VirtualMerchant

User: 001075 I Account Settings _{]J
Account: 001075 |_IP Address Options |

© Elavon, Incorporated 2013. All Rights Reserved Page 100 of 426



VirtualMerchant User Guide Document #VRM-0001-D
Managing Account Settings | Updating Your Security Questions

The IP Address Options screen displays all authorized login IP addresses that are already
associated with this account.

User Account Settings

IP Address Options

This form is used configure 1P address options

Login IP Address Options

Use Login IP Addresses E'

Authorized Login IF Addresses (max 50)
Add Login IP Address I I

[ Update ] [Cancel ]

2. Click Delete next to the IP address you want to delete.

The system displays a message that the IP address was successfully deleted.

User Account Settings

IP Address Options

This form is used configure 1P address options

(TP Successfully Deleted)
Login IP Address Options

Use Login IP Addresses |
Authorized Login IP Addresses (max 50)
Add Login IP Address | |

[ Update I [ Cancel ]

3. To delete other IP addresses, repeat Step 2.
4. Click Update.
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The system displays a message that the IP addresses were successfully updated.

User Account Settings

IP Address Options

This form is wsed configure IP address options

@ Successfully Update d:)
Login IP Address Options

Use Lagin IP Addresses
Authorized Login IP Addresses (max 50) 255 21212110 Delets I

Add Login TP Address | |

| Update | | cancel |
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CHAPTER 5. Using Terminals

When you use VirtualMerchant, you might have a single terminal or multiple terminals configured. You
can control which users have access to these terminals when you configure that user’s account.

If you only have one terminal associated with your user ID, you will automatically have that terminal
selected when you access VirtualMerchant. However, if you have multiple terminals you will need to
select a terminal to work in. You can select only one terminal to work in at any given time.

This chapter describes how to:

e Select terminals
e Set up merchants
e Set up payment form

e Manage advanced settings

To Select a Terminal

VirtualMerchant allows you to find and select terminals by the terminal friendly name.

1. On the VirtualMerchant logon page, click Select Terminal.

s&VirtualMerchant

User: 001075 User Account Settings

Account: 001075

elect Terminal Main

Welcome to VirtuaMerchant. The Virtua|

Privacy Policy business to process transactions in reakt
Terms of Use

= caklop orag b e % a b
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The Select Terminal screen displays a list of the terminals on which you have access in

alphabetical order by Friendly Name.

Note: For users that have access to more than 25 terminals VirtualMerchant does the following;:

e Default the number of terminals to be displayed per page to 25.
e Allow users to select the default number of terminals to be displayed per page: 25, 50, 75,

100, 250, 500, 750, and 1000.

e Allow users to page through the terminals on which they have access as follows:

e Select a specific page

e Select next page

e Select previous page

e Advance to the first page
¢ Advance to the last page

2. If you have access to 25 or less terminals, from the Terminal List table, click the terminal you

wish to access from the list.

Select Terminal

Select the desired terminal

Terminal List 4 tems

| Friendly Name [ |Marketd  |Region) |TerminallD ) |
WY CALL CENTER MOTO United States  0017340008000000000003
WY RESTAURANT Service United States  0017340008000000000002

GeneralRetail  United States 0017340008000000000000
WY WEBSITE internet United States  0017340008000000000001

Display: 25 ~

3. If you have access to more than 25 terminals, from the Find Terminal text box, enter any number
of characters (including letters, numbers, and special characters) in the terminal friendly name for

the terminal you wish to access.
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VirtualMerchant displays a list of terminals that you have access to with those characters located
anywhere in the Friendly Name.

Select Terminal

Select the desired terminal.

Terminal List 4 tems

Friendly Name £ |MarketB)  |Region® | Terminal DB
RMOTO

WY CALL CENTER United States  0017340008000000000003
MY RESTAURANT Service United States  0017240008000000000002
MY RETAIL STORE General Retail United States  0017240008000000000000
MY WEBSITE Internet United States  0017340008000000000001

Display: 25 -

4. Click the Friendly Name to select the terminal you wish to access from the list.

The Main VirtualMerchant screen displays and you will now see the Terminal menu option at
the top of the screen, along with the type of transactions available to you on this terminal.

s&VirtualMerchant

User: 001075 User Account Settings Terminal

Account: 001075
Terminal: Retail

Main

Welcome to VirtualMerchant, The VirtualMerchant Virtual
business to process transactions in real-time.

Select Terminal

Credit Card
Debit Card

Food Stamp
Cash Benefit
Electronic Check
Gift Card
Cument Batches
Settled Batches

HEEEERBEEE

Privacy Policy
Terms of Use
Copyright © 2013 Elavon, Inc. Al rights

Once you have the terminal selected, you can proceed with other actions available to you from
the Terminal menu option as described in the following sections.
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Setting Up Merchant Information

The Merchant Setup menu consists of the following options:

e Main - allows you to update merchant information
e Terminal - allows you to update terminal information
e Payment Fields - allows you to update payment fields and payment sections

e Printer - allows you to configure your printer

Liser Acoaunt Settings T-erminal
st Ma
{hlwﬂlﬂf Trmiral
| Advaroed Py Fekds
Terminal Management b designed o help you the Following Printer chant Setup. which alows you to mf up the Terminal Peyeent Form, Prinker

nformation for your Company. Payment Form Sebup alows you o sst dferent Fores Bke Paryrent. Receipt Ervad form. The Advance Setup furction alows you
bo et s Bha Sysiem and Error Hasmsges

Terminal

To Update Merchant Information (Main Option)

This function allows you to view and edit merchant information.
Your merchant information includes:

e Merchant Name

e Address, City, State, Province and Postal Code
e Contact Information

e Terminal E-mail

e SMS E-mail

o  Website
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To update this information:

1. Select Terminall Merchant| Main.
The Update screen displays.
Usar Account Settings Terminal
Update
This form i used to update the selected terminal. Mote that 2l fields with an asterick [:ie} are required.
Update Merchant Information
Merchant Name: j,cc MPANY ABC
Address 1; 123 MAIN
Address 2: |sUITE 100
City: |any 1Ty
State/Province: |any STATE
Postal Code: | EEELE
Contact Name: |FIRST LAST
Contact Fhone 1 |295-995-9559
Contact Fhone 2: |999-393-9399
Contact E-mail: Lin termetproductsupport@myvirtualmerchant.com 22
Terminal E-mail: [intemetpm ductsupport@myvirtualmerchant.com 3
SMS E-mail: |
Merchant's URL{Website): Ih ttpef v elavan.com
[ Update || Cancel |
2. Update the fields as desired.
Note: The Contact E-mail and Terminal E-mail addresses are required fields and cannot be left
blank. All other fields are optional.
3. Click Update when all fields are completed the way you want them.

The Update screen indicates that your update was successful.
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To Update Terminal Information

Your terminal information includes the following settings:

Settings Description

Merchant ID The merchant identification number (MID) assigned by Elavon. A single MID
may have multiple terminal numbers or locations that accept funds generated by
transactions.

Terminal Number The number assigned by Elavon to a single merchant location, also called a TID.
One or several terminal numbers might be under a single MID.

Friendly Name An easy-to-recognize name for the terminal, assigned by the merchant (for
example: My Retail Store).

Region The geographic region where the terminal is located (for example: United States).

Time Zone The time zone where the terminal or store is located (for example: Eastern Time).

Currency The merchant base currency used in transactions (for example: United States
dollar).

Processing Type The terminal capture and processing type. Possible values are Terminal-based or
Host-Based.

Market Segment Business type or category (for example: Retail, Service, Internet, or Mail Order).

Status The terminal processing status.

There are three possible statuses:
e Active: allows you to process and settle transactions.

e Not Live: allows you to process test transactions via APl only. No
settlement or Ul processing is allowed.

e Suspended: allows you to log on to the terminal and view activity. No
processing is allowed.
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Settings Description
Status (Continued) Notes: When the status of a terminal is:
e Not Live:

- Recurring, auto settlement and manual settlement are not possible.

- Transactions are processed in test mode using the API and
transactions via the Ul are not allowed.

e Suspended:
- Recurring, auto settlement and manual settlement are not possible.

- The terminal cannot process transactions via API or UI.
e Active:

- Merchants can process transactions as usual.

- Transactions and settlement are allowed.

The terminal can only process real transactions when set to Active.

Payment Type The type of payments that a terminal is capable of processing (for example:
Credit, Debit, Gift, Food Stamp, or Check).

Credit Payment Options | Additional options and capabilities that can be performed by a terminal.
Examples include: Address Verification, Invoice Number, Recurring, or Travel

Data.
Recurring Payment The default billing cycle for a terminal (for example: Monthly, Weekly, or
Options Annually).

Debit Payment Options Dehbit related options (for example: cashback or surcharge).

Other Payment Options For example: MBNA Private Label.

Transaction Entry The payment entry capabilities allowed for a terminal. This function shows if the
Options terminal is able to process transactions though the API (for example: Enable
HTTPS Transaction).
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From this list, you can update the Friendly Name option only.

To update the Friendly Name:

1. Select Terminal| Merchant| Terminal.

The Update Terminal screen displays.

Usar Account Settings

Update Terminal

Terminal Information: Account 1D 0015456
-

L

Terminal Mumber:
Friendly Mame:

CBA Name:
Reglon:
Cumency:
Frocessing Type:
Market Segment:
Fayment Types:

Credit Payment Options:

Recuring Fayment Opticns:
Debit Payment Options:

Electronic Chedd Payment Oplions:

Cther Payment Options:
Transadction Entry Oplions:

Tokenization:

This form & used to update the selected Terminal,

Terminal

Mote that all fields with an astersk (2] are required,

0017240005000000000000
|M¥ RETAIL STORE 3

Enabled

United States
United States Dollar
Terminal-Based
Retail

Cradit

Debit

Food Stamp

Gift

E-Chec

Cash Benefit
Address Verification
CVV2, CVC2, CID

Furchasing Card 2
Invoice Number

Cynamic Cumrency

Verify Last 4-digits

Recuming

KMONTHLY Billing Cyde

12 Payments

Cashbadk

Surcharge 1,00
CONVERSIONOMNLY

MPS Merchant 1D : 000008000000
Image Upload Options:A
Consumer Data (DLL and Phone)

MEMA, Private Label

Enable HTTPS Transadtion
Enable HTTFS Batch Import

[ Update |[ Cancel |

2. Enter the name you want your terminal to be known as in the Friendly Name field.
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3. Click Update.

The Update Terminal screen changes to indicate that you have updated the terminal Friendly
Name successfully.

Notes:

e The terminal must be active to process live transactions.

e If your need to change any settings in your terminal, call your system administrator or
Elavon at 1-800-377-3962, option 2, option 2.

Update Payment Fields and Payment Sections

VirtualMerchant allows you to configure how payment fields display both in Virtual Terminal and on the
payment form to the customer. Sections are placeholders for information that can be configured to
display on the payment forms. Each section is composed of the individual fields on the payment forms.

Options available to modify payment fields and sections include:

¢ Add new payment fields

e Delete payment fields

e Edit payment fields

¢ Rearrange payment fields
¢ Add new payment sections
¢ Edit payment sections

¢ Delete payment sections

© Elavon, Incorporated 2013. All Rights Reserved Page 111 of 426



VirtualMerchant User Guide
Using Terminals | Setting Up Merchant Information

To Add New Payment Fields

This function allows you to define how payment fields appear on the screen, as well as on the
VirtualMerchant payment form.

1. Select Terminal | Merchant| Payment Fields.

The Payment Fields screen displays.

Document #VRM-0001-D

Usar

AT
AV
AT
AV
AT
AT
AV
AT
AT
AT
AV
AW
Fa
AT

AT
AT
AW
AW

-

Account Settings Terminal

Payment Fields

Payment Field Setup

& ¥ Order Section

Account Data/MICR Data
Expiration Date{MMYY)
Amount

Cardholder Amount
Card Present
Conversion Rate
CVW2 Indicator
Cardholder Currency
VW2

Customer Code

Sales Tax

Invoice Number
Cashback

Surcharge

swince
5hip . . wstal Code
Ship to Country
Ship to Phone

Add New Field I

A ¥

Custom Fields

This farm 8 used to update the feld use and arder,

Required
Yes
Yes
Yes
Yos
Mo
Yes

Yos
Yes
Mo
HNo
HNo
No
HNo

Ho
No

Required

Order Section
ss5l_account_data
ssl_exp_date
ss|_amount
ssl_cardholder_amount
s5l_card_present
s5l_conversion_rate
ssl_sww2evel_indicator
s5l_cardholder_currency
ssl_cvwZovel
s5l_customer_code
s5|_salestax
ssl_invoice_number
s5l_cashback_amount

ssl_surcharge_amount

R:V\. \V\m number
S e, S

s5|_ship_
ss|_ship_to_zip
asl_ahip_to country
s5l_ship_to_phone

CustomFields

System Field
Systern Field
Systemn Field
Systemn Field
System Field
Systern Field
System Field
System Field
System Field
Systemn Field
System Field
Syitem Field
Systemn Field
System Field

m Field

Syste,. . =1d
Syatemn Field
Systemn Field

Add New Field |

| Add New Section |
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2. Click Add New Field.

The Add New Payment Field screen displays.

User Account Settings Terminal

Add New Payment Field

This form & used to add a new payment fisld. Note that 2l fields with an asterisk [a{_} are required.

Hew Payment Field configuration

Hame:

H*

Display Hame:
Sedion: Order Section - 3

Field Type:

*

Minimum Number of Charadiers:

Mazimum Number of Charadiers:

He

Required:

Show inm Virual Terminal:

Can be changed on Payment Form:
Show on Payment Form:

Show in Receipl:

Show in Email to Custamer:

Show in Email to Merchant:

Forward en Approval:

000000000 ] ¢

Forward en Dedine:

[[Add New Field ] [ Cancel |

3. Enter the Name of the new field, without spaces.
Note: This field cannot be edited once the field is added.

4. Enter the name for the field that will show on the payment form in the Display Name field.
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5. In the Section drop-down list, select the section in which you want the new field to display on
the payment form from the following;:

¢ Billing Address
e Order Section
e Custom Fields

e Shipping Address

6. In the Field Type drop-down list, select one of the following:

o Text
e Drop Down
o  Checkbox

7. Enter the Maximum Number of Characters for this field.

For text fields that are custom fields or system fields that are optional, you can define the
minimum length required for a value entered in the field.

8. Select required check boxes to specify where the new fields will display.

Fields Description

Required Designates the field as required on the payment form and in
the Virtual Terminal. Fields the system sets as required
cannot be changed.

Show in Virtual Terminal Specifies whether the field is visible in the Virtual Terminal.
Can be Changed on Payment Specifies whether the field can be edited on the payment form.
Form This option is not valid unless you select the Show on

Payment Form check box.

Note: Applicable to the API response only.

Show on Payment Form Specifies whether the field is visible in the VirtualMerchant
payment form.

Show in Receipt Places this field on the transaction receipt.

Show in Email to Customer Includes this field in the customer email to the addresses
entered into the payment form. You must enter the Contact
Email on the Update Merchant Information screen for the
email to be sent to the customer.

Show in Email to Merchant Includes this field in the merchant notification email to the
addresses entered into the Terminal E-mail on the Update
Merchant Information screen.
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Fields Description

Forward on Approval Forwards the information in this field to the URL specified for
the merchant if the transaction is approved.

Note: Applicable to the API response only.

Forward on Decline Forwards the information in this field to the URL specified for
the merchant if the transaction is declined.

Note: Applicable to the API response only.

Note: If you select or clear any of the following settings on this screen, when you click Add New
Field, the system automatically updates setting in the section in which the field is located:

e Show in Virtual Terminal
¢ Show on Payment Form
e Show in Receipt

e Show email to Customer

e Show email to Merchant

9. C(lick Add New Field.

The Payment Fields screen displays and indicates that your update was successful. The new field
displays at the bottom of the section.

10. To change the order in which the fields display in the section, click the up or down arrows (refer
to the To Rearrange Payment Fields section).
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To Delete Payment Fields

Only user-defined fields can be deleted. You are not allowed to delete system-defined fields.

1.  On the Payment Fields screen, click on the field you want to delete.
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Usar

4 ¥
Fa
AW
AT
F
F
AV
AW
AW
AW
AT
AT
AW
F
AV
AV
AT
FR
AV
AV
AW
AV

A

Account Settings

Payment Fields

Payment Field Setup

Ovrder Section
Account Data/MICR Data
Expiration Date{MMYY)
Amount
Cardholder Amount
Card Present
Conwversion Rate
CVW2 Indicator
Cardholder Currency
cvvaz
Customer Code

Sales Tax

Invoice Humber
Cashback

Surcharge
Reference Humber
Original Date{MMDOYY)
Criginal Time{HHMM 55}

Tran Code
SHU Humber

Tender Type

Awmy\__
- Drjver e,
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Terminal

This form s used to update the field use and order,

Required

Yes
Yes
Yeas
Yos
Ho
Yes
Yes
Yes
Yes
Mo
Ho
Ho
o
Mo
No
Mo
Mo
Yes
Ho
Mo

Yos

OrderSection
s5l_account_data
ss5|_exp_date
s5]_amount
ssl_cardholder_amount
s5l_card_present
s5|_conwversion_rate
ssl_eww2eve?_indicator
ssl_cardholder_currency
s5l_ovvdove?
s5|_customer_code
55|_salesiax
s&l_invoice _number
55/_cashback_amount
s5l_surcharge_amaount
ssl_reference_number
ssl_original_date
s&l_original_time
s5l_woucher_number
55i_tran_code
sal_sku_number

s&l_sgo_tender_type

Yes‘/qwal_oude
" Mo “tizens

Systermn Field
Systemn Field
System Field
Systamn Fiald
Systermn Field
Systern Field
System Field
Bystern Field
Systemn Field
Systern Field
System Field
Systern Field
Systern Field
Systermn Field
Systern Field
System Field
Systermn Field
Systemn Field
Systern Field
Systermn Field
Bystamn Field
 System Field

H"'*m Fleln‘
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The Update Payment Field screen displays the selected field.
2. Click Delete.

The following message displays to confirm if the field should be deleted.

Are you sure you want to delete this field?

Ok ] ’ Cancel

3. Click OK.

The system removes the payment field from the list and indicates that deletion was successful.

To Edit Payment Fields

1.  On the Payment Fields screen, click on the field you want to update.
The Update Payment Field screen displays the selected field.

Note: The settings on this screen define how the field is presented on both the Virtual Terminal
screens and the VirtualMerchant Payment Form. It also identifies whether the field
should be used on the email responses for approved and declined notifications.

2. Make your changes and click Update.

The Payment Fields screen displays and indicates that your update was successful.
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To Rearrange Payment Fields

You can use the arrows to the left of the fields to rearrange the fields on both the VirtualMerchant user
interface and the payment form.

Usar Account Settings Terminal

Payment Fields

This form s used to update the field use and order,

Payment Field Setup

[ & @ Order Section Required Onder Section |
AT Account Data/MICR Data Yes s5l_account_data Systermn Field *
AT Expiration Date{MMYY) Yes 55|_sxp_date System Field
AV Amount Yes g5|_amiount System Field
AW Cardholder Amount Yos ssl_cardholder_amount System Fiald
AW Card Present No s5l_card_present Systern Field
AW Conversion Rate Yes s5|_conversion_rate System Field
AV CVV2 Indicator Yes ssl_cvw2eve?_indicator System Field
AT Cardholder Currency Yos ssl_cardhalder_currency Systemn Field
AV cvvz Yes s5l_cwvwZowe? Systemn Field
AV Customer Code Mo ssl_customer_code System Field
&V Sales Tax Mo s5|_salestax System Field
AT Invoice Humber Ho s&l_invoice _number Systemn Field

— ':Vx \y‘*'.'l:?ck_ammﬂ System Field
Y Mo “eaam “am Fielw

Note: You can use the arrows to move the fields up or down in the list.

4 ¥ shipping Address Required  ShippingAddress
m Ship to Company Ho ssl_ship_to_company System Field
AT Ship to First Name Ho ssl_ship_to_first_name System Field
AT 5hip to Last name Ho ssl_ship_to_last_name System Field
AT Ship to Address1 Ho ssl_ship_to_address{ System Field
AT Ship to Address2 Ho ssl_ship_to_address2 System Field
AT Ship to City Ho ssl_ship_to_city System Field
AT Ship to State/Province Ho ssl_ship_to_state System Field
AT 5hip to Postal Code Ho ssl_ship_to_zip System Field
AT Ship to Country Ho ssl_ship_to_country System Field
w Ship to Phone Ho ssl_ship_to_phone System Field
d Mew Field |
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To Add New Payment Sections

1. On the bottom of the Payment Fields screen, click Add New Section.

Document #VRM-0001-D

Required ShippingAddress

Ho
Ho
Ho
Ho
Mo
Ho
Ho
Ho
Ho
Ho

ssl_ship_to_company
ssl_ship_to_first_name
ssl_ship_to_last name
ssl_ship_to_address1
ssl_ship to_address2?
ssl_ship to_city
ssl_ship_to_state
ssl_ship_to_zip
s5l_ship_to_country
ssl_ship_to_phone

Required CustomFields

System Field .
System Field
System Field
System Field
System Field
System Field
System Field
System Field
System Field
System Field

4 ¥ Shipping Address
AT Ship to Company
AT Ship to First Hame
AT Ship to Last name
AT Ship to Address1
AT Ship to Address2
AT Ship to City
AT Ship to State/Province
AT Ship to Postal Code
AT Ship to Country
AT Ship to Phone

Add New Field I

4 ¥ Custom Fields
Add New Field I

Add New Section

The Add New Payment Section screen displays.

Usar

Mame:

Account Settings

Hew Payment Section configuration

Display Mame:

Show in Vidual Terminal:
Show on Payment Form:
Show in Receipt:

Show in Email to Customer:

Show in Email to Merchant:

Terminal

Add New Payment Section

This form is used to add a new payment sechion. Note that all fislds with an asterisk {*} are required.

OO0 OEO0O0

[ Add New Section || Cancel |

2. Enter the name of the new section, without spaces, in the Name field.

3. Enter the Display Name for the new section.
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4. Select required check boxes to specify where the new section will display.
5. Click Add New Section to save the new section parameters.

The system displays a message that confirms that the new section was added successfully, and
the new section appears at the bottom of the screen.

6. To change the order of the sections, select the up or down arrows in the title bar of the section.

To Edit Payment Sections

1.  On the Payment Fields screen, click on the section name you want to edit.

The Update Payment Section screen displays the current information for the section.

2. Make your changes and click Update Section.

The Payment Fields screen displays and indicates that your update was successful. The new
section displays at the bottom of the screen.
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To Delete Payment Sections

1. On the Payment Fields screen, click on the section you want to delete.

User Account Settings Terminal

Payment Fields

This form is used to update the field use and order.

Payment Field Setup

Shipping Address Required ShippingAddress System Field
Ship to Company Ho ssl_ship_to_company System Field
Ehip to First Name Ho ssl_ship_to_first_name System Field
Ship to Last name Ho ssl_ship_to_last_name System Field
Ship to Address1 Ho 550_ship_to_address1 System Field
Ship to Address2 Ho 550_ship_to_address2 System Field
Ship to City Ho 551_ship_to_city System Field
Ship to State/Province  No ssl_ship_to_state System Field
Ship to Postal Code Ho ssl_ship_to_zip System Field
!ini_pmt:ym-\ Ho s5]_ship_to_country System Field
.. Shipto P ~ Mw Mrﬂtg_m Field 1
AT [ .1 Code s5l_ship_to_ Sy,
AV Ship to Country Ho ssl_ship_to_sountry Systern Field
AW 5hip to Phone Ho s5l_ship_to_phone System Field
Add New Field
D =D e
Add New Field |
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The Update Payment Section screen displays the selected section information.

User Account Settings Terminal

Update Payment Section

This form is used to update a payment section. Mote that all fields with an asterisk (5] are required.

Existing Payment Section configuration

MName: CustomFields

Display Mame: |Custom Fields 3
Show in Virfual Terminal:

Show on Payment Form:

Show in Receipt:

Show in Email to Customer:;

Show in Email to Merchant:

| Update Section ” Delete ” Cancel |

2. Click Delete.

The following message displays to confirm if the field should be deleted.

Are you sure you want to delete this field?

Ok ] ’ Cancel

3. Click OK.
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Document #VRM-0001-D

The system removes the payment section from your form and indicates that deletion was

successful.

User

Terminal

Payment Fields

This form i used to update the field use and order.

@Emm Fields - Payment section Deleted EuccessFuI[D

AV
AV
AV
AT
AT
AT
AT
ATV
FR
AV

A ¥

Payment Field Setup

Shipping Address
Ship to Company
Ship to First Name
Ship to Last name
Ship to Address1
Lhip to Address2
Ship to City
Ship to State/Province
Ship to Postal Code
Ship to Country
Ship to Phone

Add New Field |

Required
Ho
No
Ho
Ho
Ho
Ho
Ho
Ho
Ho
Ho

ShippingAddress
ssl_ship_to_company
551_ship_to_first_name
gsl_ship_to_last_name
ssl_ship_to_addressi
ssl_ship_to_address2
ssl_ship_to_city
ssl_ship_to_state
s51_ship_to_zip
ssl_ship_to_country
ssl_ship_to_phone

System Field
System Field
System Field
System Field
System Field
System Field
System Field
System Field
System Field
System Field

Configure Your Printer

The Printer Configuration function allows you to configure the receipt printing options for
VirtualMerchant. Printer options define the output generated upon a successful authorization attempt.

Note: Itis very important to note that to print receipts, you must set up your Internet browser to accept

pop-ups from VirtualMerchant before you begin transaction processing (refer to the Systems
Requirements section).

To set up your printer, you have to access the Printer Configuration screen.

1. Select Terminal | Merchant|Printer.

© Elavon, Incorporated 2013. All Rights Reserved

Page 123 of 426



VirtualMerchant User Guide
Using Terminals | Setting Up Merchant Information

The Printer Configuration screen displays.

Usar Account Settings Terminal

Printer Configuration

This fiorm b used o configure all of the printer options.

Printer Configuration

Frinter Type: Mo Prrter -

Faper Type: Englu F'h" -

Header Line 1

Header Line 2

Header Line 3

Header Line 4

Header Line &

Trailer Line 1 |

Trailer Line 2 |

MONE FOLIND

[ Update |[ Cancel |

The Printer Configuration screen is divided into the following sections:

¢ Printer Options

e Receipt 116 Header Options
¢  Receipt Trailer Options

e Receipt Custom Fields
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2. In the Printer Type drop-down list, select one of the following:

e No Printer
e Parallel Printer

e Serial Printer

Option Description

No Printer Select if you do not wish to print a transaction receipt.

This option displays the authorization information on the
Virtual Terminal Response screen.

Parallel Printer Select if you wish to print a receipt to a parallel printer.

This option launches a separate browser screen with the
receipt information and sends the output to the default printer
for the Internet browser. You must then select the Print
button in the pop-up window or use the browser’s print
feature.

Serial Printer Select if you wish to print to a serial printer connected to a
configured serial (COM) port.

This option sends a receipt to the printer on a COM port. For
the Serial Printer function to work, you must have Windows
2000 or higher, Internet Explorer 6.0 or greater and have
successfully installed the driver from the Support page.

3. Inthe Paper Type drop-down list, select one of the following:

e Single Ply
e Multi Ply
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Notes:
e  When you select Serial Printer as the printer type:

e Select Single Ply for 1 ply thermal style printers. This option prints the customer and
merchant receipts separately.

e  Select Multi Ply for 2 ply impact style printers. This option prints the customer and
merchant receipts at once with one copy per paper ply.

e  When you select Parallel Printer as the printer type:

e Single Ply prints the customer and merchant receipts side by side on a single sheet of
paper (8 1/2”x11”).

e  Multi Ply prints the customer and merchant receipts on 2 separate pages (1 per page,
8 1/2”x11").

To Set Up Receipt Header Options

Receipt Header Options configures the structure for the receipt header. To enable or disable the
printing of each header line, you can add or remove data from the Header Line field.

Cenfer -

Header Line 1

Header Line 2

Header Line 3

Header Line 4

Header Line &

4. Select Justification from the drop down list.

Header Line 1 I

Header Line 2 |

To Set Up Receipt Trailer Options

Receipt Trailer Options configures the structure for the receipt footer. To enable or disable the
printing of each footer line, you can add or remove data from the Trailer Line field.

Center »

Trailer Ling 1 |

Trailes Line 2 [
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5. Select Justification from the drop-down list.

Header Line 1 |

Headers Line 2 |

To Set Up Receipt Custom Fields

Receipt Custom Options configures up to ten (10) additional user-defined fields to appear on
either the parallel or serial receipts.

Customn Label 1 Invoice Custom Field  Custom Fiald

Customn Label 2 Customar Mame Custom Field | Customer Info ~
Custom Label 3 [ CustomField -
Custorn Label 4 [ Custom Field -
Custorn Label § [ Gustom Field -

Custom Label & Custom Ficld -
Custom Label 7 Custom Field -

Custom Labei B Custom Fietd -
Curstom Label 9 Custem Field -
Custom Label 10 Custom Flekd -

6. Enter descriptive label must be entered in the Custom Label field.

7. To link to a defined custom field, select a value from the Custom Field drop-down list.

a4

Custom Label 1 Invoice Custom Field  Custom Field

Customn Label 2 Customar Mame Custom Field | Customer Info -
Gustorn Label 3 [ CustomField -
Custorn Label 4 [ Custom Fied -
Custorn Label § [ Custom Field -

Custom Label & Custom Field -
Custom Label 7 Custom Field -

Custom Label B Custom Fietd -
Custom Labei 9 Custom Fietd -
Custom Label 10 Custom Fleid -

Gpcate

8. Click Update.
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The Printer Configuration screen indicates that your update was successful.

User ACCOUNT SeTtings Terminal

Printer Configuration

This form is used to configure all of the printer options.

Printer Configuration
Printer Typa: Mo Printer -
Paper Type: Single Py «

Header Line 1

Header Line 2

Header Line 3

Header Line 4

Haader Line §

Trailer Line 1 |

Trailer Line 2 |

MONE FOUND

[ Update || Concel |

Setting Up Payment Forms

This function allows you to set up the following forms:

e Payment Form
e Receipt Form

e E-mail Form

Usar Account Settings Terminal

Terminal
Payment Form Setup aliows you to set different Form Bke Payment, Receipt, Emal form,

= Payment Form
= Payment Form
= Receipt Form
» E-mal Form

© Elavon, Incorporated 2013. All Rights Reserved Page 128 of 426



VirtualMerchant User Guide Document #VRM-0001-D
Using Terminals | Setting Up Payment Forms

Configure Payment Forms
The Payment Form Setup screen allows you to change the basic structure of the HTML payment form.
To configure your payment form, you can:

e Create header and footer text

e Edit and delete header and footer text

e Edit the form color

e Add header logo and background images to display on your payment form

e Set alignment for header logo on your payment form

e Remove header logo and background images from your payment form

e Preview the payment form
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To Create Header and Footer Text

1. Select Terminal | Payment Form | Payment Form.

The Payment Form displays.

Document #VRM-0001-D

Payment Form

Paymani Form Sebup

Usar Account Settings Tarminal

This section & used 1o configure the duplay options of the consumer payment farm,

Faymant Form Header

Fayment Form Foober

I Body Badiground:
Baody and Table Text:
Table Header and Border:
Table Header Text and Badeground:
Himl Hyperlink Tags:

Header Logo Image:

Header Logo Justification:

Badeground Image:

| (_edior | )

I I Editer |
Prawview

Vithite » RGB Value I‘FFFFFF

Elack v RGB Value: Itﬂl:lﬂl:lﬂl'.'l Tabis

» RGBValue

White « RGBValue
Blue - RGBValue

None Seleded

i

: |#294934
: IFEI QOOFF

ackground f texd

Link

& Lot D canter

Hone Seleded

(L Browss. ]

) might

]

[ Browse |

[ Update |[ Cancel |[ Restore Defouts |[ Preview |

2. Click the Editor button to the right of Payment Form Header.

Note: The same steps apply to configure the form footer.
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To Configure Your Payment Form Header using the Text Editor Window

The Text Editor screen displays.

£ VirtualMerchant - Windows Intemet Explorer : (o] ]|
— ——-—-——-—*_
Thiz i=s the header text] -
Rezat Taxt
I\
TogWizard | |  Toglegend | [ EdéWizard |
[Preview
i (1] '

Document #VRM-0001-D

Note: You have two options to configure your Payment Form Header: Text Editor window or

the Tag Wizard button.

1.
2.

Enter the text you want to appear on the form header.
Click Preview to view the text as it will appear in the header.

Click Save to save the text.

The Text Editor screen closes and the text you entered displays on the Payment Form screen.

User Terminal

Payment Form

This saction s used to configure the display options of the consumer payment form.

Payment Form Setup

Payment Form Header
Payment Form Footer

| This is the header text |

Editor |

Editar I
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Notes:

e Click Clear Text or Reset Text if you need to remove unsaved text from the Text Editor
screen.

e (lick Cancel to close the Text Editor, cancel or delete unsaved work.

e Click Help to display the help page for the Text Editor page.

To Configure Your Payment Form Header using the Tag Wizard Button

1. Click Tag Wizard to enter header text.

The Tag Wizard screen displays.

Enter Text Here:

Line Attributes:

In-Line Text. @ Line Break: )
Paragraph: o

Text Attributes:

Font: - Cussom Calar (RSS)
Color: - #

Bold:

ftalic:

Underline:

Note: Tag Wizard defines the properties of text in either the header or the footer messages.

2. In the Enter Text Here text box, enter the basic text to add to the header or footer.

3. Inthe Line Attributes section, select the option to define how the text entered into the previous
box appears on the form.

4. Inthe Text Attributes section, select text attributes to define display properties of the text.
5. Click Insert.
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Document #VRM-0001-D

The screen closes and the text you entered displays along with the attributes you selected in the

Text Editor screen.

6. Click the Save button to save the text.

To Edit and Delete Header and Footer Text

1. Click on the Editor button to the right of Payment Form Header or Payment Form Header.

2. On the Text Editor screen, click Edit Wizard.

ﬂ VirtualMerchant - Windows Internat Exploner

Thia i= the header text

[ Tagweara | | Taglegema | |

Preview

Resed Text

This is the header text

< | m

-

The following screen displays.

Tag Options
™ ABC Company

| Est | [ Cancal | [ Dkt |

3. Select Edit to edit or Delete to delete.

4. 1If you choose Edit, the Text Editor screen displays for you to edit and save your new header or

footer.

5. If you choose Delete, the Text Editor screen displays. Click Save and the system delete header or

footer.
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To Edit the Payment Form Color

Document #VRM-0001-D

Under Payment Form Color on the Payment Form Setup screen, make your modifications as desired.
Changes appear in the Preview section as shown below. Colors can be either selected from the drop-
down list or you can enter the RGB color value in the free text field.

Usar Account Settings Tarminal

Payment Form

Faymant Form Setup

Thils section is used to configure the diupley eptions of the consumer payment farm,

Editer !

|
I Editer |

Fayment Form Hesges |

Fayment Form Faater |

Body Badground: Vihite o
Body and Table Text: Hack o
Table Header and Border: -
Table Header Text and Badkground: VWhite «
Himl Hyperink Tags: Blue -
Hesder Logo image: Hone Seleded

RGE Value:
RGE Value:
RGB Value:
RGB Value
RGB Value

=FFFFEE

[ese000 |
[zseeee |
[ ]
[Foaeaer |

f_/rPrq\rlnw

Header Logo Justification:

Badoground Image: None Seleded

@ g O ocanter O Right

]

Eackground Flexl
| Link
[LBrowse. |
[[Browse |

[ Update |[ Cancel |[ Restore Defauts |[ Preview |
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To Add a Header Logo to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and

select an image for the Header Logo Image.

Header Logo Image: Hone Sslected

| Browse
Header Logo Justification: @ Let T center O Right
Baskgiound lmage: Hane Selected

| Browse.

[ Update || Cancel || Restore Defauks || Preview |

2. Click Update.

The image filename displays along with a message that states that the payment form was
updated successfully. In addition, the Remove button displays, which enables you to remove the

logo.
Headar Logo Image: @ESEﬂ_jpg Ramove |'}
| Browse_._| Mo file selected.
Header Logo Justification: @ Let O center O Right
Background Image: HMone Selecled
Mo file selacted.
| Update I[ Cancel 1[ Restore Defaults || Preview ]

3. Select Left, Center, or Right to align the logo as desired and click Update.

Note: The default alignment of the logo set up for a terminal as left justified.
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To Add a Background Image to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and
select an image for the Background Image.

2. Click Update.

Header Loge Image: Mone Selected
Header Logo Justification: = el © Cemter  Right
Background Image: @mﬂmgg_jpg rRemove [ )
| Erowse
[ Update ] l Cancel ] [ Restore Defaults J [ Preview J

The image filename displays along with a message that states that the payment form was
updated successfully. In addition, the Remove button displays, which enables you to remove the
background image.

To Remove Header Logo and Background Images from Payment Form

Under Payment Form Images on the Payment Form Setup screen, to remove a header logo image or the
background image, click the Remove button.

The system removes the image and displays a message that states that the payment form was updated
successfully.

To Preview Payment Form

To view the payment form as it will be displayed to a consumer, select the Preview button at the bottom

of the screen.

Header Logo Image: Hone Selected

| Brewse_
Header Logo Justification: @ et D center O might
Badkground Image: Hone Selecied

| [ Bowsa ]

[ Update || Cancel || Restore Defauls {| Preview |
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Configure Receipt Forms

The Receipt Form screen configures the options to accurately display the transaction authorization
results from the VirtualMerchant payment form.

1. Select Terminal | Payment Form | Receipt Form.

The Receipt Form displays.

Usar Account Semings Terminal

Receipt Form

Thiz section i used to configure the display options of the consumer receipt form, Note that all fields with an asterisk (2] are required,

Consumer Receipt Setup

Linik Methad Hyperdink -

Button Text |continue Shepping s

URL |

Receipt Header | | _Editor |
Recsipt Foater | | Editor_|
Link Methad Hyperink -

Bution Tect |cantinua Shapping 3

URL |

Receipt Header | | Editar I
Receipt Foater | | Editar |
(uRL |

| Updaste || Cancel |[ Restore Defauts |

2. Enter relevant information in the Receipt Form - Approval section.
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Notes:
e This section is used to identify how the authorization response page is handled from the
VirtualMerchant payment form for approved transactions.
¢ Only Button Text is required. All other fields are optional.
e Link Method options include:

Hypedink

Form GET
Form POST
GET Redirect

3. Enter relevant information in the Receipt Form - Declined section.

Notes:

e This section identifies how the authorization response page is handled from the
VirtualMerchant payment form for declined transactions.

¢  Only Button Text is required. All other fields are optional.

4. Enter relevant information in the Receipt Form — Error URL section.

5. Click Update.

Option Description

Link Method This selection offers four methods to create the receipt link.

Hyperlink - Displays the link back to the website specified in
the URL field as a text link on the VirtualMerchant response

page.

Form GET - Displays the link back to the website specified in
the URL field as a button on the VirtualMerchant response
page. The response data is returned to the site in the form of a
GET.

Form POST - Displays the link back to the website specified
in the URL field as a button on the VirtualMerchant response
page. The response data is returned to the site in the form of a
POST.

Get Redirect - Re-directs the response from the
VirtualMerchant payment form to the URL defined in the
URL field in the form of a GET.

Button Text Allows you to specify the text that appears as the link on your
website or response page. This option is only applicable for
the Hyperlink, Form GET and Form POST Link Method
options.
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Option Description

URL Allows you to attach a URL address on your receipts to give
your customer' easy access back to your website. You have
three protocol options for your URL:

e HTTP - Hyper Text Transfer Protocol

e HTTPS - Hyper Text Transfer Protocol Secure

e FTP - File Transfer Protocol

Receipt Header Allows you to add a customized message that appears at the
top of the declined transaction response page.

Receipt Footer Allows you to add a customized message to appear at the
bottom of the declined transaction response page.

Configure Email Options

To configure your email options, you may do the following:

e Set up your email notifications

e Restore default settings

1. Select Terminal|Payment Form | E-mail Form.
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The Email Setup Form displays.

User Account Settings Terminal

Email Setup Form

This sectian s used to configure the emai aptions,

Email Notification Setup

C‘ Matify Mesrchant of Transadion Appeoval

Cl Motify Customer of Transadion Appeoval

Email Header | | _Editor |

Email Footer | | _Editor |

i:l Maotify Meschant of Transaction Dedline

i:l Haotify Cusiomer of Transaction Decline

Email Header I

Editar I
Editar I

Email Footer |

| Update || Cancel || Restore Defauls |

To Set Up Email Notification for Approved Transactions

Use the Email Options Approval section to determine who receives email notifications for approved
transactions and to modify email header and footer formats so custom messages can be presented.

1. To use the email address you specified in the Merchant Information section (refer to the Setting
Up Merchant Information section), select the Notify Merchant of Transaction Approval check box
to generate a merchant confirmation email upon approval.

Note: If the check box is not selected, an approval confirmation email will not be sent to the
merchant.

2. To use the email address specified by the customer during the transaction, select the Notify
Customer of Transaction Approval check box to generate a customer approval email.

Note: If the check box is not selected, an approval email will not be sent to the customer.

3. To add a custom message at the top of the approval email, click the Editor button on the right
side of the form next to the Email Header field.
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The following dialog box displays.

= 'u'TrruaIMerchanﬂ'ﬁnduw—s Internet Explorer =l

a  — o —— g s S S—
Thiz i=s the header text] -

I\
[ TogWizard | [ Taglegend | [ EdiWizard |

[Preview
N [T} ] »

Enter and save your message.

To add a custom message at the bottom of the approval email, click the Editor button on the right
side of the form next to the Email Footer field.

Enter and save your message in the dialog box that displays.

To Set Up Email Notification for Declined Transactions

Use the E-mail Options Decline section to determine who receives email notifications for Declined
transactions and to modify email header and footer formats to customize messages.

1.

© Elavon, Incorporated 2013. All Rights Reserved

To use the email address you specified in the Merchant Information section, select the Notify
Merchant of Transaction Decline check box to generate a merchant email upon a transaction
decline.

Note: If the check box is not selected, a decline confirmation email will not be sent to the
merchant.

To use the email address specified by the customer during the transaction, select the Notify
Customer of Transaction Decline check box to generate a customer decline email.

Note: If the check box is not selected, a decline email will not be sent to the customer.

To add a custom message at the top of the decline email, select the Editor button on the right side
of the form next to the Email Header field.
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4. Enter and save your message in the dialog box that displays.

Document #VRM-0001-D

5. To add a custom message at the bottom of the decline email, select the Editor button on the right

side of the form next to the Email Footer field.
6. Enter and save your message in the dialog box that displays.

7. Click Update to save any modifications.

Note: Once you click Update, you cannot revert to the old information; however, you can click
Restore Defaults to revert all of the fields to the VirtualMerchant default values.

Setting Up Advanced Settings (Advanced Menu)

This section describes the following options:

e System Setup
e Error Messages
e Fraud Prevention Rules

e Business Rules

s&VirtualMerchant

User: 001546 User Account Settings Terminal
Account: D01546 Meschast
Terminal: MY RETAIL STORE Parymesit Foem

Email Setup Form anced g
Select Terminal {':} ‘ Emor Mesgages
. This section & wsed to configure the emai opfions. Fraud Prevertion Rules
B Ceedit Card Busingss Pules
Bl Debit Card

Configuring System Setups
System Setup allows you to:

e Configure your HTTP options
e Configure your processing options
¢ Configure your device options

¢ Configure your Export options
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To Configure Your HI'TP Options

You can add HTTP referrers to the payment form.
1. Select Terminal | Advanced|System Setup.

The System Setup screen displays.

Document #VRM-0001-D

User Account Settings Terminal

System Setup

This form s used configure the advanced system settings.

Advanced Configuration

Use HTTP Referers D

Authonzed Refemrers

Add Referrer I |

Aute Pend HT TP Transactions
Auts Settlement EI
Auto Settlement Time (EST) Midnight

Settle Recuring Transactions Next Day D

Signature Caplure Devics in Use

. Enable Export Script
Approval URL |h::p;:ffmwu.mmpnr:s cript.cam/apprawval
Declined URL Ih:l:ps:ﬂw.m\upnus cript.com/decline
Errer URL |h|:|:p3:ﬂw.m\-u:pnr|:s cript.cam/error

Authentication Username |name

Authentication Password |---u-u

Confirmation String Ia.ny sering

(pdte ) [Gorcel )
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2. To be able to prevent all except authorized referrers from linking to your site, click the Use
HTTPS Referrers check box.

Notes:

e This assures you that only your website is sending transactions to your account.

e To be able to perform transactions from a website or integrated solution outside of the
VirtualMerchant Terminal, the Enable HTTPS Transaction check box needs to be
enabled on the Terminal Configuration screen. Contact Customer Support to enable this
flag.

o Refer to the VirtualMerchant Developer Guide for details on Web site integration.

To Add a Referrer

1. To be able to select the sites that you wish to authorize to link to your site, type the full URL
(include the http or https) into the Add Referrer field (for example,
https://www.mywebsite.com/paymentpage.html).

2. Click the Add Referrers button.

The System Setup screen displays the URL added and a message that the update was successful.
Note: Add each referrer separately.

To Remove a Referrer

1. Click the Delete button to the right of the URL you want to delete.

The system removes the selected URL and displays a message that the referrer was successfully
removed.

2. Click the Update button to update your system setup.

To Configure Your Processing Options
Your Processing Options allow you to:

e Set up an e-commerce profile for 3D Secure
e Automatically pend HTTP transactions

e Create a schedule to automatically settle your transactions
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To Set Up 3D Secure

To set up an e-commerce profile for 3D Secure, follow these steps:
1. Select a profile configured as an Internet terminal from your list of available profiles.
2. Select Terminal| Advanced|System Setup.
The System Setup screen displays.

User Account Settings Terminal

System Setup

This form is used configure the advanced system settings.

Advanced Configuration

Use HTTP Referrers D

Authorized Refemrers

Add Referrer I |

Auts Pénd HT TP Transactions
Auto Settlement 1"
Auto Settlement Time (EST) Midnight

Settle Recuring Transactions Next Day D

Signature Capiure Devioe in Use 0

. Enable Export Script
Approval URL |h::p1:ﬂmw.m yexportscript.com/appraval
Declined URL |h::ps:ﬂmw.m vexpartserpt.eam/decling
Emor URL |h:|:ps:,.f,n’mw.m~,-|-_upnrl:s cript.com/error

Authentication Username |m.me

Authentication Password I.."“"

Confirmation String |a Ay SEFing

[ Update || Cancel |

3. Under the Processing Options section, select the 3DSecure check box.

4. Click Update to save this system setting.
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To Set Up Auto Pend HTTP Transactions

This option is available on older terminals only to indicate if their transactions need to be pended.
All new terminals have now the ability to pend transactions using more flexible tools via the Fraud
Prevention Auto Pend option.

To Create a Schedule to Automatically Settle your Transactions

1. To automatically settle your transactions, select the Auto Settlement check box.

2. In the Auto Settlement Time (EST) drop-down list, select your settlement hour.

Notes:
e Auto Settlement Time:

e Settles all unpended transactions from the Current Batches queue at a specified time
each day, Eastern Standard Time (EST).

e Transactions with a timestamp after the auto-settlement time will be settled in the
next day’s batch.

e Can be changed after your current Auto Settlement Time has passed.
e  Your current batches will not settle until the newly selected time the following day.

3. To exclude recurring transactions in the current settlement run and include them in the next
day’s run, select the Settle Recurring Transactions Next Day check box.

Note: If the Settle Recurring Transactions Next Day check box is unchecked, VirtualMerchant
includes recurring transactions in the current settlement run.

Notes:

e When you add a new terminal, VirtualMerchant sets up the terminal to include recurring
transactions in the current settlement run by default (uncheck the Settle Recurring
Transactions Next Day check box).

e VirtualMerchant allows you to set up terminals to exclude recurring transactions from
the current settlement run and include them in the next day’s run (check the Settle
Recurring Transactions Next Day check box).

4. Click Update to update your settlement time.
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To Configure Your Device Options

You can set the Signature Capture Device in Use field when you have a certified device connected to
your PC that will accept signatures. This function allows you to capture signature images when you
enter transactions. This function also allows you to add signatures to open and settled transactions.

To set up a terminal for a signature capture device, select the Signature Capture Device in Use check
box.

User Account Settings Terminal

System Setup

This form = used configure the advanced system settings.

Advanced Configuration

Use HTTF Refemrers D

Authonzed Refemrers

Add Referrer I I

Auto Fend HTTF Transactions
Auto Settlement 1-"
Auto Settlement Time (EST) Midnight

Settle Recuring Transactions Next Day D

@:‘nn ature Capture Device in @ 1

. Enable Export Script
Appioval URL |h::p1:..".."mw.m yexporescript.com/approval
Declined URL |h::p3:ﬂmw.m yvexportscript.cam/decline
Erer URL |h:|:p5:..".n’mu.m~,-upnrls cript.cam/error

Authentication Username |n.me

Authentication Password |..............

Confirmation String |a ny sering

[ Update || Cancel |
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To Configure Your Export Options

You can set up the Export Script setting to specify a URL for approved, declined or error transactions. All
transactions will send an export script to the specified location. Export scripts allow you to request the
results of your payment transactions be returned to your website for inventory purposes, sales analysis,
or customer database maintenance. Virtual Merchant offers a post approval or export script that posts
results to your system after completing each transaction.

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays.

User Account Settings Terminal

System Setup

This form & used configure the advanced system settings.

Advanced Configuration

Use HTTF Referers |:|

Authonzed Refemers

Add Referrer I I

Aute Paend HTTF Transactions
Auto Settlement __'I
Auto Settlement Time (EST) Midnight »

Settle Recuring Transactions Mext Day D

Signature Capiure Device in Use 0

Enable Export Script

Approval URL |I|.::p 51/ fvaerw.myexparts cript.com/appraval
Ceclined URL |h::p5:f.-’mw.m yexporescript.cam/decling
Emar URL |h:tps:f.-’mw.m-,-upurls cript.cam/error

Authentication Usemame Iname

Authentication Password I“"“"

Confirmation String Iany sering

[ Update || Cancel |
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2. Select the Enable Export Script check box.

The Enable Export Script checkbox defaults to unchecked. The remaining fields are read-only and
become editable when you select the Enable Export Script check box.

Enter an Approval URL to indicate where your approved transactions will go.
Enter a Decline URL to indicate where your declined transaction will go.
Enter an Error URL to indicate where your errors will go.

Enter an Authentication Username and Authentication Password.

AU T i

Enter a Confirmation String.
Notes:

e  When you enter a value for Authentication Username, you must enter a value for
Authentication Password, and conversely, if you enter a value for the Authentication
Password, the Authentication Username is required.

¢ The Confirmation String is optional. However, if you want to provide a Confirmation
String, it must be used in conjunction with the Username and Password.

7. Click Update to update your export script settings.

Customizing Error Messages

Note: Any user is able to click on an error message and update the message description. The error
number cannot be updated.

e The Custom Error Messages screen allows you to create custom error messages when an error
message is returned when a transaction could not be authorized.

e If there is no custom message listed in the Custom Message field, the default message displays
when the error is returned on the transaction that was not authorized.

o If there is a value in the Custom Message field, this message displays on the unauthorized
transaction, in place of the default message.

1. Select Terminall Advanced | Error Messages.
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The Custom Error Messages screen displays.

Document #VRM-0001-D

N Arrrers Lerrrgs Tarwueal
Custom Error Messages
e Blwnsage Lisd
e | Erroe s et M e Carvtems b
E I T e ] Fervn, P P b, g
bkl T Iy W I v - -
azad pre—) - -
35 WID ol Bramrerd } T Wit b lpronm o0 0 rof beDDiad 62 £ B OUOHDN P Thes Vieks 0w el e ES
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WD, LN e P et mmnu—nmmwnu aH n T Wik 0 U B0 mnd'oe P pplad o e
Sk e e
TTF Traea: Nol Aikowsd HTIP POET iersactiomm sow rol ploesd or e some=t.
e i i HETH

HT TP POET irermaeioms sen rol plicesd bor i someni
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2. To customize a specific error, select the Error Name in the Error Message List.

The Custom Error screen displays.

User Account Settings Terminal

Custom Error

This form & used change the defaull error message ssttings.

Custom Message

Error Hame VID Mot Supplied

Dwefault Message | The Virualberchant ID was not supplied in the suthorization request, |

Custom Message | the virnonlMerchane ID was mon sepplied in the

authorization sequest.

.

3. To customize a specific error message, enter the desired message into the Custom Message field.

The error message cannot exceed 255 characters.

Note: The text in this field does not support customized HTML code.

4. Click Update to save your changes.

5. When you have defined a custom message for the selected error, a Use Default button displays.

To revert to the original message, click the Use Default button.
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Setting Up Fraud Prevention Rules

The Fraud Prevention Rules screen displays a list of filters available to you. This screen allows you to
manage the global and local terminal settings for the Fraud Prevention Rules in your terminal. This table
gives you an overview of all rules available to you, indicating the ones that have been enabled or
disabled. You must click on each rule separately to view or modify the current settings.

User Account Scttings Terminal

Fraud Prevention Rules

The frad prevention rules sereen diplis a Bt of fitess avatible to you. Cick on the fier you would B to configure. It 8
strongly recormmended that you get famiar with the capabites of each of these fiters to determine which ones work best for
your busness needs.

Rule Desaiption

This fiter enables you to designate which trensaction types you want to set to pend, If
you are usng thi fer and recele approved tansactions they wil be automaticaly pended
when entered through the VirtuzMerchant ntegration, Merchant must logn to the Enabled
applcation in ceder to release those tansactions from the “Pend” state. Pended
Transactions cannot be settled untd they are un-pended.

Merchant IP | This fiter enables you to designate and mantan a BX of IP addresses fram which you slow
Address transactions to onginate. If vou are usng this fiter and recenve transactions from an IP Disabled
Filter Address that & not i your alowed B2, the transactions wil be decined,

This fiter enables you to designate and mantan a kt of mabie devices from which you

ﬂﬂﬂﬂz t alow transactons to ongnate based on the mobie dentificetion numbers, if you are using Bieabied
this fiter and recenve transactions from a mobie device that s not in your 2lowed lst, the o
Eilter tranmctions wil ba decined.
| @ Sngle s
= Enabled
This fiter enabies you to designate and maintan a BX of IP addresses of cardholders from
ﬂl%m{d.dm which you do not 2low transactions to ongnate, If you are using this fiter and receie Dicabled - g: by
transactions froem an [P Address that & in your blocked E2, the transactions wil be declned. D‘;’]g}‘\ 4
- BaJe
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Billing Country

This fitter enables you to designate and maintain 2 list of biling countries from which
you do not allow transactions to originate. If you are using this filter and receive

Filter transactions from z biling country that is in your blocked list, the transactions wil be Discbled Disabled
declned.
This fiter enables you to designate and maintain a list of shipping countries from
Shippin which you do not allow a transaction to be shipped to. If you are using this fitter and Disshled Disabled
Country Filter raceive transactions where the shipping country is in your blocked list, the R T
transactions wil be declined.
This fittar enables you to designate and maintain a list of biling countries and
1P Address & compares the transaction's onginating IP Address with the biling country provided.
Biling Count: This helps determine whether or not the transaction is placed in the country in Dissbled Disabled
_q_r[m tch Filt which it originated. If you are using this fitter and receive transactions where the T U
billng country doesn't match the IP Address for those countries you have specified in
the list, the transactions wil be decined.
This fiter enahles you to designate and maintain a list of shipping countries and
IP Address & compares the transaction's originating IP Address with the shipping country provided.
Shipping This helps determine whether or not the transaction is placed in the country in Disablad Disabled
country which the order will be shipped to. If you are using this fiter and receive transactions T T
Mismatch Filter | where the shipping country doesn't match the IP Address for those countries you
have specified in the lst, the transactions wil he declined.
This fiter enables you to designate and maintain 2 list of Email Addresses of
Email Address cardholders from which you do not accept transactions. If you are using this fiter Dissblad Disabled
Filter and receive transactions from an Email Address that is in your blocked list, the R h
transactions wil be decined.
This fitter enables you to designate and maintain a list of card numbers of cardholders
Card Number from which you do not accept transactions. If you are using this fitter and receive Disabled Disabled
Filter transactions from & card number that is in your blocked list, the transactions will be B R
declnad.
s Daly
Velocity -
Disabled
= Hourly
Transaction This fiter 2llows you to specify a threshold for the number of transactions allowed, all Velocity -
Velocity Filter transactions received exceeding the threshold wil be declined. Diszbled
= 1P Hourly
Velocity -
Diszbled
Email Domain This fitter zllows you to validate that the Email address entered by cardholders
P T contains a valid domain. If you zre using this fiter and receive transactions from an Fnahled
Email address with an invalid domain, an error wil be retumed.
Transaction This fitter enables you to specify a time limit, between 1 and 15 minutes; for a single
ot ein transaction. If the transaction exceeds the time allowed for processing, it wil be Disabled
declinad.
Notes:

e Merchants are asked to get familiar with the capabilities of each of these filters and monitor their
processing trends to determine which ones work best for their business needs.

¢ Rules are only triggered via integration and do not apply to any transaction initiated from the
user interface (Virtual Terminal).
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The available filters are as follows:

e Auto Pend Filter

o Merchant IP Address Filter
e Mobile Payment Filter

e [P Address Filter

e Individual/Ranges Filter
e Country IP Address Filter

e Country Filter
¢ Billing Country Filter

e  Shipping Country Filter
e [P Address & Country Mismatch Filter

e P Address & Billing Country Mismatch Filter

e [P Address & Shipping Country Mismatch Filter
e Email Address Filter
e Card Number Filter
e Transaction Velocity Filter
¢ Email Domain Filter

e Transaction Timeout Filter

To Update Auto Pend Settings

The Auto-Pend Filter screen allows you to manage the Auto Pend settings for your terminal. These
settings enable you to designate and maintain a list of the transaction types that you want to set to pend.
You may choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card Force or Credit Card
Returns.

If you use this filter and receive approved transactions, they will be automatically pended when entered
through the VirtualMerchant integration. You must log on to the application to release those transactions
from the Pended state. Pended transactions cannot be settled until they are unpended.

To Pend a Transaction Type

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Auto Pend Filter.
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The Auto Pend Filter screen displays.

User Account Settings Terminal

Auto Pend Filter

This fitter enables you to designate which transaction types you want to set to pend. You may choose to pend Credit Card Sale,
Credit Card Auth Only, Credit Card Force or Credit Card Returns. If you are using this filter and receive approved transactions they
wil be automatically pended when entered through the VirtualMerchant integration. Merchant must login to the application in
order to release those transactions from the "Pend” state. Pended Transactions cannot be settled until they are un-pended.

IMPORTANT NOTES:
By enabling the filter check box and selecting the update button, you are activating the fitter settings for your terminal

immediately. The filter wil be applied to those transactions you have specfied. You may modify, enable, or disable this filter at
any time.

Auto Pend Transactions Settings

Flease selectthe transactions you want to Auto Pend

Credit Card Sale

[E credit card Auth Only
[[1 credit card Force

[T Credit card Return

3. Select the Enable Auto Pend Settings check box.

4. Select the transaction types that you want to auto pend.

A message displays to confirm activation.

You have selected to enabile this fier; the fitter and itz sefings will be appded 1o your ransactions once you dick on e update button. Do
you want io proceed?
[ oK | [ Cancel J
5. Click OK.
Notes:

e To disable activation, uncheck the Enable Auto Pend Settings check box. A message
displays to confirm deactivation.

¢ You must choose at least one transaction type to enable this filter.

e The filter applies to all transactions entered through the integration.

6. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all
transaction types specified.
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To Update Merchant IP Address Settings
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The Merchant IP Address Filter screen allows you to manage the merchant IP address settings for your
terminal. These settings enable you to designate and maintain a list of IP addresses from which you
allow transactions to originate. If you use this filter and receive transactions from an IP address that is

not in your allowed list, the transactions will be declined.

The Merchant IP Address Filter settings only have a local setting; there is no global setting for this rule. You only

have one checkbox that is used to enable / disable the rule for the terminal.

Uhir Apcount SEmings Tarminal

Merchant IP Address Filter

Thi flter enabl you to deignabe and maintan o B of 1P sddonse frem which you aliew randsclion b edginate.
B e e oy B Pl v receiy e Drantascters lroes w10 Sddves Bl & nol i youl aleved B, th branssctess ol ba deched,

THPORETANT ROTE:
recwvends You mary modfy, snable, or deabls this f&er at any time,

Merchant I Addieas Selogs
Plesa add an individusl {8l 4 colwts Ewx. 2000000 300K 2000 | of & rasgs (firs
2 or 3 octets Ex. 30000000 or 30003000 of IP sddremes kom which

URNSEON Mesls CAN OfQINNE. You st add & st one P Address ko
wnable this filter

[ Add
Daplay F3 -
Fo B
Mo e i !

By anablng the Fler check bow and sslecting the updebs bufion, ywou am activating the fller semings For your erengd weredately, The flier wil be sppbed o o transsctons

To Add a Merchant IP Address

1. Select Terminal| Advanced |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Merchant IP Address Filter.
The Merchant IP Address Filter screen displays.
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3. Select the Enable IP Address Settings check box.

A message displays to confirm activation.

You have selected o enabile this fier; the Niber and it setings will be appied 1o your ransactions once you dick on the update button. Do
you want io procasd?

[ oK |lr_‘:a.neeIJ

4. Click OK.

Note: To disable activation, uncheck the Enable IP Address Settings check box. A message
displays to confirm deactivation.

5. In the text box provided, enter an individual or a range of IP addresses from which transaction
requests can originate.

6. Click Add.
The newly added IP address displays.

7. To add another IP address, repeat Steps 5 to 6.

8. Click Update.
The settings for your terminal are immediately activated and the filter will be applied to all

transactions received. You must add at least one IP address to enable this filter.

To Remove a Merchant IP Address

1. Click Remove next to the IP address you wish to remove.
A message displays to confirm removal.

2. Click OK.
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To Update Mobile Payment Settings
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The Mobile Payment Filter screen lets you designate and maintain a list of mobile devices from which

you allow transactions to originate based on the mobile identification numbers. If you are using this filter

and receive transactions from a mobile device that is not in your allowed list, the transactions will be

declined.

Usair AocoanT SEEIAgE T#rmunal

Maobile Payment Filter
Thig Fer pmabins vou 40 fhasgrale pod waimtan o bl ol sobs g ons o which iy Bge Irerasriont 1 orgnets batd on the st sherifaton rrbers
I s @ e Wi Pl ] Sl I Bn s s B Pkl dhiread TRl 8 AOR i s Sloroid Bat, T irasnactions wil e diecirnd,

THPORTANT MOTE:

mcedify, anabds, o dasbls this Fller st arry S
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To Add a Mobile Payment Identification Number

1. Select Terminall Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Mobile Payment Filter.

The Mobile Payment Filter screen displays.
3. Enter the Mobile Payment Number that you want add.

4. Click the Add button

A message displays to confirm activation.

you wani io proceed?

You have selected o enabile this fier; the Niiber and it setings will be appded 1o your ransactiens ence you dick on the update button. Do

[ oK |[|:au1celj

5. Click OK
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To Update IP Address Settings

The IP Address Filter screen enables you to designate and maintain a list of IP addresses of cardholders
from which you do not allow transactions to originate. You may enable the VirtualMerchant global IP
address settings or add your own list of IP address settings based on a single IP address or a country IP
address to block.

If you use this filter and receive transactions from an IP Address that is in your blocked list or an IP
address is not provided, the transactions will be declined.

To block a specific IP address or range of IP addresses, you enter the IP address and click the Add button.
You can enter IP addresses without enabling the local IP address setting of the rule for the terminal.
However, you cannot enable the local IP address setting until at least one IP address is entered; an error
message will be displayed when you click the Update button.

To block all IP addresses for a country, select a country from the Country to Accept box on the left and
click the right pointing arrow to move the Country to the Countries to Block box on the right. You can
select Countries without enabling the local Country setting of the rule for the terminal. However, you
cannot enable the local Country setting until at least one Country is in the Countries to Block box; an error
message will be displayed when the user clicks the Update button.

You can remove IP addresses/Countries without disabling the local setting of the rule; however if you
remove all entries and click the Update button you will get an error message. When removing all entries,
you have to uncheck the local setting checkbox before clicking the Update button.

At the local level, you can enable/disable the IP Address and Countries settings individually. Both can be
disabled, both can be enabled, or one or the other can be enabled and the other disabled. Virtual
Merchant will only execute the global setting and local settings of this rule for the terminal when the
settings are enabled.
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At a global level, you can enable/disable the entire rule for the terminal. This includes both the
individual/range of IP Address and Countries. The global setting of this rule always includes the
individual IP addresses and the countries.
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To Update the Global IP Address Settings

1. Select Terminal| Advanced |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.
The IP Address Filter screen displays.
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3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

You have selected o enabile this fier; the Niber and it setings will be appied 1o your ransactions once you dick on the update button. Do
you want io procasd?

[ oK |lr_‘:a.neeIJ

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

To Add an IP Address

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.
The IP Address Filter screen displays.
3. Select the Enable IP Address Settings check box, if desired.

A message displays to confirm activation.

You have selected ko enabile this fifler; the fitter and itz sefings will be appded 1o your transactions once you dick on he update button. Do
you want io proceed?

[ oK |[c:smeelj

4. Click OK.

Note: To disable activation, uncheck the Enable IP Address Settings check box. A message
displays to confirm deactivation.

5. In the text box provided, enter an individual IP address, or a country IP address, or a range of IP
addresses, from which transaction requests are not allowed.

6. Click Add.

The newly added IP address displays.
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7. To add another IP address, repeat Steps 7 to 8.
8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.

To Remove an IP Address

1. Click Remove next to the IP address you wish to remove.
A message displays to confirm removal.

2. Click OK.

To Update the Country IP Address Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.
The IP Address Filter screen displays.

3. Select the Enable Country IP Address Settings check box, if desired.

4. Under Countries to Accept, click the name of the country or countries you wish to block and
then click the ﬂ arrows.

The selected country name moves over to the Countries to Block section. To reverse the action,

=D
click the name of the country and then click the arrows.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update Billing Country Settings

The Billing Country Filter screen enables you to designate and maintain a list of billing countries from
which you do not allow transactions to originate.

The Billing Country Filter has a global setting and a local setting. The first checkbox enables/disables the

global setting of the rule for the terminal. The second check box enables/disables the local setting of the
rule for the terminal.

To block a Country for the terminal, select a Country from the box on the left and click the right pointing
arrow to move the Country to the box on the right. You can select Countries without enabling the local
setting for the terminal. However, users cannot enable the local setting until at least one Country is in the
Countries to Block box. An error message displays when the user clicks the Update button.
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To Update the Global Billing Country Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Billing Country Filter.
The Billing Country Filter screen displays.

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

You have selected lo enable Tis fiter; the BRer and iz settings will be applied to your ransactions ence you oéck on the update bution. Do
you wand ko proce ed?

[ 0K ] Cancal

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update the Billing Country Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Billing Country Filter.
The Billing Country Filter screen displays.
3. Select the Enable Billing Country Settings check box, if desired.

A message displays to confirm activation.

You have selected lo enable Tis fiter; the BRer and iz settings will be applied to your ransactions ence you oéck on the update bution. Do
you wand ko proce ed?

[ 0K ] Cancal

4. Click OK.

Note: To disable activation, uncheck the Enable Billing Country Settings check box. A message
displays to confirm deactivation.

5. Under Countries to Accept, click the name of the country or countries you wish to block and
then click the arrow.

The selected country name moves over to the Countries to Block section. To reverse the action,

click the name of the country and then click the arrow.

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update Shipping Country Settings

The Shipping Country Filter screen enables you to designate and maintain a list of shipping countries
from which you do not allow a transaction to be shipped to.

User Accoust Setsings Tarminal

Shipping Country Filter

Thin flter srubis. you o designats snd maintain o It of shipping counirss from which you do not alicey @ brensaction to be shipped 0. You may srabls the VirtuaPerchent
Global Shipping Country Seitings or add your cwn et of shipping countrie ko block.

1F vou are waing this Tiler snd receve irerascions whiss the shippeng couniny & in vour bioched Bt or § shippeng couning was nol prosced. ths branssctions wil be dechned

THPORTANT HOTES:

16 i b i W5 P s sl bl e dhipging Ecunliy vid pfocai.ds o LAs with aack b st o yu il el o Pt RS g ol e
shippanyg couniny Fald (380 ship be. ooty i requined,

iy srablng the flber check box and melecting the Lipdsts buSon, wou sre activating the Siter settings for your ferminal immedisisly. The fier will e appled to ol tramacsiom:
recarved. You may modby, snabla. o daskle o Fter o any S

Shippisg Country Filler Settings

[D S — [

Tha Glatal Shipping Courtry Filber i predetarmitsd |1 of shipging oouniies knawn for
of piteerias. Thane i ro 0 for thiy filier

| managesant of this fille is handied exdlusively by Elaven. |

e [

Flems add g Comniny of trom witich e rok

aliowed. You mist sdd 81 beast shipping oounery 5o anabile 1 fille

Hgharesian (AFG) - [ 1]
Abaris (ALE) @

ﬂ
PAntarctica (ATA) £
Antigua ond Battwuda (ATG)

[ARG)

© Elavon, Incorporated 2013. All Rights Reserved Page 165 of 426



VirtualMerchant User Guide Document #VRM-0001-D
Using Terminals | Setting Up Advanced Settings (Advanced Menu)

To Update the Global Shipping Country Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Shipping Country Filter.
The Shipping Country Filter screen displays.

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

fou have selected bo enabide this E8er; the filker and its settings will be applied to your ransacions once you click on the update bution. Do
you wan io procead?

oo | cancal

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update the Shipping Country Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Shipping Country Filter.
The Shipping Country Filter screen displays.
3. Select the Enable Shipping Country Settings check box, if desired.

A message displays to confirm activation.

fou have selected bo enabide this E8er; the filker and its settings will be applied to your ransacions once you click on the update bution. Do
you wan io procead?

oo Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Shipping Country Settings check box. A
message displays to confirm deactivation.

5. Under Countries to Accept, click the name of the country or countries you wish to block and
then click the ﬂ arrow.

The selected country name moves over to the Countries to Block section. To reverse the action,

click the name of the country and then click the EI arrow.

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update IP Address & Billing Country Mismatch Settings

The IP Address & Billing Country Mismatch Filter screen allows you to manage the IP & Billing
Country Mismatch Settings for your terminal. These settings enable you to designate and maintain a list
of billing countries and compare the transaction's originating IP address with the billing country
provided. This helps to determine whether or not the transaction is placed in the country in which it
originated. You may enable the Global IP Address & Billing Country Mismatch Settings or add your
own list of IP Address & Billing Country Mismatch Settings.

If you use this filter and receive transactions where the billing country does not match the IP address for
those countries you have specified in the list, or a billing country and IP address were not provided, the
transactions will be declined.

To block a Country for the terminal, select a Country from the box on the left and click the right pointing
arrow to move the Country to the box on the right. You can select Countries without enabling the local
setting for the terminal. However, users cannot enable the local setting until at least one Country is in the
Countries to Block box; an error message will be displayed when the user clicks the Update button.

Note: To use this filter you must submit the IP address along with the billing country with each
transaction. Thus, you must edit your payment form settings to set the Billing Country field
(ssl_country) as required in the payment fields screen under the Terminal | Merchant|Payment
Fields menu option.
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To Update the Global IP Address & Billing Country Mismatch Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Billing Country Mismatch Filter.

The IP Address & Billing Country Mismatch Filter screen displays.

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

Yau have 5elected 1o enable this fiter, the filter and its setings will be applied 1o your ransadions once you dick en the update butlon, Do
you wani lo proceed?

[ oK | [ Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.

To Update IP Address & Billing Country Mismatch Settings

1. Select Terminal| Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Billing Country Mismatch Filter.
The IP Address & Billing Country Mismatch Filter screen displays.
3. Select the Enable IP & Billing Country Mismatch check box, if desired.

A message displays to confirm activation.

You have selected 10 enable this filter, the filber and its setings will be applied o your ransadtions once you dick on the update bution, Do
you wani lo proceed?

[ oK |[ Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable IP & Billing Country Mismatch check box. A
message displays to confirm deactivation.

5. Under Country List, click the name of the country or countries you wish to validate if the IP

address matches and then the j arrow.
The selected country name moves over to the Countries to Verify section. To reverse the action,

click the name of the country and then the zl arrow.

If you click ﬂ, all countries in the list move over to the Countries to Verify section. To
reverse the action, click the name of the country and then ﬂ

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update IP Address & Shipping Country Mismatch Settings

The IP & Shipping Country Mismatch Filter screen allows you to manage the IP & Shipping Country
Mismatch Settings for your terminal. These settings enable you to designate and maintain a list of
shipping countries and compare the transaction's originating IP address with the shipping country
provided. This helps to determine whether or not the transaction is placed in the country in which the
order will be shipped to. You may enable the Global IP & Shipping Country Mismatch Settings or add
your own list of IP & Shipping Country Mismatch Settings.

If you use this filter and receive transactions where the shipping country does not match the IP address
for those countries you have specified in the list, or a shipping country and IP address were not provided,
the transactions will be declined.

To use this filter, an IP address value must be submitted with each transaction along with the shipping
country ISO code. You must edit your payment form settings to set the Shipping Country field
(ssl_ship_to_country) as required in the payment fields screen under the

Terminal | Merchant | Payment Fields menu option.
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To Update the Global IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Shipping Country Mismatch Filter.

The IP Address & Shipping Country Mismatch Filter screen displays.

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

ou have seleced to enable this filer, the fiter and ils setings will be applied o your ransactions once you dick on the update button. Do
you want bo proceed?

[ 0K ][Caﬂml]

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update the IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Shipping Country Mismatch Filter.
The IP Address & Shipping Country Mismatch Filter screen displays.
3. Select the Enable IP Shipping Country Mismatch check box, if desired.

A message displays to confirm activation.

ou have seleced to enable this filer, the fiter and ils setings will be applied o your ransactions once you dick on the update button. Do
you want bo proceed?

[ 0K ][Caﬂml]

6. Click OK.

Note: To disable activation, uncheck the Enable IP Shipping Country Mismatch check box. A
message displays to confirm deactivation.

7. Under Countries list, click the name of the country or countries you wish to validate if the IP

address matches and then click the ﬁ arrow.

The selected country name moves over to the Countries to Verify section. To reverse the action,

click the name of the country and then click the EI arrow.

If you click the g arrows, all countries in the list move over to the Countries to Verify
section. To reverse the action, click the ﬂ arrows.
8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Update Email Address Settings

The Email Address Filter screen allows you to manage the email address settings for your terminal.
These settings enable you to designate and maintain a list of email addresses of cardholders from whom
you do not accept transactions. You may enable the VirtualMerchant Global Email Address Settings or
add your own list of email addresses to block.

If you use this filter and receive transactions from an email address that is not in your allowed list, the
transactions will be declined.

The Email Address Filter settings have a global setting and a local setting. The first checkbox
enables/disables the global setting of the rule for the terminal. The second check box enables/disables the
local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal. You
cannot enable the local setting until at least one IP/email address is entered; an error message will display
when you clicks the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you remove
all entries and click the Update button you will get an error message. When removing all entries, you
will have to uncheck the local setting checkbox before clicking the Update button.

Note: To use this filter, an email address must be submitted with your transactions. Thus, you must edit
your payment form settings to set the Email Address field (ssl_email) as required in the
payment fields screen under the Terminal | Merchant | Payment Fields menu option.
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To Update the Global Email Address Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Email Address Filter.
The Email Address Filter screen displays.
3. Select the Enable Global Settings check box.

A message displays to confirm activation.

¥ou have selected bo enable this Aiter; the BRer and its seflings will be applied to your fransadions onoe you click on the update button. Do
you want 1o proceed?

| ok || cencel

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.
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To Add an Email Address

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Email Address Filter.
The Email Address Filter screen displays.
3. Select the Enable Email Address Settings check box.

A message displays to confirm activation.

¥ou have selected bo enable this Aiter; the BRer and its seflings will be applied to your fransadions onoe you click on the update button. Do
you want 1o proceed?

ok | | Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Email Address Settings check box. A message
displays to confirm deactivation.

5. In the text box provided, enter an email address from which transaction requests are not allowed.
6. Click Add.
The newly added email address displays.
7. To add another email address, repeat Steps 5 to 6.
8. Click Update.
The filter settings for your terminal are immediately activated and the filter will be applied to all

transactions received.

To Remove an Email Address

1. Click Remove next to the email address you wish to remove.
A message displays to confirm removal.

2. Click OK.
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To Update Card Number Settings

The Card Number Filter screen allows you to manage the card number settings for your terminal. These
settings enable you to designate and maintain a list card numbers of cardholders from whom you do not
accept transactions. You may enable the VirtualMerchant Global Card Number Settings or add your
own list of card numbers to block.

The Card Number Filter settings have a global setting and a local setting. The first checkbox
enables/disables the global setting of the rule for the terminal. The second check box enables/disables the
local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal. You
cannot enable the local setting until at least one IP/email address is entered; an error message will display
when you click the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you remove
all entries and click the Update button you will get an error message. When removing all entries, you
will have to uncheck the local setting checkbox before clicking the Update button.

If you use this filter and receive transactions from card number that is in your blocked list, the
transactions will be declined.

User Accogns Settings Terminal

Card Number Filter

Thiz fler enables you bo desigrate and maintain 3 bt of cd numbers of cardholders from which you do not scospt tremsctions. Yiou may snabls the VirlualMerchart Global
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To Update the Global Card Number Filters Settings

1. Select Terminal | Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Card Number Filter.
The Card Number Filter screen displays.
3. Select the Enable Global Settings check box.

A message displays to confirm activation.

fou have seleded 1o enable this BRer, the MRer and its setings will be applied to your ransactions once you dick on the update button. Do
you want ko proceed?

[ ox ]| cence

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message displays
to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.

To Add a Card Number

1. Select Terminal| Advanced|Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Card Number Filter.
The Card Number Filter screen displays.
3. Select the Enable Card Numbers Settings check box.

A message displays to confirm activation.

You have seleded 1o enable this BRer, the MRer and its setings will be applied to your ransactions once you dick on the update button. Do
you want i proceed?

[ ox ]| cance
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4. Click OK.

Note: To disable activation, uncheck the Enable Card Numbers Settings check box. A message
displays to confirm deactivation.

5. In the text box provided, enter a card number from which transaction requests are not allowed.
6. Click Add.
The newly added card number displays.
7. To add another email address, repeat Steps 5 to 6.
8. Click Update.
The filter settings for your terminal are immediately activated and the filter will be applied to all

transactions received.

To Remove a Card Number

1. Click Remove next to the card number you wish to remove.

A message displays to confirm removal.

2. Click OK.

To Update Transaction Velocity Filter Settings

This filter lets you specify a threshold for the number of transactions allowed, all transactions received
that exceed the threshold will be declined.

This rule only has a local setting; there is no global setting. The Transaction Velocity Filter rule includes
three individual rules for the terminal:

e Number of transactions allowed per day (1440 minutes)

e Number of transactions allowed per hour (60 minutes)

¢ Number of transactions allowed from the same IP Address per hour (60 minutes)

An error message is displayed when:
e  You check the Enable Daily Velocity Settings check box and click Update without providing the
number of transactions allowed per day.

¢ The user checks the Enable Hourly Velocity Settings check box and clicks Update without
providing the number of transaction allowed per hour.

e The user checks the Enable IP Hourly Velocity Settings check box and clicks Update without
providing the number of transactions per hour.
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You can enter the number of transactions allowed per day or per hour without having to check the
associated Enable check box.

Users can uncheck the Enable check boxes without having to remove the number of transactions allowed
per day or per hour.

Usar FACCOUNT ST Tarmangl

Transaction Velocity Filter

Thia fiter a3 youd 10 0oy a ireeshold for thie numsber of ransscions sioved Rourly, dady of from the sene [P Address psr hour, 8 Ueraecions neceeed ecesdeg the
thineshold will b decined. To sstup & veiocky fer that mests your processing nesds, you should monlior youe prooessing tnends i help you detenesing woir typacal volsme,

IMPORTANT NOTES:
Irs order to s S 1P Mourky Velociy fller wou must submit the cardhoider 1P Addres: (wl_cardholder_ o) with sach tarascion,

ity snabling the flber check box and miacting the Updste bution, you are sctivating the Fller settings for your ferminal immedistely. The flier will be appled to sl ransaction:
recuived. You may modiy, snable, or diaable thi Flter of any tmae.

Transaction Veloodty Filler Setlings
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.MIQ-I ransaciions per DAY
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At ranssotions fom the seme 1P addness par HOUR

To Specify Daily Velocity Settings

1. To specify the maximum number of transactions you want to allow per day, enter a number
between 1 and 9,999 in the Allow transactions per Day in the Enable Daily Velocity Settings
portion of the screen and click the check box.

2. To specify the maximum number of transactions you want to allow per day, enter a number
between 1 and 999,999 in the Allow transactions per Hour in the Enable Hourly Velocity
Settings portion of the screen and click the check box.

3. To specify the maximum number of transactions you want to allow per hour from the same IP

address, enter a number between 1 and 9,999 in the Allow transactions from the same IP
address per hour in the Enable IP Hourly Velocity Settings portion of the screen and click the
check box.
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4. Once you have made your selection, click the Update button. The following message will appear.

You have selected to enable this filter; the filter and its settings will be applied to your transactions once you click on the update button.
Do you want to proceed?

’ OK ] ’ Cancel

5. Click OK and the filtering you have specified will be in effect.

To Update Email Domain Settings

The Email Domain Filter screen allows you to manage the Email Domain Settings for your terminal
Those settings enable you to validate that the email address entered by cardholders on transactions has a
valid domain.

If you are using this filter and receive transactions from an email address with an invalid domain or an
email address is not provided, an error will be returned.

Note: To use this filter, an email address must be submitted with your transactions. Thus, you must edit
your payment form settings to set the email address field (ssl_email) as required in the
payment fields screen under the Terminal | Merchant| Payment Fields menu option.

Urer Account Ssttings Terminal

Email Domain Filter
This e allows you o vabdate thai S Ervad address entered by cardhalders coniains a vald dosrain,

1F you sre using this Fler and receive ranssctions from sn Emad Addeess with an invald domain or sn Emad Address s nof provided, an ermor vwill b returrsd,
TMPORTANT NOTES:

In greher So v Sl Bl you magst pukbed the Empll Address v proces.da snd proossssmldo, wou munt st your parymant form setticgy to set the emall feld [m emall] g
rpgeingd.

By srnabling Bhe filer check Box and wslecting the Updabs bufon, wouw ans sctivating the fiter ssttings for yourr berminal immediately. The filter will be sppled o ol ransctions
recstned. Yoo mary erable or daabls tha fler ot anmy tims.

Email Downain Filled Setlings
]

1. Select Terminal| Advanced |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. (Click Email Domain Filter.

The Email Domain Filter screen displays.
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3. Select the Enable Email Domain Settings check box.

A message displays to confirm activation.

Wou have selecied to enable tizs filter, the filker and fs setings will be applied to your transa0ons once you click on e update button. Do
you want 1o proceed?

ok ] [ cancal |

4. Click OK.

Note: To disable activation, uncheck the Enable Email Domain Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.

To Update Transaction Timeout Settings

The Transaction Timeout Filter screen allows you to manage the transaction timeout settings for your
terminal. These settings enable you to specify a time limit (between 1 and 15 minutes), for a single
transaction. If you use this filter and the transaction exceeds the time allowed for processing, it will be

declined.

User Accsunl Sariags Tarminal

Transaction Timeout Filter
Thia Flter arablan oo bo apechy o bme e, befoer: Land 16 mnute; for o argle tranuscton. 3 the iranusction sxcesds S bme aloved for proomirg, @ w be decired.

THPERTANT NOTES:
By wnibdiy g Flber chack bow e salectes B Upeiate bution, wou ane sctivalng the e seftngs for your termiral ieedutely. The Bier ol Ba appbed o ol breeasctons
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1. Select Terminal| Advanced |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Transaction Timeout Filter.

The Transaction Timeout Filter screen displays.
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3. Select the Enable Transaction Timeout Settings check box.

A message displays to confirm activation.

You have selected fo enable this SRer, the Sfer and its selings will be applied to your ransactions once you click on the update button. Do
you want bo proceed?

[ ok ][ canca ]

Click OK.

Note: To disable activation, uncheck the Enable Transaction Timeout Settings check box. A
message displays to confirm deactivation.

Enter time limit in minutes.

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all
transactions received.

Setting Up Business Rules

The Business Rules screen lets you create your own processing business rules. These rules can be added,
updated and deleted:

Only VirtualMerchant system administrators can set system-level rules. These rules cannot be
added, updated or deleted by the merchant.

Business rules are set up within a specific terminal and apply only to transactions that are
processed through that terminal.

Business rules can only be set up in terminals that are set up as Terminal-Based.

VirtualMerchant will only apply business rules (other than those that check for duplicate
transactions) to credit card transactions.

All business rules are optional and apply only to transactions submitted to the application
through process.do and processxml.do, for all market segments.

Pre-Processing and Post-Processing rules currently do not apply when transactions are processed
in the Virtual Terminal, including duplicate checking.

Business rules run in order, from top to bottom. You can change the order of the rules using the
Arrow buttons next to each rule. No more than a combined total of 10 Pre and Post-Processing
rules can be added to a terminal at a time.

Once a rule is triggered, no other rules will operate.
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e Actions set up in a rule cannot be performed unless that specific rule is triggered.
e Return rules do not affect other transaction rules.

¢ Transactions that are set to Decline using business rules will display in the Current Batches Error
section with the reason for decline set to the Comparison Value from the rule that was triggered
(for example: Ship to Postal Code, Bill to Postal Code, Tran Amount, Return Amount, AVS
Response, or CVV2 Response).

e Reversals will be submitted for credit card transactions that were authorized by the issuer but
have been declined based on the AVS or CVV rules.

Transactions that are Set to Review or Pend will display in the Current Batches Main or Auth Only
sections. You can Unpend or Release those transactions prior to settlement.

To Add New Business Rules

1. Select Terminall Advanced|Business Rules.

User Account Settings Terminal

Terminal

The Advance Setup function allows you to set up the System and Error Messages.

Advanced

System Setup
Error Messaqes
Fraud Prevention Rules

Business Rules

The Processing Rules screen displays.

User Account Settings Terminal

Business Rules

This form is used to ssfup processing rules.

Pre-Processing Rules

Posi-Processing Rules

© Elavon, Incorporated 2013. All Rights Reserved Page 184 of 426



VirtualMerchant User Guide
Using Terminals | Setting Up Advanced Settings (Advanced Menu)

Document #VRM-0001-D

2. Based on your requirements, under Pre-Processing Rules or Post-Processing Rules, click Add

New Rule.

The New Rule screen displays.

User Account Settings Terminal

New Rule

Add a new business rule.

New Rule

Fule Name ||

Value -

Operator -

Criteria - | oOr ‘u'hluel

True Action - or Rule -

False Acticn - of Rule -

Send Email -

| Add New Rule || Cancel |

3. Enter the name of the new business rule in the Rule Name field.

4. Inthe Value drop-down list, select the field to use as a comparison value for the rule from the

following options:

e  Ship To Postal Code
e Bill To Postal Code
e Tran Amount

e Return Amount

e Duplicate Transaction
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5. In the Operator drop-down list, select the comparison operator from the following:

e Equal To
e Not Equal To
e Greater Than

e Greater Than

e Less Than
e Less Than Equal To
e Notin Set

6. In the Criteria drop-down list, select the criteria to use for comparison from the following:

e Ship To Postal Code
e Bill To Postal Code
e Time Period

e Invoice Number

7. Enter an Or Value as a second value or value set for comparison with the transaction, return
amount, AVS response, or CVV2 response.

o If there is more than one value, separate each value with a comma and use the Operator
value Not in Set.

e Refer to the AVS Response Codes and CVV2 Response Codes sections in the
Response Codes chapter for a complete list of AVS and CVV response codes.

8. Select an action from the True Action drop-down list. This is the action that takes place when the
criteria comparison is determined to be true.

The Or Rule field is populated by existing business rules. The Or Rule can be selected
instead of the True Action.

9. Select an action from the False Action drop-down list. This is the action that takes place when the
criteria comparison is determined to be false.

The Or Rule field is populated by existing business rules that have been created. This Or
Rule can be selected instead of the False Action.

10. In the Send Email drop-down list, select an email action to specify an email action, depending on
the rule comparison, from the following:

e Send Merchant Email
e Send Terminal Email
e Send SMS Email
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11. Once you have entered the information for the new rule, click Add New Rule to save the rule. A
screen message indicates the rule has been added successfully. The new rule displays in the
Processing Rules table.

User Account Settings Terminal

Business Rules

This fiorm ks wsed to sehap processing nules.

[ 123 - Rule m:l:e:s,u:-:euqu

Pre-Processing Rules

AT 423 Meschant Rebun Amcent  Greader Than Equal T & Decline Dedine Fend Merchant Email

Add Hew Fule

Fost-Processing Rules

To Edit Business Rules

Business rules can be edited by those you have the correct user rights.

1. To edit an existing rule, select the rule name from the Processing Rules table.

User Account Settings Ternsinal

Business Rules

This fiorm s used o sehup processing nules.

Pre-Processing Rules

1 Meschant  Rebum Amount  Geeater Than Equal T 5 Decline  Declire Send Merchant Email

Add Mew Fule

Fost-Processing Rules

Add New Fule
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2. On the Update Rule screen, enter or adjust the fields as necessary and click Update.

User Account Settings Terminal

Update Rule

Change the Parameters of an existing business rule.

Update Business Rule

Rule Name 123

Value Retum Amourt -

Operator Greater Than Equal To

Criteria v orvawe[s
True Action W&v of Rule _v

False Action W&v or Rule _v

Send Email  Send Merchart Email

| Update || Delete || Cancel

3. To delete the business rule, click Delete.

Business rule has been updated/deleted successfully message displays.
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To Delete Business Rules
1. To delete an existing rule, select the rule name from the Processing Rules table.

2. On the Update Rule screen, click Delete.

User ACoount JRTHRGS Terminal

Business Rules

This form is used to setup processing rules.

@3 - Rule Deleted 51..:::&551"4]'9

Pre-Processing Rules

Post-Processing Rules

r -
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CHAPTER 6. Using Your Virtual Terminal

The Main Virtual Terminal screen provides access to all transaction entry and management options. You
can enter transactions depending on your terminal and user rights. You can also process transactions
from Current Batches and Settled Batches. Refer to the Managing Unsettled Transactions (Current
Batches) and Managing Settled Transactions (Settled Batches) chapters for more information.

When your user account was created, you were granted specific access and permissions called user
rights. In addition, you were associated with one or more terminals to which your login provides access.
Therefore, if you are granted access to only one terminal, it is automatically presented to you in the screen
upon login. Otherwise, you must select the desired terminal from the Select Terminal list.

Note: The terminal must be active to process live transactions. If your terminal is not active (Not Live or
Suspended), call your system administrator or Elavon at 1-800-377-3962, option 2, option 2.

Depending on your user and terminal rights, this section describes how to:

e Select terminals

e Process the following transaction types:

e Credit Card

e Debit Card

e Food Stamp

e Cash Benefit

e Electronic Check
e Gift Card
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VirtualMerchant User
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COMMON FEATURES:
Form Fields

o The field prompts for each transaction depends on the Payment Form Field Setup for the
selected terminal. Refer to the Configure Payment Forms section in the Using Terminals

chapter for more information.

e If you enter the Billing Address, to use this address for shipping in the Shipping Address
section, select the Same as Billing check box. The system copies all the billing address
information into the fields. You can edit the Shipping Address information after it is copied.
This clears the check box and does not update the Billing Address.
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Response Forms

The response form consists of the Transaction Detail that displays the results of a processed
transaction. This screen is further divided as follows:

e The Authorization Results section displays all the information obtained during the
authorization process.

e Each subsequent section contains all the values entered for the transaction in the order
defined in the Payment Fields section setup under Terminal Configuration.

Printing Receipts

e If your terminal is set up to have the receipt printed automatically, VirtualMerchant prints
the receipt.

¢ You must allow VirtualMerchant in the browser pop-up blocker in order for the receipt to
show.

e If your terminal is not set up to automatically print receipts, the receipt information is
displayed on the screen.

e If Serial Printer is selected as the Printer Type under the Printer options in the terminal
profile, a receipt is sent to the serial printer.

If Parallel Printer is selected as the Printer Type, a separate window displays the receipt
information and the system prompts you to print the receipt.

e For terminals set up for Market Segment Service, VirtualMerchant automatically calculates
and displays the Amount as Base Amount + Tip Amount.

e Tip transactions are only available if the Market Segment is set to Service in the current
terminal profile.

e VirtualMerchant allows you to provide tip information with transactions, based on how the
System Fields are set up on the Payment Form.

e VirtualMerchant allows you to provide tip information for transactions that are swiped and
hand-keyed.
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To Select a Terminal

Document #VRM-0001-D

1. After you log on to VirtualMerchant to display the Main screen, select the Select Terminal link if

you have access to multiple terminals.

(R e ot | | Sappert SR | iy 1 [
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DOLSE e Acasal Setimgs
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ey

Copyrght i€ ) Besom, bng. & agim

el

The Select Terminal screen displays a list of the terminals to which you have access in

alphabetical order, by Friendly Name.

Note: Refer to the Using Terminals chapter for more information on how to select a terminal.

2. Click the Friendly Name to select the terminal you wish to access from the list.

The system displays the terminal name in the Terminal field and the transaction types under

Select Terminal.

s&VirtualMerchant
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Wisiooms to Virbualberchant. The VifualMerchant Virtual Terminal system s a secure inbermet-based

Once you have the terminal selected, you can proceed with other actions available to you from

the Terminal menu option as described in the following sections.
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Performing Credit Card Transactions

The Credit Card transaction screen allows you to either swipe a transaction by means of a Magnetic
Stripe Reader (MSR) or manually enter the transaction into the VirtualMerchant application. The
Swiped Transaction option is only available for terminals configured as Retail.

This section describes how to:

Enter and process credit card information
Process credit card batch import transactions
Update credit card transaction information
Add credit card transaction to a recurring batch
Reverse partially approved transactions

Void partially approved transactions

You can process credit card information for the following transaction types:

Sale

Return
Inquiry
Force

Auth Only
Verification
Recurring
Installment
Multi-entry
Batch Import

IMPORTANT:

Some terminals do not support Verification and will continue to show AVS Only as the
supported transaction type.

You can process partial authorizations using prepaid cards the same way as you process
regular credit card for Sale and Auth Only transaction types.

A partial authorization occurs where the amount of the authorization request exceeds the
available balance on select Visa, MasterCard or Discover products. Instead of declining the
request, an approval for a partial amount is returned.

Merchants must initiate a new transaction to obtain the remainder of the purchase amount in
another form of payment. These are separate transactions and will generate separate receipts.

Merchants may reverse or void transactions if cardholders decide not to proceed.
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To Process Credit Card Sale, Return, Force, Auth Only and
Verification Transactions

This procedure describes how to process the following credit transaction types:

e Sale
This transaction allows you to obtain real-time authorization for credit card sale transactions.

¢ Return
This transaction allows you to enter refund transactions for previous sales.

e Force
This transaction forces sale transactions when the approval code was previously obtained, such
as through voice authorization. This transaction type requires the Approval Code to be manually
entered for processing.

e Auth Only
This transaction allows you to pre-approve transactions that will be forced or converted to Sale
through at a later date.

e Verification
This transaction allows you to verify if the address and the CVV value given for the transaction
match that of the cardholder.

Note: Some terminals do not support the Verification functionality but support AVS Only
which allows you to send the address without the CVV value.
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1. On the Main screen, select Credit Card to display the credit card options along with the Credit
Card Main screen.

s&VirtualMerchant

User: Merchant User Account Settings Terminal

Account: 000004
Terminal: E4 CAN RETAIL

Credit Card Main

—-\ This section is used to enter Credit Card transactions.

Select Terminal

(B CreditCard

Sale
Return
Force

Auth Cnly
Verification
Recurring
Installment

Multientry
\, Batch ImE ort /'
it Car

[ Current Batches
M Settled Batches
E ExporlLog

TN ” s

2. To select the transaction type, do one of the following:

o Select Sale to display the Credit Card Sale screen.

o Select Return to display the Credit Card Return screen.

e Select Force to display the Credit Card Force screen.

e Select Auth Only to display the Credit Card Auth Only screen.

e Select Verification to display the Credit Card Verification screen.
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The following example shows the Credit Card Sale screen.

User Account Settings Terminal

Credit Card Sale

Miobe that all felds with an asterisk l:*:l are requined.

Sale

Card Aooount Datda: I ¥

([Subme )

3. Swipe the credit card through a supported MSR device attached to your computer or manually
enter the credit card number in the Card Account Data box.

4. Click Submit.

Notes:

e If the terminal is setup to accept Verify last four Digits, the system prompts you to enter
the last four digits of the credit card number.

User Account Settings Terminal

Credit Card Sale

Niots that all Falds with an astersk (3] are required.

Sale

Erer Lust -digits [ k5

e The system automatically initiates the Submit button on swipe.
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The system displays the respective screens with the masked credit card number in the Account
Data field as follows. The card account number cannot be edited.

For this transaction type This screen displays
Sale Credit Card Sale

Return Credit Card Return
Force Credit Card Force

Auth Only Credit Card Auth Only
Verification Credit Card Verification

The following example shows the Credit Card Sale screen.

User Account Settings Terminal

Credit Card Sale

Enter the Infarmation for this transaction. Note that al fields with an asterisk (3¢) are required,

Sale
Aooaunt Dala: SoEFEEEEREETG AN
Expirstion Detedriy YY) [_ it
Amount: l— 3
Card Presant:
cvez: [Tz %
Sales Tax: [_
Imvodoe Humber: [

Ship fo Posta I-
Ship te Country; Please select a Cowntry -
Ship to Phone: |
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5. Enter the Expiration Date (MMYY).
Note: This field is auto populated for swiped transactions and cannot be edited on the form.

6. To enter the Amount, do one of the following:

For this transaction type Do this

Return Enter the Amount.

Auth Only Enter the Amount.

Sale If the terminal is set up for market segment Service,

enter the Base Amount and the Tip Amount.
VirtualMerchant automatically calculates and displays
the Amount.

If not, enter the Amount.

Force If the terminal is set up for market segment Service,
enter the Base Amount and the Tip Amount.
VirtualMerchant automatically calculates and displays
the Amount.

If not, enter the Amount.

Note: For credit card Sale and Force transactions:

¢  You can update the Tip Amount only from Current Batches.

¢ You can update the Base Amount from the response screen. The Base Amount cannot be
changed to a value greater than the transaction (the original Base Amount before it was
changed) was originally authorized.

¢  When the Base Amount is updated, VirtualMerchant recalculates the Amount as Base
Amount + Tip Amount.

7. For hand-keyed transactions, you may wish to select one of the following options in the Card
Present check box:

e Present
e Bypassed
o Illegible

e Not Present

8. For Sale, Force and Auth Only transactions, you may wish to enter a CVV value. If card type is
Visa, the CVV2 Indicator displays. Select indicator option from the list.

9. For Force transactions, enter the Approval Code.

10. For Verification transactions, enter address in the Address 1 field, the Postal Code, and the CVV
value.

11. Enter or select any of the remaining optional fields as desired.
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12. Enter the descriptor that you would like to appear in the customer credit card statement to help
the transaction become more recognizable to the customer or more service-specific than the usual
business name.

Notes:

e Optional feature.

e Your terminal must be setup with Dynamic DBA. Please contact Software Technical
Support at 1-800-377-3962, option 2, option 2.

e  The DBA name can be provided on Sale, Auth Only, Force and Return/Credit
transactions.

13. If you wish to enter travel information, enter the Departure Date (the date that the consumer’s
travel will begin) and the Completion Date (the date the consumer’s travel will be completed).

This information will be sent to the MARMS system.

Notes:

e This is an optional feature used for travel agencies and airlines only.

¢ Your terminal must be set up with MARMS at Elavon and the Travel Data option must
be enabled in the VirtualMerchant terminal. Please contact Software Technical Support at
1-800-377-3962, option 2, option 2.

¢ By having the travel data option enabled, both the Completion Date and Departure Date
fields are available to you in the Terminal Setup | Merchant|Payment Fields.

¢ Both dates must be included in the transaction for the information to be sent to MARMS.

e The dates cannot be in the past.

14. Click Process to send the transaction for authorization or Cancel to exit.

The system displays the respective response screen as follows:

For this transaction type This screen displays

Sale Credit Card Sale Response

Return Credit Card Return Response
Force Credit Card Force Response

Auth Only Credit Card Auth Only Response
Verification Credit Card Verification Response
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The following example shows the Credit Card Sale Response screen.

User Account Settings Tarminal

Credit Card Sale Response

This is the authorization response information. Nole that all fields with an asterzk H‘E} are required,

Transaction Detail

User: Clerk1

Payment Type: CREDITCARD

Transaction Type: SALE

Transaction ID: AAATAD-3BBECETE-THD0-43TA-S0BE-ESD181248ACE
Cate / Time: 081272013 08:17:08 AM

Response: AR

Message: AFPROAVAL

Appreval Code: Hi7D22

AVE Response:

HAccount Balance: 0.00

CardHolder IP;

O

Acoount Data: [o¥======+%=3002
Expiration Date(MMYY): [rzz2"

Amgunt; [0 #
Sales Tax: I—

Irvaice Number: |
P T e
. . ‘\J
Shig to Country Please sei. . ¥ -l
Ship to Phone: |

[ Update | [ Repirt | | Addto Recuming | [ View Receipt |

15. If your terminal is not set up for a signature capture device, VirtualMerchant will follow the
normal process for printing if the option is enabled. The user will not be prompted to capture the

signature.
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16. If your terminal is set up for a signature capture device, the following occurs:

e The device displays, Please swipe card message to the consumer.

e The payment form displays a message to the merchant, Customer prompted to swipe
card. Please wait!

User Actount Settings Terminal

Credit Card Sale

Mote thak al fields with an astersk (3¢) are required,

Sala

Card Account Datar Il ¥*

Customer prompted to swipe card, Please wail!

17. If the consumer declines to swipe the card and hit the cancel button, the payment form displays a
message to the merchant, The consumer cancelled card swipe.

Usar Account Settings Terminal
Credit Card Sale
MNaote that 2 falds with an astersk (3] are raquired.

Sale

Card Account Data w*

Customer cancelled card swipe!

=3
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18. If the customer swipes the card and the card swipe fails, the payment form displays a message to

the merchant, Card swipe failed. Please retry or manually key card!

User Account Settings Terminal

Credit Card Sale

Sale

Mote that al fiekis with an astersk (3£) are required,

Card Account Diala: |

[(Rety ]

Card swipe faded. Please retry or manually key cand!
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19. If the customer swipes the card and the card swipe does not fail, the device displays, One
moment please message to the customer.

The payment page displays with the card information collected from the card and device.

User Account Settings Terminal
Credit Card Sale
Enter the Infarmation for this transaction. Note that al fields with an asterisk (3¢) are required.
Sale
Account Data: SOFEEFEEETETI003
Expiration Date{Mh¥™ ) I ¥*
Amaunt; [ 3
Card Present:
cvoz: [tza— #
Sales Tax: I
Inveice Number: |
Company; I
First Name: |
Last name: |
Addressi: |
AddressZ: |
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20. The merchant enters the amount and any additional information needed to complete the
transaction, and clicks the process button.

The payment form displays a message to the merchant, Customer prompted to confirm the
amount. Please wait!

User Account Settings Terminal

Credit Card Sale

Enter the Inforrmation for this transaction. Mote that o felds with an astersk (3¢) ame requied.

Sale

Account Data gesesseseengy s
Explrath
Amount

Fales T Custormer promptad toe confirm amount. Please wait!

Compa

First Nama: |

21. The device displays amount confirmation message to the customer and the customer is prompted
to confirm the amount or cancel.

22. The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, The amount
was not confirmed. The merchant has the chance to re-enter or correct the amount or cancel the
transaction if needed.

User Account Settings Terminal

Credit Card Sale

Enter the Information for this transachion. Mote that al fields with an astersk (3) are required.

Sale

Aot Data GIEEEEE SRR ES] g
Exgiiratii

Afrrguant

5 The amount was not confirmed
Sales T

Compa

Fosifbaany I
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23. The device displays a, Processing message to the customer.

24. The merchant receives the transaction response page.

25. The device displays the transaction response to the customer.

26. The device displays, Please sign message to the customer if transaction is approved

The payment form displays a message to the merchant, Customer prompted to sign. Please wait!

User Account Settings Terminal

Credit Card Sale Response

This &s the authorzation response nfprmaton. Mote that ol flelds with an asterisk (3£) are required.

Transaction Datail

User, bmibest

Paymant Type: CREDITCARD

Transat ™ S

Trangat ADC0EFE
DatelT

Respor

Messag Customer prompted to sign. Please wait!
Approvs

AVSRe

Accouni

CardHues v

Note: The device will not display signature prompt for declined transactions.
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27. The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the
merchant, Customer cancelled signature! Please retry or select cancel to manually capture
signature! The merchant has the chance to request signature again via the device or through the
printed receipt.

Ueer Account Settings Terminal

Credit Card Sale Response

This i the authorgation respense nformation, Note that al figlds weh an astensk (3] e requirgd.

Transaction Detail

Liger nerilast

Payment Type: CREDITCARD

Transa—  — S

Transai A2C0EFE
Diate /T
Respor
Massag
Approva
AVERe

Apoounl

CardHouwes w .

Customer cancelled signature! Please retry or select cancel
to manually capture signature!

28. The merchant receives signature and the receipt is printed with the signature if collected.
29. The device displays a thank you message.
Note: The transaction response is sent to the merchant whether the signature is collected or not
from the customer.
30. The customer provides a signature to the device.
31. If the device captures the signature, it returns it to VirtualMerchant.

32. If the device times out or the signature was not captured, it returns an error code or a null/blank
signature image to VirtualMerchant.

Notes:

e Signature capture only applies to the following transaction types:

e Sale

e Return

e Force

e AuthOnly

¢ You cannot replace a signature that is already associated with a transaction.
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33. If the signature image was successfully captured, VirtualMerchant stores the signature image
with the transaction, prints the receipt with the signature either automatically or prompts you to
do so.

34. If an error code is returned or the signature image is null/blank, VirtualMerchant bypasses the
signature and prints the receipt without the signature either automatically or prompts you to do
SO.

35. In the event of a partial approval for Sale or Auth Only transactions, a Credit Card Partial
Approval Response screen displays.

User Account Settings Terminal

Credit Card Sale Response - Partial Approval

The amount requested $15.10 excesded the card balance, The card has been
charged for the available balance of 515.05. The difference $0.05 must be
obizined using additional tender type. If desred, the $15.05 charge may be
reversed by dicking the Reverse Payment” button below,

Transaction Detail

Lser: Clekl

Fayment Type: CREDITCARD
Transaction Type: SALE
Transaction 1D AASTADETEQTZAT-2085-40E2-B2B4-COTIFC4802F5
Date § Time: 0EM7TI2013 02:23:28 FM
Response: AP
Message: FARTIAL AFPROWVIAL
Approvel Code: CVID&s
AN'5 Response:
CVV2 Response: 5]
Account Balance; .00

| CardHolder IP;
Account Data: [a7 =xeeEm==ragagg
Expiration Date(MMYY) [izia

Amount: ILE 05
Requested Amount: I].S.lﬂ
Balance Due: ICI.DS

Customer Code:
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The Credit Card Partial Approval Response screen consists of a Transaction Detail screen that
displays the results of a partially approved transaction.

e The Authorization Results section displays all the information obtained during the
authorization process.

e The Order Section indicates that amount requested exceeded the card balance and that
the card has been charged for the available balance. The difference must be obtained
using additional tender type.

Notes:

e The merchant must collect the additional remaining balance from the consumer.

o If cardholders decide not to proceed with the transaction, VirtualMerchant will allow the
merchant to reverse a partial approved transaction and restore the balance back to the
card using the Reverse Payment button or the Void button at the bottom of the partial
approval response page.
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To Process Dynamic Currency Conversion (DCC) Card
Transactions

1.  On the Main screen, select Credit Card to display the credit card options along with the Credit
Card Main screen.

s&VirtualMerchant

User: Merchant User Account Settings Terminal

Account: 000004
Terminal: E4 CAN RETAIL

Credit Card Main
Select Terminal

. This section is used to enter Credit Card transactions.
(ﬁ_ Credit Card _\l

Sale
Return
Force

Auth Cnlly
Verification
Recurring
Installment

Multientry
'\, Batch IrnEnrt /‘
i Car

E Cuorrent Batches
F Settled Batches
ExportLog

TN e’ ” s

2. Select Sale to display the Credit Card Sale screen.

User Account Settings Terminal

Credit Card Sale

Hicte that all fields with an asterisk (2] are requined.

Sale

Card Aooount Dada: I ¥

([Subme ]

3. Swipe the credit card through a supported MSR device attached to your computer or manually
enter the credit card number in the Card Account Data box.
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4. Click Submit.

Notes:

o If the terminal is setup to accept Verify last four Digits, the system prompts you to enter
the last four digits of the credit card number.

User Account Settings Terminal

Credit Card Sale

Nizts that all Fabds with an asterak (3] oo reguired.

Sale

| Enter Last a-digits [ *

e The system automatically initiates the Submit button on swipe.

The system displays the Credit Card Sale screen with the masked credit card number in the
Account Data box, the Cardholder Amount, the Cardholder Currency, the Conversion Rate and
Markup% to be used in the DCC transaction. These fields cannot be edited.

Credit Card Sale
Enter the Information for this transsction. Neotbe that all fields with an asterisk (3¢} are required.
Sale
Account Dats: GlFFERERERREQOGY
Expiration Deta{MAMYY): I12[5
Admaiunt: I W
Cardholder Amiownt .00
Cardholder Cumency IGBF“
Conversion Rate: |0.66034
Marup¥]: |3.25
Sales T I
Inwgice Number: |
Campary: |
First Mama- |[TESTCARD
Last narme: [ELavonTEST
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5. Enter the Expiration Date (MMYY).
Note: This field is auto populated for swiped and cannot be edited on the form.

6. Enter the Amount.

7. If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount.
VirtualMerchant adds these values and sets the Cardholder Amount to the sum of these values.
Notes:

e The system adds the Base Amount + Tip Amount for conversion and set the Cardholder
Amount to this value.

¢ The merchant provides a Base Amount and a Tip Amount in the merchant’s currency.
The total Amount is then calculated automatically and displayed before processing. The
Cardholder Base Amount, Cardholder Tip Amount and total Cardholder Amount are
all converted automatically and displayed before processing.

8. Enter or select any of the remaining optional fields as desired.
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9. C(lick Process with DCC to send the transaction for authorization or Cancel to exit.

Document #VRM-0001-D

Note: If you click Process without DCC the transaction will be processed in US dollars.

The Credit Card Sale Response screen appears and displays the transaction information.

User Account Settings Terminal

Credit Card Sale Response

This i the suthorization response information. Nobe that al fields with an asterisk L!_] are required,

Transaction Detail

Transaction AA4TAEFDTCSIEA-ABF4-4102-9AZD-B00E2E5E 4452 has been successfuly updated

Uz Clerl

Fayment Type: CREDITCARD
Transaction Type: SALE

Tramsaction ID: AAATAE-FDTCSEEA-AEF4-4102-0A8D-B00EZBEES4E2
Date / Time: 08472013 08:50:29 AM
Response: AR

Message: APFROVAL

Approval Code: CvI538

AVS Responsa:

Account Balance: 5.00

CardHolder IP:

Ascount Data: | EE i T T 7]
Expiration Date{MKY ) |12 15

Amount: Foo %
Cardholder Amount: IE.ED

Cardholder Cumency: GBR

Conversion Rate: EI 635924

Ship to Counti, . ¥ -
Ship to Phone: |

[ Update | [ Repit | [ Addto Recuming | [ View Receipt |
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Note: The Orders Section contains the Amount in US dollars. The Cardholder Amount field
contains the transaction amount after it is converted in the cardholder’s currency.

The system generates a receipt.

To Process Credit Card Inquiry Transactions

Credit Card Inquiry transactions allow you to check the balance on pre-paid Visa or MasterCard gift
cards.

1. On the Main screen, select Credit Card to display the credit card options along with the Credit
Card Main screen.

s&VirtualMerchant

Uszer: Merchant User Account Settings Terminal

Account: 000004
Terminal: E4 CAN RETAIL

Credit Card Main

—-\ This section is used to enter Credit Card transactions.

Select Terminal

(6_ Credit Card

Sale
Return
Force

Auth Cmlly
Verification
Recurring
Installment

Multientry
'\, Batch IrnE ort /
it Car

FE Current Batches
[H Settled Batches
HE ExportlLog

TN e’ o s
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2. Select Inquiry to display the Credit Card Inquiry screen.

User Account Settings Terminal

Credit Card Inquiry

Mote that all fields with an asterisk (3] are required.

Ingquiry

Card Account Data: E{_

3. Swipe the credit card through a supported MSR device attached to your computer or manually
enter the credit card number in the Card Account Data box.

4. Click Submit.

Notes:

o If the terminal is setup to accept Verify last four Digits, the system prompts you to enter
the last four digits of the credit card number.

Enter Last d-digits ¥

e The system automatically initiates the Submit button on swipe.
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The system displays the Credit Card Inquiry screen with the masked credit card number in the
Account Data box. The card account number cannot be edited.

Ursar Account Settings Tarminal

Credit Card Inquiry

Enter the Information for this fransaction. Mote that all fields with an asterisk (32) are required.

Inepuiiry

Aocount Daia; SOFEFFFEIEREF AN

Expiration Date{MLYY) Il?!!

[ Process |[ Cancel |

5. Click Process to send the transaction for authorization or Cancel to exit.

The Credit Card Inquiry Response screen displays the account balance.

User Account Sattings Terminal
Credit Card Inquiry Response
This s the authorization response information, Note that all fields with an asterisk (32) are required.
Transaction Detail
Liser: Clerkl
Payment Type: CREDITCARD
Transaction Type: INGLIRY
Transacticn ID: AAATAD-ETECEA1C-EACE-4D18-ATIF-4ATECAFAEBEA,
Dmbe 7 Timme: 082013 09:48:43 AM
Response: AS
hessage: APPROVAL
Approvael| Code; N48032
AVS Response:
Account Balance: 0.00
CardHolder IP:
Account Data; |so**===3¥=**3003
Expiration Cate{MMY™Y): |1222
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6. If your terminal is setup to automatically print receipts, VirtualMerchant sends a receipt to the
printer. Otherwise, a separate window displays the receipt information and the system prompts
you to print the receipt.

To Process Credit Card Recurring and Installment
Transactions
This procedure describes how to process the following credit transaction types:

e Credit Card Recurring

This transaction allows you to set up payment amounts and billing cycles in which the payments

occur.

e Credit Card Installment
This transaction allows you to set up payment amounts, the number of payments and the billing

cycle in which the payments occur.

1. On the Main screen, select Credit Card to display the credit card options along with the Credit
Card Main screen.

s&VirtualMerchant

Uszer: Merchant User Account Settings Terminal

Account: 000004
Terminal: E4 CAN RETAIL

Credit Card Main

—-\ This section is used to enter Credit Card transactions.

Select Terminal

(B CreditCard

Sale
Return
Force

Auth Only
Verification
Recurring
Installment

Iultientry
\, Batch IrnE ort )
It Car

[F Current Batches
M Settled Batches
ExpaortLog

TN ” s
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2. To select the transaction type, do one of the following:

o Select Recurring to display the Credit Card Recurring screen.

o Select Installment to display the Credit Installment Return screen.

The following example shows the Credit Card Recurring screen.

User Account Settings Terminal

Credit Card Recurring

Enter the Information For this transaction  Mote that al fields with an astersk Lﬁ'} are required,

Recurring
Account Data: | ¥
Expiration Date{MMY Y} I k=
Amaunt: [ ¥

Customer Code: I
Sales Tax I

Invice Number: |

A

Billing Cyole: “Morihiy -

|:| Last day of month

—~ s e~

Enter the credit card number in the Account Data box.

Enter the Expiration Date (MMYY).
Select YES or NO from the Skip Payment drop-down list, if necessary.

Enter the Amount for the transaction.

N ok W

Enter Customer Code, Sales Tax, Invoice Number, Description, and any custom field, if
necessary.

Note: If prompted for sales tax, the tax must be included in the Amount and then entered in the
Sales Tax box.
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8. In the Billing Cycle drop-down list, select one of the following:

e Daily

o  Weekly

e Bi- Weekly

e Semi-Monthly
e Monthly

e Bi-Monthly

¢  Quarterly

e Semester

e Semi-Annually
e Annually

e Suspended

Document #VRM-0001-D

To Use Monthly, Bi-Monthly, Semester, Quarterly, Semi-Annually, and Annually Billing Cycles

If you have selected any of these billing cycle options, the Last day of the month check box

displays.

User Account Settings Terminal

Credit Card Recurring

Enter the Information For this transaction  Mote that al fields with an astersk LH_} are required,

Recurring

I LT3
Account Date; | "
Expiration Cate{MMY Yk | i
Amaunt: [ ®

Customer Code: I
Sales Tax I

Imveice Number: |
Billing Cycle: Marihly -

[ ast day of maonth
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You can select your billing date using one of the following options:
a) Select the Last day of month check box.

The last day of the current month displays in the Next Payment Date box.

b) Click the calendar icon ‘2 and select from the calendar tool.

r@ Calendar—WindowsIn...l = | (=] |_iwll|-?-J1

< July > = MN13 >
SMTWTTFZS

zu

21 22 23 24 25 26 27
2828303 1 2 3
4 36 7 & 910

Today

c) Manually enter a date in the Next Payment Date field.

Notes:

¢  Only the months are shown. When you click on the month, the Next Payment Date
automatically displays the last day of the selected month.

e Dates earlier than the current date are disabled in the calendar control.

VirtualMerchant uses the selected day of the month and calculates the Next Payment
Date. For example, if they choose June 30, the next payment will be scheduled on July 30.
If they choose January 31, the next payment will be on February 28 (or 29 for leap years).
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To Use Semi-Monthly Billing Cycle:

If you selected the Semi-Monthly billing cycle, two radio buttons display.

Document #VRM-0001-D

Recurring

Account Data: | 3

Expiration Date{MMYY): i #*
Amount; i ¥*

Cusiomer Code: i

Sales Tax —

Invoice Numbes: |

Billing Cycle Semi-Morthly ¥
@ 15t & 154k

(2 12an & Last gay of month

Note: The 1st & 15t of the month is the default.

You can select your billing date using one of the following options:

a) Select the 1st & 15t radio button.

wma f h _—

The Next Payment Date field automatically displays the 1¢t or 15t date after the current

date.

b) Select the 15t & Last day of the month.

The Next Payment Date automatically displays the next available date and the calendar

control only enables the 15 and the last day of each month.
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¢) Click the calendar icon i and select from the calendar tool.

i N
& Calendar - Windows hg@ﬁ

< July > = MN13 >
SMTWTFS

zu

21 22 23 24 25 26 27
2825303 1 2 3
4 5 8§ 7 & 510

Today

d) Manually enter a date in the Next Payment Date field.
Note: Only the valid dates are enabled. Dates other than the 1t and 15t are disabled.

9. For credit card installment transactions, enter the Number of Payments.

Note: You cannot change the number of payments of an existing installment transaction to a
value that is less than the number of payments that have already been made for the
installment transaction.

10. Enter or select any of the remaining optional fields as desired.
11. Click Add.

The system displays the information you entered to create a new installment or recurring
transaction in the respective response screen as follows:

For this transaction type This screen displays
Recurring Credit Card Recurring Response
Installment Credit Card Installment Response
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The following example shows the Credit Card Recurring Response screen.

Ui Acoount Seltings Tirminal

Credit Card Recurring Response

Recurring

Stan Date(MMDOAYYY): aFaiam3

Transaction Type RECURRING
Recurring I0x ABAB4IE. 1F456204-5054-4 051D I6A-B5FGRB1E00ES
Bulling Cycle DLy
Mumber of Payments: a
Card Account Dala L] el b
Exparation DateMAYY): 0518
Amvunt: 15.00
Address:

Pastal Code:
et Payment Date: O3
Notes:

e For recurring and installment transactions returned as declined, VirtualMerchant retries to
process the transactions a total of five times on subsequent days, then does the following:

o Update the billing cycle of the transaction to Suspended.

e Send an email to the merchant with instructions to contact the cardholder.

e These transactions will not run in the system again unless you change the billing cycle from
suspended.

Process Credit Card Multi-Entry Transactions

Credit Card Multi-Entry transactions allow you to enter multiple credit card transactions from one
screen. In this process you can:

e Add transactions

e Delete transactions
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To Add Credit Card Multi-Entry Transactions

1. On the Main screen, select Credit Card to display the credit card options along with the Credit
Card Main screen.

s&VirtualMerchant

User: Merchant User Account Settings Terminal

Account: 000004

Terminal: E4 CAN RETAIL . .
Credit Card Main
Select Terminal

- This section is used to enter Credit Card transactions.
(E_ Credit Card _-\
]

Sale
Return
Force

Auth Only
Verification
Recurring
Instaliment

Multientry
\, Batch ImE ort /'
It Car

[ Current Batches
M Seitled Batches
E Exportlog

N ” s

2. Select Multi-entry to display the Credit Card Multi-Entry Form screen.

U AL ST Teemasd

Credit Card Multi-Entry Form
Wrber iy Cracht Card rermachor ped selbenk for pefrormsfon

Ly

e —= I T I | I | _att | _eslans |

Enter the credit card number in the Account Data box.
Enter the Expiration Date (MMYY).
Enter the Amount for the transaction.

Enter or select any of the remaining optional fields as desired.

N o 0o W

Click Add.

The system saves the information and adds a new line for you to include additional transactions.
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8. To add other transactions, repeat Steps 3 to 7.

[ Adiiratl ki l+eduial
Credit Card Multi-Entry Form
jirder snsbpds Credt Caed rarascions ndd subest or pthoraabon.
Bl ey
* #* *
o= 1222 5 I I I T I _dd | _ouiwa |
[Tt taataa” 5 = I I | I I ohid )] Cuims ]
- I [ | | [ I i | _Guiwe |
[ |

Click Authorize to submit transactions for authorization.

The Multi-entry Response screen displays the transaction response information for the

submitted transactions. This information entails the number of authorized transactions and the
number of transactions that were declined or in error.

User Account Settings Terminal

Multientry Response

This page shows the Multientry responss information.

Authorize Transactions: ©

Declined Transactions: 1

Error Transactions: O

To Delete Credit Card Multi-Entry Transactions

To delete a transaction, click Delete next the transaction you want to delete.

e Pmarai Lt Treenra

Credit Card Multi-Entry Farm
firder subpds Crede Card traraectons wrd mabest by puthoroaton.
[T .

* #* #*
[FrossatataIoe 1232
|[StoeramamnenIneT - 1352
—— — i
[Lemar |

bk
i
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The system deletes the selected transaction.

Lo r et Rt

Credit Card Multi-Entry Form

Lomr mobipla Crecte Coed rarismors wnd b Lo ufrornmen

== [F I I | I |
[

To Process Batch Import Transactions

VirtualMerchant allows you to import a batch file of credit card transactions or recurring/installment
transactions. VirtualMerchant will process the file for you and return a response file. To view the
response file for your imported batches you must access the Imported Batches menu under Settle Batches.

You can import the following types of Batch files:

e Batch file of credit card transactions

e Batch file of recurring/installment transactions

When importing a file of credit card transactions, you can import the following types of credit card

transactions:
e Sales
e Return
e Force
e Auth Only
e Verification
e AVSOnly

When importing a file of recurring or installment transactions, you can import the following types of
transactions:

e Credit Card-Recurring
e Credit Card-Installment

Before you import batch files for processing, ensure that the appropriate user rights and terminals are set

up, and that you have created a file of credit card transactions or recurring/installment transactions to be
imported.
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User Rights Set Up

Ensure that you have Credit Import Batch user rights set up for a user as follows:

o  Check the Credit Import Batch right to enable. VirtualMerchant automatically enables (checks)
the following existing user rights for that user:

e Credit Card-Sale

e Credit Card-Return

e Credit Card-Force

e Credit Card-Auth Only

e Credit Card-AVS Only/Verification

Note: Checking any or all of these rights individually (one by one) does not automatically grant
the credit import batch right.

e  When any of the above existing user rights for a user are disabled (unchecked), VirtualMerchant
automatically disables (unchecks) the Credit Import Batch user rights for that user (if it is already
checked).

Note: Unchecking any or all of these rights individually (one by one) automatically removes the
credit import batch right.

e  When the Credit Import Batch user right is disabled (unchecked) for a user, the above existing
user rights remain unchanged for that user.
Ensure that you have Recurring Import Batch user rights set up for a user as follows:

e Check the Recurring Import Batch right to enable. VirtualMerchant automatically enables
(checks) the following existing user rights for that user:

e Credit Card-Recurring
e Credit Card-Installment

Note: Checking any or both of these rights individually (one by one) does not automatically
grant the recurring import batch right.

¢  When any of the above existing user rights for a user are disabled (unchecked), VirtualMerchant
automatically disables (unchecks) the Recurring Import Batch user rights for that user (if it is

already checked).

Note: Unchecking any or both of these rights individually (one by one) automatically removes
the recurring import batch right.

e  When the Recurring Import Batch user right is disabled (unchecked) for a user, the above
existing user rights remain unchanged for that user.
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Terminal Set Up

Ensure that terminals are appropriately set up as follows:

e Terminals must be setup to process credit card transactions.

And/Or

e Terminals must be setup to process recurring/installment transactions.

The Import Process

1. Click Credit Card to display the credit card options along with the Credit Card Main screen.

s&VirtualMerchant

User: Merchant User Account Settings Terminal

Account: 000004
Terminal: E4 CAN RETAIL

Credit Card Main

—-\ This section is used to enter Credit Card transactions.

Select Terminal

(E_ Credit Card
[ ]

Sale
Return
Force

Auth Cnly
Verification
Recurring
Installment

Multientry
\, Batch ImE ort /'
It Car

E Current Batches
H Settled Batches
E ExportlLog

TN e e’ s
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2. Select Batch Import to display the Batch Import screen displays.

VirtualMerchant validates that no other files are currently being processed for the terminal.

User Account Settings Terminal

Batch Import

Import a transaction batch fie in CSV or XML format, Imported batch fias are imted to 500 transactions.

Import Batch

Response File Mame |

File Source | Browsze. . |

& Credit card transactions{any combination of sales, return, force, auth only, AYS, Verity)
File Type ' Recuminginstaliment ransactions
0 Card data for token generation

Notification [T Email me when this batch has completed processing

Impaort

Notes:

o If another file for the same terminal is still being processed, VirtualMerchant displays an
error. You cannot import a file of transactions for processing while another file is still
being processed for the same terminal.

*  You can import a maximum of 10 files for a single terminal per day.

¢ You can import a maximum of 500 transactions in a single file. Please contact Technical
Support at 1-800-377-3962, option 2, option 2 if you need to increase the number of
transactions per file.

3. Enter a unique Response File Name for the response file that will be created.

Notes:

e Defaults to the name of the file being imported.

¢ File names must be less than or equal to 25 characters long.
4. Click Browse to select File Source (the file of transactions you wish to import and process).

Notes:

® You can select only one file at a time.

e TFile extension must be CSV or XML.
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5. Select the File Type of transactions to be imported from the following options:

e  Credit card transactions(any combination of sales, return, force, auth only, AVS, or
Verify)

e Recurring/Installment transactions

Notes: The File Type field is set and enabled/disabled based on your user rights as follows:

e If you have both the Credit Import Batch and the Recurring Import Batch rights,
VirtualMerchant sets the file type to Credit card transactions. Both the Credit card
transactions and Recurring/Installment transactions are enabled, so that you can change
the file type.

e If you only have the Credit Import Batch right, VirtualMerchant sets the file type to
Credit card transactions. Both the Credit card transactions and Recurring/Installment
transactions are disabled, so that you cannot change the file type.

e If you only have the Recurring Import Batch right, VirtualMerchant sets the file type to
Recurring/Installment transactions. Both the Credit card transactions and
Recurring/Installment transactions are disabled, so that you cannot change the file type.

6. Select the Notification check box the receive emails when processing of the batch is complete.

7. Click Import to import the file.

User Account Settings Terminal

Confirm Batch Import

Import successful Please review and confirm the batch for processing.

Response File Name | hMyC\vBatchFile

File Source MyCVBatchFile. aiv
File Type Credit Card
Hadification Ot

Batch Transactions 2 items

m e niny sken | Tots | Tran Tepe | Custome cales Tax | Invoice
n “ard Data [ i ] : e =y n =
g4 | ™ [paw[3 G | Amountlld | G | Code ) 1* umber {J
o P— E415 1313 8,50 sala ceryy 1 V]
002 § weewemmnEL 18 1212 259 force CE123 05 INV2
003 B wereseieEsdS 1212 1.00 refturn cE123 i -] INV2
| Confim Cancel
Transaction Caunt: 3 Display: 28

Clicking on the Confirm button above brings up the Imported Batch Transactions screen which
displays information about the transactions you would like to import in the batch.
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The Confirm Batch Import screen displays.

Notes:
e For afile of credit card transactions, credit card Sale, Force, Return, Auth Only, AVS,
and Verification transactions display

e For afile of recurring/installment transactions, only Recurring and/or Installment
transactions display

8. Click Confirm to verify that the file of transactions to be processed is correct. Click Cancel if you
wish to cancel the processing of the transactions in the file.

The Batch Import Processing screen displays and VirtualMerchant performs validations.
If validations fail, VirtualMerchant does not process the transactions and returns an error.
If validations succeed, VirtualMerchant does the following;:

e Captures relevant response data and make them available to view as Imported Batches.

e Generates a Response File using the unique name you provided (or the default set by the
system) and sets its status to pending (for processing). This status displays in Current
Batches | Import Batches and is empty. You cannot click on this to see transactions until
the status is completed.

e Transfer s the file from your directory to the VirtualMerchant server using HTTPS/SSL.

e Sends notification to you that the transfer of the file was successful and displays all of the
transactions within the file to you for verification.

If processing of the transactions in the imported file ends abnormally:

e VirtualMerchant indicates this in the response data file.

e The transactions that are processed prior to the abnormal end are available in the
response data as processed.

When all of the transactions in the imported file are processed, VirtualMerchant sends an email to
the terminal’s email address with notification that the processing of the transactions is completed,
if you enabled the Notification option on the Batch Import screen.
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To Update Credit Card Transaction Information

Once you have processed a credit card transaction, you can modify information for the following credit
transaction types:

e Sale

e Return

e Force

e AuthOnly

Most fields on the Response screen can be updated with the exception of the following:

e All fields in the Authorization Results section
e In the Order Section:

e Account Data
e Expiration Date
e Amount

For terminals set up for market segment Service, you can update the Base Amount.
1. On the appropriate Response screen, change or add the information in the desired fields.
2. Click Update.

The system updates the information and displays a message that the transaction was updated
successfully.
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The following example shows the Credit Card Sale Response screen.

User Account Settings Terminal

Transaction AA4TAD-1A630DAAF 142-4621-B42F-6 T 18C SERTFOC has been suceessfully updated )

Transaction Detail

User;
Fayment Type:

Transaction I0x
Cate / Time:
Response:
Message:
Approval Code:
AN'S Response:

Ship te Country
Ship to Phone:

Lredit Lard >ale Response

This is the authorization response information. Note that all fiskds with an asterisk (32) are required.

Transaction Type:

r‘-ﬂa_lanoe:

Cledkl

CREMTCARD

SALE

AAATADIABIDDAA FIAZ JE21-B42EET12CEERTROC
DEM22013 11:12:44 AM

AA

APPROVAL

H12032

Please se.. ¥ -

[ Update | [ Repint | [ Addto Recuming | [ View Receipt |

Notes:

e The Base Amount cannot be changed to a value greater than what it was originally set to
and authorized for.

e  When the Base Amount is updated, VirtualMerchant recalculates the Amount as Base
Amount + Tip Amount.

To Re-print Credit Card Transaction Receipts

Once you have processed a credit card transaction, VirtualMerchant allows you to reprint transaction
receipts for the following credit transaction types:

e Sale

e Return

e Force

e Auth Only

On the appropriate response page, click Reprint.
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The following example shows the Credit Card Sale Response screen.

Usar Account Settings Terminal

Credit Card Sale Response

This i the authorization response information. Note that al fields with an astersk (32 are required.

Transaction Detail

User: Clerk1

Paymant Typa: CREDITCARD
Transaction Type: SALE
Transaction I0: AAATAD-AEBSCETE-TOD0-43TA-BDBE-EES181248ACE
Date / Time: 081272013 08:17:08 AM
Response: AA
Message: AFFPROVAL
Approval Code: MN17032
A\S Response:
Acoount Balanos: 0.00
CardHolder IP;
e xT 30 o . ‘
Ship to Phe.. I

[ Update | | Repint | [ Addto Recuming | [ View Receipt |

To Add Credit Card Transaction to a Recurring Batch

Once you have processed a credit card transaction, you can add the transaction to a recurring batch as
Recurring or Installment. You can do so for the following credit transaction types:

e Sale
e Force
e Auth Only

1. On the appropriate response screen, click Add to Recurring.
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The Add to Recurring Batch screen displays.

Usar Account Settings Terminal

Add to Recurring Batch

Enter the Information For this transaction Note that all fields with an asterizk (32) are required.

Add to Recurring Batch
I 1
L:Re-aun'ing Transaction Type: Recuming  « 3 ]
Account Data: SpEEEERRRRREI003
Instalirent IO
Expiration Date(lMY Y [tz22" %
Amount: [foo0 #*
Customer Code: |

Sales Tax I

Invaice Humber: I
Billing Cyse: Mortthly - ¥

IEJ Last day af menth

qu Date: \/\

Select Recurring or Installment from the Recurring Transaction Type drop-down list.

Select YES or NO from the Skip Payment drop-down list, if necessary.

Enter the Amount for the transaction.

@ ok N

Enter Customer Code, Sales Tax and Description, if necessary.

Note: If prompted for sales tax, the tax must be included in the Amount and then entered in the
Sales Tax field.
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6. In the Billing Cycle drop-down list, select one of the following:

e Daily

e  Weekly

e Bi- Weekly

¢ Semi-Monthly
e Monthly

e Bi-Monthly

¢  Quarterly

e Semester

e Semi-Annually
e Annually

e Suspended

7. Enter the Next Payment Date or click on the calendar icon

i N
& Calendar - Windows Inglﬂléj

< July > = MN13 >
SMTWTTFZS

zu

21 22 23 24 25 26 27
2828303 1 2 3
4 36 7 & 910

Today

8. Enter Number Of Payments if this is an Installment transaction.

9. Enter or select any of the remaining optional fields as desired.

10. Click Add.

Document #VRM-0001-D

i and select from the calendar tool.

The Add to Recurring Batch Response screen displays the information you entered.
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To View Credit Card Transaction Receipts

Once you have processed a credit card transaction, you can view receipts for all types of transactions that
have receipts.

On the appropriate response page, click View Receipt.

Ship to Phoo.. I

[ Updste | [ Repart | | Addto Recuming | [ View Receipt |

The following example shows the Credit Card Sale Response screen.

Transaction Detail

Lser: Clerk1

Fayment Type: CREDITCARD

Transaction Type: SALE

Transaclion I0: AA4TAD-3BBECETE-TSD0-437A-30BE-ERS181248ACE
Date / Time: 0aM22013 08:17:08 AN

Response: AR

Klessage: AFPROWEL

Approvel Code: H17032

AV'S Response:

Account Balanece: 0.00

CardHalder IP:

To Reverse Partially Approved Transactions

If a cardholder decides not to proceed with a partially approved transaction, VirtualMerchant allows you
to cancel and restore the balance back to the card using the Reverse Payment button.
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1. In the event of a partial approval for a Sale or Auth Only transaction, click the Reverse Payment
button at the bottom of the Credit Card Partial Approval Response screen to initiate the reverse
process.

| Update | | Reprint | | View Receipt '( Reverse Payment D

The window to confirm the reversal of the transaction displays.

HWEWMMHFMEH- xt

p
I@ Are you sure you want to void the selected transaction(s)?

2. Click OK.
The Credit Card Reversal Response screen displays.

The system reverses the transaction and displays a message that the transaction was reversed
successfully.

Usar Account Settings Tarminal

Credit Card Reversal Response

Ghs payment has been reversed, please keep receipt for your re-::rd)

Transaction Dwetail

Lisar; Clearicl

Faymant Type CREMTCARD

Teansaddion Tyoe PARTIAL REVERSAL

Teansadtion |0t AAATAD-1BIDEAD2-0220-451 C-ABST-125581 322800

Ciate ! Time: OBMTE2013 023348 P

Reapoanas: BA
G- oy e

“ode: “04S _‘

Ship to F.

[ Repant | [ View Receint |

3. If your terminal is set up to have the receipt printed automatically, VirtualMerchant prints the
receipt. If your terminal is not set up to automatically print receipts, a separate window displays
the receipt information and the system prompts you to print the receipt.
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Performing US Debit Card Transactions

The Debit Card Transaction screen allows you to swipe a debit card by means of a Magnetic Stripe
Reader. Debit transactions must be swiped and require the use of an encrypted PIN pad and printer. In
addition, the system prompts you to enter a PIN. Access to this section is determined by your merchant
account configuration. Refer to the Managing Users section for more information.

Note: Debit Card Transactions are available only if the market segment is set to Retail or Service in the
terminal profile.
Included in debit card transaction types are the following:

e Purchase
e Return
e Inquiry

To Process US Debit Card Purchase and Return
Transactions

This procedure describes how to process the following debit transaction types:
e Purchase
This transaction allows you to get real-time authorizations for debit card sale transactions.

¢ Return
This transaction allows you to enter refund transactions for previous sales.

1. On the Main screen, select Debit Card to display the debit card options along with the Debit
Card Main screen.

s<VirtualMerchant

Usar: Jghn Dos Usar Account Sattings Terminal

Account: Q01386
Terminal: MY RETAIL STORE

Debit Card Main

This section i used o enter Debd Card transactions.

Seled Terninal

[ Credit Casd
E| Dabit Card

§  Puishase

®  Retum

B |ngui
Food Stamp
Cash Benafit
Elsctronic Chadk
Gil Card
Cuseni Batches
Setiled Batches
Expor Log

o f S

EHEEEERE
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2. To select the transaction type, do one of the following:

e Select Purchase to display the Debit Card Purchase screen.
e Select Return to display the Debit Card Return screen.

The following example shows the Debit Card Purchase screen.

Lsar Account Settings Tarnainal
Debit Card Purchase
Nohe that all fields with an astersk {* } are required.

Purchisi

Card Account Dats | k3

[eSubmt ]

3. Swipe the debit card through the MSR attached to your computer.

The card information enters the VirtualMerchant application and the system automatically
initiates the Submit button to send the transaction for authorization.

The system displays the respective screens with the masked debit card number in the Account
Data box. The card account number cannot be edited.

For this transaction type This screen displays
Purchase Debit Card Purchase
Return Debit Card Return
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The following example shows the Debit Card Purchase screen.

User Account Sattings

Debit Card Purchase

Furchase

Account Cats:

Base Amaunt:

Cashbaok

Surcharge:

Account Type{Cheding Saving):

Comgany:
First Mama:
Last name:

Address!:

Ship to Cous,
Ehip to Phone:

Tarminal

Enter the Information for this transaction. Note that al fiekds with an asterisk (3¢} are required.

Speesesssennsans
i *
Il.ﬂﬁ

Checking - ¥

I
——
I
[

«abect a Country

| [ Process | [ Cancel | ‘

4. To enter the Amount for the transaction, do one of the following:
For this transaction type Do this
Return Enter the Amount.
Purchase If the terminal is set up for market segment
Service, enter the Base Amount and the Tip
Amount. VirtualMerchant automatically
calculates and displays the Amount as Base
Amount + Tip Amount.
If not, enter the Amount.
5. Enter desired Cash Back amount (optional).
Notes:

A decimal is required.

added to the total purchase amount.
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6. Verify that the Surcharge Amount that automatically displays is correct for the current profile.

Note: This value may be set by the merchant to automatically charge a consumer for processing
debit cards. Contact Merchant Customer Service for a list of networks that allow

surcharges.

7. Select Checking or Saving from the Account Type (Checking/Saving) drop-down list.

8. Enter or select any of the remainaing optional fields as desired.

9. C(lick Process.

The system displays the respective screen as follows:

For this transaction type

This screen displays

Purchase

Debit Card Purchase Response

Return

Debit Card Return Response
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The following example shows the Debit Card Purchase Response screen.

User Account Settings Terminal
Debit Card Purchase Response
This Is the suthorzaton response Information, Note that a3l fialds with an astersk (3¢) are requred.

Transaction Detail

L ——
User: Clerk
Payment Type: DEEITCARD
Transaction Type: PURCHASE
Transaction ID: AAATAE-BOBAZCAB-1979-463E-9D25-209C560C5CER
Date § Time: 06/13/2013 09:34:2T7 Al
Response: A
Message: APPROVAL
Approval Code: E02101
Reference Number; 34467
Account Balance: 0.00

[ CardHolder IP:
Account Data: |sazmrxemnzz2g553
Total Amount |26.00
Base Amount [15.00 ¥*

Cashback III:I.I:ID

For Debit Card Purchase Transactions:

The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.

For Debit Card Return Transactions:

The refund amount appears on the PIN Pad device along with a customer prompt to enter PIN.
Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.

Note: VirtualMerchant supports PINless debit transactions. By accepting PINless debit
transactions, merchants can enable their customers to pay for Internet transactions via the
API with their debit card without using a PIN. In order to process PINless debit
transactions, the Market Segment must be set to Internet and Debit has enabled under the
Payment Types in the terminal settings.
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To Process US Debit Card Inquiry Transactions

Debit Card Inquiry transactions allow you to get account balances for debit cards.

1. On the Main screen, select Debit Card to display the debit card options along with the Debit
Card Main screen.

s&VirtualMerchant

Usar: John Dos Usar Account Sattings Termdnal

Account: Q01386
Terminal: MY RETAIL STORE

Debit Card Main

This section & used to enter Debit Card transacticns.

Seled Terminal

[ Credit Casd
E] Debit Card

®  Furchase

u  Retum

u  |ngqui
Food Stamp
Gash Benafit
Elsctranic Chaidk
Gift Card
Cumen] Batches
Setlled Batches
Expor Log

o f S

2. Select Inquiry to display the Debit Card Inquiry screen.

EEREERE

Ueer Account Settings Terminal
Debit Card Inquiry
Mote that all fields with an astensk (3£ are requined.

Inquiry

r T

Card Account Data: [ i

3. Swipe the debit card through the MSR attached to your computer.

The card information enters the VirtualMerchant application and the system automatically
initiates the Submit button to send the transaction for authorization.
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The system also displays the Debit Card Inquiry screen with the debit card number in the
Account Data box. The card account number cannot be edited.

User Account Settings Terminal
Debit Card Inquiry
Mote that al fields wich an astensk (3) are required.

Inquiry

Card Account Data: [ i

4. Select Checking or Saving from the Account Type (Checking/Saving) drop-down list.
5. Click Process.

The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.
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The Debit Card Inquiry Response screen displays.

User Account Settings Termimal

Debit Card Inquiry Response

This is the authorzaton response information. Mote that all fields with an astersk (3£) are required.

Transaction Detail

User: Clerik1
Payment Type: DEEITCARD
Transaction Type: INQLIRY
Transadion ID: AAATAE-CSTESEAS-1829-4EFT-B4ED-3865B61CB750
Date J Time: 061872013 09:42.03 AN
Respanse: A
Message: APPROVAL
Approval Code: 802102
Refarence Mumber 34023
Account Balance: 400.00

| CardHolder IP:
Account Data: ]54' EEEREEEWELEE2
Total Amount: |o.oo

Account Type(Checking/Saving): lChm:king

Performing Canadian Debit Card Transactions

Canadian Debit transactions vary from other transaction types. The account type to be debited (checking
or savings) is selected on the PIN pad screen. In addition, a Key Exchange can be performed manually as
a troubleshooting tool.

Included in Canadian debit card transaction types are the following:

e Purchase

e Key Exchange
You can also void Canadian debit card transactions.

Note: A key exchange is normally completed when the first debit transaction of the day is processed.
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1.

s&VirtualMerchant

Uger: lohn Doa User Account Sethings
Apsount: 000DD4
Terminal: Canadian Terminal
Key Exchange
[ CrediCard =y 9

[ Dent Card
s Purchase
= HayExchange

Ky exchange dong successhully
Cancel

[=] ¢ 3 -

F CumentBzlches

[ Sefed Balches

Privecy Palicy

r'v.lunn

T 2013 Ely

2. Select Purchase to display the Debit Card Purchase screen

Usar

Termemal

o

Account Settings Tarminal

Debit Card Purchase

Noke that all fields with an astersk {*:l are required.

Purchase

Card Apoount Dl

=

3. Swipe the debit card through the MSR attached to your computer.

Document #VRM-0001-D

To Process Canadian Debit Card Purchase Transactions

On the Main screen, select Debit Card to display the debit card options along with the Debit
Card Main screen.

The card information enters the VirtualMerchant application and the system automatically
initiates the Submit button to send the transaction for authorization.
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The system also displays the Debit Card Purchase screen with the debit card number masked to
the last four digits in the Account Data box. The card account number cannot be edited.

Liner Armoiint e thngre Termmal
Debit Card Purchase
Enter the Infprmation for this tansacticn, Mobe that al fells with an astersk (3] are mquired,
Purchasa
Aot Dats DR R, 3003
Basi AmounT [rod %
Company. I
Firs® Mame: I
Lask name I
Addrens |
Addransk ]
City: I
StaleProance: I
Pestal Code I
Counky: | Piaasa sekeet a Country [=
Phond: I
Emiail Addrass. I

4. For terminals not set up for market segment Retail, enter the Amount.

5. For terminals set up for market segment Service, enter the Base Amount and the Tip Amount.
VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip
Amount.

6. Enter or select any of the remainaing optional fields as desired.

7. Click Process.

The process continues with the consumer entering information on the PIN Pad screen when
prompted as follows:

a) Select the Language (English or French).

b) Select the Account Type (Checking/Saving).

¢) Confirm the Debit Purchase Amount, Cashback and Surcharge (Fee) amounts.
d) Enter the PIN.

Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.
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The Debit Card Purchase Response screen displays.

User Acooant Scttings Terminal
Debit Card Purchase Response
This i§ the authargaton response nformaton, HMote that al fields with an astersk (3) are required.

Transaction Detail

User bmitest

Payment Type: CERTCARD

Transacton Type FURCHASE

Transacion iD: ARLG3 EOFDEN DCALCOD-4581-800DE-91DC03DTANZD
Da%e ! Time: 0 22013 010559 PLA
Respanse AR

Legsage WACFAILED

Apgroial Code: T15830

Rafprence Numibar. 00247159

Account Ezlanca; 000

Raond Mumisor, 01

CandHolder P

Acpount Daly |5l}““‘" bl 1=K

e At T —
Bazas Amount |1.-:|n

Account Type

{Checking'Saung) [ereciing

To Void Canadian Debit Card Transactions

You can void a Canadian Debit transaction only if the batch is open, the card is swiped and the PIN re-
entered. The number cannot be entered manually.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. In the Current Open Transactions table, select the card number in the Card Data column to view
the transaction detail for the transaction to be voided.
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The Current Batches Main Response screen displays the information for that transaction.

Uder Accoupnt S&ttingd Ternunal

Current Batches Main Response

This &5 the 2uthorzation response mformation, Note that al fizkds weth an astersk (36} are requied.

Transaction Detail

o
[.-_'! thoriration Resuht

LUser, bmitest
Paymant Type: CREMTCARD
Transaction Type: SALE

Tiansaction 10 AAA3434-FOFEF008-81CO-0BE-2TAC-3CAFEDFEEAGA
O3S Tien; DI2S20IOTISE1 AN
Response AA

lWessaga: APPROVAL

Approval Code: CVIES

AVS Response:

Accoun] Balance: 1500

Signature Present Yoas

CardHaolder IF:
| Order Sectio

Arcount Data: [FFeeer=sreeegaoe
Expiration Date LYY, hz2z

_—

| Ship to Phone. I 5

[Update ] [ Repint | [ Void ] [ Cancel

Click Void to initiate the void process.

Swipe the card used in the initial transaction on the Debit Card Void screen (refer to the To

Process Canadian Debit Card Purchase Transactions section).

Usier Account Settings Terminal

Debit Card Void

Mote that al fields with an asterisk. (35 are required.

Vaoid

Card Account Data | 3
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6. Click Submit.

The process continues with the consumer entering information on the PIN Pad screen when
prompted as follows:

a) Select the Language (English or French).

b) Select the Account Type (Checking/Saving).

c) Confirm the Debit Purchase Amount, Cashback and Surcharge (Fee) amounts.
d) Enter the PIN.

Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.

The Debit Card Void Response screen displays the data for the voided transaction.

The voided transaction displays in the Current Open Transactions table with Void as the Tran
Type value.

To Process Canadian Debit Card Key Exchange
Transactions

Key Exchange is an administrative transaction that requests a new PIN Encryption Key to be sent to the
PIN pad for Interact debit card transactions. It is used to change the PIN encryption key in the PIN Pad
and to re-synch a PIN Pad that has a PIN key malfunction and is only used for Magnetic Stripe Interact
transactions.

The system automatically performs Debit Key Exchange transactions once per day to retrieve new
terminal keys. A user (merchant administrator) sometimes uses this function if a MAC Key error is
received from the host. This function only applies to terminal setup for Region Canada with debit
processing capability. The integrity of the keys is maintained per Terminal number and device, and it is
highly recommended to use one PIN pad per terminal number to process Canadian debit transactions.

s&VirtualMerchant

User: tohn Doa User Account Settings Termanal
Apcount: D00DD4
Terminal: Canadian Terminal

[E CreditCard Kay Exchange

E Debit Card Koy exchange done successhully

E GH
E Cument Bzlches
[ Sefed Balches

Privacy Paligy
r" o Use
T 2013 Ebv : l

A message indicates the result of the Key Exchange process.
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Performing Food Stamp Transactions

The Food Stamp Main Authorization screen allows you to enter all Electronic Benefit Food Stamp
transaction activities into the application. Food Stamp transactions involve the use of EBTs to purchase
goods or services. It can be either swiped or manually entered and require the use of an encrypted PIN
pad and printer.

Note: Food Stamp transactions are only available if the market segment is set to Retail in the current
terminal profile.

Included in food stamp transactions are the following:

e Purchase

e Return

e Inquiry

e Force Purchase

e Force Return

To Process Food Stamp Purchase and Return Transactions

This procedure describes how to process the following food stamp transaction types:

e Food Stamp Purchase
This transaction allows you to obtain an authorization on an EBT card.

¢ Food Stamp Return
This transaction allows you to credit money back onto the EBT card.
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On the Main screen, select Food Stamp to display the food stamp options along with the Food

Stamp Main screen.

s&VirtualMerchant

User John Doe User Acocount Settings Terminal

Aczeunt: DD13BG
Terminal: MY RETAIL STORE

Food Stamp Main

This section & used to enter Food Samp transecions.

Seled Tecminal

[E Cradit Casd
[ Dakit Card
T

Inguiry
Foroe Purchase

&
3]

EH Gt Card

H Curesl Batches
E Seitled Batches
H Esperileg

2. To select the transaction type, do one of the following:

o Select Purchase to display the Food Stamp Purchase screen.

e Select Return to display the Food Stamp Return screen.

The following example shows the Food Stamp Purchase screen.

Usar Account Semings Terminal

Food Stamp Purchase

Mote Bhat al Fadds with an afersk ['H‘] are rede e,

Purchase

Card Accownt Data . *

[ETTH

3. Swipe the EBT card through a supported MSR device attached to your computer or manually

enter the EBT card number in the Card Account Data box.
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4. Click Submit.
Note: The system automatically initiates the Submit button on swipe.

The system displays the Food Stamp screen with the card number in the Account Data box and
Expiration Date if swiped.

LPser Acoount Sottings. Tenmimal
Food Stamp Purchase
Enter the Information for this tassaction. Mobe that ol fields with a0 astersk {36} e required.
Purchase
Account Data | it L]
Exgatabon Dala (MUYY) 1338
Al tﬁ *
Company: |
First Haima;
Lastnamg |
AGEressT [

s f7 /
5. Enter the Expiration Date (MMYY).

Note: This field is auto populated for swiped transactions and cannot be edited on form.

6. Enter the Amount for the transaction.

7. Enter or select any of the remaining optional fields as desired.
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8. Click Process to send the transaction for authorization or Cancel to exit out.

The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.

The system displays the results of the authorization attempt on the respective screens as follows:

For this transaction type This screen displays
Purchase Food Stamp Purchase Response
Return Food Stamp Return Response

The following example shows the Food Stamp Purchase Response screen.

User Acceunt Settings Terminal

Food Stamp Purchase Response

This is the authonzation response informaton. Mote that al felds with an asterisk [3F) ae neguired.

Transaction Detail

User Benbest

Paymant Type: FOODETAMP

Trandachion Type PUIRCHASE

Transachen IO; ALAB4 A DLAEF ATEH 3 3F6-4950-A0BT S IR2EGDIE N2
Dt Tima: PR3 011356 PU

RESponEe: Ah

MEssage: APPROVAL

Approval Code: TE3630

Raforencn MurnSer, 4TEIE

CardHolder IF-
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To Process Food Stamp Force Purchase and Force Return
Transactions

This procedure describes how to process the following food stamp transaction types:

e Food Stamp Force Purchase
This transaction allows you to manually enter food stamp Voucher Clear purchase transactions.
This transaction requires a 15-digit Voucher Clear Number from the merchant’s EBT food stamp
sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number
is not prompted for on the Voucher Clear transactions.

¢ Food Stamp Force Return
This transaction allows you manually enter food stamp Voucher Clear return transactions. This
transaction requires a 15-digit Voucher Clear Number from the merchant’s EBT food stamp sales
slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is
not prompted for on the Voucher Clear transactions.

1. On the Main screen, select Food Stamp to display the food stamp options along with the Food
Stamp Main screen.

s&VirtualMerchant

Usar Johm Doe User Account Settings Terminal

Aggeunt: ODL3IE6
Terminal: MY RETAIL STORE

Food Stamp Main

This section & used o enter Food Stamp transecdions.

Seled Terminal

Credlit Casgd
Dabit Card

Inguiry

Foroe Purchase

Foroe Retum

B3h BEne

Elesdronic Chedk
Gift Card
Current Batches
Settled Batches
Expori Log

-V < S

HEEHEHEE
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2. To select the transaction type, do one of the following:
Select Force Purchase to display the Food Stamp Force Purchase screen.

Select Force Return to display the Food Stamp Force Return screen.

The following example shows the Food Stamp Force Purchase screen.

User Account Settings Terminal

Food Stamp Force Purchase

Fiobe that al fields with an astersk E*J are required.

Force Purchass

Card Accaunt Dala II

3. Enter food stamp card number in the Card Account Data box.

4. Click Submit.
The system displays the card number in the Account Data box on the respective screens.

For this transaction type This screen displays

Force Purchase Food Stamp Force Purchase

Food Stamp Force Return

Force Return

The following example shows the Food Stamp Force Purchase screen.

Uasr Account Setbags Teiminal

Food Stamp Force Purchase

Enter the Infeermation for this Trensacion. Mol that 20 fields veth an asterek () ane iequred.

Farce Purchase
-
|
Adsount Datla: L L IO ]
Expirsfion DateruLITY) 515 #
Amaunt fod  #
Woushid Huriber. I *
Approval Code ¥
Comgany. [
First Hame r—

= — - _4
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Enter the Expiration Date (MMYY).
Enter the Amount for the transaction.
Enter the Voucher Number.

Enter the Approval Code.

v ® N o @

Enter or select any of the remaining optional fields as desired.
10. Click Process.

The system displays the results of the authorization attempt on the respective screens.

For this transaction type This screen displays
Force Purchase Food Stamp Purchase Response
Force Return Food Stamp Return Response

The following example shows the Food Stamp Purchase Response screen.

User fcooent Scthings Termmal
Food Stamp Force Purchase Response
This is the authorzation response nformation, Note that 2l fields with an astensk (36) are required,
Trandaction Detail
Ir. -
User bmitesk
Faymen Type: FOODSTAMP
Transachon Type: FORCEPURCHASE
Transachon 10 ARAB43A0F190R25- I8 BA-4FEI-92E9-2455A0FDS1B
Dt J T 08182013 012308 PU
Response; A
TRTENTS APPROVAL
Apgrdaal Code 812820
Reforence Numbar 48188
| CaraHatder IP:
o |
Account Data ISI!If“‘““"“‘“!M!
r-\... 3
AmEr &y g J
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To Process Food Stamp Inquiry Transactions

Food Stamp Inquiry transactions allow you to get the current balances of food stamp cards. This
transaction must be swiped.

1. On the Main screen, select Food Stamp to display the food stamp options along with the Food
Stamp Main screen.

s&VirtualMerchant

Usar Johm Do User FAocount Settings Terminal
Acceunt: BDLIBG

Terminal: MY RETAIL STORE

Food Stamp Main

This section & used o enter Food Stamp transsctons.

Seled Terminal

[ Cradit Caed
[E Dekit Card

Enguibry
Foroe Purchase
Foroe Retum
230 Hene
Elgtronic Chedk
Qift Card
Curent Batches
Satfled Batches
Exper Leg

- f

2. Select Inquiry to display the Food Stamp Inquiry screen.

HEEEHEE

User Account Settings Terminal

Food Stamp Inquiry

Mobe that al fields with an asterisk ['H'} ane requined.

Irquiiey

Eard Aocount Dats: I| ¥

3. Swipe the EBT card through a supported MSR device attached to your computer.

The card information enters the VirtualMerchant application and the system automatically
initiates the Submit button to send the transaction for authorization.

The system also displays the Food Stamp Inquiry screen with the card number in the Account
Data box and Expiration Date.

4. Click Submit.

© Elavon, Incorporated 2013. All Rights Reserved Page 259 of 426



VirtualMerchant User Guide
Using Your Virtual Terminal | Performing Food Stamp Transactions

The Food Stamp Inquiry screen displays.

User Account Sottings Terminal

Food Stamp Inquiry

Entar tha Infeemation for this transaction. Hote that 3l Selds with a0 mtersk (%) e requined,

Inquiry
Account Dala CEsssEsasRELAAY
Expivafion DuateLYY): |:;_2,.

[(Process ] [ Cancel ]

5. Click Process.

Document #VRM-0001-D

6. The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for

authorization.

The Food Stamp Inquiry Response screen displays the results of the authorization attempt.

Uner Accomnt Scttings Terminal

Food Stamp Inguiry Response

This & the authorzation response nfoemation. Mote that al fields weth an etk (%) are required,

Transaction Detail

User: bmbe:sd

Fayment Type: FOODSTAMP
Transachon Type: MUY

Transachion 10 AAABAIAOSEFBARA-D0GF ACIE-ERA-0DRCTIOFCIZY
Daned Tiene OANSI01307 20004 PUl

RS ponse B4,

Message: MPPROVAL

Appigal COok 200430

Reforence Mumbar 4R004

CardHoldar B

Agcount Data W
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Performing Cash Benefit Transactions

The Cash Benefit Main Authorization screen allows you to enter Electronic Benefit Transaction (EBT)
Cash Benefit transaction activities into the VirtualMerchant application. Cash benefit transactions allow
you to use EBTs for the purchase of goods or services, or to obtain cash that debits the cardholder’s EBT
account.

Notes:
e Cash Benefit Transactions are only available if the market segment is set to Retail in the current
terminal profile.
e A PIN pad and printer are required on all cash benefit transactions.

e Cash EBT transactions are very similar to debit transactions because customers can receive cash
back from transactions.

e VirtualMerchant allows you to either swipe cash benefit purchase transactions by means of an
MSR or enter through your computer keyboard.
Cash benefit transactions includes the following;:

e Purchase

e Inquiry

To Process Cash Benefit Purchase Transactions

Cash Benefit Purchase transactions allow you to process cash benefit cards and receive cash back similar
to debit transactions. This type of transaction requires the use of a PIN pad and can be swiped or
manually entered.

1. On the Main screen, select Cash Benefit to display the cash benefit options along with the Cash
Benefit Main screen.

sSVirtualMerchant

Main

Eaied Terma il

Fiw v e Vel n s bart. Tha Vefea®ar Bard vetos e wysler @ 8 s oo et e s e (s vy vy %ol e s yias B ks pros v b sl e
R
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2. Select Purchase to display the Cash Benefit Purchase screen.

Usar Account Settings Terminal

Cash Benefit Purchase

Hicte that all fislds with an astersk (2] are required.

Purchase

Card Asssunt Data || i

3. Swipe the cash benefit card through the MSR attached to your computer or manually enter the
cash benefit card.

4. Click Submit.
Note: The system automatically initiates the Submit button on swipe.

The Cash Benefit Purchase screen displays the card number masked to the last four digits in the
Account Data box.

Cash Benefit Purchase
Enter the Informaticn for this transaction. Note that al fields with an asterisk (3¢ ) are required.
Purchase
Acosunt Data: sQETErEREEEEANS
Base Amount I— 3%
Cashbadc Ii
Surcharge: 1.00
Company: |
First Mame: I
Last namea: |

5. Enter the Expiration Date (MMYY).
Note: This field is auto populated for swiped transactions and cannot be edited on form.

6. Enter the Base Amount for the transaction.
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10.

Note: A decimal is required.
Enter desired Cash Back amount (optional).

Notes:

e A decimal is required.

e This value is the amount of cash consumers can receive when they use cash benefit cards
and is added to the total purchase amount.

Verify that the Surcharge Amount that displays is correct for the current profile.

Note: This value may be set by the merchant to automatically charge a consumer for processing
debit cards. Contact Merchant Customer Service for a list of networks that allow
surcharges.

Enter or select any of the remaining optional fields as desired.

Click Process.

The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for
authorization.

The Cash Benefit Purchase Response screen displays the results of the authorization attempt.

ser Ascount Settegs Terminal

Cash Benefit Purchase Response

This & the Juthorzation responge nfimanon, Nooe that al fields weh an asmendk [5) ane requined.

Transaction Detail

User: Eenbest

Payment Type: CASHBEMEFIT

Transackon Type: PURCHAZE

Transacon iDx ARARLA-EEAFGF 3341014 1AT-A5B1-60ETES09EFFT
Dt FThmeg DEMSZ0NZ 0129028 PU

Response; Ty

Mesgdge AFFROVAL

Appryal Cody E55230

Reference Humber. 43558

CardHolder IP,

FWJ 7 f -
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To Process Cash Benefit Inquiry Transactions

Cash Benefit Inquiry transactions allow you to get the current balance of a Cash Benefit card. This
transaction requires a PIN pad and must be swiped.

1. On the Main screen, select Cash Benefit to display the cash benefit options along with the Cash
Benefit Main screen.

S VirtualMerchant

Main

i v e Vel n s bart. Tha Vefa®ar Fard Vetos e wysler @ 8 s oo rieresd e s e (s vy vysbes %ol e s yias B ks pres e b sl e
[eErs

2. Select Inquiry to display the Cash Benefit Inquiry screen.

Ugar Account SECtings Tarminal

Cash Benefit Inquiry

Netn that sl Falds with an asterisk (3] are required.

Inguiry

Card Accownt Data | *

[ Subent ]

3. Swipe the cash benefit card through the MSR attached to your computer.

The card information enters the VirtualMerchant application and the system automatically
initiates the Submit button to send the transaction for authorization.
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The Cash Benefit Inquiry screen displays a blank Card Account Data box.

Document #VRM-0001-D

Usar Account Settings Terminal

Cash Benefit Inquiry

Ingquiry

Entur the Information for this transaction. Note that all fields with an asterisk I:*} are reguired.

Account Data: spEEEEEEEEEEgaao

| Process || Cancel |

4. Enter the Description (optional)
5. Click Process.

6. The total transaction amount appears on the PIN Pad device along with a customer prompt to
enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for

authorization.

The Cash Benefit Inquiry Response screen displays the results of the authorization attempt.

e Mcoment Sethmge Termmal

Transaction Detail

User: Eenbest

Cash Benefit Inquiry Response

This & the authorzation response nfamation, Note that 2l felds wich an astersk [5) are required,

Payment Type: CASHBENEFIT
Transackon Type: INQUERY

Transackon iy AN 1AG4CER619-D0B+-4594-9F 33-BTHIGFOE G355
Dt J Tirme GANSZ0I0TINITPU
Responge: AR

Message APPROVAL

Approdal Coda: BETTI0

Refarenca Mumbar: 43677

CardHadder IP,

Actount Dats [oeeemseeanagpny
Todal Amaurt .00
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Performing Electronic Check Transactions

The Electronic Check Service (ECS) Main Authorization screen allows you to enter electronic check
activity. An ECS transaction is the process of electronically imaging a check that debits the account for
the purchase of goods and services. VirtualMerchant allows you to image both sides of a check. A check
imager and printer are required on all ECS transactions.

Note: There is a 10-minute limitation on voiding check transactions, also called reversal. A Check Void
transaction can only be done within 10 minutes after you receive a successful check purchase
transaction.

This section describes how to process the following e-check transaction types:

e Electronic Check Conversion Only
This transaction allows you to enter an ECS purchase transaction for Conversion Only
processing.

¢ Electronic Check Multi-entry Conversion Only
This transaction allows you to enter multiple ECS purchase transactions for Conversion Only
processing.

¢ Electronic Check Guarantee
This transaction allows you to enter an ECS purchase transaction for Guarantee processing.

e Electronic Check Multi-entry Guarantee
This transaction allows you to enter multiple ECS purchase transactions for Guarantee
processing.
¢ Electronic Check Verification
This transaction allows you to enter an ECS Purchase transaction for Verification processing.
¢ Electronic Check Multi-entry Verification
This transaction allows you to enter multiple ECS purchase transactions for Verification
processing.
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To Process Electronic Check Sale Transactions
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1. On the Main screen, select Electronic Check to display the electronic check options along with

the Electronic Check Main screen.

s&VirtualMerchant

Upar: Account User Account Sattings Terminal

Brandon Marmifild [SA)
Ascaunt: (00006 x
Terminal: Brandons E3 terminal

Electronic Check Main

Ths section & used to enter Elecirome Chedk transackbons,

Select Terrmanal

Credit Card
Dbt Caard
Faod Samp
Cash Benelit
Electranic Chack
= Comersion Only
" Mulieniry Corversion Onl
58 Lard
Current Batches
Setthed Batches

E,"EIEIE.IE

EEIE'(

Puvacy Policy

Terms of Usa

Cogynght & 2013 Elvon, Inc. Al nghis
redatved,

Audit System

2. To select the check processing option to process a single check, do one of the following;:

e Select Guarantee to display the Electronic Check Guarantee screen.

e Select Conversion Only to display the Electronic Check Conversion Only screen.

© Elavon, Incorporated 2013. All Rights Reserved

e Select Verification to display the Electronic Check Verification screen.

Note: Only one of these options will be displayed, depending on your terminal setup.
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The following example shows the Electronic Check Conversion Only screen.

User Account Settings Terminal

Electronic Check Verification

Hote that all fields with an asterisk (-} are required.

Verification

Check MICR Data: I
*

Note: The transaction only displays if the current user has the appropriate rights to access this

transaction type.

3. Scan the check through check imaging device.
The system captures and displays the MICR Data.

Usir Account Sellings Temamal
Electronic Check Verification
Enter the Information for this transaction, Hote that ol felds with an sstersk [36) are required,

Werification

WICR Data: Lk Lt £ e 1)

Ameunk | I
Comgary. |
Firsl Hama: |
Las! P 1
Agdresst: |
AddrisaZ 1
I

—~ 7 L

4. For terminals not set up for market segment Service, enter the check Amount.

5. For terminals set up for market segment Service, enter the Base Amount and the Tip Amount.

VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip

Amount.

6. Enter or select any of the remaining optional fields.
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7. Click Process.

The system displays the respective response screen with the results of the authorization attempt

as follows:
For this transaction type This screen displays
Guarantee Electronic Check Guarantee Response
Conversion Only Electronic Check Conversion Only Response
Verification Electronic Check Verification Response

The following example shows the Electronic Check Verification Response screen.

User Arcomnt S#1Lngs Terminal
Electronic Check Verification Response
This i the authonzation response infarmation. Mote that al fields with an astensk (98] are requred.
Transaction Detail
s S
User Cleril
Paymand Typa: ELECTROMICCHECK
Trars action Type: VERIFICATION
Teared actian 10 AUATAE-D4812802- 404 T-48CI-A16F-24CEECRIIEDE
DCeale I Time: DEMTI2013 110341 AM
Response: i
Messags APPROVAL
Approval Code HACREC
Reeferencs Numbar. Lo
Tram Refssemnis NumBer 1055048621
Acooun Humben i Faaat -1 ]
Chack Numbser, 1837
CardHobdor IP:
r"« " f W _/

8. If your terminal is not set up for a signature capture device, VirtualMerchant either automatically
prints the receipt or prompts you to do so.
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9. If your terminal is set up for a signature capture device, the following occurs:
a) The device displays, Please swipe card message to the consumer.

b) The payment form displays a message to the merchant, Customer prompted to swipe card.
Please wait!

User Account Settings Terminal
Credit Card Sale
Mote thak al fields with an astersk (3¢) are required.

Sala

Card Account Data: [l *

Customer prompted to swipe card. Please waill

c) If the consumer declines to swipe the card and hit the cancel button, the payment form
displays a message to the merchant, The consumer cancelled card swipe.

User Acoount Settings Terminal
Credit Card Sale
Mate that 2 fields with an astersk (3] are required.

Sale

Card Account Data *

Customer cancelled eard swipe!

(o]
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d) If the customer swipes the card and the card swipe fails, the payment form displays a
message to the merchant, Card swipe failed. Please retry or manually key card!

Lser Account Settings Termimnal
Credit Card Sale
Mote that al fiekis with an astersk (3£) are required,

Sale

Card Account Diafla: | *

Card swipe faled. Please retry or manually key card!

Rey) — ([Came)

e) If the customer swipes the card and the card swipe does not fail, the device displays, One
moment please message to the customer.

The payment page displays with the card information collected from the card and device.

f) The merchant enters the amount and any additional information needed to complete the
transaction, and clicks the Process button.

The payment form displays a message to the merchant, Customer prompted to confirm the
amount. Please wait!

Ueer Account Settinge Terminal

Credit Card Sale

Enter the Inforrmation for this tansaction. Mote that al fields with an astersk (3¢) are required.

Sale

Agcourt Data GyesEsmeEEengy s
Explrathi
Amaunt

Gales T Custorner promgted to confirm amount. Please wait!

Compa

First Mama: 1
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g) The device displays amount confirmation message to the customer and the customer is

prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, The
amount was not confirmed. The merchant has the chance to re-enter or correct the amount or

cancel the transaction if needed.

Mer fotaunt Settingd Terminal

Credit Card Sale

Sale

Apcount Data e ]
Expirati

Afrunt

5 The amount was not confirmed
Sales T

Compa

Fissd Rbgons '

Enter the Information for this transaction. Mote that al fields with an astersk (3) are required.

i) The device displays, Processing message to the customer.
j) The merchant receives the transaction response page.

k) The device displays the transaction response to the customer.
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1) The device displays, Please sign message to the customer if transaction is approved.

The payment form displays a message to the merchant, Customer prompted to sign. Please
wait!

User Account Settings Terminal

Credit Card Sale Response

This is the authorzation response nformaton. Mote that 3l fields with an asterisk (3£) are required.

Transaction Datail

User. Bmitest

Payment Tipe: CREDITCARD

Trangat™  — =

Transa A2CO8FS
DatelT

Respar

MEssac Customer prompted to sign. Please wait!
ApprovE

AVERe

Actounl

CardHduwew u

Note: The device will not display signature prompt for declined transactions.
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m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the
merchant, Customer cancelled signature! Please retry or select cancel to manually capture
signature! The merchant has the chance to request signature again via the device or through
the printed receipt.

Ueer Account Settings Terminal

Credit Card Sale Response

This i the authorgation respense nformation, Note that al figlds weh an astensk (3] e requirgd.

Transaction Detail

User. perilast

Payment Type: CREDITCARD

Transa—  — S

Transa AZCOEFE

Date /T .
Respar Customer cancelled signature! Please retry or select cancel

to manually capture signature!
Messag

AVERe
Apoounl
CartHouwes w .

n) The merchant receives signature and the receipt is printed with the signature if collected.

0) The device displays a thank you message.

Note: The transaction response is sent to the merchant whether the signature is collected or
not from the customer.
p) The customer provides a signature to the device.
q) If the device captures the signature, it returns it to VirtualMerchant.

r) If the device times out or the signature was not captured, it returns an error code or a
null/blank signature image to VirtualMerchant.

Notes:

e Signature capture only applies to the following transaction types:

e Sale

e Return

e Force

e Auth Only

¢ You cannot replace a signature that is already associated with a transaction.
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10. If the signature image was successfully captured, VirtualMerchant stores the signature image
with the transaction, prints the receipt with the signature either automatically or prompts you to

do so.

11. If an error code is returned or the signature image is null/blank, VirtualMerchant bypasses the
signature and prints the receipt without the signature either automatically or prompts you to do

SO.

To Process Electronic Check Multi-entry Transactions

1. On the Main screen, select Electronic Check to display the electronic check options along with

the Electronic Check Main screen.

s&VirtualMerchant

Acoount User Account Settings Terminal

U Brandon Marmfald [SA&)
Accaunt: Di00s x

Terminal: Brandons E3 termanal

Electronic Check Main

The secton & used to enter Electrome Chedk transachons,

Select Terrmaal

Credd Card
Dbt Card
Faod Stamp
Cash Benelit
Electranic Chack
= Conversion Cnly
" Mulieniry Corversion Onl
58 Lard
Current Balches
Seithed Babches

E,"EIEIE.IEI

EIEIE'(

Privacy Policy

Terms of Use

Copynght £ 2013 Elvon, Inc. Al nghis
redened,

Audit System
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2. Select the check processing option to process multiple checks.

The appropriate screen displays for the selected transaction type.

Account User Account Settings Terminal Audit System

Electronic Check Multi-Entry Form
Enter mukiple Electronic Check (POP) transactions and submit for authorzation.

Multi-Entry

¥ ounts,
| | .n.ddl Delete

[ Authorize || Cancel |

3. Scan check through check imaging device.
The system captures and displays the MICR Data.

Account User Account Sulli|1|:_|l.' Terminal Audit System

Electronic Check Multi-Entry Form

Enter mukiple Electronic Check (POP) transactions and submi for autherization.
Multi-Entry
' * o

.I.'E'?TLEE-:IE,GFE'-J::I 16539 I!.i.l]ﬂ Add Delabe .
J [ _Add | _Delete |

[ Authorize H Cancel ]

4. Enter the check Amount.
5. Click Add.

The system saves the information and displays a new line for you to enter additional checks if
necessary.

6. To enter additional checks, repeat Steps 3 to 5.
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7. Click Authorize.

The Multi-entry Response screen displays the response information.

User Account Settings Terminal

Multientry Response

This page shows the Multientry response information.

Authorize Transactions: ©

Declined Transactions: 1

Error Transactions: O

To Void Electronic Check Transactions

Document #VRM-0001-D

Checks can only be voided within 10 minutes from the time that they were authorized.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. In the Current Open Transactions table, select the check box by the transactions you wish to

void.

Usar Arooust Sallisgs Termisul

Current Batches: Main
Goledt a trangaction to review the suthoriration ditals.
Current Opan Transactions
4 ey

e

e e e | ST At Uik
W g (S Teel | qon | paef] | Tiee
-
F
-
r

sl Cowchl Caisd Feiea ) 1339
Bmbesi Eleciionic Check Verficabion orRazg 1320
bmiesl  Copdd Cand Hale LR i irE
Bmient Copdd Cmed Zalg OTRETY i3 34

[ SeleciAn | [ urselect Al [Vosa | [ Sefiie Seiecied |

Transaclion Court 4 Net Amount § 47.00

Download | Reparts | Search | Fiter: AR -

Display, 25 =

Note: If you wish to void all the listed transactions, click Select All or the check box in the

header row as shown below.
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4. Click the Void button at the bottom of the Transaction Detail screen to initiate the void process.

A dialog box displays to confirm the transaction void.

@ Are you sure you want to void the selected transaction(s)?

o] |

5. Click OK.
The Batch Response screen displays the batch response information.

The voided transaction displays in the Current Open Transactions table with Reversal as the
Tran Type value.

Ghar L ] Tgrrmiral

Current Batches: Main

Sedect 3 braraaction io review the suthorostion detals.

Cisrent Dpen Trsaaschions. Dominad | Beparts | Sesrch | Fbisr: & %

4 Sra

D ] Crnchil Cardl Saim CORPOERLETION T, "0

ez [T 5 1550

[l et st fam teanaE B CORPORAIGH o, ) $ 12

[] f= 1] Creca Cars Law 08203211 [ 2] gD L4 w0a

[l e cemce . LT ey TESTCAAD  ELWORTEST vy 3 ]
[[Sdea A | [ Urnsiea A | [ Vol | [ Setie Selectea |

Trassncion Count 4 Set Amourt: 34000 Dupley 25w
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6. Alternatively, in Step 3 you could click on the Card Data link to select a single transaction.

The Current Batches Main Response screen opens and displays the transaction details.

User Account Settings

Terminal

Current Batches Main Response

This & the autherization response information. Note that all fields with an asterisk (32) are required.

Transaction Detail
|
Uses: Cledl
Fayment Type: CRECITCARD
Transaction Type: SALE
Transaction 1D AALBEIA-112EDSET-FTDA-441D-A307-ZEBZEEDSCCE
Cate £ Time: 08202013 08:45:12 AM
Response: AR
Message: APPROVAL
Appreval Code: N45032
AVS Response:
Account Balanoe: 0.00
CardHolder IP;
Account Data: m
Expiration Date{MMYY}): [1z2z"
Amount: W *

ﬂ“ﬁ J ‘\/\“\J

7. Click Void at the bottom of the page.

© Elavon, Incorporated 2013. All Rights Reserved

Page 279 of 426



VirtualMerchant User Guide Document #VRM-0001-D
Using Your Virtual Terminal | Performing Gift Card Transactions

Performing Gift Card Transactions

The Gift Card Main menu screen is where all gift card activity is entered into the program. Gift card
transaction types are available, depending on your terminal rights setup and if the terminal profile is
configured to accept Gift Card transactions (EGC).

This section describes how to:

e Enter gift card information
e Print and re-print gift card transaction receipts

e Update gift card transaction information

You can process gift card information for the following transaction types:

¢ Redemption

e (Credit
e Activation
e Reload

e Card Return
e Inquiry

To Process Gift Card Redemption, Credit, Activation,
Reload and Card Return Transactions

This procedure describes how to process the following gift card transaction types:

¢ Gift Card Redemption
This transaction allows you to make purchase with the balance on gift card accounts.

e Gift Card Credit

This transaction allows you to refund previous redemption transactions to gift card accounts.
¢ Gift Card Activation

This transaction allows you to activate gift card accounts.
¢ Gift Card Reload

This transaction allows you to increase the current balance on gift card accounts.

¢ Gift Card Card Return
This transaction allows you to refund the balances on gift card accounts.
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1. On the Main screen, select Gift Card to display the gift card options along with the Gift Card

Main screen.

s&VirtualMerchant

Uses: John Doe User ACCOuURTt SEmings Terminal
Account: 001386
Terminal: MY RETAIL STORE

Gift Card Main
Select Terminal
E Credit Card This section b used bo enfer Gt Card transactions.
[F Cwbit Card
H Food Slamp
E GCash Benefit
@

Electronio Ched

i
m Redemption
®  Credit

B Inguiny
]
]

Activation
Ruload

Curent Batches
Sattled Batches
Expert Log

gl S S 4

2. To select the transaction type, do one of the following:

&
[
£2]

o Select Redemption to display the Gift Card Redemption screen.

o Select Credit to display the Gift Card Credit screen.
e Select Activation to display the Gift Card Activation screen.

e Select Reload to display the Gift Card Reload screen.

o Select Card Return to display the Gift Card Card Return screen.

The following example shows the Gift Card screen.

Usar Account Settings Terminal
Gift Card Redemption

ticte that all fields with an asterisk [*} are required.

Redemplbion

Card Account Dala II ¥

ETTH

3. Swipe the gift card through the supported MSR device attached to your computer or manually

enter gift card number in the Card Account Data box.

© Elavon, Incorporated 2013. All Rights Reserved

Page 281 of 426



VirtualMerchant User Guide Document #VRM-0001-D
Using Your Virtual Terminal | Performing Gift Card Transactions

4. Click Submit.

The system displays the selected Gift Card screen and shows the masked gift card number in the
Account Data box. The card account number cannot be edited.

Gift Card Redemption
Enter the Information for this transaction. Mote that all fislds with an astersk {*} are required,
Redemption
Account Data: LoEettRRRERE 003
Expiration Date{MAY ) 1222
Amount: | *
Company; ]
First Name: ]DDH.POF.ATIDN
Last name: NOWA,
rb\“'\-h "‘-hx \Nh‘“
nipto L. Fa.
Ship ta Phone:

(P ) (Gonel |

5. Enter the Expiration Date (MMYY).

Note: This field is auto populated for swiped transactions and cannot be edited on the form.
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6. To enter the Amount, do one of the following:
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For this transaction type Do this

Redemption If the terminal is set up for market segment Service, enter the
Base Amount and the Tip Amount. VirtualMerchant
automatically calculates and displays the Amount as Base
Amount + Tip Amount.

If not, enter the Amount.

Credit Enter the Amount.
Activation Enter the Amount.
Reload Enter the Amount.

7. For Gift Card Activation and Gift Card Reload transactions, select one of the following options

from the Tender Type drop-down list:

e Cash
o Credit
e Debit
o Check

8. For Gift Card Redemption, enter the City.

9. Enter or select any of the remaining options fields as desired.

10. Click Process.

The system displays the respective screens with the results of the authorization attempt as

follows:

For this transaction type

This screen displays

Redemption Gift Card Redemption Response
Credit Gift Card Credit Response
Activation Gift Card Activation Response
Reload Gift Card Reload Response

Card Return

Gift Card Card Return Response
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The following example shows the Gift Card Redemption Response screen.

Transaction Detail

Gift Card Redemption Response

‘This is the authorzation response mformation. Note that al fields with an astensk (3¢) are requred.

| Authorization Results
User: 000004
Payment Type: GIFTCARD
Transaction Type: REDEMFTION
Transaction 1D: AALRAIA045CB1 TE-BFCB-4C16-9CE4.0DBESFF1FB4C
Date / Time: OT/DE2013 11:25:17 AM
Response: AR
Message: APPROVAL
Approval Code: 128770
Account Balance: 10.00
CardHolder IP:
| Order Section |
Mcﬂuﬂt Data_ Iﬁo_u._..:.._llqg
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To Process Gift Card Inquiry Transactions

Gift Card Inquiry transactions allow you to check the current balances of gift card accounts.

1. On the Main screen, select Gift Card to display the gift card options along with the Gift Card

Main screen.

s&VirtualMerchant

User; John Doe Usar Accourt Semings Terminal
Ageagnt: 001386
Tarminal: MY RETAIL STORE

Gift Card Main

Saled Tesminal
This section & used to enfer Gift Card transactons.

Credil Card
Cwubit Card

Fizod Stamp
Cash Benefit
Electronic Ched

HEEEE

i
. Redemption
® Credit

B Inguity
]
=

Activation
Ruload

Current Batches
Settled Batches

Expat Log

A oV N

HEA

2. Select Inquiry to display the Gift Card Inquiry screen.

User Account Settings Terminal

Gift Card Inquiry

Hole that all fields with an astersk I*J are required,

Inguiry

Caed Aconunt Data

ETH

3. Swipe the gift card through the supported MSR device attached to your computer or manually
enter gift card number in the Card Account Data box.
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4. Click Submit.

The Gift Card Inquiry screen displays the credit card number in the Account Data box.

Usar Acoiint Settings Terminal

Gift Card Inquiry

Enter the Information for this transaction. Note that all fields with an asterisk If_:ht] are required,

Inquiry
Account Data spEttEssssssgnng
Expirafion DateliMY Yk i2e2

| Process || Cancel |

5. Enter the Expiration Date (MMYY).

Note: This field is auto populated for swiped transactions and cannot be edited on the form.
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6. Click Process.
The Gift Card Inquiry Response screen displays.

Account User Account Settings Terminal Audit System

Gift Card Inquiry Response

Transaction Detail

This & the authorization response information. Mote that al fizlds with an asterisk (3¢) are required.

User: 000004

Payment Type: GIFTCARD

Transaction Type: INQUIRY

Transaction ID: AM4B43A-BI043834-CBO5-4DCC-BF5B-1AGB3I590EECD
Date / Time; 07082013 01:25:22 PM

Response: 03

Message: INVALID TERM ID

Approval Code:

Account Balance: 000

CardHaolder IP;
. [:} .
Account Data: [po===xmmnnn=ggyy

Expiration Date{MMYY) 1249
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To Update Gift Card Transactions Information

Once you have processed a gift card transaction, you can modify information for the following
transaction types:

e Activation
e Reload
e Card Return

Most fields on the Response screen can be updated with the exception of the following:

e All fields in the Authorization Results section

e In the Order Section:
e Account Data
e Expiration Date
e Amount

For terminals set up for market segment Service, you can update the Base Amount.
1. On the appropriate Response screen, change or add the information in the desired fields.

2. Click Update.
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CHAPTER 7. Managing Unsettled Transactions
(Current Batches)

The Current Batches section displays the current transactions that have been processed but have not been
submitted for settlement. This section may display credit card, debit card, cash benefit, food stamp,
electronic check or gift card transactions that have been authorized, depending on your terminal setup
(refer to the Using Your Virtual Terminals section for information on how to process transactions). The
Main Virtual Terminal screen provides access to Current Batches.

Notes:

e The terminal must be active to settle transactions. If your terminal is in a Not-Active or
Suspended status, call your system administrator or Elavon support at 1-800-377-3962, option 2,
option 2.

e All open authorized transaction in the batch if not settled will be automatically deleted after a
specific period of time:

e Retail transactions are auto deleted after 7 days.

e Mail Order or Internet transactions are auto deleted after 30 days.

The system places these unsettled (open) transactions into of the following categories:
e  Error
This category contains a list of declined credit cards, checks, or error transactions.

e Auth Only
This category contains a list of all authorized authorization only transactions.

¢ Recurring
This category contains a list of all created recurring and installment payments.

¢ Main
This category contains a list of all approved credit card, debit card, cash benefit, food stamp, and
electronic check transactions.

e Gift Card
This category contains a list of all approved gift card transactions.

¢ Imported Batches
This category contains a list of all imported credit card or recurring/installment batches.
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Converted
ransactions

Authorized Transactions:

Recurring
Convert to Sale I Submit for Payment |

| Generate Reports |

| Remove Expired |
[ settoReview |

Reports
I ] Log File

Pend
Authorize
Unpend
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On the Main screen, you must click Current Batches to display the options, along with the links to the
different batches. The system displays the Current Transaction Activity screen which gives the
transaction count of the Error, Auth Only, Recurring, Main, Gift Card and Imported Batches current

batches at a glance.

s&VirtualMerchant

Seled Terminal

[ Satied Eaiches
B Esparilog

Usar John Doe User Account SeTtings Terminal

Agcount: DDLIEE

Tarminal: MY RETAIL STORE ; L.
Current Transaction Activity

This page shovws the current transaction activity.

E Credit Card
@ Cwbit Card
@ Food Stamp
B ash Benefil Error Batch Count: 21
B Elegmrnic Chedk
B Gift Card .
Current Eatches "\I Auth Only Batch Count: o
LI =
5 Auth Only Recurring Batch Count: 4
®  Recusing
B Main .
O CreditCard Current Batch Counl: 3
o Dabit Cord
o  Food Stamp Gift Card Batch Count: o
o Cash Benefit
0 Eledranic Ched
oY amcant Imported Batch Cownt: 1
8 |mported Batches __/l

e S 4

Note: You must be granted the Current Batches user right access in order to perform any activities in

Current Batches.

The screens and controls for Current Batches allow you to perform one or more of the following

functions:
e Sort transactions U
¢ Generate reports J
e Filter transactions .
e Delete transactions .
e Update transactions J
¢ Pend and unpend transactions .
e Set transactions to review .
e Release reviewed transactions .

e View transaction receipts
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Re-print transaction receipts

View transactions

Search for transactions

Download batch files

Settle transactions

Manage recurring and installment transactions
Void transactions

Re-authorize error transactions
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To Sort Current Batches Transactions

You can sort transactions for all the transaction types by clicking the (up down arrows) in the
column you want to sort by as shown below.

Bhiagr A inged Kty Farmiral
Current Batches: Main
Sefect & trarascion ko e The sthorostion detals.

Cuimest Dpen Trasasctions. Dﬂ-r\lrudlﬂlpntul&umh!mrr_ﬂ- -

4 Ba

| [ 003 | ot tww 0 ] w1t e 5 ot o | e [ i e 3 e (5| e i )| bt At 3 |
D D Crnclil Card Saw CORPORENON M, Sger—

A1) [ £} 2 1250
D ke S e e £ otk | =Rt CORPORETICH Ly == E ) i
[] L= ) Cracit Tl Law DE20/221] [ 21} Aemm—T L4 0o
£l Ll Crwel et £ Wi AT TESTCARD: ELBGHTEST A ====T E ] L3
[ Sdet A | [ Urmedect A | [ Wid ] [ Sotie Sedected |
Tressacion Gourt 4 Hal Amourt: 34008 Chpley 25w
The system sorts the list of transactions based on your selection.
[T Aacount Setimge T prammal
Current Batches: Main
Caliw & COSEaTE U6 hirdine Thi sethereaton Setull
Cormant Opes Tramaciions Diprwmingd | Rueporis | Sessch | il AR =

= P =

L]

M
[[Setect A | [ unsetect 21| [[Delete | [ | [ Sette Rewem | [Reteaze | [Pend | [Unpend | [Omvoeed | [ Gee Selected |
Tranmsction Counl. 1 Kl Amcurd: § 1580 Dungilay: % -

Note: When you click the up down arrows, the values in the column are sorted in ascending order. If you
click again, the values are sorted in descending order.

To Delete Current Batches Transactions

The Delete function permanently removes selected transactions from your open batch. Once a transaction
has been deleted it cannot be recovered.

You can delete transactions from the following transaction types:

e Error
e Auth Only
e Recurring

e Main
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1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Error to display the Error Batch screen.
e Select Auth Only to display the Authorization Only screen.
e Select Recurring to display the Recurring Installment Transactions screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:

e From Current Batches Main, you can generate reports for the following transaction

types:
e Credit
e Debit

e Food Stamp
e (Cash Benefit
e FElectronic Check

e To select the transaction type, do one of the following;:
e Select Credit to display the Current Batches: Credit screen
e Select Debit to display the Current Batches: Debit screen
e Select Food Stamp to display the Current Batches: Food Stamp screen
e Select Cash Benefit to display the Current Batches: Cash Benefit screen
e Select Electronic Check to display the Current Batches: Electronic Check screen

3. Select the check box by the transactions you wish to delete.

The following example shows the Current Batches: Credit Card screen.

Unsr Aorount Saitngs Tormdousl

Current Batches: Credit Card

SE & Irafsacien [0 riview the authorizaton deals.

Cument Open Transaciions Dewnload | Reporis | Search | Filler Al v
1 oem

wy | User | Tran | Trwn. | Tean [ Tran | First baw | ey | Engry AVS | o ot
H g | sensg | ypeQ | vaeg | Tme | nameD) | pamen | BrECE| rpi 5 | code D | Codel | AmoumD)
Berdeat Pesdad Sale AT pratli] i — i L (v} 1508

1 I 1

Select A1 || Unselect Al ;’ SettoRevew | [ Release |[Pend | [ Unpend | [ Sefie Selected |

Transachon Count 1 HelAmount. 5 15.00 Digplay 25 L]

[
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4. Click Delete.

Note: For Error batch transactions, click Delete Selected.

A message box displays requesting confirmation to delete the transaction.

Are you sure you want to delete the selected transaction(s)?

Once deleted, there is no way to recover the transaction(s)!

[ OK ] ’ Cancel

Click OK.

The system deletes the selected transactions and reduces the transaction count.

Note: VirtualMerchant will initiate a reversal on the merchant’s behalf when a user deletes a
credit card transaction in the Auth Only and Main batches under the Current Batches
menu. This feature is limited to credit card transactions processed under terminals setup
as terminal-based. For host-based terminals, the Void function maybe used to reverse
authorizations.

To Update Current Batches Transactions

VirtualMerchant allows you to update transactions after they have been entered and approved, and
before they are settled. You can update transactions from the following transaction types:

Error
Auth Only
Recurring
Main

Gift Card

On the Main screen, select Current Batches to display the current batches options.
To select the transaction type, do one of the following:

e Select Error to display the Error Batch screen.

e Select Auth Only to display the Authorization Only screen.

e Select Recurring to display the Recurring Installment Transactions screen.
e Select Main to display the Current Batches: Main screen.

e Select Gift Card to display the Current Gift Card Activity screen.
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3. Select the link in the Card Data column for the transaction you want to update.

The following example shows the Current Batches: Credit screen.

Bl Agringed Samiears Harmaral

Current Batches: Main

Sedect 3 braraaction io review the suthorostion detals.

Cument Opan Trssaschions. Domminad | Reparts | Search | Fbier: 8 -

4 Sra

D Tl Crecd Card S CORPORENION

[r-ar g b e Lo S0 ] 1200

i - R-m . fam B W CORPORITOCH won (g 3 155

[j L= 4 Crecit Tt Sl 0220301 [ 2% Ageemsse—— L4 W0aa

[l cext  comtem sam P g TESTEART ELRACRTESY 43—l ! B
[ ] [t A [ W ] [ St Sk ]

Trassngsion Court 4 Hat Amourt 340 03 Cupley (35w

The system displays the details of the transaction in the respective screens as follows:

For this transaction type This screen displays

Error Current Error Batches Response
Auth Only Current Batches Auth Only Response
Recurring Current Batches Recurring

Main Current Batches Main Response

Gift Card Current Batches Gift Card Response
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The following example shows the Current Batches Main Response screen.

User Account Seitings Ternuinal

Current Batches Main Response

Transaction Detail

This &5 the 2uthorzation response mformation, Note that al fizkds weth an astersk (36} are requied.

[|, T_I hoskcation Results
A LITCNELQLICN] L rLd L,

User, bmitest

Payment Type: CREDITCARD
Transaction Type: SALE

Tiansaction 1D A8EZ43AFOFIFO05-21CO-ADEE-STAC-JCAFEDFEEAGA
Dt Tirmg; DEREZIZ0TASE AN
Response: AR

lessage: APPROVAL

Approval Code: CWIBS0

AVS Response:

Avcoun Balange: 13.00

Signature Present Yas

CardHaolder IF:

 ‘Order Section

| Accaunt Data: [FFeeer=sreeegaoe

Expiration DateLYY) frzzz—

-

Ship to Phone. I T

m e 15.00 ® f

[Update ] [ Repint | [ Void ] [ Cancel
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4. Update the information in the desired fields.

Notes:

You can update the Tip Amount only from Current Batches.

The Tip Amount can be updated with the Cardholder Currency, if the cardholder has
indicated this in the receipt. The Tip Amount in the Cardholder Currency is reconverted
back to the merchant’s currency, and then the total Amount is displayed.

When the Tip Amount is updated, VirtualMerchant does the following:

¢ On anon-DCC transaction, recalculate the Amount as Base Amount + Tip Amount.

e OnaDCC transaction, convert the Tip Amount from the cardholder’s currency into
the merchant’s currency.

You cannot update the Tip Amount on partially approved transactions.

You must confirm the Tip Amount entered prior to updating the tip.

Confirmation: Tip Amount has been changed. Are you sure you want to continue?

0K ] [ Cancel

5. Click Update.

The system updates the information and displays a message that indicates that the transaction
was updated successfully.

Lhssd

Current Batches: Main
Saleft § Danisction to feview the mithorzation detal,

Curren Open Transactions Divwnload | Reports | Search | Filler m -

Accoust Sellimgs Tewsminal

[3

I:hlll I;‘.rloll'_‘qu ‘\‘.lq- SRIS201) oreEa Sfprmemiiigy l\'. 1500

Trpe | “' f'-t— gl 1] il .L &-—-LE",_L!_,_;-[ 1= oo | ,Mﬁxmlﬂwmrﬂ At sr}-]

[ setecran | [ unsetecran | [ vond || Sele Setecizd |

Tranaaction Count: 1 Mel Amount: 5 15,00 Digplay: 256 =
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To Pend Current Batches Transactions

The Pend function pends the currently selected transactions. You can pend transactions from the
following transaction types:

e AuthOnly

e Main

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:
e From Current Batches Main, you can generate reports for the following transaction types:
e Credit
e Debit
e Food Stamp
e  Cash Benefit
e Electronic Check

e To select the transaction type, do one of the following:

e Select Credit to display the Current Batches: Credit Card screen.

e Select Debit to display the Current Batches: Debit Card screen.

e Select Food Stamp to display the Current Batches: Food Stamp screen.

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

e Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to pend.

The following example shows the Current Batches: Credit Card screen.

Usadr Terminal

Current Batches: Credit Card
Selact a transaction to review the authorzation detaks.

Current Open Transactions Download | Reports | Search | Fier: AR -

1 b=m
= 7 T

Ugir I lran ran [ran D I Firsy Last T—— Entry. s CVWE -:__l
i | Status B | Type 03 | 1] Vi | Wame [ | Mame (3 | = | Type[ | Code) | Code(3 | Amount[] |
M

I hd i I
@E‘IGUDI Sak DEMET0 3 1104 g rrmm—— 118 K 1200
| Saelect Al | Linsabect All ” Sel o Rewirw || Relaase i Pand ’ Unpeened |
o —

Transaction Count: 1 Met Amount: § 12.00 Display: 26 =

~
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4. Click Pend.

The system pends the currently selected transactions and displays Pended in the Trans Status
column for the selected transactions.

Usar IROCOURT SEngs Termanal

Current Batches: Credit Card

St B rEnERcton o revies e suthorastion detsh.

Current Ogan Hansacions Dowmibcad | Reports | Seasch | Filler Al -
[=""] :.- DAL 2814
E| Claint Sam DALl CROA

[(Seea A [ Unsdleci M| [[Delete | [ Vod | [ Setto Feview | [ Releass | [ Pend | [ Unpend | [ S Sdecied |

Tesrssntion Court 2 Mat Amount § 3200 Dapley 25 -

To Unpend Current Batches Transactions

The Unpend function removes the Pend status for the currently selected transactions. You can unpend
transactions from the following transaction types:

e Auth Only

e Main

1. On the Main screen, select Current Batches to display the current batches options.
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2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:
e From Current Batches Main, you can generate reports for the following transaction types:
e Credit
® Debit
e Food Stamp
®  (Cash Benefit

e FElectronic Check

e To select the transaction type, do one of the following;:

e Select Credit to display the Current Batches: Credit Card screen.

e Select Debit to display the Current Batches: Debit Card screen.

e Select Food Stamp to display the Current Batches: Food Stamp screen.

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

e Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to unpend.

The following example shows the Current Batches: Credit Card screen.

Unsr Aorount Saitngs Tormissl

Current Batches: Credit Card

SE & Irafsacien [0 riview the authorizaton deals.

Ciarrent Open Tranaactions Deownload | Reports | Ssarch | Filler: Al ¥
1 Eam
(| Unar Tran Tren. | Tran | Tran First Lasr | o e Engry. AVS CVY2: Taes
=l 100 | s | npe) | owieQ) | Teme | vameD | name SOOI} ilh | 2300 | codeny | AmoumD)

(E_‘) Eint Farded Bale T LR F T ] dJrrre— g ] s M 1500

ey
Sowct Al | [ Unseled Al [ Deiete | [Woid | [ Setio Rewew | [ Release | [Pend | Unpend || Setiic Selected |
o —

Transachon Count 1 Mel Amount. § 15.00 Display 25 =
[
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4. Click Unpend.

The system removes the Pend status for the currently selected transactions.

Lrar [Ty — Tarmanal

Current Batches: Credit Card

St b irdriacten b Feviey he auiborzeiion detels.

Currenk Open rarsectsm Dowesinad | Meporks | Ssarch | Fitee & =
L ]

(" | US| Siakn | mnape | G | n | oo | st M [ | ey g (WS Code | G Code, | et A

0003 o v | i il e | | st P | iyl S Bt 1 s 1 S| o il
|l (=2 Ham [ - &) CORPCRE AT Polrdh, |- a3 £ ELT
D =" 41 Sue I e CORPOEETON MO, L e ] 1 20
] [=""3) Saa [ ot ]h ] Leay SQr———0 K h L
r1 (=] T WEEEny R H FEFFLARD ELACHNTERT  df=————"71840 E L5

[ Select Al || Urneiect W | [ Defete | [ Voed | [ Setto Review | [ Resease | Pend |[ Urpend || Seftie Selecind |

Tesrnadion Count 4 Mat Amourd § 28300 Demzimy. 25 -

To Set Current Batches Transactions to Review

The Set to Review function changes the status of the currently selected transactions to Review. You can
review transactions from the following transaction types:

e Auth Only

e Main

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:
e From Current Batches Main, you can generate reports for the following transaction types:
o Credit
e Debit
e Food Stamp
e Cash Benefit
e Electronic Check
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e To select the transaction type, do one of the following;:

o Select Credit to display the Current Batches: Credit Card screen.

e Select Debit to display the Current Batches: Debit Card screen.

e Select Food Stamp to display the Current Batches: Food Stamp screen.

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

o Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to review.

The following example shows the Current Batches: Credit Card screen.

Usasr Agrount Ssibngs o rondesl

Current Batches: Credit Card

Sehiay & UrBASACToN L riview The suthorzarion detals.
Crrrent Open Transactions Deownload | Reperts | Search | Filler: Al ¥

1 &am

e I B e P e P RS ]

Lol e R R ] AT 1500

[[SelectAl | [ Unselod 41| [Deiete | [Void || Setto Review ) Reloase | [Pend | [ Unpend | [ Sefiie Sclected |
e ——

Transaction Count: 1 Het Amount. 15,00 Cisplay 25 -
[

4. C(Click Set to Review.

The system sets the status of the currently selected transactions to Review in the Trans Status
column.

Lisar Aottt Settings Tavrminal

Current Batches: Credit Card

St b riaaebion b faviey the sothorsaon deteli.

Current Open Transactions Doamiosd | Reports | Ssarch | Fitler H -

Tran
Eﬂﬁﬁ-ﬁﬂ-ﬂﬁ

PAAGEES SR
Gaw  D3O1EDI3  OEDm

|Sdud:ﬂ“l|'-bdﬂ_||ﬂdm"“ﬂ”5dhm”_Hmllpﬂ'l‘l”l.l'm'ld“Sdﬂusmdl

Transsciion Count 2 Mal Amount: § 3200 Ciplay 25w
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To Release Reviewed Current Batches Transactions

The Release function releases previously reviewed transactions. You can release reviewed transactions
from the following transaction types:

e AuthOnly

e Main

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:

e From Current Batches Main, you can generate reports for the following transaction types:
e Credit
e Debit
e Food Stamp
e Cash Benefit
e Electronic Check

e To select the transaction type, do one of the following:
e Select Credit to display the Current Batches: Credit Card screen.
e Select Debit to display the Current Batches: Debit Card screen.
e Select Food Stamp to display the Current Batches: Food Stamp screen.
e Select Cash Benefit to display the Current Batches: Cash Benefit screen.
e Select Electronic Check to display the Current Batches: Electronic Check screen.
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3. Select the check box by the reviewed transactions you wish to release.

The following example shows the Current Batches: Credit Card screen.

Ussr Agrount Ssibngs e rondeusl

Current Batches: Credit Card

SeldT A IFfSacTon 10 firvitw the sutharzaton detal.

Current Open Trantactions Dewnload | Reports | Search | Filler M -

ST0a13 40 AT

[ SelectAx_| [ Unselec A [Dedete | [Void | [ Sefto Revew 1 J[Pena ][ Unpend || Setie Selected |

Transachion Count. 1 Het Amount § 15.00 Display 25 -
[z

4. Click Release.

The system releases the currently selected transactions and removes the Review status from the
Trans Status column.

[ A sl et Tariwahal

Current Batches: Credit Card

St a1 b ey ety ety

Cumrect Opan framscben Brvesload | Beperts | Search | Fitis: A o

i i

o et e e o o] e (e e o e | e ]

Lot E R 3 L1
|:| == Saim WIS W CORPORUTION =51 5 2R
0 o Saim [ TR S0 E R
0 = i L] e EnS ol FESFLARD ELAONTEST 44 & LL ]

| Select Al || Ureless A | | Diseis ]L‘.i’"..i_.ll Seito Reiew || Fedease || Pend || Urpend || Setiis Selscisd |

Teardadicn Coust & Mat Asoert § 8500 Ceaplay. 25 -

To Void Current Batches Main Transactions

The Void function voids the currently selected transactions and can be used to void credit card
transactions, Canadian debit transactions or to send reversal ECS transactions from.

The Void function is an online transaction. Once a transaction is voided it cannot be unvoided. If the
user changes their mind, they have to initiate a new sale.

Note: Canadian debit transactions can only be voided if the batch is open, the card is swiped and the PIN
is entered again. The number cannot be entered manually.

VirtualMerchant does not allow you to void transactions while the auto-settle process or the manual
settlement process is running.
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1. On the Main screen, select Current Batches to display the current batches options.
2. From Current Batches Main, to select the transaction type, do one of the following:

o Select Credit to display the Current Batches: Credit screen.

o Select Debit to display the Current Batches: Debit screen.

e Select Food Stamp to display the Current Batches: Food Stamp screen.

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

e Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to void.

The following example shows the Current Batches: Credit Card screen.

Ussr Agzount Selthgs e rmeal

Current Batches: Credit Card

SO & Irafdacion [0 riview the authorizaton dital.

Ciarent Open Transactions Deownload | Reports | Ssarch | Filler ] ¥

1 tam

ag L L i [ Lo Lo oot L 2ol S L)

ﬁ [T ATy r4a AT 1
[ Selwctan || Unseiec a2 [[Dun- SettoReview || Retease || Pend |[ Unpend || Setic Selected |
Transaction Count 1 et Amount. § 15.00 Display 25 -~
L

Note: If you wish to void all the listed transactions, click Select All or the check box in the
header row as shown below.

4. Click Void.

The system sets the voided transactions text in red.

User AECOUnT SEmings Terminal

Current Batches: Credit Card

St @ TANERCTON 0 riview B suthoraation detel.

Curren Opan Tansscions Daswenboadd | Repons | Search | Filer Al -
1 cexn h- oAl R
1 Vod  GAIUIN)  cEm 10.03 ::]

[ Seect Al || Unsslect Al | [ Dedete ][ Wod |[ Setso Review || Relsase | [ Pend || Unpersd | [ Sesie Sslected |

Teamasstion Coust T Ml Amourt 3 2008 Ciiglay: 29 -
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To Add Signatures to Current Batches Transactions

You can add a signature the following transaction types:

e Credit Card Sale

e Credit Card Force

e Credit Card Return

e Credit Card Auth Only

e E-check (Guarantee, Conversion, Verification)

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen.

3. Select the link in the Card Data column for the transaction to which you want to add a signature.

The following example shows the Current Batches: Main screen.

Ghar [ — (=

Current Batches: Main

Sadact & brarascton Lo riddy e sotheroston debain

Cument Open Trarascbons Dommiiiad | Reparty | Sesch | Ftiar: &l 55
4 Sy
R T e e s B e M e B # T e+ Bl e o N e L v e e ]
.-: Dl Cracil Cardl Saim [rore b ] [ &} ConPOREON LY g0 L3 1250
[ ] =2 [= e ET et ] (=2 CORPOSRATICN R, B g § 125
: L= 4 Crecit Tt Sl DRe2030] 43 Sgremsse—— LS W0aa
] et Csice Hale EE o4z TEATCART: ELWTHTEST 41— ¥ [T

| et A || Urmsbect A | [ Vid | [ Setie Selected |

Trargacion Tourt 4 et Amourt 340 03 Croiplay ?5 lul.

Note: VirtualMerchant allows you to identify terminals with the following payment types as
having a signature capture device:

e (Credit Card
e Electronic Check

© Elavon, Incorporated 2013. All Rights Reserved Page 306 of 426



VirtualMerchant User Guide

Document #VRM-0001-D

Managing Unsettled Transactions (Current Batches) | Performing Gift Card Transactions

The system displays the respective response screen as follows:

For this transaction type

This screen displays

Auth Only Current Batches Auth Only Response

Main Current Batches Main Response

The Current Batches Main Response screen displays the details of the transaction.

Uier Account Settingd Terauinal

Current Batches Main Response

Transaction Detail

User, bmitest

This & the authorzation response nformation. MNote that al fields with an astersk (38) are required.

Ampunt I:I 5.00

Ship to Phone. I N

Payment Type: CREOITCARD
Transaction Typa: SALE
Transaction ID: ABAB43AFOFSF00E-91C0-4DBE-3TAC-JCAFEDFEEAEA
Date ! Tirme:; 05252013 071851 AM
Response: AA
lessage: APPROVAL
Approval Code: CWVIBS0
AVS Response:
Apcoun Balance: 15.00

€ Signature Present Yoz
CardHalder IF:
Atcoum Data [sz=======erqonz
Enplration DaleLIYY): 1222

P cer Coge: — = /

-

[Updste | [ Repint | [ Void | [ Cancel

Note: For terminals that are identified as having a signature capture device for Credit Card Sales,
Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions,
the text YES displays when the transaction has a signature image associated with it.

For terminals identified as not having a signature capture device or transactions that are not
Sales, Force, Auth Only, Return, or E-Check this field is hidden.
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4. 1If you need to add a signature and your terminal is set up for a signature capture device, select
the transaction type and do one of the following:

e C(Click Add Signature on the Current Batches Auth Only Response screen.

e Click Add Signature on the Current Batches Main Response screen.

The following occurs:
a) The device displays, Please swipe card message to the consumer.

b) The payment form displays a message to the merchant, Customer prompted to swipe
card. Please wait!

iser Account Sebtings Terminal
Credit Card Sale
Mote that al fields with an astersk (3£) are required.

Sale

Card Account Data I #*

Custormner prompted to swipe card, Please wait!
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c) If the consumer declines to swipe the card and hit the cancel button, the payment form
displays a message to the merchant, The consumer cancelled card swipe.

Lgar Acedunt Settings Terminal
Credit Card Sale
Mote that 2 felds with an astersk (3] are required.

Sale

Card Account Data *

Customer cancelled card swipe!

d) If the customer swipes the card and the card swipe fails, the payment form displays a
message to the merchant, Card swipe failed. Please retry or manually key card!

User Account Settings Terminal
Credit Card Sale
Mote that al fiekds with an astersk (38) are required,

Sale

Card Account Deata: | W

Card swipe faded. Please retry or manually key card!

() (Gl
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e) If the customer swipes the card and the card swipe does not fail, the device displays, One

moment please message to the customer.

The payment page displays with the card information collected from the card and device.

Credit Card Sale

Enter the Information for this transaction. Note that all fields with an astersk (32} are required.

Sale

Account Data Soteessssss s
Expitation DateMMYY): [izzz"

Amount: I— %
Sales Tax: I

Invaice Number: |

f) The merchant enters the amount and any additional information needed to complete the

transaction, and clicks the process button.

The payment form displays a message to the merchant, Customer prompted to confirm

the amount. Please wait!

Uger Account Settngs Terminal

Credit Card Sale

Enter the Information for this transaction. Mote that al felds with an astersk (3¢) are required.

Sale

Account Data Geeme sy 0
Explrath
Amount

Fales T Customer prompted te confirrm amount. Please wait!

Compa

First Mama: |

g) The device displays amount confirmation message to the customer and the customer is

prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.
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j)
k)
l

Document #VRM-0001-D

If the amount is cancelled, the payment form displays a message to the merchant, The

amount was not confirmed. The merchant has the chance to re-enter or correct the

amount or cancel the transaction if needed.

Uaer Aciaunt Settings Terminal

Credit Card Sale

Sale

Account Data G EEEEEEEES] D
Enpiratii

Arrowan

Amown) The amount was nol confirmed
Sales T

Compa

] LT L

Enter the Information for this transaction.  Mote that al fields with an astersk (3) are required.

The device displays, Processing message to the customer.

The merchant receives the transaction response page.

The device displays the transaction response to the customer.

The device displays, Please sign message to the customer if transaction is approved.

The payment form displays a message to the merchant, Customer prompted to sign.

Please wait!

User Account Settings Terminal

Credit Card Sale Response

Transaction Datail

User bimilest

Paymant Type: CREDITCARD

Transat™  ~ S

Trangat

Date! T

Respor

Messag Customer prompted to sign. Please wait!
Approvs

AVSRe

Actounl

CardHde u

This &s the authorzation response nfprmaton. Mote that ol flelds with an asterisk (3£) are required.

AICOSFE

Note: The device will not display signature prompt for declined transactions.
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m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the
merchant, Customer cancelled signature! Please retry or select cancel to manually
capture signature! The merchant has the chance to request signature again via the device
or through the printed receipt.

User Account Settings Terminal

Credit Card Sale Response

This i the authorgation respense nformation, Note that al figlds weh an astensk (3] e requirgd.

Transaction Detail

Lger, Derilast

Payment Type: CREDITCARD

Transat™  — S

Trangal AZCO0EFG
Date /T

Customer cancelled signature! Please retry or select cancel

Respor to manually capture signatune!
Messag

Apgrow:
AVSRe

Account

Candkuwes w .

n) The merchant receives signature and the receipt is printed with the signature if collected.
0) The device displays a thank you message.
Note: The transaction response is sent to the merchant whether the signature is collected
or not from the customer.
p) The customer provides a signature to the device.
q) If the device captures the signature, it returns it to VirtualMerchant.

r) If the device times out or the signature was not captured, it returns an error code or a null/blank
signature image to VirtualMerchant.
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Notes:

e Signature capture only applies to the following transaction types:

e Sale

e Return

e Force

e AuthOnly

* You cannot replace a signature that is already associated with a transaction.

5. If the signature image was successfully captured, VirtualMerchant stores the signature image
with the transaction and displays a successful message.

6. If an error code is returned or the signature image is null/blank, VirtualMerchant displays an
error message.

Re-authorize Current Batches Error Transactions
The Error link allows you to view declined transactions.
You can perform the following functions on transactions found in the Error category:

e Update transactions (refer to the To Update Current Batches Transactions section)
e Re-authorize transactions

e Delete transactions (refer to the To Delete Current Transactions section)

1. On the Main screen, select Current Batches | Error.
The Error Batch screen displays.

2. Select the link in the Card Data column for the transaction you want to re-authorize.

Uwrs A oand PTG Termmal
Error Batch
Talact b Mnition i3 fevew The S oielicn. detsh.

Hon-futhorized Transsoi o Hoports | Sesach | Fiter A

2 biea

* e : e e | oA e i Ry e AN | CV Toal | thespamna
|-_r:_'____.!7.___,-_'_-j..;____,_'_;;,__ raa Dot | e | a1 | sy | S B Oy S 1 ey | i) | st ) | i :JtaJ

r DOEOME  Credl Cerd Salm ATMETE) L AR LY M 2.4 DECUNED DVVT

r_ LoREM Credt Cand Sam ATAATE) 13 i LS 245 ANVALD TARD

[[Swec Al | [ Urisiect A1_| [ Debste Selbciea |
Transaction Goust: 2 Mel Amount- § 39030 Daplay: 26 =
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The Current Batches Error Response screen appears.

Document #VRM-0001-D

Transaction Detail

. Liser:
Paymint Type:
Transaction Type:
Transaction I0:
Date / Time:
Response:
hessage:

Approval Code:
AVS Response:

IR IS

Ship to Phone:

Usar Account Settings

Tarminal

Current Batches Error Response

This & the authorization responss information. Mote that all fields wizh an asterisk {7-{_} are required.

Clesil

CRECITCARD

SALE
AAATAD-C10E288C-0CEE-450B-BE23-D48AFFTEBDZD
QEMTR012 10:18:07 AM

HD

DECLINED

,r'"-m.umf-. f | f '

FiEo.

— —

l Lbdda] [Hu-h!huﬁ:a] ll:anc:ul J

3. Click Re-Authorize.

To View Current Batches Transaction Receipts

You can view receipts for all types of transaction that have receipts.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the options available.

3. To select the transaction type, do one of the following:

e Select Credit Card to display the Current Batches: Credit Card screen
e Select Debit Card to display the Current Batches: Debit Card screen

e Select Food Stamp to display the Current Batches: Food Stamp screen

e Select Cash Benefit to display the Current Batches: Cash Benefit screen

e Select Electronic Check to display the Current Batches: Electronic Check screen
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4. Select the link in the Card Data column for the transaction receipt you want to view.

The following example shows the Current Batches: Credit Card screen.

Lhar [ — Tarwaral

Current Batches: Credit Card

Select a indviacten b raviy The selbotation detels.

Current Opan frarsacton Deswemload | Meperts | Ssanch | Fine: Al -

4 Bievi
| s | e | e | e s s ni | St | 2 | 20 e |
i - i

TR SEal CORPORITICON PR, B3l 3 ik
o T IR MM CORPOSUTION R, m 5 133
i - - [ %] oy sgpre—— ] LT ]
I:I [= 21 B EEnS L EH FEFFIARD ELAOMTESRT  4——40 & B

[ Seect Al || Urmeiet W | [ Defete | [ Vol | [ Setto Feview | [ Resease J[ Pend |[ Urpend || Seftie Selscied |

Teardasdisn Coust & Mat Aeourt § £3.00 Daplay. 25 -

The system displays the details of the transaction in the respective screens as follows:

For this transaction type This screen displays

Credit Card Current Batches Credit Card Response
Debit Card Current Batches Debit Card Response

Food Stamp Current Batches Food Stamp Response
Cash Benefit Current Batches Cash Benefit Response
Electronic Check Current Batches Electronic Check Response
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The following example shows the Current Batches Credit Card Response screen.

I Ship to Fhon. [ N

[ Update | [ Repint | [ AddtoRecuming | [ View Recept | [ Void | [ Cancel |

User Account Settings Terminal
Current Batches Credit Card Response
This s the authorization response information. Nole that all fields with an asterisk Lﬁ-]‘ are required,

Transaction Detail
Usar: Clarci
Payment Type: CREDITCARD
Transaction Type: SALE
Transaction ID: AASTAE-SEDZTOS8-DABA-4058-A08E-52094TF28008
Date / Time: DE21/2013 D 14:02 AN
Response; Al
IMessage: APFROWAL
Approval Code: N14032
AV'S Responss:
Account Balanoce: 0.00
CardHolder IP:

[ Order Secbo - J
Account Data: | B R T I
Expiration Date{MMYY) |1214
Base Amgunt: IED,DD *
Tip Amount: I
A nit: falu]

N
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5. Click View Receipt.
Notes:

For transactions that do not have signature images associated with them:

The receipt displays with a blank cardholder’s signature line as follows.

HY' FESTRURRNT STORE
00 173400080 219006 11000

Dats: 062072005 02:04:02 AH

CRFEDIT CRED ZRLE
BB oFsRa] =H=T

CHRD MUBEER.: **++*+*+*++3003 K
BASE AMOUWT: $20.00

TIF BHOUNT:

TOTHL FHITNT:

RFFRONEL 0D : W1#052

EECORD #: oo

CLER¥ 1D: Clexkl

X

{CARDHOLDER 'S S1DHTURE}

Hi" EESTRUREAT $TURE
DOLTZAMD0E0 FLSO0E11000

Dats: 0EfILI2003 O 1402 A

CREDIT CRRD ZBLE
E=E=F=R=] H=T

CRRD NUMEER;; *+**+*++++3003
BASE RHOURIT: $20.00

TIF AHOUNT:

TOTRL FHOUNT :

FEFROVEL v WL4032

FECORD & : oo

CLERE ID: Cleskl

Castomer Copy

I AREFEE TO PAY THE AMWE TOTRL AMOUET
ACCORDING TO TE CRED [35UER AGCRERHENT
[(HERZJTHT AREEMENT IF REDIT WOUZEER)

Hepchane Copy

. S 4
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For transactions that have signature images associated with them:

e For Credit Card Sales, Force, Auth Only and Return transactions that have signature images
associated with them, and terminals set up with a signature capture device, the system
displays Yes in the Signature Present field.

e For receipts that have a signature image associated with it, the system displays the signature
image at the bottom instead of the cardholder’s signature line.

Speedy Retail
0010548510000000724904

Date: 09/26/2011 01:38:44 BM

CEELDIT CARD SRLE
E-E-P-R-I-N-T

CARD NUMBER: *#&%%%&%%&47597 K
TRAN RMOUNT: £3.00

BECCED #: ooz

CLERK ID: jwil

o

{CARDHCLDER'S 3SIGHMATURE}

I AGEEE TO PAY THE ABOVE TOTAL IZMOUNT
BCCORDING TO THE CARD ISSUER AGREEMENT
(MERCHANT AGREEMENT IF CREDIT VOUCHER)

® You can save the file to your local or a network drive (this allows the receipt to be uploaded
or used by other applications).
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To Re-print Current Batches Transaction Receipts

VirtualMerchant allows you to reprint transaction receipts. On the appropriate response page, click
Reprint.

The following example shows the Current Batches: Main Response screen.

Uigr Aceount Settingd Termunal
Current Batches Main Response
This s the authorzation response nfarmation. Note that al fields wieh an astersk (38) are required.
Transaction Detail
athorization Res |
LUser, bmitest
Payment Type: CREITCARD
Transaction Type: SAlE
Tiansaction iD; ASE34IAFOFIFIIG-21CO-ADBE-STAC-JCAFEDFEE4GA
Dated Tirng: DRI 0T AR AN
Response; AR
Messaga: APPROVAL
Approval Code: CWIBS0
AVE Response:
Accoun! Balance: 15.00
Sigmature Present Yoz
CardHolder IP:
Abtount Data: [ererrrrrrmioe
Expiration DateMUYY); 1222
Amount |11uu ®
' - CodE: 7 /
Ship to Phone. I_ i

(pde ) ((Fep) (Vo] ((Concd ‘

Notes:

¢  You must allow VirtualMerchant in the browser pop-up blocker in order for the receipt to show.

e If Serial Printer is selected as the Printer Type under the Printer options in the terminal profile, a
receipt is sent to the serial printer.

o If Parallel Printer is selected as the Printer Type, a separate window displays the receipt
information and the system prompts you to print the receipt.
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Viewing Current Batches Transactions

VirtualMerchant allows you to see your open transactions for various payment and transaction types.

To View Current Batches Transactions for all Payment
Types in One Batch

You can view open transactions together in one batch for the following payment types:

e Credit Card

e Debit Card

e E-Check

e Food Stamps
e Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.
2. Select Main to display the Current Batches: Main screen.

3. To view details of a particular transaction, select the Card Data link for the transaction details
you want to view.

Ehisr At imgrd] Radlidaps Norraral
Current Batches: Main
St Brarascio ko nidany B sehorinabon detade.
Cuirent Dpan Trsrasctiong. Dorerdngd | Report | Sasch | Rl .H- -;
# el
] L= i Cracl Cardt Sue [ty b e L]
0 Tt (Tt e S Lt ] s ¥
:J L i) Cruclii T Saiw e b [ 2 ] L
| St Crwd S Bl b et ] AT FESTCARD: ELRORTESY  4f———"—%T ¥ L5
[ Seea A | [ Urmsbect A | [ Vo | [ Sette Selected |
Trarsamos Tourt 4 Hal Amgurt 340 03 Crtplip 2& u-
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View Current Batches Transactions by Transaction Types

You can view transactions individually for the following transaction types:

e Error

e Auth Only
e Recurring
e Gift Card
e Main

e Imported Batches

To View Current Batches Error, Auth Only, Recurring, Gift Card and Main
Transactions

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:
e Select Error to display the Error Batch screen
e Select Auth Only to display the Authorization Only screen.
e Select Recurring to display the Recurring Installment Transactions screen
o Select Gift Card to display the Current Gift Card Activity screen

e Select Main to display the Current Batches: Main screen (Refer to the notes below)
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Notes:

e From Current Batches: Main, you can generate reports for the following transaction
types:

Credit

Debit

Food Stamp
Cash Benefit
Electronic Check

e To select the transaction type, do one of the following;:

Select Credit to display the Current Batches: Credit Card screen

Select Debit to display the Current Batches: Debit Card screen

Select Food Stamp to display the Current Batches: Food Stamp screen

Select Cash Benefit to display the Current Batches: Cash Benefit screen

Select Electronic Check to display the Current Batches: Electronic Check screen

3. To view details of a particular transaction, select the Card Data link for the transaction details

you want to view.

The following example shows the Current Batches: Credit Card screen.

Salert &

[T] A

Current Batches: Credit Card

T — Tariwahal

3 Py T b detaly

i il

Fl e
0 c
O s

Current Open franssckenm Dow=losd | Meports | Search | Finee- & -

I e el
L = 2 Bam

| g e | e | e

MAOSO0IY b CORPORNION  MOW B——K8t % 150
Sxe DTIINE DE-ad DORPCEATION MR, 5 200
L] [etrirar b 2 peT———t K Teum
fdw  GRINENE MRl PEATOMAD  ELAWMWTEST  ai———ie ¥ 18

| Select Al || Uirsedess A ||_DHAJLEJ|_HMMJ|MMJ[FW || Urpend || Seitis Selscind |

Tearmadion Coust & Mat Arsount 3 8300 Cemzimy. 25 -
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The system displays the details of the transaction in the respective response screens as follows:

For this transaction type This screen displays

Error Current Error Batches Response

Auth Only Current Batches Auth Only Response
Recurring Current Batches Recurring

Gift Card Current Batches Gift Card Response

Credit Card Current Batches: Credit Card Response
Debit Card Current Batches: Debit Card Response

Food Stamp Current Batches: Food Stamp Response
Cash Benefit Current Batches: Cash Benefit Response
Electronic Check Current Batches: Electronic Check Response
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The following example shows the Current Batches Main Response screen (for terminals that
have a signature capture device).

Uier Account Settingd Teraminal
Current Batches Main Response
This & the authorzation response nformation. Mote that al fields with an astersk (38) are required.
Transaction Detail
[
]
User, bmibest
Payment Type: CREOITCARD
Transaction Type: SMLE
Trangaction 1D ANAS4IAFOFSFO0E-01CO-4DBE-STAC-ICAFEDFEE4EA
Date f Tirne: 08252013 071851 AM
Response: A&
lessage: APPROVAL
Approval Code: CVIBS0
AVE Response:
Apcoun Balance: 15.00
[ Elﬁnnmrn Present Yoz
CardHalder IP:
Aptount Data: Id-?"'""“"‘ﬂﬂbB
Enplration DaleLIYY): 1222
Amount fise0 %
ﬁr Code: /

Note: For terminals that are identified as having a signature capture device for Credit Card Sales,
Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions.
The text YES is displayed with the transaction has a signature image associated with it.

For terminals identified as not having a signature capture device or transactions that are NOT
Sales, Force, Auth Only, Return, or E-Check the field is hidden.
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The following example shows the Current Batches Credit Card Response screen showing the
new DBA Name field.

Wsar Aciound Settngs Termwinal

Credit Card Sale Response

Ths & the sutharzation response nformation.  Note that al fields wih an astersk (3] are reqgured.

Transaction Detadl

User: Bimesy

Payment Type: CREDITCARD
Transaction Typa: SALE

Transacton 1D AAABAIE-41 DOCTFO-D00B -4 1ER-DBA4-BF | DZDEEBIES
Diate | Time: Q7087013 09 F3 55 AM
Response: Y

Mieteage: NFPRCAL

Appaoval Code. CAVI3ES

A5 Resporee

C\W2 Responsa: "]

Account Balance: 15.00

T
é__a.wm D8A* My DBA )

To View Current Batches Imported Batches Transactions

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Imported Batches to display the Imported Batches screen.

The Imported Batches screen displays the response data for a terminal sorted by Process Start
date and time, with the most recent file process listed first.

Lsar Accoust Settings Termanal

Imported Batches

Salect & hiripahie M 15 v e Feniacton delal.

Impoted Babohes 1 aem

-,..,,,.u e e S T e M e m

Cempiain Tl Copdn Casd | 130938 eI Lo BB ]

Dupley: 25 -
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Notes:
e Access to view batch information is dependent on your user rights and the configuration
of the terminal.

e The Display control sets the number of transactions displayed per page. The default
value is 25 but you can change it to 50, 75, 100, 250, 500, 750 or 1,000 records by means of
the drop-down list.

e If there are more transactions than are specified by the Display control, VirtualMerchant
displays navigation buttons in the title bar above the table. The left side of the title bar
displays the number of items currently shown.

3. To view the transactions in a specific batch response file, click Response File Name.

The Imported Batch Transactions screen displays the transactions.

Unatr AICeHint SEtsinge Terminal
Imported Batch Transactions
Thisa bt this Irkedactens preant in th batzh,
Souess File Hama  MyCWVBatchFile aw
Fila Type Cradii Cand
Ui 1D [
By CVBsAFile Direndaad
1 aes
e C | e e £ | o e ] | W Towe o e [ | 5 Code 1] | Jotl Ao ] | vt () | Meinage ) Fesssssn| o Code ]
8 naa L S marncnan, - 1] 550 ERROR  Cosdit Cicd Hurbar lovakd 5000
e fonce e DL 160 ERROR  Copcit Casd Humber lnvakd 000
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Downloading Current Batches Transactions

VirtualMerchant allows you to generate a download file of open transactions for various payments and
transaction types.

To Download Current Batches Transactions for All Payment
Types in One File

You can generate a download file of open credit card, debit card, e-check, food stamp, and cash benefits
transactions together in one batch.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. Select Download.

L [RrE . oarmarel

Current Batches: Main

Salect & trerascion ko revaw the scthorzation datads.

Cuatent Dpen Tranasctons. fﬁ-:l'hl Semich | Fier ' -:
4 derea
] D’ Crncil Cardl Saim Lz b (=5}
B8 el Cowt ey am R o
:-J Ciweic] Credat Tl Daw [tk ] (= 2o
B8 ot Crwst Cirdt S fte ] AT TESTCARD ELACHTESY

| Seect A || Uresiect A ||| Wosd || Setie Selected |

Trasgagias Court 4 Hel Amgurt 340 D3 Criplap E -

The Download screen appears.

User Account Settings Terminal

Download

Sellect the desired download format.

Reporting Options

Sort On: User ld -
Specify the downlead text file type: ‘Comma-Delimited -

Indlude text gualifier (double guote -™ )
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4. To sort Main batches, in the Sort On drop-down list, select one of the following options to
specify the field the data will be sorted by in the download:

o Userld
e Transaction Type
e Card Desc

e Amount

e Transaction Date and Time
e Card Data

e Invoice Number

e Server ID

e ShiftID

Note: Server ID and Shift ID are available only for terminals with a market segment of Service.
5. In the Specify the download text file type drop-down list, select one of the following options to

indicate the type of file for the download to generate:

e Comma-Delimited
e Tab-Delimited
e XML

Notes:

¢ Comma-Delimited - generates a Microsoft Excel worksheet that you can open in a new
Internet browser window or save to a specified directory.

e Tab-Delimited - generates a Microsoft Excel worksheet that opens in Microsoft Excel.

e XML - generates an XML document that opens in a new Internet browser window.

6. Select the Include text qualifier (double quote —*) check box to add quotation marks around the
downloaded fields.

Note: This option is available when Comma-Delimited or Tab-Delimited are selected as the file
type.
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7. Click Download File.

The File Download prompt displays to confirm if you want to open or save the file download.

Opening DetailReportCommaDelimited.csv ﬁ

You have chosen to open:

El] petailReportCommaDelimited.csv
which is & Microsoft Excel Cornma Separated Values File
frome https://10.164.136.53

What should Firefox do with this file?

©Open with | Microsoft Excel (default)

) saveFile

[[] Do this autematically for files like this from now on.

oK | Cancel

b

8. If you click Save, specify the Location and File Name in the Save As window that displays.

9. Ifyou click Open, the downloaded information displays in a new browser window.

Note: For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions,
downloads include a Signature Indicator field to identify transactions with signature

attached.

To Download Current Batches Transactions Individually

You can generate individual download files of open credit card, debit card, e-check, food stamp, or cash
benefits transactions.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the options available.
3. To select the transaction type, do one of the following:
e Select Credit Card to display the Current Batches: Credit screen.
e Select Debit Card to display the Current Batches: Debit screen.
e Select Food Stamp to display the Current Batches: Food Stamp screen.
e Select Cash Benefit to display the Current Batches: Cash Benefit screen.
Select Electronic Check to display the Current Batches: Electronic Check screen.
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4. Once you have the correct information in the table for the download, select Download.

The following example shows the Current Batches: Credit Card screen.

[ T3 A aual Rerlags Tmmrimral

Current Batches: Credit Card -

Galal @ b Py Tt detaly.

Eurrent Open franssckans Iupare‘: Search | Fite: A -
] o e e | e | | s ) s | Bty i S0 e |
Gam

B L=l I Phal  CDRPOSETICN Fm, Bor=———ad 3 hLi-
[ cwa Sum WIS MM CORPOSEION BT, S S "R
0 cea Eaim ohdsatnd  oaad Sy [ =M
B L=} 2] Ry e FERFCARD ELAONTERT =% & L1

[ Seect A |[ Urasiect W | [ Delete | [ Voud || Setto Review || Restase |[ Pend || Urpend || Seftie Ssecied |

Timriaticn Coust & Mak Amourd § &350 Oamtlay. 25 -
The Download screen appears.
User Account Settings Terminal
Download
Select the desired download format,
Reporting Options
Sort On: Uszer i -
Specify the download text file type: Comma-Delimited
Include text qualifier {double quote -™ )

5. Follow Steps 4 to 9 in the To Download Current Batches Transaction for All Payment Types in
One File section.
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To Download Import Batches Transactions

VirtualMerchant allows you to export the response files generated from the imported batches for credit

card transactions or recurring/installment transactions.

1.

© Elavon, Incorporated 2013. All Rights Reserved

On the Main screen, select Current Batches | Imported Batches.

The Imported Batches screen displays the response data for a terminal sorted by Process Start

date and time, with the most recent file process listed first.

Document #VRM-0001-D

Lisar Acoount Settings Termanal

Imported Batches

Salect & hiriponie B 1o vew the ramecton delals.

Impored Batches 1 tem

mmmmnmmﬂmm—m

Compiate Tl f - plepa]s ] 1018 (= ratroyh DEaa e

T —

To view the transactions in a specific batch response file, click Response File Name.

The Imported Batch Transactions screen displays the transactions.

Imported Batch Transactions
Thica bt this inksdectesd fdianl in D batch,

Souess File Hama  MyCWVBatchFile aw

Fila Type Cradil Tand
ke 1D f=t T 0
ByCVESHRFile Diorwndaad

mmmmmmmm“

- e 111 550 ERAROR  Cosdit Cied Hurbat i8vakd
114 e B m——fa1d 300 ERROR  Credi Casd Humber loyakd 5000
== ] St 100 ERADA  Copdit Cand Kumber nvald b
Temsaactian Count 3 Caplsr 25
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3. Click Download to generate a download file of the transactions in the associated batch file.

The Download screen appears.

User Account Settings Terminal

Download

Selert the desired download format.

Reporting Oplions

Sort On: User id -
Specify the download text file type: Comma-Delimited -

Include text qualifier (double quote -™ )

Downdoad File

4. 1If you wish to sort the transactions, in the Sort On drop-down list, select from the following
options on which to sort the transactions in the download file:
o Item
e Trans Type
e Trans Date and Time

e Card Data

e Amount

5. In the Specify the download text file type drop-down list, select one of the following options to
indicate the type of file for the download to generate:
¢ Comma-Delimited
e Tab-Delimited
e XML

¢ Comma-Delimited - generates a Microsoft Excel worksheet that you can open in a new
Internet browser window or save to a specified directory.

e Tab-Delimited - generates a Microsoft Excel worksheet that opens in Microsoft Excel.

e XML - generates an XML document that opens in a new Internet browser window.
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6. Select the Include text qualifier check box to add quotation marks around the downloaded field
values.

Note: This option is available when Comma-Delimited or Tab-Delimited are selected as the file

type.

7. Click Generate Download.

The File Download prompt displays to confirm if you want to open or save the file download.

Opening DetailReportCommaDelimited.csv ——

You have chosen Lo open:

2] DetailReportCommaDelmited.cov

whichis & Microsoft Excel Cornma Separated Values File
from: https:/10.164.136.53

What shiould Firefox do with this file?

© Open with | Microsoft Excel (default) -

([0 Save File

[7] Do this automatically For files like this from now on.

0K ] Cancel

8. If you click Save, specify the Location and File Name in the Save As window that displays.

9. Ifyou click Open, the downloaded information displays in a new browser window.

Notes:

When the download file is opened, the following data is listed in the following order before the
transaction data:

¢ Response File Name - the name of the response file.

¢ File Type - the type of the file, Credit Card or Recurring Installment.

e User ID - the user who imported the file.

e Terminal Name - the terminal friendly name.

e Detail report sorted by - the field the user chose to have the transactions sorted by in the
file.

e Created on mm/dd/yyyy hh:mm:ss am/pm - the system date and time when the file was
created.
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Generating Reports for Current Batches
Transactions

VirtualMerchant allows you to generate the following reports on open transactions:

e Detail
e  Detail with subtotals

e Summary

The Reports link allows you to use current batch data to generate reports. You can generate reports for
your open transactions for various payment and transaction types.

To Generate Reports for Current Batches Transactions for
all Payment Types in One Batch
You can generate a report of open credit card, debit card, e-check, food stamp, and cash benefits
transactions together in one batch.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. Select Reports.

Bhisr ki L] Harpmiral

Current Batches: Main

St & tranascton in e e sothoroston deinin

Cismest Dpen Traasctons D..l-r.n:.-.-l:ﬂjr.hlr 3 L
4 ferea
j L= i) Cracil Cord Saw [ty b L= &} (= SR, age=—r————)an3 = 1250
[ s Cowil Cowin Cand i eaNEl e CORPORATICN O, By 1 12
:J L= 3 Credit Card Saw 08202213 L= 2% Agree—— LS 0
] Cwil Crest Caed i L] LT TESTCARD: EUBGHTEST  df———pinl B [
[ Sdect A | [ Urmebect A1 | [ Vosd | [ Setie Selected |
Trasssoion Curk 4 Mel Amgurt: 3 40 D Criplayp [
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The Reporting screen displays.

User Account Settings Terminal

Reporting

Enter the desired reporting criteria.

Reporting Options

Sort On: Usger 1d -
Report Type: | Detail -
View As: Browser «

Generate Report ][ Reset ]

4. In the Sort On drop-down list, select one of the following options to specify the field the data

will be sorted by:
o Userld
e Transaction Type
e Card Desc

e Amount

e Transaction Date and Time
e Card Data

e Invoice Number

e Server ID

e ShiftID

e Tip Amount

Note: Server ID, Shift ID and Tip Amount are available only for terminals with a market
segment of Service.
5. In the Report Type drop-down list, select one of the following:

e Detail
e Detail w/Subtotals

e Summary
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Notes:

e Detail - generates a detailed report of the transaction data.

e Detail w/Subtotals - generates a detailed report with subtotals of the number and
transactions and total amount.

e Summary - generates a summary for the transactions based on the Sort On selection.

o If the Sort On selection cannot be used to create a Detail w/Subtotals or Summary
report, the system displays a notification message.

| Message fram webpage é‘
& Wou can not choose Summary or Detail W/ Subtotal for this Sort on
g_ll choice

6. Select a format from the View As drop-down list for the report.

Notes:

¢ Browser - displays the report in the VirtualMerchant browser. Once the report is
displayed, you will be able to use the print icon to print a friendly format of the report or
the CSV icon to display the report in a comma separated value (CSV) file format. Both
icons will appear on the far right of the report at the top and bottom of the report.

e CSYV - formats the report as comma-separated values. The system prompts you to Open
or Save the report in the same manner as a Download File option under the download
link.

7. Click Generate Report.

The report generates.

Note: For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, the
Detail and Detail with Subtotals reports include a Signature Indicator field to identify
transactions with signature attached.
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To Generate Reports for Current Batches Transactions by
Transaction Types
You can generate reports for the following transaction types:

e Error
e Auth Only
e Recurring

¢ Main

1. On the Main screen, select Current Batches to display the current batches options.
2. To select the transaction type, do one of the following:

e Select Error to display the Error Batch screen.
e Select Auth Only to display the Authorization Only screen.
o Select Recurring to display the Recurring Installment Transactions screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:

¢ From Current Batches: Main, you can generate reports for the following transaction

types:
o Credit
e Debit

e Food Stamp
e (Cash Benefit
e Electronic Check

e To select the transaction type, do one of the following;:

e Select Credit to display the Current Batches: Credit screen.

e Select Debit to display the Current Batches: Debit screen.

e Select Food Stamp to display the Current Batches: Food Stamp screen.

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

e Select Electronic Check to display the Current Batches: Electronic Check screen.
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3. Select Reports.

The following example shows the Current Batches: Credit Card screen.

Document #VRM-0001-D
Managing Unsettled Transactions (Current Batches) | Generating Reports for Current Batches Transactions

User Termimal

Current Batches: Credit Card

Salect a trensaction to review the authorzation detaks.

Sale DEMERITI 1104 =y

| setectan |[ Unselectan | [ Setto Review || Release || Pend || Unpend |

Transactson Count: 1 Het Amount- § 12.00

(1 PP L L e L e L LB [

Curmrent Open Transactions Du:uwntund Search | Filer: AN

Display:

R

12.00

The Reporting screen displays.

User Account Settings Terminal

Reporting

Enter the desired reporting criteria.

Reporting Options
Sort On: Uger Id -
Report Type:  Detail -
View As: Browser

Generate Report ][ Reset ]

4. Follow Steps 4 to 7 above in the To Generate Reports for Current Batches Transactions for all

Payment Types in One Batch section.
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Searching for Current Batches Transactions

VirtualMerchant allows you to search for open transactions for various payment and transaction
types.

To Search for Current Batches Transactions for all Payment
Types in One Batch

You can search for open transactions together in one batch for the following payment types:

e Credit Card

e Debit Card

o E-Check

¢ Food Stamps
e Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.
2. Select Main to display the Current Batches: Main screen.
3. Select Search.

Bl Aiv g Sadlisars Farmaral

Current Batches: Main

Sadect 5 brarasction io review B suthorosion detal.
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| [ Cracil St Sam g T
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Trarsaoas Tourt 4 Hal Amgurt 340 02 Crtplip -25 ..
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The Transaction Search: Main screen displays.

User Account Settings Terminal

Transaction Search: Main

Enter the transaction search criteriz.

Search Criteria

Date From{hADDAYYYY format) I

Date To{MMDDAYYY format) I

Account Number I

Expiration Date (MWMYY) I

Amount equal to - |
Payment Type Al -

Transaction Type Al -

User ID

Transaction ID

Last Name

Invoice Number

|
|
First Mame I
|
|
|

Customer Code

([Search ) [(Reset ] ([Cancel ]

4. Enter the transaction values to search for specific transactions.

The search results display.

To Search for Current Batches Transactions by Transaction
Types

You can search for transactions for the following transaction types:

Error
Auth Only
Recurring
Gift Card
Main

On the Main screen, select Current Batches to display the current batches options.
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2. To select the transaction type, do one of the following:

e Select Error to display the Error Batch screen.

e Select Auth Only to display the Authorization Only screen.

o Select Recurring to display the Recurring Installment Transactions screen.
o Select Gift Card to display the Current Gift Card Activity screen.

o Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:
e From Current Batches: Main, you can search for the following transaction types:

o Credit

e Debit

e Food Stamp

o  Cash Benefit

e Electronic Check

e To select the transaction type, do one of the following:

o Select Credit to display the Current Batches: Credit Card screen.

o Select Debit to display the Current Batches: Debit Card screen.

¢ Select Food Stamp to display the Current Batches: Food Stamp screen.

o Select Cash Benefit to display the Current Batches: Cash Benefit screen.

o Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Click Search.

The following example shows the Current Batches: Credit Card screen.

[ Aol SelTag Terwanal

Current Batches: Credit Card

Sl @ T W Frvaey The ot detels,
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The respective screen displays as follows:

Document #VRM-0001-D

For this transaction type

This screen displays

Error Transaction Search
Auth Only Transaction Search
Recurring Transaction Search
Credit Card Transaction Search: Credit Card
Debit Card Transaction Search: Debit Card
Food Stamp Transaction Search: Food Stamp

Cash Benefit

Transaction Search

: Cash Benefit

Electronic Check

Transaction Search

: Electronic Check

Gift Card

Transaction Search
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The following example shows the Transaction Search: Credit Card screen

User Account Settings

Enter the transaction search criteria,

Search Criteria

Transaction Search: Credit Card

Terminal

Date From{MMDDAYYY format)

Date ToMRBDDAYYY format)

Account Number
Expiration Date [MMYY)
Amount

Transaclion Type

I
I
|
—

User ID

Transaction |D

First MName

Last Mame

Inwvoice Number

Customer Code

|
|
I
|
|
|

[ Search || Reset || Cancel |

4. Enter the search criteria to search for specific transactions.

5. Click Search.

The search results display on th

e respective screen as follows:

For this transaction type This screen displays

Error Error Batch

Auth Only Authorization Only

Recurring Recurring Installment Transactions
Credit Card Current Batches: Credit Card
Debit Card Current Batches: Debit Card

Food Stamp Current Batches: Food Stamp
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For this transaction type This screen displays

Cash Benefit Current Batches: Cash Benefit
Electronic Check Current Batches: Electronic Check
Gift Card Current Gift Card Activity

Note: Click Reset to clear the values or Cancel to abandon your search activities.

Filtering Current Batches Transactions

You may not want to see every transaction in the current batch. You can filter the batches so that only
transactions that meet the selected criteria appear in the list. Virtual Merchant allows you to filter your
open transactions for various payment and transaction types.

To Filter Current Batches Transactions for All Payment
Types in One Batch
You can filter open transactions together in one batch for the following payment types:

e Credit Card

e Debit Card

e E-Check

¢ Food Stamps
e Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.

Lhar Airieeed Samlitggs  Tarmirs ]
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2. On the Current Batches Main screen, select option from the Filter drop-down list:

All

Pending
Unpended
Review
Purchase
Sale

Return

Force

Force Purchase
Force Return
Void

Reversal

To Filter Current Batches Transactions by Transaction
Types

You can filter batches from the following transaction types:

Error

Auth Only
Recurring
Gift Card

Main

On the Main screen, select Current Batches to display the current batches options.

To select the transaction type, do one of the following:

Select Error to display the Error Batch screen

Select Auth Only to display the Authorization Only screen

Select Recurring to display the Recurring Installment Transactions screen
Select Gift Card to display the Current Gift Card Activity screen

Select Main to display the Current Batches: Main screen. Refer to the notes below
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Notes:

e From Current Batches: Main, you can generate reports for the following transaction
types:

Credit

Debit

Food Stamp
Cash Benefit
Electronic Check

o To select the transaction type, do one of the following:

Select Credit to display the Current Batches: Credit Card screen.

Select Debit to display the Current Batches: Debit Card screen.

Select Food Stamp to display the Current Batches: Food Stamp screen.

Select Cash Benefit to display the Current Batches: Cash Benefit screen.

Select Electronic Check to display the Current Batches: Electronic Check screen.

The following example shows the Current Batches: Credit Card screen.
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3. Select the Filter option in one of the following ways:

Document #VRM-0001-D

For this batch/transaction type | Select one of the following options:
Error o Al
e Recurring
e Installment
e Purchase
e Sale
e Return
e Force
e Force Purchase
e Force Return
e Void
e Reversal
Auth Only o Al
e Pended
e Unpended
e Review
Recurring o All
e Expired Exp Date
e  Expired Last Month
e  Expired This Month
e  Will Expire Next Month
e  Expired Contracts
e Recurring
e Installment
Gift Card o All
e Credit
e Activation
e Reload
e Card Return
¢ Redemption
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For this batch/transaction type

Select one of the following options:

Credit

All
Pending
Unpended
Review
Sale
Return
Force
Void

Debit

All
Purchase
Return
Void

Food Stamp

All

Purchase

Return

Force Purchase
Force Return
Void

Cash Benefit

All
Purchase
Void

Electronic Check

All
Purchase
Reversal

The system filters the batch list to show only transactions of the type you selected.
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Settling Current Batches Transactions

The Settle function allows you to send a batch of previously authorized transactions for settlement to the
network. This option can be done manually or you can configure the terminal to automatically settle
transactions at a specific time each day.

You can settle transactions for the following transaction types:

e Main
e Gift Card

To Settle Main Transactions

1. On the Main screen, select Current Batches| Main.
The Current Batches: Main screen displays.
2. To select the transaction type, do one of the following:

o Select Credit Card to display the Current Batches: Credit Card screen

e Select Debit Card to display the Current Batches: Debit Card screen

e Select Food Stamp to display the Current Batches: Food Stamp screen

e Select Cash Benefit to display the Current Batches: Cash Benefit screen

o Select Electronic Check to display the Current Batches: Electronic Check screen

3. Select the check box by the transactions you wish to settle.

The following example shows the Current Batches: Credit Card screen.

User Acrount meibings Totrideil

Current Batches: Credit Card

SeldT A IFfSacTon 10 firvitw the sutharzaton detal.
Current Open Trantactions Deownload | Reperts | Search | Filler: Al -

1 kam

(| Lner Tran | Tran Tran- | Tran First Laat | | Eneypo | AWS | CWWE Ta
Ej-ﬂ’bdf.iﬁﬂl-uﬂﬂ? | Cate[} | Tme | rama[3 | s I:il.]'-"""'ﬁi;.:,.‘.':jn}_'u-’?""‘ln";:l'-’.“%5}_: Amount [J
L ("]

Bl il Pascdled Sale ST0a13 40 T — 008 1500

Sewct Al | [ Unseled Al [ Deiete | [Woid | [ Setio Rewew | [ Release | [Pend | [Unpend | Sefiic Seiected )

Transachon Count 1 Hel Amount. 5 15.00 Dhzplay 25 -
Lz
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The Settle Batches Confirmation screen displays the total number of transactions currently
submitted for settlement.

User Account Settings Terminal

Settle Batches Confirmation

You are about to process the following items.

Credit card Sale Transaction{s) 1

[ Submit ] [ Canced ]

4. Click Submit.
The Settled Activity screen appears. VirtualMerchant submits all currently selected transactions
for settlement.
Notes:

e DPended or Set to Review transactions are not included in this process.

e To see the transactions you just settled, click on the Settled Date link as shown below.

Ugef Account Settngs Tedminal
Settled Activity
Select the batch to rovew
Laled Batch Activing Dowwrmslosd | Repons | Saarch
M Maldn W[4]1 20k )]
['i‘f’-ﬁ"‘.&i:‘.?.“"331':'??”.'-:-3'T]I! f:’f: ed Date[] | 'Hed Cosnt[3 i.'."F.'.":-'.'.".!E! = i M—I el : "."".'-T'??“.'-.“.-".'J!—I 5| 'Z.'Tf-f'.%".—'.f':']_';_i-']
VoD G VDD X135 155508 19,01 55 & (1] & a ]
Lal] 38 TEST DAGPFED BG5S D7 " (28] ) 2 )
vao GE VDD 20130304 30504 0k 02 Y [ ] (-1 ] a B
w411 20
Baich Count: 8 Mol SAmcont- 272 00 DHsplay, 25 =
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The transactions display.

Document #VRM-0001-D

[ FAuopnEs BTG T ermenal

Settled Activity

Saiect tha batch bo review

o = Seified  Crecid Card Sae W20 b ]

Tramacticn Counk T Mel Amount 5 2.00

&E TE AT DROPPED Devniomd | Feports | Search | Fiie: Al -

RS
Sf—————321] X

Eﬁ
£

Caplay; |25

To Settle Gift Card Transactions

The Gift Card link allows you to handle transactions placed in the Gift Card batch. The Gift Card batch
consists of the current transactions that have not been submitted for settlement and includes:

e Redemption transactions
e Credit transactions

e Activation transactions

e Reload transactions

e Card Return transactions

1. On the Main screen, select Current Batches| Gift Card.
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The Current Gift Card Activity screen appears.

User Account Settings Terminal

Current Gift Card Activity

Select the gift card transacton to review.

Gift Card Transactions Download | Reports | Search | Filter: All

1 tem

Cad I.-Jjw ar ' otal Amo
s 0 0 anpated) | o0 | CardDatal) s 0
oo Clerk1 Redemplion DER4Z2013 10:02 eI G K 10,00

Setle All

Transaction Count: 1 Net Amount: § 10.00

2. Click Settle All.

The Settle Batches Confirmation screen displays the total number of transactions currently
submitted for settlement.

User Account Settings Terminal

Settle Batches Confirmation

You are about to process the following items.

Credit card Sale Transaction{s) 1

[ Submit ] [ Cancel ]

3. Click Submit.
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Managing Current Batches Recurring and Installment
Transactions

The Recurring link allows you to handle transactions placed in the Recurring batch. The Recurring batch
consists of the current transactions that have not been submitted for settlement and includes credit card
Recurring and Installment transactions.

You can perform the following functions on transactions found in the Recurring batch:

e Update transactions (refer to the To Update Current Batches Transactions section)
e Delete transactions (refer to the To Delete Current Batches Transactions section)

e View previous transactions

e Submit selected transactions for payment

¢ Remove expired transactions

e Add transactions to a recurring batch as recurring or installment

To View Previous Recurring and Installment Transactions

VirtualMerchant allows you to view previous recurring and installment processing details.

1. On the Main screen, select Current Batches|Recurring.

The Recurring Installment Transactions screen displays all recurring and installment.

Lser Account Settimgs Terminal

Recurring Installment Transactions

Selet 3 tAnsaction b revew the detais.

Recurring Installment Transaclions Reports | Search || Filter: All -

& e

- 55 [

S I Last. Tottl | pam | poes
Tran | FrstMame | 0 a0 o Amount | Doy Payment
e e e e e R s

O] Chil  DBAZIM3  GTHRENI3 Q8NN3 Returing CORPORATION  NOVA  GQ==sssgoy 500 MOHTHLY 1

U] o0d38s 1220020 124202020 OSMA2003 inskalmend Sid Fal 4TS REL 000 AMNUALLY 2el3
:l HH3SE  12MAT020 13EE) Inataliment Sid Fal qrm——ng5h 000 ANNUALLY Dald
: GOI3EE  I2NAT020 10 lratalment S Pai grm—EE 1000 ANNUALLY Del3

i Select All ][ UnsalactAll ][ Submit Selected HRanve-EmirBd ][ Dralata ]

Transaction Count: 4 Dusplay: 25 -

2. To view a specific transaction, click Card Data for that transaction.
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The Current Batches Recurring screen displays the transaction details.

User Account Settings

Terminal

Current Batches Recurring

Enter the Information For this transaction Note that all fields with an astersk () are required.

Ship to County.
Ship to Phone:

Recurring

Order Sectior

Recurring Transaction Type: RECURRING

Account Data: |5ll' FERZEXEEZIN03 ¥

Recurring ID; ARATAD-7CCA9SEC-BA00-48A1-B7BE-556305CA0B4T

Expiration Diata(MiYY): 1222 ¥

Amount: IE.nn— #*

Customer Code: |

Sales Tax

Invoice Number: |

Start Date: 06/12/2013

Billing Cycle: Monthly = ¥
[CILast day of month

Next Payment Date: [o77izrz015 [ %

W

Please . —auntry

| Update | | LogFile | | Cancel |
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3. Click Log File.

The Previous Recurring Activity screen appears.

User Accounk Settings Terminal

Previous Recurring Activity

View the préevisus recurring [ instalment processing detads.

Recurring Transactions 1 kem

Trm Dt Data [ Tral Tm
.ﬁ.ll'lﬂ.rl l Ll f

nanm: 402 SO0y RECURRMG MORTHLY DEM2E0M3  GB TEST DROFPED
Display: 25 =
Caneal

When viewing the previous recurring or installment processing details, VirtualMerchant allows
you to choose how many transactions to display from the following values: 25 (default), 50, 75,
100, 250, 500, 750, and 1000.

To Submit Recurring and Installment Transactions for
Payment

The Submit Selected function sends the selected recurring or installment transaction from your recurring
batch for a Sale authorization. Once a transaction has been submitted, the payment number will increase.

1. On the Main screen, select Current Batches|Recurring.

The Recurring Installment Transactions screen displays.

2. Select the check box for the row that contains the transaction to submit for payment.

User Account Settings Terminal

Recurring Installment Transactions

Selact a tansaction to review the detals.

Reseurring Installment Transactions Reports | Search | Filter:  All -
EE-H--H--
Type [J Cycle
pEM2EE3 oTH2R2M3 sENARd mecuni'lg CORPORATION HONTHLY
12M2E00 1222030 05032013 dre——— GEE 10.00 ANHUALLY Zo13
El G386 12M2E020 132020 Inesta Brrezrid S Fal dem——nrl 10,00  ARHUALLY o3
|:| o386  12M2R0E0 1322020 Insba Bresrrl Sd Pal dre——— G 10.00 ANHUALLY Gof3

[ selectan | [ Unsetectan || SubmitSelacted || Remove Expired | | Delate |

Transaction Count: 4 Desplay: 256 =
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3. Click Submit Selected.

4. The Batch Response screen appears.

User Account Settings Terminal

Batch Response
This page shows the Batch response information.

Authorize Transactions: 1

Declined Transactions: 0

Error Transactions: 0

The Settled Gift Card Activity screen appears.
User fcoount Settings Termimal
Settled Gift Card Activity
Select the Gift Card batch bo review,
Settled Gift Card Activity Download | Reports | Search
Batehs — Hat
{;EQJ) ] Eount lt I!cdem J.':r .ﬂ.urmm:
I7ESE1ZE EGC BATCH SETTLED 20M3-05-24 100631 1 10.00 1 (]
ITH4042T EGC BATCH SETTLED  2013=06-20 0300034 1 1000 1 1]
Batch Count: 2 Met Amount: $20.00 Display: 26 -

VirtualMerchant submits all currently selected transactions for settlement
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To Remove Expired Installment Transactions

This function permanently removes all installment transactions that reached their total payment number
and have no more scheduled payments to run from the Recurring Batch. Once a transaction has been
removed it cannot be recovered.

1.  On the Main screen, select Current Batches|Recurring.

The Recurring Installment Transactions screen displays.

2. Click Remove Expired.

[ selectail | [ UnseleciAn | | SubmitSelected [| Remove Expired [| Delets |

Transaction Count: 4 Display: 25 =

The system removes the transactions that have reached their total payments and will no longer
run, and reduces the transaction count.

SelectAll H Unsalect Al H Submit Selected ” Remove Expired H Delele ]

Dislay: 25~

To Add Transactions to a Recurring Batch as Recurring

You can add transactions to a recurring batch as recurring for the following transaction types:

e Auth Only

e Main

1. On the Main screen, select Current Batches to display the current batches options.
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2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:

e From Current Batches Main, you can add transactions for the following transaction types:

o Credit

e Debit

e Food Stamp

e (Cash Benefit

e Electronic Check

e To select the transaction type, do one of the following:

e Select Credit to display the Current Batches: Credit Card screen

e Select Debit to display the Current Batches: Debit Card screen

e Select Food Stamp to display the Current Batches: Food Stamp screen

e Select Cash Benefit to display the Current Batches: Cash Benefit screen.

e Select Electronic Check to display the Current Batches: Electronic Check screen

3. Select the link in the Card Data column for the transaction you want to add.

The following example shows the Current Batches: Credit Card screen.

[=n [ — Tarmanal

Current Batches: Credit Card

Sl b T 0 fviey T aahotaation detels.

Current Opsn frams st

4 Bva

Doweload | Reperts | Ssarch | Fine: &l -

L3 o v el s ] g ks | N S 7 S o B |
[ - Sim Lrroii Ml CORPORUTCN L ] % Ll
e Sxs WIVFNE WM DORPOSUTION MR, 5 200
1w Saa [ T R Sorrr—g) K 1
| [= i Gam EEnS LR H FESFLARD ELRAOMTEST =100 3 L1

[ Select Al || Urneiect W | [ Defete | [ Voed | [ Setto Review | [ Resease | Pend |[ Urpend || Seftie Selecind |

Tesrapdizn Coumt 4 Mab Amourd '3 8300

Demzimy. 25 -

The system displays the details of the transaction in the respective screens as follows:

For this transaction type This screen displays

Auth Only Current Batches Auth Only Response
Credit Card Current Batches Credit Card Response
Debit Card Current Batches Debit Card Response
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For this transaction type This screen displays

Food Stamp Current Batches Food Stamp Response
Cash Benefit Current Batches Cash Benefit Response
Electronic Check Current Batches Electronic Check Response

The following example shows the Current Batches Auth Only Response screen.

User Account Settings Terminal

Current Batches Auth Only Response

This is the authorization response information. Note that all fields with an asterisk (32} are required.

Transaction Detail

User: Clerk1

Payment Type: CREDITCARD
Transaclion Type: AUTHOMLY

Transaction 1D ARATAD-163D4EAE-ED45-4D1F-B4AT-4D 8756444669
Date / Time: 06/24/2013 12:06:36 PM
Response: BA

Message: APPROVAL

Approval Code: MOB032

AVS Response:

Account Balance: 0.00

CardHolder IP:

Account Data: |5U""‘"‘“"‘"‘“3003
Expiration Date(MMYY). |12 14
Amount: |20.00 #*

[ Update ] I Reprint | | Add to Recumring ] [ View Receipt | | Convertto Sale | | Cancel ]

4. Click Add to Recurring.

The Add to Recurring Batch screen displays.
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Select Recurring from the Recurring Transaction Type drop-down list.
Select YES or NO from the Skip Payment drop-down list, if necessary.
Enter the Amount for the transaction.

Enter Customer Code, Sales Tax, Invoice Number and Description, if necessary.

Note: If prompted for sales tax, the tax must be included in the Amount and then entered in the

Sales Tax field.

9. In the Billing Cycle drop-down list, select one of the following:

e Daily

e  Weekly

e Bi-Weekly

e Semi-Monthly
e Monthly

e Bi-Monthly

e Quarterly

e Semester

e Semi-Annually
e Annually

e Suspended

10. Enter the Number Of Payments.

11. Enter the Next Payment Date or click the calendar icon and select from the calendar tool.

12. Enter or select any of the remaining optional fields as desired.

13. Click Add.

The Add to Recurring Batch Response screen displays the information you entered.

To Add Transactions to a Recurring Batch as Installment

You can add transactions to a Recurring Batch as Installment for the following transaction types:

e Auth Only

e Main

1. On the Main screen, select Current Batches to display the current batches options.
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2. To select the transaction type, do one of the following:

e Select Auth Only to display the Authorization Only screen.

e Select Main to display the Current Batches: Main screen. Refer to the notes below.

Notes:

e From Current Batches Main, you can add transactions for the following transaction types:

o Credit

e Debit

e Food Stamp

e (Cash Benefit

e Electronic Check

e To select the transaction type, do one of the following:

e Select Credit to display the Current Batches: Credit Card screen

e Select Debit to display the Current Batches: Debit Card screen

e Select Food Stamp to display the Current Batches: Food Stamp screen

e Select Cash Benefit to display the Current Batches: Cash Benefit screen

e Select Electronic Check to display the Current Batches: Electronic Check screen

3. Select the link in the Card Data column for the transaction you want to add.

The following example shows the Current Batches: Credit Card screen.

[=n [ — Tarmanal

Current Batches: Credit Card

Sl b T 0 fviey T aahotaation detels.

Current Opsn frams st

4 Bva

Doweload | Reperts | Ssarch | Fine: &l -

{5 B B | G| S5 | i s | B S | S sl | | R |
[ - Sim Lrroii Ml CORPORUTCN L ] % Ll
e Sxs WIVFNE WM DORPOSUTION MR, 5 200
1w Saa [ T R Sorrr—g) K 1
| [= i Gam EEnS LR H FESFLARD ELRAOMTEST =100 3 L1

[ Select Al || Urneiect W | [ Defete | [ Voed | [ Setto Review | [ Resease | Pend |[ Urpend || Seftie Selecind |

Tesraadizn Courl &

Mab Amsord § 8300 Danplay. 25 -

4. The system displays the details of the transaction in the respective screens as follows:

For this transaction type This screen displays

Auth Only Current Batches Auth Only Response
Credit Card Current Batches Credit Card Response
Debit Card Current Batches Debit Card Response
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For this transaction type This screen displays

Food Stamp Current Batches Food Stamp Response
Cash Benefit Current Batches Cash Benefit Response
Electronic Check Current Batches Electronic Check Response

The following example shows the Current Batches Auth Only Response screen.

User Account Settings Terminal

Current Batches Auth Only Response

This is the authorization response information. Note that all fields with an asterisk (32} are required.

Transaction Detail

User: Clerk1

Payment Type: CREDITCARD
Transaclion Type: AUTHOMLY

Transaction 1D ARATAD-163D4EAE-ED45-4D1F-B4AT-4D 8756444669
Date / Time: 06/24/2013 12:06:36 PM
Response: AR

Message: APPROVAL

Approval Code: MOB032

AVS Response:

Account Balance: 0.00

CardHolder IP:

Account Data: |5U"'“’" i 111k 3
Expiration Date(MMYY). |12 14
Amount: |20.00 #*

Update ] I Reprint | | Add to Recumring ] [ View Receipt | | Convertto Sale | | Cancel ]
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5. Click Add to Recurring.
The Add to Recurring Batch screen displays.
Select Installment from the Recurring Transaction Type drop-down list.
Select YES or NO from the Skip Payment drop-down list, if necessary.

Enter the Amount for the transaction.

v »®» N

Enter Customer Code, Sales Tax, Invoice Number and Description, if necessary.

Note: If prompted for sales tax, the tax must be included in the Amount and then entered in the
Sales Tax field.

10. In the Billing Cycle drop-down list, select one of the following;:

e Daily

e Weekly

e Bi-Weekly

e Semi-Monthly
e Monthly

¢ Bi-Monthly

e Quarterly

e Semester

¢ Semi-Annually
e Annually

e Suspended

11. Enter the Number Of Payments.

12. Enter the Next Payment Date or click the calendar icon and select from the calendar tool.
13. Enter or select any of the remaining optional fields as desired.

14. Click Add.

The Add to Recurring Batch Response screen displays the information you entered

© Elavon, Incorporated 2013. All Rights Reserved Page 363 of 426



Managing Settled Transactions (Settled Batches) | Managing Current Batches Recurring and Installment
Transactions

CHAPTER 8. Managing Settled Transactions
(Settled Batches)

The Settled Transaction section allows you to view settlement activity for the previous 12 months. You
can access each individual settlement batch down to specific transaction details.

This section may display credit card, debit card, cash benefit, food stamp, electronic check or gift card
transactions that have been settled, depending on your desired function (refer to the Using Your Virtual
Terminal section for information on how to process transactions).

The system places unsettled (open) transactions into the following categories:

e Error

e Auth Only
e Recurring
e Main

e Gift Card

e Imported Batches

When you settle your approved transactions, the system places them in the following two categories:

e Main
e Gift Card

SETTLED BATCHES
(Settled Transactions)

Download Files

Generate Reports
View

Sort

Filter

A
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To carry out any activities, you must click Settled Batches to display the options.

ZVirtualMerchant

babh D

4 B3R
wl- MY EATAIL FTCRE -
Main
Sakat Tariranad
B CodiCud Weksme 1o Vrhaerthiast. The YtuaMesthast Vs Terminad friDem 6 3 Se00E POBSEC-Babtd naclon eCessng Sysoum that erables pour buiifdis
SR L ta pescess tranmctions in naktime.
B DataCam
B Elpanne: Chidh
B GlCa
W Cgnerd Balhes
P Camed lsiches
»  lgin

. Car
W Esgorilog

W

The screens and controls for Settled Batches allow you to perform one or more of the following functions
on the two categories:

e View transactions

e Search for transactions
e Sort transactions

e Download batch files
¢ Generate reports

e View transaction receipts

To View Settled Batches Transactions

You can view settled batch activities for the previous 12 months.

1. On the Main screen, select Settled Batches to display the settled batches options.
2. To select the transaction type, do one of the following:

e Select Main to display the Settled Activity screen.
e Select Gift Card to display the Settled Gift Card Activity screen.

3. To view transactions for a particular date, select the Settled Date link for the batch you want to

view.

Notes:

e Settled Date is shown in the time zone of your terminal configuration.

e If you need to change your terminal time zone, you must contact your System
Administrator or call Elavon at 1-800-377-3962, option 2, option 2.

e The time zone set in VirtualMerchant must match the time zone setup in the Host.
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The following example shows the Settled Activity screen

Liser Acount Settngs Teaminal

Settled Activity
Selesct the batch to review
Dowmload | Fepans | Search

LI D0

Settled Batch Activity

R CETE]

Ratche [ | Baich Hespossa |5¢mmr:u:¢{j

VOB GRVODINMSE Hiaasodiniiss & T % 8 [

a0 GBTESTOAGRRED " B0 % z 0

VOO B VDD 20130504 0130404 4 0 AT L] 220 L] L L]
Eatnils D)y 20

Baich Count: 8 Nt Amesnt: $272 00 Dispay. 25 =

The respective screen displays all transactions in the batch for that date as follows:

[Fontsrarsoctontoe [ ssorssnasoleys

Document #VRM-0001-D

Main

Settled Activity

Gift Card

Settled Gift Card Activity

4. To view details of a particular transaction, select the Card Data link for the transaction details

you want to view.

User  AccountSeftings  Terminal

Settled Activity
Selact the batch to review

GB TEST DROFPPED

Dovanload | Repors | Search | Filer: All

fran_|
Typo | Tian Date
‘ 1

Sale  DEZAGNAD

11:07  CORPDASTION MOWHA  SO*==="1HQ 5
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The Settled Batches Main Response screen displays the details of the transaction.

User Account Settings Terminal

Settled Batches Main Response

This Is the authorization response information. Note that all fields with an astersk (32) are required.

Transaction Detail

 User: 001386
Payment Type: CREDITCARD
Transaction Type: SALE
Transaction ID: AA4B43A-CIBCIABB-4A06A-42A5-8B2F-501690D3FFDED
Date / Time: 05/03/2013 02:49:43 PM
Response: AA
Message: APPROVAL
Approval Code: CVIB1T
AVS Response: ]

I Reprint I I Add to Recurring I I View Receipt I I Generate Refund ] l Cancel I

Notes:
e You can use the View Receipt button to view receipts (refer to the View Credit Card
Transaction Receipts section).

e For transactions that have signature images associated with them, the sytem displays the
text YES in the Signature Present field. A blank/space displays for transactions where a
signature applies but the transaction does not have one associated with it.
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To Search for Settled Batches Transactions

You can locate specific information in previously settled batches.

1. On the Main screen, select Settled Batches to display the settled batches options.
2. To select the transaction type, do one of the following:

e Select Main to display the Settled Activity screen.
e Select Gift Card to display the Settled Gift Card Activity screen.

The following example shows the Settled Gift Card Activity screen.

User fooounk Settings Terminal

Settled Gift Card Activity

Select the Gt Card batch to review.

Settled Gift Card Activity Download | Reports

ITSEE126 EGC BATCH SETTLED 2013-05-24 100634 10.00 1
27548427 EGC BATCH SETTLED  2013-06-20 030034 i 1000 i
Batch Count: 2 Met Amount: $20.00 Display: 26 -
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3. Select Search.

The Transaction Search screen displays.

User Account Settings Terminal

Transaction Search

Enter the transaction search critera.

Note that 3l fields with an asterisk (3] are required.

Search Criteria

Date From |:M MDOAYY farm 31} II:I 5.;24.’201 ]

Date T'J':MM."DDW Tﬂrma” IDE.;24.I'2|]13

Account Mumber |
Expiration Date (MIAYY) I

M
M 3

Amount equal to - |
Transachion Type All -
User ID

First Name

|
Transachion ID |
|
|

Last Name

Search I[ Reset ][ Cancel I

4. Enter the transaction values to search for specific transactions.

5. Click Search or Reset to clear the values on the Transaction Search screen.

The search results display in the Settled Activity screen.

Notes:

e Click Reset to clear the values or Cancel to abandon your search activities and return to

the Settled Activity screen.

¢ You can retrieve only three months of data at a time. An error message displays if you

request more than three months of data.
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To Sort Settled Batches Transactions

The previously settled batches page is sorted in descending order of Batch# by default. You can click any
column header to change the sort order of the page.

Click the E (up down arrows) in the column you want to sort by as shown below.

User Aocounk Settings Terminal

Settled Gift Card Activity
Select the Gt Card batch to review.

Settled Gift Card Activity Download | Reports | Search
(@Jon —'--
27556125 EGC BATCH SETTLED 2013-D5-24 100531 10.00 1 ]

ITS4BL2T EGC BATCH SETTLED  2013-08-20 O3:0dc34 i 1000 i ]

Batch Count: 2 Met Amount: $20.00 Display: 25 -

The system sorts the list of transactions based on your selection.

Uier Miccoimnlt Seltings Termmal

Settled Gift Card Activity

Select the Gt Card batch o review.

Sattled Gift Card Activity Download | Reports | Search

2 Rarm

p5% EGL BATCH SETTLED  2013-D5-24 10:06:31 1 10.00 1 [}
EGC BATCH SETTLED  2013-08-20 030034 i 1000 i L

Batch Count: 2 Met Amount: $20.00 Display: 26 -

Note: When you click the up down arrows, the values in the column are sorted in ascending order.
If you click it again, the values will be sorted in descending order.

To Download Settled Batch Files

To download the entire contents of the currently selected batch:
1. On the Main screen, select Settled Batches to display the settled batches options.
2. To select the transaction type, do one of the following:

e Select Main to display the Settled Activity screen.
e Select Gift Card to display the Settled Gift Card Activity screen.
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3. Select Download.

The following example shows the Settled Gift Card Activity screen.

User Mook Settings Terminal

Settled Gift Card Activity

Select the Gift Card batch to review.

Sattled Gift Card Activity

ITS56126 EGC BATCH SETTLED 2013-D5-24 100631 1 10.00
27548427 EGC BATCH SETTLED  2013-08-20 030334 1 1000

R nrmr
l- L

Batch Count: 2 Met Amount: $20.00

Reports | Search

Display: 26 -

The Download screen appears.

User Account Settings Terminal

Download

Select the desired download format.

Hote that al fields with an asterisk (5] are required.

The Report will only allow 2 months of data to be pulled at a time.

Settle Batch

» |
Date From(MIADDAYYY format) IIJEIZ#ZI:IB ETS
Date To(MWDDMYYY format) [oerzarzo13 E
Sort On: Userld -
Specify the download text file type: Comma-Delimited -
Include text qualifier (double quote <"k

Download File

Note: If you go down to a specific batch that is older than the current date, the default Date
From and Date To fields will be defaulted to the settled batch date selected and previous

month’s date with a 30-day date range.
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4. In the Sort On drop-down list, select one of the following options to specify the field the data will
be sorted by in the download:

o Userld
e Transaction Type
e Card Desc

e Amount

e Transaction Date and Time
e Card Data

e Invoice Number

e Server ID

e ShiftID

Note: Server ID and Shift ID are available only for terminals with service market segment.

5. In the Specify the download text file type drop-down list, select the file type for the batch
download from the following options:

e Comma-Delimited
e Tab-Delimited
e XML

6. Select the Include text qualifier check box to add quotation marks around the downloaded
fields.

Note: This option is available when Comma-Delimited or Tab-Delimited are selected as the file

type.
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7. Click Download File.

8.
9.

Document #VRM-0001-D

The File Download prompt displays to confirm if you want to open or save the file download.

Opening SettleBatchReport.csw ﬁ

You have chosen to open:

fz',_al SettleBatchReport.csv
which s a: Microsoft Excel Comma Separated Values File
from: https:/fvmuat.servers.global prv

What should Firefox do with this file?

@ | Open with ’mcmoﬂ Excel (default) -

) SaveFile

[[] Do this automatically for files like this from now on,

| 0K Cancel

If you click Save, specify the Location and File Name in the Save As window that displays.

If you click Open, the downloaded information displays in a new browser window.

Note: For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions,
downloads include a Signature Indicator field to identify transactions with signature

attached.

To Add Signatures to Settled Batches Transactions

You can add a signature the following transaction types:

Sale

Force
Return
Auth Only

E-check (Guarantee, Conversion, Verification)

On the Main screen, select Settled Batches | Main.

The Settled Activity screen displays.
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User Aocount Settmgs

Tedmbnal

To view transactions for a particular date, select the Settled Date link for the batch you want to
view.

Settled Activity
Select the batch to rewew

Sedtbed Batch Activity

Mo Malfin

Haicha [] | Baich Hespoese ) | Setfied Date [

VOO 8 VOD N
"o @B TEST DROFPED
VOO GBVOD 201350

NRAEHE 100158
) B350 fel AT
504 AT

Dowrslosd | Repos | Search

w][a]1 20e0H]
| et CramiL] mll.m:-inll Purchassdoicm [
] (-1-.] ] a B
" (28] " 2 L
[ ] (1] [ ]

Baich Count: 8 Mot Amoont: §872 08

you want to view.

User Acoount Seitimgs Tenminal

The Settled Activity screen displays all transactions in the batch for that date.

To view details of a particular transaction, select the Card Data link for the transaction details

Settled Activity

Selact the batch to revew

GB TEST DROPPED
ELL)

Tran
Stalus

S | User

Q| mg
00 Clarkt
000 Gl

| -Tran
'“"-‘i Trpa iTm Date [
d o

Seftied  CrestCard  Sale  DRQIDHY
Settied CrediCard Sale DRI

Dovanload | Repors | Search | Filer: All

1oE

11:07  CORPDASTION MOWHA  SO*==="1HQ

1500
1000
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The Settled Batches Main Response screen displays the authorization response information.

User Account Settings Terminal

Settled Batches Main Response

This Is the authorization response information. Note that all fields with an astersk (32) are required.

Transaction Detail

 User: 001386
Payment Type: CREDITCARD
Transaction Type: SALE
Transaction ID: AA4B43A-CIBCIABB-4A06A-42A5-8B2F-501690D3FFDED
Date / Time: 05/03/2013 02:49:43 PM
Response: AA
Message: APPROVAL
Approval Code: CVIB1T
AVS Response: ]
ce: h

0 “al anf f -. f | -J

I Reprint I I Add to Recurring I I View Receipt I I Generate Refund ] I Cancel I

Note: For terminals that are identified as having a signature capture device for Credit Card Sale,
Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions,
the text YES displays when the transaction has a signature image associated with it.

For terminals identified as not having a signature capture device or transactions that are not
Sales, Force, Auth Only, Return, or E-Check this field is hidden.

4. If you need to add a signature and your terminal is set up for a signature capture device, click
Add Signature.

The following occurs:

a) The device displays, Please swipe card message to the consumer.
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b) The payment form displays a message to the merchant, Customer prompted to swipe
card. Please wait!

User Account Settings Terminal

Credit Card Sale

Mote thak al figlds with an astersk (3¢) are required,

Sala

Card Account Datar Il ¥*

Customer prompted to swipe card, Please waill

c) If the consumer declines to swipe the card and hit the cancel button, the payment form
displays a message to the merchant, The consumer cancelled card swipe.

aer Account Settings Terminal
Credit Card Sale
MNaote that 2 falds with an astersk (3] are raquired.

Sale

Card Account Data *

Customer cancelled card swipe!
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d) If the customer swipes the card and the card swipe fails, the payment form displays a
message to the merchant, Card swipe failed. Please retry or manually key card!

Lser Account Settings Termimnal
Credit Card Sale
Mote that al fiekis with an astersk (3£) are required,

Sale

Card Account Diafla: | *

Card swipe faled. Please retry or manually key card!

Rey) — ([Came)

e) If the customer swipes the card and the card swipe does not fail, the device displays, One
moment please message to the customer.

The payment page displays with the card information collected from the card and device.

f) The merchant enters the amount and any additional information needed to complete the
transaction, and clicks the process button.
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The payment form displays a message to the merchant, Customer prompted to confirm

the amount. Please wait!

Ueer Account Settings Terminal

Credit Card Sale

Sala

Account Data gesesseseengy oy
Expirati

Ameunt

Sales T Custamer prompted te confirm amaount. Please wait!

Compa

First Mame: |

Enter the Information for this tansaction. Mote that o fields with an astersk (3¢) are required.

g) The device displays amount confirmation message to the customer and the customer is

prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, The
amount was not confirmed. The merchant has the chance to re-enter or correct the

amount or cancel the transaction if needed.

Pear foeaunt Settingd Terminal

Credit Card Sale

Enter the Information for this transaction.  Mote that al fields with an astersk (3) are required.

Sale

Account Datx G EEEEEEEES] D
Exgriratii

Arrowan

Amown) The amount was nol confirmed
Sales T

Compa

] LT L

i) The device displays, Processing message to the customer.
j)  The merchant receives the transaction response page.

k) The device displays the transaction response to the customer.
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) The device displays, Please sign message to the customer if transaction is approved

The payment form displays a message to the merchant, Customer prompted to sign.
Please wait!

User Account Settings Terminal

Credit Card Sale Response

This is the authorzation response nformaton. Mote that 3l fields with an asterisk (3£) are required.

Transaction Datail

User. Bmitest

Payment Type: CREDITCARD

Transat™ S

Trangat AIC03Fe
Date ! T

Respar

Messag Customer promgpted to sign. Please wait!
Approvs

AVERe

Accouni

CardHoes w

Note: The device will not display signature prompt for declined transactions.
m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the
merchant, Customer cancelled signature! Please retry or select cancel to manually
capture signature! The merchant has the chance to request signature again via the device
or through the printed receipt.

Uger Account Settings Terminal
Credit Card Sale Response
This s the authoization response nformation, Note that al fields wih an astensk (36) e reguired.

Transaction Detail

Liger berilast

Payment Type: CREDITCARD

Tranzai™  — o

Transal AZC0EFE
Dated T

Customer cancelled signature! Please retry or select cancel

Respar to manually capture signature!
Massag

sppro
AVERe

Arcount

CardHouwe w .

n) The merchant receives signature and the receipt is printed with the signature if collected.
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0) The device displays a thank you message.

Note: The transaction response is sent to the merchant whether the signature is collected
or not from the customer.
p) The customer provides a signature to the device.
q) If the device captures the signature, it returns it to VirtualMerchant.
r) If the device times out or the signature was not captured, it returns an error code or a
null/blank signature image to VirtualMerchant.
Notes:

e Signature capture only applies to the following transaction types:

e Sale

e Return

e Force

e Auth Only

¢ You cannot replace a signature that is already associated with a transaction.
5. If the signature image was successfully captured, VirtualMerchant stores the signature image
with the transaction and displays a successful message.

6. If an error code is returned or the signature image is null/blank, VirtualMerchant displays an
error message.

To Generate Settled Batches Reports
The Reports link allows you to use settled batch data to generate reports. Once you have the correct
information in the table, click the Reports link.

1. On the Main screen, select Settled Batches to display the settled batches options.

2. To select the transaction type, do one of the following:

e Select Main to display the Settled Activity screen.
e Select Gift Card to display the Settled Gift Card Activity screen.
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3. Select Reports.

The following example shows the Settled Activity screen.

User Aocount Setings Teaminal

Settled Activity
Select the batch to review

Setiled Baich Activity

Mo Malin

VoD 08 VR0 M1 MOS0 100058 £l (1] & a
Lal Q8 TEST BAOPFED DTG5 DT AT " [0 w 2
Voo G VDD 20130504 010504 SR 02 AT ] (1-] ) a

Baich Count: 8 Mol SAmcont- 272 00

|:l|'r*r!||l'.l-il Search

The Reporting screen appears.

User Account Settings Terminal

Reporting

Enter the desired reporting criteria.
The Report will anly allow 3 months of data to be pulled at a time.

Hote that all fields with an asterisk (32) are required.

Reporting Options

Search Critena

Date From(MIWDDYYYY format) 5572572013 M
Date To(IWDDYYY formal)  [5g/25/2013 ¥*
Sort On; Userld hd
Report Type: Detail hd

View As: ‘Browser +

[ Generate Report ]l Reset |

4. Enter Date From (MM/DD/YYY format) or click Calendar icon and select.

5. Enter Date To (MM/DD/YYY format) or click Calendar icon and select.
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6. In the Sort On drop-down list, select one of the following options to specify the field the data will

be sorted by:
e Userld
e Transaction Type
e Card Desc

e Amount

e Transaction Date and Time
e Card Data

e Invoice Number

e Server ID

e ShiftID

e Tip Amount

Note: Server ID, Shift ID and Tip Amount are available only for terminals with service market
segment.
7. Inthe Report Type drop-down list, select one of the following options:

e Detail
e Detail w/Subtotals

e Summary

8. Select Browser or CSV from the View As drop-down list.
9. Click Generate Report.

The report generates.

Note: For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, the
Detail and Detail with Subtotals reports include a Signature Indicator field to identify
transactions with signature attached.

10. Click on the CSV icon to generate a CVS file or print icon to print the report.

Wﬁmww; Descritio T'TWTWTTF-T:; count | TIP | testhie -_]
Ressane Codie | Tax | Humber| | Date | Date | DBA || —| —| —
APPROVAL 123

APPROVAL AWIWZ0E 10023 123
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To View Settled Batches Transaction Receipts

You can view receipts for all types of transaction that have receipts.

1. On the Main screen, select Settled Batches to display the settled batches options.
2. Select Main to display the Settled Activity screen.
3. To view transactions for a particular date, select the Settled Date field for the batch you want to
view.
Leer Account Settngs Tedminal
Settled Activity
Select the batch to review
Setiad Baich Activity Download | Repoms | Search
2t ot a0 (mifs]a 2[¥]H]
I e T P L
Voo G VOO 3130508 MBHE08 110055 & (1] L] a ]
90 OB TESTDAORRED " Bh20 % 2 o
VO GB VOO 2013050 30504 S 00 AT ] (1] ) a B
LR IO
Baich Count: 8 Het Amcont: $272 60 Display, |28 =
The Settled Activity screen displays all transactions in the batch for that date.
4. To view the receipt for a particular transaction, select the Card Data link for that transaction.
Ueer Agcount Settmgs Terminal
Settled Activity

Selnct the batch to revew

GB TEST DROPPED Dovanload | Repors | Search | Filer: All

“last |

o J O

2 ema
. Tran - Tran - Trmn
wtas | SO PR e | Trn Date [ i
e 0 [ e [

GO0 Cierkd  Sattied CresCard  Sal  DRGAGND
GO0 Clerkl  Setfied CrestCand  Sale DS

S| CVWE
pu | Code | Coda
Qe C D
5

1108 CORPORATIN MO (_Sirrrmemmaicy )
1107 CORPDRATION MOV S==r==1]

. Togal
Amout

1500
0.0
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The Settled Batches Main Response screen displays.

User Account Settings Terminal

Settled Batches Main Response

This Is the authorization response information. Note that all fields with an astersk (32) are required.

Transaction Detail

thonzratic [

User: 001386

Payment Type: CREDITCARD

Transaction Type: SALE

Transaction ID: AA4B43A-CIBCIABB-4A06A-42A5-8B2F-501690D3FFDED
Date / Time: 05/03/2013 02:49:43 PM

Response: AA

Message: APPROVAL

Approval Code: CVIB17

AVS Response: D

D AN N N

I Reprint I I Add to Recurning ] 1 Generate Refund ] I Cancel ]
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5. Click View Receipt.

Notes:

For transactions that do not have signature images associated with them:

The receipt displays with a blank cardholder’s signature line as follows.

HY' FESTRURRNT STORE
00 173400080 219006 11000

Dats: 062072005 02:04:02 AH

CRFEDIT CRED ZRLE
BB oFsRa] =H=T

Hi" EESTRUREAT $TURE
DOLTZAMD0E0 FLSO0E11000

Dats: 0EfILI2003 O 1402 A

CREDIT CRRD ZBLE
E=E=F=R=] H=T

CRED HUREER; *++++*+* ++3003 K CRED NUMEER; ***+t+t 3003 K
BASE ANOUNT: S20.00 DRSE RHOURT: £20.00
TIF BHITFT: TIF BHOUNT:

TOTHL FHITNT:
RFFRONEL 0D : W1#052

EECORD #: oo FECORD & : oo
CLER¥ 1D: Clexkl CLERE ID: Cleskl
X
{CHAEDHOLDER "2 S1GEHRTURE} Castomer Copy

I AREFEE TO PAY THE AMWE TOTRL AMOUET
ACCORDING TO TE CRED [35UER AGCRERHENT
[(HERZJTHT AREEMENT IF REDIT WOUZEER)

Hepchane Copy

. S 4
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For transactions that have signature images associated with them:

e For Credit Card Sales, Force, Auth Only, and Return transactions, and terminals set up with a
signature capture device, the system displays the Signature Present field.

Settled Batches Main Response

This & the authorization response information. Mote that al fields wih an astersk (3£) are required.

Transaction Detail

User: bmitest

Payrent Type: CREDITCARD

Transaction Type: SALE

Transaction 10: ASAB438-A4F04TER-DUDF-45C3-BSAS.B4ABBFBADGAE
Date / Time: 07082013 01:13:42 PM

Response: Ak

Message: APPROVAL

Approval Code: CMC5E86

AVS Response:

Account Balance: 11.00

ignature Present Yes Dg

e For transactions that have signature images associated with them, the sytem displays the text
YES in the Signature Present field. A blank/space displays for transactions where a signature
applies but the transaction does not have one associated with it.
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e For receipts that have a signature image associated with it, the system displays the signature

image at the bottom instead of the cardholder’s signature line.

Speedy Betail
LERTERTESTITT LTI AR R ]

Date; @9/26/2001 LIERLHL L )

CHEDIT TR SHLE
R-E-P-R-I-8-T

CRED HUMBER | #4sssaasssd 757 K
TREH RMUNT: $7.00

RMFREL D
FECTRD: § my
CLERK ID: jril

[CERDMOLDER 'S STENRTURE )
I MGHEE TO FAY THE BBNE TOTEL BFOUNT

ACCORDING T THE CRFD IROEER ARIENENT
{FERCHENT RONFRISNT IF (FEDIT VOUCHER)

Merchant Cegy

Speedy Betail
DRLEH R IRRERII T2

Date: BFREIENLL aasres m

CFEDIT CRED SELE
R-E-F-RE-I-H-T

CHRD MUMEEE: seesssssssilnl K
THAN WHUNT: §2.00

HECOED N 138

CLERK ID: el

Curtomer Copy

¢ You can save the file to your local or a network drive (this allows the receipt to be uploaded or

used by other applications).
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CHAPTER 9. Managing Exported Scripts (Export

Log)

The Export Log section displays the transaction response scripts that have been exported previously to
the merchant URL. This section may display credit card, debit card, cash benefit, food stamp, electronic

check or gift card transaction scripts that have been exported.

Virtual Merchant exports responses for the following payment types:

Virtual Merchant exports responses for the following transaction types:

Credit

Debit (PINless and PIN Based)
Food Stamps

Cash Benefits

Gift Cards

Electronic Check

Recurring/Installment

Credit Sale

Credit Auth Only

Credit Credit

Credit Force

Credit Verification
Credit Balance Inquiry
Credit Enhanced Refund
Credit Void

Credit Signature

PINless Debit Purchase
Debit Purchase

Debit Return

Debit Inquiry

Food Stamp Purchase
Food Stamp Return

Food Stamp Inquiry
Food Stamp Force Purchase
Food Stamp Force Return
Cash Benefit Purchase
Cash Benefit Inquiry
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o  Gift Activation

e  Gift Sale/Redemption

e Gift Card Refund

¢  Gift Replenishment/Reload
¢ Gift Card Balance Inquiry
e Gift Credit

e Electronic Check Purchase
e Electronic Check Void

e Recurring/Installment transactions added, or submitted for payment..
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| monpe 0| Ban Dot 1) | o T | o ta [ | Bt Ao ) | o st 3 |
MAR  EID noe APRRINAL

er P caprd Smilirgy Torrainal
Export Log
Safnct o Iraeniclon 1o evies B ot og dedsl,
28
[ | et st (| ey i [ | e 10 ] | et v
| LT Clasct DERITCARD IHOURY Ayt a7
| Fadon (7] Ciit  CERITCARD PURCHASE  BTMISND  SRMAT  ee—e—mer
8 Fl L] o DERTCARD PRERiASE L ] e e
B Faay LL] = ERECHFEARD Bl L ] b ar———akid
D Tadew (L) (= CRECITTARD SaE aTTasn RLE -] ApTr———
| TN w Cifl  CRIDITCARD BALT GSTAIM VEIIS ATy
B [ % (T Clact CRECIFCARD SALE TRIEAN B I |
| Fassn L] Wk GRECITCARD: SE TR WAKE T
] Faarm LU] it CRECAEESRD ot Ll ] M B
) Faden 7] Caml  CRECTSCARD sauk EA ] UM e
al Fakew w Casl  [ECTRONICGWECK  VINIIGADON  OATROSTI TRC0oR]  Te—
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From the Export Log page you can:

e Sort exported scripts

e View the exported script detail information and the raw data posted to the merchant’s URL
e  Search for exported scripts using the Search link

o Filter the exported scripts using the Filter drop down menu

e Re-Export one or more transaction scripts using the Re-Export button

To Sort Exported Scripts

You can sort exported scripts for all the transaction types by clicking the (up down arrows) in the
column you want to sort by as shown below:

Linar Acroum Saczagn Tarminal
Export Log
Saiact 8 brarasction b neviees the seport g detsln.

Seaieh | Fiar S -

H o
E:Jm_ i () e ) ot ) | e s 1 ot 11 x| o ] ) e e ] | P (1 8 |
Ciwdl  BERTGAAD IHaUEY MALEN . tRakd) M L1 PRy
':, Tk FURIHASE -l gk ] DEMET Sqremm———0 =0 APTEINAL
F ks oMM DIORCARD VIl DRI s L] EFPRONAL

rﬂun nr\_m:. SR [ E TR I - ] 235 PRRTLAL APPRIAEL
; A o L FAATUL APEAZ
e . #

The system sorts the list of transactions based on your selection (for example, Export Status, EntryMode,
User ID and so forth).

Note: When you click the up down arrows, the values in the column are sorted in ascending order. If you
click again, the values are sorted in descending order.
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To View Exported Scripts

You can view exported scripts for the past 3 days of transaction activity.

1. Select Export Log to display the exported scripts.

2. To view details of a particular script, select the Card Data link for the transaction details you

want to view.
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3. On the Export Log Response page, click View Export.
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User Account Settings Terminal

Export Log Response

Transaction Detail

This is the autharization response informalion. Hote that al fields with an asterisk (3¢} are required.
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Payment Type: DEBITCARD
Transaction Type: IHGUIRY
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The following screen displays the exported script.

| & https//10.164.136.53/VirtualMerchant/exportscript.de |

POST http://10.164.211.122:8087/VMTestingProxy/https
fagvm2app01/9443/VMTestingProxy/https/agvm2app01
/9443 VirtualMerchant/login_a do HTTP/1.1
Content-Length-295

Host:10.164 211 122:8087

Content-Type: application/z-www-form-urlencoded
user-agent-Apache-HttpClient/4.2 2 (java 1.5)
authorization:{ }

szl approval code=802102&35s] account type=Checlkingd:
ssl_amount=0.00&ssl_txn 1d=AA4TAE-
C5TESEA9-3829-4EFT7-84ED-3865B61CBT5D&:
ssl_result=0&ss]_card_number=54%***¥*¥ew2x5552&
ssl_account balance=400.00&ssl_txn_tume=06/18/2013
09:42:03 AMé&ss]_result message=APPROVAL&:
ssl_transaction_type=INQUIRY

Close
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To Search Exported Scripts

You can locate specific information in previously exported scripts.

1. Select Export Log to display the exported scripts.
2. Select Search.
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The Export Search screen displays.

3. Enter the transaction values to search for specific transactions.
4. Click Search or Reset to clear the values on the Transaction Search screen.
The search results display in the Settled Activity screen.

Notes:
e Click Reset to clear the values or Cancel to abandon your search activities and return to
the Settled Activity screen.

® You can retrieve only three months of data at a time. An error message displays if you
request more than three months of data.

To Filter Exported Scripts

You can filter the export script log to show a list of exported scripts matching desired criteria.

1. Select Export Log to display the exported scripts.
2. Click on the Filter drop Down menu.
3. Select one of the following options from the Filter selection box:

o All: will select all exported scripts
e  Success: will select all successfully exported scripts

e Failure: will select all scripts that failed to be exported
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To Re-export Exported Scripts

You can re-export an export script to the merchant specified URL set up previously. This re-export is
typically done when a script had failed to be exported.

1. Select Export Log to display the exported scripts.

2. Click on the Re-Export button.
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Notes:

You can filter results as shown above to select transactions for Re-Export. You can also
select individual transactions or groups of transactions to Re-Export. When you finish
selecting transactions, click on the Re-Export button.

The Re-Export button is also available when selecting a script from the Card Data link
for the transaction. This link will allow you to view the detail of the script before re-
exporting it.
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CHAPTER 10. Response Codes

This section describes the responses that can be returned by the VirtualMerchant application. The
Authorization Response Codes, AVS Response Codes, and CVV2 Response Codes are values that

might be returned during a transaction authorization.

Authorization Response Code

This table provides a list of the values that might be returned during an authorization request.

Authorization Response Codes
Code Message Definition
AA APPROVAL Approved
AA APPROVAL PARTIAL Approved for a Partial Amount
N7 DECLINE CVvV2 Do Not Honor
N7 DECLINE CVvV2 Declined due to CVV2 mismatch \ failure
NC PICK UP CARD Pick up card
ND AMOUNT ERROR Tran Amount Error
ND AMT OVER SVC LMT Amount is more than established service limit
ND APPL TYPE ERROR Call for Assistance
ND CANNOT CONVERT Check is ok, but cannot be converted. Do Not Honor
ND DECLINED Do Not Honor
ND DECLINED T4 Do Not Honor. Failed negative check, unpaid items
ND DECLINED-HELP 9999 System Error
ND DUP CHECK NBR Duplicate Check Number
ND EXPIRED CARD Expired Card
ND INCORRECT PIN Invalid PIN
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Authorization Response Codes
Code Message Definition
ND INVALID CARD Invalid Card
ND INVALID CAVV Invalid Cardholder Authentication Verification
Value
ND INVALID TERM ID Invalid Terminal ID
ND INVLD R/T NBR Invalid Routing/Transit Number
ND INVLD TERM ID 1 Invalid Merchant Number
ND INVLD TERM ID 2 Invalid SE Number
ND INVLD VOID DATA Invalid Data Submitted for Void Transaction
ND MAX MONTHLY VOL The maximum monthly volume has been reached
ND MICR ERROR MICR Read Error
ND MUST SETTLE MMDD Must settle, open batch is over 7 days old
Note: Batch will be Auto Settled after 10 days
ND NETWORK ERROR General System Error
ND PLEASE RETRY Please Retry/ Reenter Transaction
ND RECORD NOT FOUND Record not on the network
ND REQ. EXCEEDS BAL. Reqg. exceeds balance
ND SEQ ERR PLS CALL Call for Assistance
ND SERV NOT ALLOWED Invalid request
ND TOO MANY CHECKS Too Many Checks (Over Limit)
NR CALL AUTH. CENTER Refer to Issuer
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Electronic Gift Card (EGC) Response Codes

This table provides a list of the values that might be returned during an EGC authorization

request.
Authorization Response Codes
Code Message Definition
AA APPROVAL Approved
ND SERV NOT ALLOWED | Invalid request
ND INVLD TERM ID 1 Invalid Merchant Number
ND SEQ ERR PLS CALL Call for Assistance
ND APPL TYPE ERROR Call for Assistance
01 DECLINED-HELP 9999 | Host Busy
02 INVALID CARD Invalid Card
03 INVALID TERM ID Invalid Terminal 1D
04 AMOUNT ERROR Tran Amount Error
05 ALREADY ACTIVE Card already active
06 REQ. EXCEEDS BAL. Request exceeds balance
07 MAX REACHED Cannot load the amount specified
08 NON RELOADABLE The card cannot be reloaded
09 TRAN NOT ALLOWED | Transaction type not allowed
10 INVLD TRAN TYPE Transaction type not on server
11 EXPIRED CARD Expired card or bad expiration date
12 CARD NOT ACTIVE The Gift Card is not activated
13 DUPLICATE TRAN Duplicate transaction
14 SEQ ERR PLS CALL Call for Assistance
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Authorization Response Codes
Code Message Definition
15 SEQ ERR PLS CALL Sequence does not match previous response
16 INVALID BATCH ID Batch ID is not on the server
17 INVALID TENDER Tender types is not on the server
99 DECLINED-HELP 9999 | General System Error

AVS Response Codes

An AVS Response Code will be returned in the Authorization Response Message when AVS

information is present in the transaction authorization request.

AVS Response Codes

Code

Definition

Address matches - ZIP Code does not match

Street address match, Postal code in wrong format (International issuer)

Street address and postal code in wrong formats

Street address and postal code match (international issuer)

AVS Error

Address does compare and five-digit ZIP code does compare (UK only)

Service not supported by non-US issuer

Address information not verified by international issuer

Street Address and Postal code match (international issuer)

No Match on Address (Street) or ZIP

No Response sent

Postal codes match, Street address not verified due to incompatible formats

Retry, System unavailable or Timed out
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AVS Response Codes
Code Definition
S Service not supported by issuer
u Address information is unavailable
w 9-digit ZIP matches, Address (Street) does not match
X Exact AVS Match
Y Address (Street) and 5-digit ZIP match
z 5-digit ZIP matches, Address (Street) does not match

CVV2 Response Codes

The CVV2 Response Codes are returned in the Authorization Response Message when the
CVV2 data is present in the transaction authorization request.

CVV2 Response Codes

Code Definition

M CVV2 Match

N CVV2 No match

P Not Processed

S Issuer indicates that CVVV2 data should be present on the card, but the
merchant has indicated that the CVV2 data is not resent on the card

U Issuer has not certified for CVV2 or Issuer has not provided Visa with the
CVV2 encryption Keys.
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Settlement Response Codes

The Settlement Response Code is returned when a settlement is preformed, either manually, or
through the Auto Settlement process.

Settlement Response Codes
Response Description

GBOK BBBMMDDHHMM | GB = good batch, settlement received OK

BBB = batch number 001 through 999

MMDD = month and day of settlement

HHMM = Time of settlement
INVALID TERM ID Terminal ID is not on file with the network
INVLD CARD 9999 Card type, specified by item number, not authorized for settlement
INVLD DATA 9999 Invalid transaction amount
PLEASE RETRY 9999 System failure - please attempt again
RB INV ACCT 9999 Record specified by item number is invalid
RBOUT OF BALANCE Item and dollar totals do not match the settlement trailer record totals
RB INVLD AMT 9999 Invalid transaction amount
SERV NOT ALLOWED Merchant not set up for settlement processing
UNREC CARD 9999 Card type, specified by item number, is not recognized
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CHAPTER 11. Batch Import File Layout

VirtualMerchant allows you to import batch files of credit card transactions or Recurring/Installment
transactions.

Credit Card Batch Processing

Overview

This format is used to batch import credit card transactions into VirtualMerchant. The imported file can
be in comma-delimited or XML format.

Comma delimited import files:

e Text files with csv extension.
e Comma-delimited file will contain a header.
e  Order of the values provided must follow the fields as described in the header.

e Fields and corresponding values must be enclosed within double quotes. Each field value is
separated by a comma.

e  Order of values must match order of headers.

XML import files:

o Text file with xml extension.
e The order of the tags in the xml format is not important.

e The transaction records must be encapsulated in a <txnimport> element.

e CVV2/CVC/CID values and Track Data should never be stored, therefore, cannot be passed to
VirtualMerchant on the file.

¢ You can import a maximum of 10 files for a single terminal per day.

¢ You can import a maximum of 500 transactions in a single file. Please contact Technical Support
at 1-800-377-3962, option 2, option 2 if you need to increase the number of transactions per file.
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Input or Request File Format

Field Name/ XML Required | Length | Description
ssl_card_number Y 19 Credit card number
ssl_exp_date Y 4 In MMYY format
ssl_amount Y 13 Must be in decimal format. No dollar sign
ssl_transaction_type Y 20 ccsale (Sale)
ccauthonly (AUTH Only)
ccavsonly (AVS Only)
ccverify (Verification)
cccredit (Credit)
ccforce (Force)
ssl_customer_code c 17 Customer code for purchasing card transactions
ssl_salestax C 10 Sales tax for purchasing card transactions
ssl_invoice_number N 25 Invoice number for MO/TO transactions
ssl_approval_code N 6 Required for Force transactions
ssl_description N 255 Transaction description
ssl_company N 50 Customer's company name
ssl_first_name N 20 Customer's first name
ssl_last_name N 30 Customer's last name
ssl_avs_address N 30 Cardholder’s street address
ssl_address?2 N 30 Customer's address line 2
ssl_city N 30 Customer's city
ssl_state N 30 Customer's state
ssl_avs_zip N 9 Customer's ZIP code used to process AVS
ssl_country N 50 Customer's country
ssl_phone N 20

Customer's phone number
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Field Name/ XML Required | Length | Description
ssl_email N 100 Customer's email address
ssl_ship_to_company N 50 Ship to company name
ssl_ship_to_first_name N 20 Ship to first name
ssl_ship_to_last_name N 30 Ship to last name
ssl_ship_to_addressil N 30 Ship to address line 1
ssl_ship_to_address2 N 30 Ship to address line 2
ssl_ship_to_city N 30 Ship to city
ssl_ship_to_state N 30 Ship to state
ssl_ship_to_zip N 10 Ship to ZIP code
ssl_ship_to_country N 50 Ship to country
ssl_ship_to_phone N 20 Ship to phone number
User Defined Field N

User defined; User should be able to pass up to 25
user defined fields. The value passed in the file
should match the field name specified in the
Terminal Setup / Merchant / Payment Fields / Add
New Field

User Defined Field 1
User Defined Field 2
User Defined Field 3
User Defined Field 4
User Defined Field 5
User Defined Field 6
User Defined Field 7
User Defined Field 8
User Defined Field 9
User Defined Field 10
User Defined Field 11
User Defined Field 12
User Defined Field 13
User Defined Field 14
User Defined Field 15
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Field Name/ XML Required | Length | Description

User Defined Field 16
User Defined Field 17
User Defined Field 18
User Defined Field 19
User Defined Field 20
User Defined Field 21
User Defined Field 22
User Defined Field 23
User Defined Field 24
User Defined Field 25

Input or Request File Examples

Example Comma-delimited

"ssl_card_number","ssl_exp_date","ssl_amount","ssl_transaction_type","ssl_customer_code","ssl_salestax","ssl_invoi
ce_number","ss|_approval_code","ssl_description","ss|_company","ssl_first_name","ss|_last_name","ssl_avs_addres

s","ss|_address2","ssl_city","ssl_state","ssl_avs_zip","ssl_country","ssl_phone","ssl_email","ssl|_ship_to_company","s

sl_ship_to_first_name","ssl_ship_to_last_name","ssl_ship_to_address1","ssl|_ship_to_address2","ssl_ship_to_city","s
sl_ship_to_state","ssl_ship_to_zip","ssl_ship_to_country","ssl_ship_to_phone","My Custom field"

"4111111111111121""1212","2.00","ccsale","CC1234","1.00","INV1234","" "Test Sale","ABC
Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-
9999""test@test.com”,"ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite
A","Atlanta","GA","30123","USA","111-111-1111","Custom Datal"

"411111111112121222""1112","3.00","cccredit","CC1234","2.00","INV1235","" "Test Credit","ABC
Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-
9999" "test@test.com”,"ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite
A","Atlanta","GA","30123","USA","111-111-1111","Custom Datal"

"41111111211111111","1012","4.00","ccauthonly","CC1234","1.00","INV1236","","Test Auth","ABC
Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-
9999""test@test.com”,"ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite
A","Atlanta","GA","30123","USA","111-111-1111","Custom Datal"

"4111111111212121121","0515","10.00","ccforce",","0.00","FORC12345","55555","This is a force","ABC
Company","John","Doe","1234 Main Street","Suite
100","Atlanta","GA","30328","USA","","test@test.com® """ = m m m e ™ *Custom Datal”
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Example XML file

<txnimport>
<txn>
<ssl_card number>4111111111111111</ssl_card_number>

<ssl_exp_date>1212</ssl_exp_date>
<ssl_amount>2_.00</ssl_amount>
<ssl_transaction_type>ccsale</ssl_transaction_type>
<ssl_customer_code>CC1234</ssl_customer_code>
<ssl_salestax>0.50</ssl_salestax>
<ssl_invoice_number>1234</ssl_invoice_number>
<ssl_description>TEST SALE</ssl _description>
<ssl_company>MyCompany</ssl_company>
<ssl_first_name>John</ssl_first_name>
<ssl_last_name>Doe</ssl_last_name>
<ssl_avs address>123 Main</ssl_avs_ address>
<ssl_city>Atlanta</ssl_city>
<ssl_state>GA</ssl_state>
<ssl_avs zip>30123</ssl_avs_zip>
<ssl_country>USA</ssl_country>
<ssl_ship_to zip>30123</ssl_ship_to_zip>
</txn>

<txn>
<ssl_card _number>4111111111111111</ssl_card_number>

<ssl_exp_date>1213</ssl_exp_date>
<ssl_amount>5.00</ssl_amount>
<ssl_transaction_type>ccforce</ssl_transaction_type>
<ssl_customer_code> FF1234</ssl_customer_code>
<ssl_salestax>0.50</ssl_salestax>
<ssl_invoice_number>1234</ssl_invoice_number>
<ssl_approval_code>555555</ssl_approval_code>
<ssl_description>TEST FORCE</ssl_description>
<ssl_first_name>John</ssl_first_name>
<ssl_last _name>Doe</ssl_last_name>
<ssl_avs_address>123 Main</ssl_avs_address>
<ssl_city>Atlanta</ssl_city>
<ssl_state>GCA</ssl_state>
<ssl_avs zip>30123</ssl_avs_zip>
<ssl_country>USA</ssl_country>
<ssl_ship_to_city>Atlanta</ssl_ship_to_city>
<ssl_ship_to_state>GA</ssl_ship_to_ state>
<ssl_ship_to zip>30123</ssl_ship_to_zip>
</txn>

</txnimport>
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Output or Response File Format

Credit card transactions authorized through the batch import process can be reviewed for responses and
downloaded from the User Interface under Current Batches/ Imported Batches only. An example is

provided in XML and CSV.

The fields are as follows:

Field Name Description

Item Item number

Tran Type Transaction type: Sale, Force, Refund, etc.
Tran Date Transaction date

Tran Time Transaction time

Account Data

Credit card number (masked)

Expiration Date

Expiration date

AVS Code Address verification response
Amount Transaction amount
Result Transaction result message: APPROVAL, DECLINE, ERROR

Auth Message

Transaction Auth message; APPROVAL if approved; Reason for decline if
declined transaction; Error description for ERROR transaction (Example:
Invalid Amount) or Business rule triggered for DECLINE transaction
(Duplicate, CVV MISMATCH, AVS MISMATCH)

Approval Code

Return code generated by credit a card processor

Error Code

Transaction error code

Transaction ID

Unique transaction identifier

Customer Code

Customer code for purchasing card transactions

Sales Tax

Sales tax for purchasing card transactions

Invoice Number

Invoice number

Card Description

Card description type for example MC

Description

Transaction description

First Name

Customer's first name
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Field Name Description

Last Name Customer's last name
Addressl Cardholder’s street address
Address2 Customer's address line 2
City Customer's city

State/Province

Customer's state

Postal Code

Customer's ZIP code

Phone

Customer's ZIP code used to process AVS phone

Email address

Customer's email

Country

Customer's country code

Billing Company

Customer's billing company

Ship to First Name

Ship to first name

Ship to Last Name

Ship to last name

Ship to Addressl

Ship to address line 1

Ship to Address2

Ship to address line 2

Ship to City

Ship to city

Ship to State/Province

Ship to state

Ship Postal Code

Ship to ZIP code

Ship to Phone

Ship to phone

Ship to Country

Ship to country

Ship to Company

Ship to company

UserDefinedField1l

User defined field

UserDefinedField2

User defined field

UserDefinedField3

User defined field

UserDefinedField4

User defined field
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Field Name

Description

UserDefinedField5

User defined field

UserDefinedField6

User defined field

UserDefinedField7

User defined field

UserDefinedField8

User defined field

UserDefinedField9

User defined field

UserDefinedField10

User defined field

UserDefinedField11

User defined field

UserDefinedField12

User defined field

UserDefinedField13

User defined field

UserDefinedField14

User defined field

UserDefinedField15

User defined field

UserDefinedField16

User defined field

UserDefinedField17

User defined field

UserDefinedField18

User defined field

UserDefinedField19

User defined field

UserDefinedField20

User defined field

UserDefinedField21

User defined field

UserDefinedField22

User defined field

UserDefinedField23

User defined field

UserDefinedField24

User defined field

UserDefinedField25

User defined field
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Recurring and Installment Batch Processing

Overview

This format is used to batch import installment and recurring card transactions into VirtualMerchant. The
imported file can be in comma-delimited format or XML format.

Comma-delimited import files:

e Text files with csv extension

e Comma delimited file will contain a header

e  Order of the values provided must follow the fields as described in the header

¢ Fields and corresponding values must be enclosed within double quotes

e Every field value is separated by comma

e Order of values must match order of headers

XML import files:

e Text file with xml extension

e The order of the tags in the xml format is not important

e  The transaction records must be encapsulated in a <txnrecimport> element

Note: CVV2/CVC/CID values and Track Data should never be stored, therefore, cannot be passed to
VirtualMerchant on the file.

Input or Request of Recurring File Format

Field Name/ XML Required | Length | Description
ssl_card_number Y 19 Credit card number
ssl_exp_date Y 4 In MMY'Y format
ssl_amount Y 13 Must be in 1.00 format. No dollar sign
ssl_transaction_type Y 20 ccaddrecurring
ccaddinstall
ssl_customer_code N 17 Customer code
ssl_salestax N 10 Sales tax
ssl_invoice_number N 25 Invoice number
ssl_description N 255 | Transaction description
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Field Name/ XML Required | Length | Description
ssl_billing_cycle Y 20 Billing cycle; Valid values, all caps and no hyphens:

DAILY

WEEKLY

BIWEEKLY

SEMIMONTHLY

MONTHLY

BIMONTHLY

QUARTERLY

SEMESTER

SEMIANNUALLY

ANNUALLY

SUSPENDED
ssl_next_payment_date Y 10 Next payment date format MM/DD/YYYY
ssl_skip_payment N 1 Skip payment field; Default = N
ssl_total_installments C 4 Conditional; Numeric; Number of payments; To be

passed only for ccaddinstall
ssl_end_of_month C 1 End of month indicator

Valid values Y or N
ssl_bill_on_half C 1 Valid values are 1 or 2
ssl_company N 50 Customer’s company name
ssl_first_name N 20 Customer's first name
ssl_last_name N 30 Customer's last name
ssl_avs_address N 30 Cardholder’s street address
ssl_address2 N 30 Customer's address line 2
ssl_city N 30 Customer's city
ssl_state N 30 Customer's state
ssl_avs_zip N 9 Customer's ZIP code used to process AVS
ssl_country N 50 Customer's country
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Field Name/ XML Required | Length | Description
ssl_phone N 20 Customer's phone number
ssl_email N 100 Customer's email address
ssl_ship_to_company N 50 Ship to company name
ssl_ship_to_first_name N 20 Ship to first name
ssl_ship_to_last_name N 30 Ship to last name
ssl_ship_to_addressl N 30 Ship to address line 1
ssl_ship_to_address2 N 30 Ship to address line 2
ssl_ship_to _city N 30 Ship to city
ssl_ship_to_state N 30 Ship to state
ssl_ship_to_zip N 10 Ship to ZIP code
ssl_ship_to_country N 50 Ship to country
ssl_ship_to_phone N 20 Ship to phone number
User Defined Field N User defined; User should be able to pass up to 25

user defined fields. The value passed in the file
should match the field name specified in the
Terminal Setup / Merchant / Payment Fields / Add
New Field

User Defined Field 1
User Defined Field 2
User Defined Field 3
User Defined Field 4
User Defined Field 5
User Defined Field 6
User Defined Field 7
User Defined Field 8
User Defined Field 9
User Defined Field 10
User Defined Field 11
User Defined Field 12
User Defined Field 13
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Document #VRM-0001-D

Field Name/ XML

Required

Length

Description

User Defined Field 14
User Defined Field 15
User Defined Field 16
User Defined Field 17
User Defined Field 18
User Defined Field 19
User Defined Field 20
User Defined Field 21
User Defined Field 22
User Defined Field 23
User Defined Field 24
User Defined Field 25
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Input or Request of Recurring File Examples

Example Comma-delimited Recurring file

""ssl_card_number',"ssl_exp_date ssl_amount","ssl_transaction_type","ssl_cus
tomer_code","ssl salestax" "ssl |nv0|ce number" "ssl_description”, ssl_blllin
g cycle", "ssl_next_payment_date" "ssl sklp payment™, "ssl_total_lnstallments
"ssl_end_of_month","ssl_bill_on_half","ssl_company","ssl_first_name","ssl_ Ias
t_name","'ssl_avs__ address™,"ssl _address2","ssl_city","ssl_state',"ssl_avs_zip"
,"'ssl_country","ssl_phone","ssl_email ssl_ship_to_company",'ssl_ship_to_ fir
st_name","ssl_ship_to Iast_name" "ssl shlp to_addressl',"ssl_ship_to address2

ssl_ship_to_city","ssl_ship_to_state",

ry ,''ssl_ship_to_phone",""My Custom field"

ssl_ship_to_zip","ssl_ship_to_count

“4111111111122211","1212","21.00","ccaddrecurring","CC1234",""","" INV1234","Rec
urring every month","MONTHLY","05/30/2012",""'N*" """, "Y", """ ,"ABC
Company"',"John',"Doe",""1234 Main Street","Suite
100","Atlanta",""GA"™,""30328",""USA™",""999-999-9999" , ""test@test.com",""ABC Ship
Company"', " Jane','"Doe",""1234 Secondary Street","Suite
A","Atlanta™,""GA",""30123","USA",""111-111-1111",""Custom Datal™

"411111111211112221*,"1112","30.00", ""ccaddrecurring',''CC1234" """ INV1235",""Rec
urring every two weeks","SEMIMONTHLY","05/15/2012" "' N", """, """ ,"1" ,""ABC
Company"',"'John",""Doe","'1234 Main Street","Suite

100", "Atlanta™,""GA™,""'30328",""USA™, "999-999-9999", ""test@test.com”,"ABC Ship
Company',"'Jane','"Doe",""1234 Secondary Street","Suite

A", "Atlanta","GA",""30123","USA","111-111-1111"",""Custom Datal"

"41111111211121211*,"1012","40.00","ccaddrecurring','CC1234","1.00", " INV1236",
"Weekly recurring","WEEKLY","05/20/2012" "N, """ """ """ "ABC
Company',"'John",""Doe",""1234 Main Street","Suite

100", "Atlanta",""GA","'30328",""USA",'"'999-999-9999", ""test@test.com","ABC Ship
Company"',"Jane',''Doe",""1234 Secondary Street","Suite

A", "Atlanta","GA",""30123","USA",""111-111-1111"",""Custom Datal"

“"41111111121111211",'0515","10.00", "ccaddinstall',"","0.00",""INV12345", " Instal
1 two months","BIMONTHLY","05/25/2012" Y™ "12" """, """ "ABC
Company","'John","Doe","1234 Main Street","Suite

100", "Atlanta™, " GA™,""30328",""USA™, """, ""test@test.com" """ M e e e e e e,
et "Custom Datal™
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Example XML Recurring file

<txnrecimport>
<txn>

<ssl _card _number>4111111111111111</ssl_card_number>
<ssl_exp_date>1212</ssl_exp_date>
<ssl_amount>2.00</ssl_amount>
<ssl_transaction_type>CCADDRECURRING</ssl_ transaction_type>
<ssl_customer_code> CC1234</ssl_customer_code>
<ssl_salestax>0.50</ssl_salestax>
<ssl_invoice_number>1234</ssl_invoice_number>
<ssl_description>TEST SALE</ssl_description>
<ssl_billing_cycle>MONTHLY</ssl_billing_cycle>
<ssl_next_payment_date>07/31/2012</ssl_next_payment_date>
<ssl_end_of_month>Y</ssl_end_of_month>
<ssl_skip_payment>N</ssl_skip_payment>
<ssl_company>MyCompany</ssl_company>
<ssl_first_name>John</ssl_first_name>

<ssl_last _name>Doe</ssl_last_name>

<ssl_avs_address>123 Main</ssl_avs_address>
<ssl_city>Atlanta</ssl_city>

<ssl_state>GA</ssl_state>
<ssl_avs_zip>30123</ssl_avs_zip>
<ssl_country>USA</ssl_country>

<ssl_ship_to_zip>30123</ssl_ship_to_zip>
</txn>
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<txn>
<ssl _card _number>4111111111111111</ssl_card_number>
<ssl_exp_date>1213</ssl_exp_date>
<ssl_amount>5.00</ssl_amount>
<ssl_transaction_type>CCADDINSTALL</ssl_transaction_type>
<ssl_customer_code> FF1234</ssl_customer_code>
<ssl_salestax>0.50</ssl_salestax>
<ssl_invoice_number>1234</ssl_invoice_number>
<ssl_description>TEST FORCE</ssl_description>
<ssl_billing_cycle>WEEKLY</ssl_billing_cycle>
<ssl_next_payment_date>06/30/2012</ssl_next_payment_date>
<ssl_skip_payment>N</ssl_skip_payment>
<ssl_total_installments>10</ssl_total_installments>
<ssl_first_name>John</ssl_first_name>
<ssl_last_name>Doe</ssl_last_name>
<ssl_avs_address>123 Main</ssl_avs_address>
<ssl_avs zip>30123</ssl_avs_zip>
<ssl_country>USA</ssl_country>
<ssl_ship_to_city>Atlanta</ssl_ship_to_city>
<ssl_ship_to_state>GA</ssl_ship_to_state>
<ssl_ship_to zip>30123</ssl_ship_to_zip>

</txn>

</txnrecimport>
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Output or Response File Format

Recurring transactions authorized through the recurring batch import process can be reviewed for
responses and downloaded from the User Interface under Current Batches/Imported Batches only, an
example is provided in XML and CSV.

The fields are as follows:

Field Name Description
Item Item number
Tran Type Transaction type: installment, recurring

Account Data

Credit card number (masked)

Expiration Date

Expiration date

Amount Transaction amount
Start Date Bill Start Date

Next Payment Next Payment Date
Billing Billing cycle

Total installments

Number of installments. Does not apply for recurring

Result Transaction result message: SUCCESS, ERROR

Message Error description for ERROR transaction (Example: Invalid Billing cycle)
Error Code Transaction error code

Recurring ID Unique recurring identifier

Installment ID Unique installment identifier

Customer Code

Customer code for purchasing card transactions

Sales Tax

Sales tax for purchasing card transactions

Invoice Number

Invoice number

Card Description

Card description type for example MC

Description

Transaction description
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Field Name Description

First Name Customer's first name
Last Name Customer's last name
Addressl Customer's address
Address2 Customer's address line 2
City Customer's city

State/Province

Customer's state

Postal code

Customer's ZIP code

Phone

Customer's ZIP code used to process AVS phone

Email address

Customer's email

Country

Customer's country code

Billing Company

Customer's billing company

Ship to First Name

Ship to first name

Ship to Last Name

Ship to last name

Ship to Addressl

Ship to address line 1

Ship to Address2

Ship to address line 2

Ship to City

Ship to city

Ship to State/Province

Ship to state

Ship Postal Code

Ship to ZIP code

Ship to Phone

Ship to phone

Ship to Country

Ship to country

Ship to Company

Ship to company

UserDefinedField1l

User defined field

UserDefinedField2

User defined field

UserDefinedField3

User defined field
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Field Name

Description

UserDefinedField4

User defined field

UserDefinedField5

User defined field

UserDefinedField6

User defined field

UserDefinedField7

User defined field

UserDefinedField8

User defined field

UserDefinedField9

User defined field

UserDefinedField10

User defined field

UserDefinedField11

User defined field

UserDefinedField12

User defined field

UserDefinedField13

User defined field

UserDefinedField14

User defined field

UserDefinedField15

User defined field

UserDefinedField16

User defined field

UserDefinedField17

User defined field

UserDefinedField18

User defined field

UserDefinedField19

User defined field

UserDefinedField20

User defined field
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A

Account Balance (Response screen field)

Displays the account balance.

Approval Code (Response screen field)

Displays the 6-digit approval number received upon successful
authorization.

Address Verification Service (AVS)

This feature compares the billing address submitted by the customer
for the transaction with the address on file for the cardholder at the
card issuing bank. To implement AVS, you must collect the
customer's billing address and ZIP code.

AVS Code

A code returned to a merchant by a credit card issuing bank
referencing the results of an AVS match.

AVS Response Code (Response screen
field)

Displays the address verification response for this transaction.

B

Batches-Edit Transactions (user right)

Allows access to the Batches-Edit Transaction option

Batches-Return Transactions (user
right)

Allows access to initiate a return from a Settled Credit Card
Transaction in the Settled Batches menu.

Batches-Settle Transactions (user right)

Allows access to the Settle button in the Current Batches section to
settle selected transactions.

Batches-View (user right)

Allows a user to view the unsettled transactions in the Current
Batches section.

Batches-View Settled History (user
right)

Allows access to the Settled Batches section.

Batches-Void Delete (user right)

Allows access to the Void and Delete buttons in Current Batches
section. Void applies to both Host and Terminal-based. Delete
applies to Terminal-based only. VirtualMerchant does not permit
batches to be voided while the auto-settle process is running, or
when a manual settlement process is running.

Bi-Monthly Transactions with a billing cycle of bi-monthly, VirtualMerchant
sends the transactions to Stratus for authorization every other month
starting on the transactions’ Start Payment Date.

Bi-Weekly Transactions with a billing cycle of bi-weekly, VirtualMerchant

sends the transactions to Stratus for authorization every 2 weeks
(every 14 days) starting on the transactions’ Start Payment Date.
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Cc

CID Credit card security code for American Express.
CcvC2 Credit card security code for MasterCard.
CVvV2 Credit card security code for Visa.

Card Code Verification (CCV)

This feature compares the card code submitted by the customer for
the transaction with the card code on file for the cardholder at the
card issuing bank. Filter settings in the Merchant Interface allow you
to reject transactions based on the CCV response received.

Card Not Present (CNP)

A cardholder's credit card is not physically presented to a merchant
at the time of the transaction. This term is used to differentiate
between e-commerce/ Internet merchants, such as those that operate
via Web sites or from mail order/telephone order locations from
retail merchants.

Card Present (CP)

Card present transactions are those in which a credit card is
physically present such as retail merchants, because the card is
available for inspection. Those transactions are considered less risky
and therefore carry lower fees than online or phone transactions.

Card Verification Value (CVV) Code

CVV is one of the credit card industry's several acronyms for the
credit card security code that helps to verify the legitimacy of a
credit card. Depending on the card, the security code can be a three-
digit or four-digit number, printed either on the back of the card or
the front. Other card issuers call their security codes CVV?2 (Visa),
CVC2 (MasterCard) or CID (American Express).

CVV2 Response Code (Response screen
field)

Displays the CVV2, CVC2 or CID response for this transaction.

CW?2

CW?2 Indicator

Cashback

The amount of cash consumers can receive when they use Debit
cards. This amount is added to the total purchase amount.

Cash Benefit Inquiry Transaction

Allows you to get the current balance of a Cash Benefit card. This
transaction requires a PIN pad and must be swiped.

Cash Benefit-Inquiry (user right)

Allows access to process Cash Benefit-Inquiry transactions.

Cash Benefit Purchase Transaction

Allows you to process cash benefit cards and receive cash back
similar to debit transactions. This type of transaction requires the use
of a PIN pad and can be swiped or manually entered.

Cash Benefit-Purchase (user right)

Allows access to process Cash Benefit-Purchase transactions.
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Create Subordinates (user right)

Allows access to the Create User section.

Credit Card Auth Only Transaction

Allows you to pre-approve transactions that will be forced or
converted to Sale through at a later date.

Credit Card-Auth Only (user right)

Allows access to process Credit Card-Auth Only transactions.

Credit Card AVS Only/Verification
Transaction

Allows you to verify if the address given for the transaction matches
that of the cardholder for an AVS Only transaction. A Verification

transaction verifies if the address and the CVV value given matches
the cardholder’s information.

Credit Card- AVS Only/Verification
(user right)

Allows access to process Credit Card AVS Only transactions in
which an address match is checked or Verification transactions in
which an address and CVV value are checked for a match.

Credit Card Force Transaction

Forces sale transactions when the approval code was previously
obtained, such as through voice authorization. This transaction type
requires the Approval Code to be manually entered for processing.
The Approval Code is a required field for this transaction

Credit Card-Force (user right)

Allows access to process Credit Card-Force transactions.

Credit Card Inquiry Transaction

Allows you to check the balance on pre-paid Visa or MasterCard gift
cards.

Credit Card-Inquiry (user right)

Allows access to process Credit Card-Inquiry transactions.

Credit Card Installment Transaction

Allows you to set up payment amounts, the number of payments and
the billing cycle in which the payments occur.

Credit Card-Installment (user right)

Allows access to add Credit Card-Installment transactions.

Credit Card Multi-entry Transaction

Allows you to enter multiple credit card transactions from one
screen.

Credit Card-Multi-entry (user right)

Allows access to process Credit Card-Multi-entry transactions.

Credit Card Recurring Transaction

Allows you to set up payment amounts and billing cycles in which
the payments occur.

Credit Card-Recurring (user right)

Allows access to add Credit Card-Recurring transactions.

Credit Card Return

Allows you to enter refund transactions for previous sales

Credit Card-Return (user right)

Allows access to process Credit Card-Return transactions.

Credit Card Sale

Allows you to obtain real-time authorization for credit card sale
transactions.
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Credit Card-Sale (user right)

Allows access to process Credit Card-Sale transactions.

D

Date/Time (Response screen field)

Displays the date and time at which the transaction took place. The
time stamp displayed is based on the time zone that is selected in
your terminal profile.

Debit Card Purchase Transaction

Allows you to get real-time authorizations for Debit Card sale
transactions.

Debit Card-Purchase (user right)

Allows access to process Debit Card-Purchase transactions.

Debit Card Return Transaction

Allows you to enter refund transactions for previous sales.

Debit Card-Return (user right)

Allows access to process Debit Card-Return transactions.

Debit Card Inquiry Transaction

Allows you to get account balances for debit cards.

Debit Card-Inquiry (user right)

Allows access to process Debit Card-Inquiry transactions.

Dynamic DBA

This gives the merchant the ability to control the descriptor on their
customer’s credit card statements.

E

Edit Business Rule (user right)

Allows access to the Business Rule section.

Edit Terminal Associations (user right)

Allows access to Terminal Associations section.

Edit Terminal Setup (user right)

Allows access to the Terminal Setup section.

Edit User Rights (user right)

Allows access to the Edit Rights section under the Find/Edit User
section.

Electronic Check Conversion Only
Transaction

Allows you to enter an ECS purchase transaction for a Conversion
Only process.

Electronic Check Guarantee
Transaction

Allows you to enter an ECS purchase transaction for a Guarantee
process.

Electronic Check Multientry -
Conversion Only Transaction

Allows you to enter multiple ECS purchase transactions for
Conversion Only processes.

Electronic Check Multientry -
Guarantee Transaction

Allows you to enter multiple ECS purchase transactions for a
Guarantee process.

Electronic Check Verification
Transaction

Allows you to enter an ECS Purchase transaction for a Verification
process.
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Electronic Check Multientry
Verification Transaction

Allows you to enter multiple ECS purchase transactions for a
Verification process.

Electronic Check-Multientry (user
right)

Allows access to process Electronic Check-Multientry transactions.

Electronic Check-Purchase (user right)

Allows access to process Electronic Check-Purchase transactions.

Export Scripts

Export scripts allow merchants to request the results of their
payment transactions be returned to their web sites for inventory
purposes, sales analysis, or customer database maintenance.

F

Find/Edit User (user right)

Allows access to the Find/Edit User section.

Food Stamp Force Purchase
Transaction

Allows you to manually enter Food Stamp “Voucher Clear”
Purchase transactions. This transaction requires a 15-digit Voucher
Clear Number from Merchant’s EBT Food Stamp sales slip and the
Voucher Clear Approval Code obtained previously by phone. The
PIN number is not prompted for on the Voucher Clear transactions.

Food Stamp-Force Purchase (user right)

Allows access to process Food Stamp-Force Purchase transactions.

Food Stamp Force Return Transaction

Allows you manually enter Food Stamp “Voucher Clear” Return
transactions. This transaction requires a 15-digit Voucher Clear
Number from Merchant’s EBT Food Stamp sales slip and the
Voucher Clear Approval Code obtained previously by phone. The
PIN number is not prompted for on the Voucher Clear transactions.

Food Stamp-Force Return (user right)

Allows access to process Food Stamp-Force Return transactions.

Food Stamp Inquiry Transaction

Allows you to get the current balances of food stamp cards.

Food Stamp-Inquiry (user right)

Allows access to process Food Stamp-Force Inquiry.

Food Stamp Purchase Transaction

Allows you to obtain an authorization on an EBT card.

Food Stamp-Purchase (user right)

Allows access to process Food Stamp- Purchase transactions.

Food Stamp Return Transaction

Allows you to credit money back onto the EBT card.

Food Stamp-Return (user right)

Allows access to process Food Stamp-Return transactions.

G

Gift Card Activation Transaction

Allows you to enter gift card activation transactions.

Gift Card-Activation (user right)

Allows access to process Gift Card-Activation transactions.
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Gift Card-Card Return Transaction

Allows you to refund the balances on gift card account.

Gift Card-Card Return (user right)

Allows access to process Gift Card-Return transactions.

Gift Card Credit Transaction

Allows you to refund previous redemption transactions to gift card
accounts.

Gift Card-Credit (user right)

Allows access to process Gift Card-Credit transactions.

Gift Card Inquiry Transaction

Allows you to check the current balances of gift card accounts.

Gift Card-Inquiry (user right)

Allows access to process Gift Card-Inquiry transactions.

Gift Card Redemption Transaction

Used to make purchases with the balances on gift card accounts.

Gift Card-Redemption (user right)

Allows access to process Gift Card-Redemption transactions.

Gift Card Reload Transaction

Allows you to increase the current balance of gift card accounts.

Gift Card-Reload (user right)

Allows access to process Gift Card-Reload transactions.

Installment Billing

Used to pay off a known amount over a specific period of time.

IP Address

An Internet Protocol address (IP address) is a numerical label
assigned to each device (e.g., computer, printer) participating in a
computer network that uses the Internet Protocol for
communication. IP addresses consist of four numbers separated by
periods (also called a 'dotted-quad") and look something like
127.0.0.1.

IP Address - Public

Every device connected to the public Internet is assigned a unique
number known as an IP address.

IP Limitations Rights (user right)

Allows a user to enter up to fifty (50) IP addresses that can access
an account in VirtualMerchant. If selected, only users logging in
from the IP addresses that were entered can access the account.

Note: IP Limitation only applies to Login.do only; IP limitation
feature does not apply to Process.do and Processxml.do

M

Magnetic Stripe Reader (MSR)

Message (Response screen field)

Contains the 16-character authorization response message.
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P

Partial Approvals

When a Pre-Paid authorization is initiated, the issuer can respond
with an approval amount less than the requested amount. Merchants
can obtain the remainder of the purchase amount in another form of
payment.

Partial Auth Capability

The application is capable of submitting one amount for
authorization understanding that only part of the requested amount
could be approved. For example: $100.00 purchase where $75.00 is
approved on a card. The balance of $25.00 is understood to be still
outstanding to complete the purchase.

Payment Type (Response screen field)

Displays the form of payment taken for the transaction.

Pop-up

Small Internet browser window that appear on top of the website
you are viewing

Pop-up Blocker

A feature in your Internet browser that allows you to limit or block
most pop-ups.

Public IP Address

An Internet Protocol address (IP address) is a numerical label
assigned to each device (e.g., computer, printer) participating in a
computer network that uses the Internet Protocol for communication

Every device connected to the public Internet is assigned a unique
number known as an Internet Protocol (IP) address. IP addresses
consist of four numbers separated by periods (also called a 'dotted-
quad’) and look something like 127.0.0.1.

Q

Quarterly Transactions with a billing cycle of quarterly, VirtualMerchant
sends the transactions to Stratus for authorization every three
months starting on the transactions’ Start Payment Date.

R

Record Number(Response screen field)

Displays the transaction record number in the terminal. This value is
only displayed if the profile is configured for Host-Based
Processing.

Recurring Billing

Consists of the same transaction amount repeated for an indefinite
length of time.

Response (Response screen field)

Contains the 2-character authorization response code.

© Elavon, Incorporated 2013. All Rights Reserved
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Reversals A real-time transaction used to cancel an open authorization and
restore the cardholders open to buy for the full amount previously
authorized. This transaction is usually initiated when the
cardholders decide that they do not want to proceed with the
transactions. Reversals will free up cardholders’ open to buy
amounts by reducing issuer holds on available balances when
transactions are not completed, therefore reducing declines at the
point of sale and the amount of cardholder complaints.

S

Semi-Annually Transactions with a billing cycle of semi-annually, VirtualMerchant
sends the transactions to Stratus for authorization every six months
starting on the transactions’ Start Payment Date.

Semi-Monthly Transactions with a billing cycle of semi-monthly, VirtualMerchant
sends the transactions to Stratus for authorization every other month
starting on the transactions’ Start Payment Date.

Semester Transactions with a billing cycle of semester, VirtualMerchant
sends the transactions to Stratus for authorization every four months
starting on the transactions’ Start Payment Date.

Surcharge This value may be set by the merchant to automatically charge a
consumer for processing Debit Cards.

T

Transaction ID (Response screen field) Displays the unique VirtualMerchant record ID for the transaction.

Transaction Type (Response screen Displays the transaction type for the currently selected transaction.
field)

U

User (Response screen field) Displays the user name of the person who submitted the transaction.
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[bookmark: _Toc305056521][bookmark: _Toc302046094][bookmark: _Toc369093151][bookmark: _Toc369093388][bookmark: _Toc369253780]Overview

The VirtualMerchant application is a secure server-based system that supports transaction processing (authorization and settlement) in real-time.   The application allows use of a standard web-browser to process transactions as a cost-effective payment solution. 

The information needed to process the transactions is sent over a secure, encrypted Internet connection. At its basic level, the terminal submits a customer’s transaction information to the VirtualMerchant server. The VirtualMerchant server connects with the network for payment authorization and, if the sale is authorized, the program prints or returns a receipt for the customer. Email messages to confirm the order can be sent to customers and the merchant as notification of a new sale. To finalize the sale, fulfill the order and login to the server and select sale for payment processing. Elavon settles the transaction and deposits the funds into your bank account.  Sales are automatically archived so they can be referred to at a later date.

VirtualMerchant can: 

· Take payments quickly and securely anywhere, anytime – without major investment of money or effort. 

· Accept a full range of payment types – from credit and debit cards to electronic checks and gift cards. 

· Process transactions in physical face-to-face, mail order/telephone order or e-commerce environments. 

· Support businesses that accept tips.

· Capture signatures during and after transaction processing (open and settled).

· Easily handle recurring and installment payments. 

· Protect financial data and ensure compliance with the latest industry security standards and regulations. 

· Accommodate organizations of any size, in any business segment. 





[bookmark: _Toc302046095][bookmark: _Toc305056522][bookmark: _Toc369093152][bookmark: _Toc369093389][bookmark: _Toc369253781]Features

Versatile and Flexible

· Support card present processing for retail environments, card-not-present processing for Mail Order/Telephone Order environments and Electronic Commerce Indicators (ECI) for consumer-initiated transactions on the Internet. 

· Set up multiple users with unique login information under one VirtualMerchant ID. This feature allows you to grant or restrict access levels for security and accountability, and permits multiple users to work simultaneously.

· Accept: Credit Card, PIN-Based Debit Card, Electronic Benefit Transactions (Food Stamp and Cash Benefits), Electronic Check Transactions for Point-of-Purchase (POP), Electronic Gift Certificate Transactions and Accounts Receivable Conversion (ARC) processing. 

· Support the capturing of tips for businesses such as bars, beauty and barber salons, health and beauty spas, restaurants, and soon. 

· Has the ability to capture signature for transactions processed in the user interface with a certified signature capture device.

· Offer the customer more payment choices, while adding business value through electronic gift card processing.  Integrate Buy Button functionality for secure processing of e-commerce transactions. 

· Allow smaller businesses to leverage existing PCs to handle all their accounting, inventory management, and payment processing needs.

· Provide software upgrades as part of the hosted service.

Powerful and Secure Data Management

· Fully-hosted solution minimizes security liability and ensures card association regulations and standards are met.  

· Fraud prevention rules can be established for e-commerce transactions that fall outside normal business parameters.  Examples: decline transactions based on card number, cardholder IP, email address, or other criteria.

· Business rules can be established for e-commerce transactions that fall outside normal business parameters. Examples: flag transactions by type, value, or other criteria) - those that need further review can be pended. 

· The number of computers that uses VirtualMerchant can be limited and so can those persons who will have access. Comma separated value (CSV) data can be exported into other applications by further analysis or tracking. 

· A detailed, 12-month history is maintained and supplies powerful, easy-to-use tools to identify trends and analyze transactions over time. 

· The latest SSL certificate encryption technologies are employed to ensure transactions are processed in a safe and secure manner. 

· VirtualMerchant can be easily configured to ensure user access to appropriate data and reports.

Efficient and Cost-Effective

VirtualMerchant leverages existing PCs and Internet connections, and eliminates the expense to invest in dedicated payment terminals and telephone lines. Transactions are processed in as little as three seconds over a high-speed connection. Authorizations can be processed at the time of the sale or submitted for settlement at a later date, without re-keying the transaction data, (for example: Mail Order/Telephone Order (MO/TO) or delayed delivery environments.

Reliable and Easy to Use

VirtualMerchant provides quick and easy access from any web-browser that uses a secure login and does not require hardware specifications, network infrastructure or software installation. Instant assistance is also provided when needed by means of screen-sensitive Help. 

[bookmark: _Toc369093153][bookmark: _Toc369093390][bookmark: _Toc369253782]VirtualMerchant Options

With VirtualMerchant, you have a number of options available to you to provide you with robust support and flexible options.  

[bookmark: _Toc369093154][bookmark: _Toc369093391][bookmark: _Toc369253783]Transaction Options

		What VirtualMerchant Supports

		Description



		Single Transactions

		Keying and submittal for authorization of a single hand-keyed or swiped transaction.



		Multi-Entry Transactions

		Keying and submittal for authorization of multiple transactions.



		Batch Import Transactions

		Supports the ability to process a comma delimited or XML file of transactions.



		HTTPS Authorization Interface

		Features an SSL interface to process consumer-initiated transactions for payment integration using XML processxml.do or HTML process.do.
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		What VirtualMerchant Supports

		Description



		Market Segment Processing

		Supports several market needs for Internet, Retail, Service, and Mail Order/Telephone Order environments.



		Travel Addendum

		Allows merchants to send travel information such as departure and completion dates to the Merchant Airline Risk Management System (MARMS). This is a risk analysis tool used to monitor risks associated with merchants that collect payments for future services or for bookings made in advance; in particular, airlines and travel/tour agencies. Merchants have to be set up for MARMS by Elavon.   
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		What VirtualMerchant Supports

		Description



		Variety of Payments

		Support of Credit, PIN Based Debit, Food Stamp, Cash Benefits, Gift, Pinless PINless Debit, and Check transactions.



		Partial Authorization

		Supports the ability of Prepaid Credit Card transactions.
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		What VirtualMerchant Supports

		Description



		Recurring and Installment Billing

		Allows you to setup automatic billing of credit cards at regular intervals (that is, monthly, quarterly, annually) on a continual basis or for a predetermined number of payments.



		Dynamic Currency Conversion (DCC)

		With Elavon’s DCC service, international Visa and MasterCard credit card purchases are converted instantly at the point of sale to the cardholder’s home currency. To offer DCC, you must be registered and your terminal must be set up to process DCC transactions. 

DCC is an optional service that gives the cardholder the choice to process and accept the transaction in local or home currency. Rates are automatically updated daily, so merchants can take advantage of the most up-to-date exchange rates in the market. Elavon manages the entire conversion process.



		Purchasing Card/Business Card Capable

		Prompts for customer code and sales tax information to meet Level Two processing requirements.



		CVV2 Processing

		Meets current Card Verification Value 2 (CVV2, CVC2, and CID) requirements for Card-Not-Present (CNP) transactions.



		Address Verification (AVS) Processing

		Used to comply with Visa and MasterCard direct marketing requirements and to minimize fraudulent Internet and mail order/telephone order transactions.





[bookmark: _Toc369093158][bookmark: _Toc369093395][bookmark: _Toc369253787]Reporting Options

		What VirtualMerchant Supports

		Description



		Batch Download Options

		Supports an XML, tab- or comma-delimited download for currently open and previously settled batches.



		Export Script

		Allows merchants to export payment transactions in real time. Payment transactions are returned to a merchant’s website for reasons such as inventory control, sales analysis or database maintenance.





[bookmark: _Toc369093159][bookmark: _Toc369093396][bookmark: _Toc369253788]Account Options

		What VirtualMerchant Supports

		Description



		Multi-Merchant Processing

		Allows for the processing of multiple merchant accounts.



		Enhanced User Rights

		Allows you to manage each user’s access to select features within the application. Access can be granted or denied at an individual user level. 





[bookmark: _Toc369093160][bookmark: _Toc369093397][bookmark: _Toc369253789]Customization Options

		What VirtualMerchant Supports

		Description



		Multiple-User Capable

		Allows you to set up hierarchical user structure for increased user security.



		Customizable Payment Forms

		Allows for online payment and Virtual Terminal payment forms to be configured for unique business needs.



		Auto Settlement

		Allows for programs to be configured to automatically settle unpended transactions.



		Custom Decline Messages

		Allows for non-approved authorization responses to be customized for consumer-initiated transactions.



		User-Defined Fields

		Supports additional user-defined transaction prompts on all payment forms.



		Dynamic DBA

		Allows you to control the descriptor on customer’s credit card statements. You can specify, on a per transaction basis, wording that is more recognizable to the customer.





[bookmark: _Toc369093161][bookmark: _Toc369093398][bookmark: _Toc369253790]Peripherals Options

		What VirtualMerchant Supports

		Description



		Variety of Peripherals

		Peripheral examples: mag-strip readers, PIN pads and receipt printers.



		Peripheral Printing Capable

		Receipt printing to peripheral printers does not print complete credit card numbers; rather, mask some of the card account numbers on consumer receipts.





[bookmark: _Toc305056523][bookmark: _Toc369093162][bookmark: _Toc369093399][bookmark: _Toc369253791]System Requirements

To use VirtualMerchant, you must meet the following minimum system requirements:

· Use supported Internet browsers

· Allow VirtualMerchant to display pop-ups in the browser pop-up blockers

[bookmark: _Toc305056524][bookmark: _Toc369093163][bookmark: _Toc369093400][bookmark: _Toc369253792]Supported Internet Browsers 

VirtualMerchant supports most Internet browsers.  However, because so many variations of browsers exist in the market, Elavon cannot guarantee that all browsers and browser versions will work.  

[bookmark: _Toc305056525]NOTENote:  ActiveX controls are required when you use VirtualMerchant with peripherals. Elavon recommends that you use IE 6.0 and higher.

[bookmark: _Toc369093164][bookmark: _Toc369093401][bookmark: _Toc369253793]Browser Pop-up Blockers

VirtualMerchant uses pop-up windows as part of the application.  You must set up your Internet browser to accept pop-ups before you use VirtualMerchant to process transactions.

You need to add the VirtualMerchant site to the allowed sites in the pop-up blocker for your browser before you begin to use the application. The steps to do this vary and depend on which browser you use. Consult the Help for your browser to learn how to add the VirtualMerchant site to the allowed sites.

NOTENote:  Pop-ups are small Internet browser windows that appear on top of the Web site that you are viewing.

[bookmark: _Toc305056526][bookmark: _Toc369093165][bookmark: _Toc369093402][bookmark: _Toc369253794]Security Features

Various security features are built into VirtualMerchant and include:

· System timeouts after inactivity

· Restricted system logins

· Password requirements

[bookmark: _Toc305056527][bookmark: _Toc369093166][bookmark: _Toc369093403][bookmark: _Toc369253795]System Timeouts

VirtualMerchant allows a session to be inactive for up to 15 minutes. If you are logged in and your session is inactive for 15 minutes, the system automatically logs you out and returns you to the VirtualMerchant User Login page.

[bookmark: _Toc305056528][bookmark: _Toc369093167][bookmark: _Toc369093404][bookmark: _Toc369253796]System Logins

VirtualMerchant only allows one concurrent login per user. If you are logged on from one browser and you access your user account from another browser, the system logs you out of the first browser. 

[bookmark: _Password_Requirements][bookmark: _Toc305056529][bookmark: PasswordRequirements][bookmark: _Toc369093168][bookmark: _Toc369093405][bookmark: _Toc369253797]Password Requirements

To use VirtualMerchant, you must meet the following password requirements:

· Passwords are case sensitive (the system differentiates between upper- and lower-case characters)

· Passwords must be a minimum of eight characters long

· Passwords must contain the following:

· At least one lower-case letter

· At least one upper-case letter

· At least one digit

· At least one special character

· Passwords must be changed at a minimum of every 45 days

· You cannot reuse your previous 13 passwords 





[bookmark: _Toc369093169][bookmark: _Toc369093406][bookmark: _Toc369253798]Email Notifications

Email notifications will be sent in the following instances:

· Welcome email when account is set up

· Email notification when you change email

· Email notification when you change your security questions

· Email notification when you change your password

[bookmark: _Toc305072612][bookmark: _Toc369093170][bookmark: _Toc369093407][bookmark: _Toc369253799]Fraud Protection Features

Various fraud protection features are built into VirtualMerchant and include:

· Referrer URLs

· Fraud Prevention Rules

· Business Rules

· 3D Secure Authentication (Verified by Visa and MasterCard SecureCode)

[bookmark: _Toc369093171][bookmark: _Toc369093408][bookmark: _Toc369253800]Referrer URLs

Setting up HTTP referrers in the terminal tells VirtualMerchant to accept transactions from an approved list of websites.  While it requires more work to implement, this action helps to prevent fraudulent users from submitting transactions from a different source other than your websites.

Every Gateway transaction captures the URL of the website from which the order originated. This is called the Referrer URL and is used to ensure that transactions processed through the merchant account originated from the websites specified.  For example, if your application is set up to accept payments for products and services from www.mywebsite.com, VirtualMerchant’s security system automatically blocks any payment requests that come from another Web address. Refer to the To Configure Your HTTP Options section for information on how to set up referrer URLs.

[bookmark: _Toc369093172][bookmark: _Toc369093409][bookmark: _Toc305072613][bookmark: _Toc369253801]Fraud Prevention Rules

Fraud prevention rules are customizable set of rules that allow you to build constraints to match your business needs and control how you handle transactions that include the ability to approve or decline transactions or return an error.  These rules can serve as an important tool to help you to fight, manage and prevent suspicious and costly fraudulent activities. Refer to the Setting Up Fraud Prevention Rules section for information on how to set up your fraud prevention rules.

VirtualMerchant allows you to setup the following fraud prevention rules on terminals:

· Auto Pend Filter

· Merchant IP Address Filter

· Mobile Payment Filter

· IP Address Filter

· Individual / Ranges Filter

· Country IP Address Filter

· Country Filter

· Billing Country Filter

· Shipping Country Filter

· IP Address & Country Mismatch Filter

· IP Address & Billing Country  Mismatch Filter

· IP Address & Shipping Country Mismatch Filter

· Email Address Filter

· Card Number Filter

· Transaction Velocity Filter

· Hourly Transaction Velocity Filter

· Daily Transaction Velocity Filter

· IP Address Velocity Filter

· Email Domain Filter

· Transaction Timeout Filter

NOTESNotes: 

· Rules are only triggered via integration and do not apply to any transaction initiated from the user interface (Virtual Terminal). 

· It is recommended that you get familiar with the capabilities of each of these filters and monitor your processing trends to determine which ones work best for your business needs.  

· For terminals that are set up with more than one of the above fraud prevention rules, VirtualMerchant executes these rules in the order presented, before 3DSecure.

Auto Pend Filter:  Enables you to designate which transaction types you want to set to pend.  You can choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card Force or Credit Card Returns. If you use this filter and receive approved transactions, they are automatically pended when entered through the VirtualMerchant integration. You must log on to the application to release those transactions from the Pend state. Pended transactions cannot be settled until they are un-pended.	Comment by Muench, Barbara: Should this be hyphenated?

Merchant IP Address Filter: Enables you to designate and maintain a list of IP addresses from which you allow transactions to originate.  If you use this filter and receive transactions from an IP address that is not in your allowed list, the transactions will be declined.  

Mobile Payment Filter:  Enables you to designate and maintain a list of mobile devices from which you allow transactions to originate based on the mobile identification numbers. If you use this filter and receive transactions from a mobile device that is not in your allowed list, the transactions will be declined.

IP Address Filter: Enables you to designate and maintain a list of IP addresses of cardholders from which you do not allow transactions to originate.  If you use this filter and receive transactions from an IP address that is in your blocked list, the transactions will be declined. 

Billing Country Filter: Enables you to designate and maintain a list of billing countries from which you do not allow transactions to originate.  If you use this filter and receive transactions from a billing country that is in your blocked list, the transactions will be declined.

Shipping Country Filter: Enables you to designate and maintain a list of shipping countries from which you do not allow transactions to be shipped to.  If you use this filter and receive transactions where the shipping country is in your blocked list, the transactions will be declined.

IP Address & Billing Country Mismatch Filter: Enables you to designate and maintain a list of billing countries and compare the transaction’s originating IP address with the billing country provided.  This helps to determine if the transaction was placed in the country in which it originated.  If you use this filter and receive transactions where the billing country does not match the IP address for those countries you have specified in the list, the transactions will be declined.

IP Address & Shipping Country Mismatch Filter: Enables you to designate and maintain a list of shipping countries and compare the transaction’s originating IP address with the shipping country provided.  This helps to determine if the transaction was placed in the country in which the order will be shipped to.  If you use this filter and receive transactions where the shipping country does not match the IP address for those countries you have specified in the list, the transactions will be declined.

Email Address Filter: Enables you to designate and maintain a list of email addresses of cardholders from which you do not accept transactions.  If you use this filter and receive transactions from an email address that is in your blocked list, the transactions will be declined.

Card Number Filter: Enables you to designate and maintain a list of card numbers of cardholders from whom you do not accept transactions.  If you use this filter and receive transactions from a card number that is in your blocked list, the transactions will be declined.

Hourly Transaction Velocity Filter: Enables you to specify a threshold for the number of transactions allowed for a terminal within 60 minutes. All transactions received that exceeds the threshold will be declined.

Daily Transaction Velocity Filter: Enables you to specify a threshold for the number of transactions allowed for a terminal within 24 hours. All transactions received that exceeds the threshold will be declined.

IP Address Velocity Filter: Allows you to specify a threshold for the number of transactions allowed for a terminal from the same cardholders’ IP address. All transactions received that exceeds the threshold will be declined.

Email Domain Filter: Enables you to validate that the email address entered by cardholders on transactions is a valid domain.  If you use this filter and receive transactions from an email address with an invalid domain, an error will be returned.

Transaction Timeout Filter: Enables you to specify a time limit in minutes for a single transaction.  If the transaction exceeds the time allowed for processing, it will be declined.

[bookmark: _Toc369093173][bookmark: _Toc369093410][bookmark: _Toc369253802]Business Rules

Business Rules is a customizable tool that allows you to build constraints to match your business needs and control how you handle transactions that include the ability to approve, decline or set transactions to a status of pend or review.  These rules can serve as an important tool to help you fight, manage and prevent suspicious and costly fraudulent activities.  

[bookmark: _Toc369093174][bookmark: _Toc369253803]Business Rules Types

There are two types of business rules in VirtualMerchant:

· Pre-processing business rules

· Post-processing business rules

Pre-Processing Business Rules

These rules are applied to transactions before they are sent for authorization and will be declined if the criteria defined are not met. They include:

· Ship to Postal Code

· Bill to Postal Code

· Tran Amount

· Return Amount

· Duplicate Checking

Post-Processing Business Rules

These rules are applied to transactions after they are sent for authorization. You can make a decision to Set to Pend or Set to Review these transactions. They include:

· Ship to Postal Code

· Bill to Postal Code

· Tran Amount

· Return Amount

· AVS Response

· CVV response

· Settlement

Additionally, VirtualMerchant offers enhanced AVS and CVV post-processing to handle filters, where you can make a decision to decline previously authorized transactions that return specific AVS and CVV response codes.  Refer to the Response Codes section for a complete list of AVS and CVV response codes.

NOTENote:  VirtualMerchant initiates a reversal on the merchant’s behalf for Visa, MasterCard, and Discover credit card transactions that are set to decline based on the AVS or CVV rules.  The reversal attempts to cancel an authorization and restore the cardholders open to buy, as the card is authorized at the cardholder’s issuing bank and then declined due to the AVS or CVV rule settings.  If the reversal is not successful or delayed, your customers could mistake this authorization for a charge as the authorization reduces their available limit.  However, a transaction declined for AVS or CVV will not settle and your customer will not be charged.

[bookmark: _Toc369093175][bookmark: _Toc369253804]Business Rules Filters

Ship to Postal Code: Allows you to set up a rule based on a transaction’s postal code.  This rule is valid only when the comparison value is Bill to Postal Code, or a numeric or alphanumeric value.

Example: A user can set up a Ship to Postal Code rule and specify that transactions should decline if the postal code value is equal to 99999.  If a consumer enters this value as a postal code in the payment form, the transaction will be automatically declined.

Bill to Postal Code: Allows you to set up a rule based on a transaction’s Bill to Postal Code.  This rule is valid only when the comparison value is Ship to Postal Code, or a numeric or alphanumeric value.

Example: User can set up a Bill to Postal Code rule and specify that transactions should be set to Pend, if the Bill to Postal Code value is not equal to Ship to Postal Code.

Tran Amount: Allows you to set up a transaction amount or threshold amount for which a rule should trigger a Pend, Set to Review or Decline.  This rule applies to Sale, Auth Only and Force transactions.

Example: User can set up a Tran Amount rule and specify that transactions should be Set to Review, if the transaction amount exceeds $100.00.

Return Amount: Allows you to set up a refund threshold amount for which a rule should trigger a Pend, Set to Review or Decline.  This rule applies to refund transactions.

Example: User can set up a transaction to automatically decline if refund is greater than $100.00.

Duplicate Checking: Allows a merchant to decline duplicate transactions before they are sent for authorization.

A transaction is considered duplicate based on the same Account Number, Transaction Type and Transaction Amount within the same open batch for all payment transaction types, as a minimum condition. In addition to those criteria, you can check for duplicate transactions based on Invoice Number, a Required User Defined field or a pre-defined timeframe in which to look for duplicate transactions and includes:

1. 5 minutes

1. 10 minutes

1. 15 minutes

1. 30 minutes

· 1 hour

NOTESNotes: 

· The original transaction must be approved in the batch to trigger the duplicate rule. The rule is not be triggered if VirtualMerchant has not received the response from the original transaction. 

· The Duplicate Checking rule does not apply to transactions in a closed batch.  For example: a merchant can send a transaction, settle the transaction and then re-send the same transaction.  This is not considered a duplicate transaction.

AVS Response: Allows you to set up a rule based on the Address Verification response.  AVS compares the billing address provided by your customer during the transaction to the address on file with the credit card issuer.  This rule allows you to choose to Pend, Set to Review, or Decline a transaction that has returned a specific AVS response as defined in the rule.  To implement AVS, you must collect the customer's billing address and ZIP code (Refer to the AVS Response Codes section for a complete list of AVS response codes).

Example: User can set up a transaction to Set to Review, if the address passed in the authorization does not match the address at the bank.

CVV Response: Allows you to set up a rule based on the Card Verification Value response.  This rule compares the CVV/CID value provided by the customer at the time of the authorization to the CVV value on file with the credit card issuer returned in the authorization response.  This rule allows you to Pend, Set to Review, or Decline a transaction that has returned a specific CVV response as defined in the rule.  To implement CVV, you must pass the CVV/CID value (Refer to the CVV2 Response Codes section for a complete list of CVV response codes).

Example: User can set up a transaction to Pend if the Card Verification Value does not match.

Settlement: Allows you to set up a rule based on the batch settlement response.  This rule is defined to check to see if the settlement was successful.

Example: User can receive an email notification if a batch settlement is successful or not.

NOTENote: Refer to the Setting Up Business Rules section for information on how to set up your business rules.

[bookmark: _Toc305072614][bookmark: _Toc369093176][bookmark: _Toc369093411][bookmark: _Toc369253805]3D Secure Authentication (Verified by Visa and MasterCard SecureCode)

3D Secure is a security tool that enables cardholders to authenticate their identity to their card issuer through the use of Visa’s Verified by VisaTM and MasterCard’s SecureCodeTM services.  3D Secure adds another layer of security to cardholders by the prevention of fraudulent purchases in an e-commerce environment.  For our merchants, it reduces the number of unauthorized transactions. VirtualMerchant users who process transactions in an integrated e-commerce environment are able to take advantage of this functionality with no additional charge. 

Cardholders who have a Visa or MasterCard from a participating Issuer are presented an additional window hosted by the Card Issuer. If cardholders have already established a password or private code for their credit card, they are prompted to enter that identifier to authenticate them before the transaction is submitted for authorization.  If a cardholder has a participating credit card but has not yet established their password or private code, they are prompted to do so. 

NOTENote: Refer to the To Set Up 3D Secure section for information on how to set up 3D Secure.
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[bookmark: _Toc369093177][bookmark: _Toc369093412][bookmark: _Toc369253806]Getting Started

This chapter provides some basic information that you may need before you are able to use VirtualMerchant. You will need to know how to:

Set up your VirtualMerchant account

Launch the application

Log on to the application

Reset your password

Use the components of the VirtualMerchant interface"

Seek assistance if necessary

[bookmark: _Toc305062077][bookmark: SetUpVMAccount][bookmark: _Toc369093178][bookmark: _Toc369093413][bookmark: _Toc369253807]Setting Up VirtualMerchant Accounts

Before you can access VirtualMerchant, you must have your account set up by Elavon's system administrators.  If you have not already had your account created, contact the Elavon Merchant Activation Department at 1-866-451-4007, option 2.

After your account is set up, you will receive a Welcome Email from VirtualMerchant.  This email contains useful information about how you can start using your account and process transactions using the Virtual Terminal, Mobile application, or the VirtualMerchant API.  This email also contains important information about your VirtualMerchant account, such as:

Account ID

Profile Friendly Name

Merchant Number (MID)

Currency

Important Links and Contact Phone Numbers

Notes:

This email should be kept for future reference.

The welcome email is automated and does not have reply capabilities.  Therefore, if you need assistance with your accounts, you must contact our Software Technical Support at 1-800-377-3962, Option 2, then Option 2.  If you have question about the activation or training, contact the Elavon Merchant Activation Department at 1-866-451-4007, option 2.

[bookmark: _Toc305062078]


[bookmark: _Toc369093179][bookmark: _Toc369093414][bookmark: _Toc369253808]Launching VirtualMerchant

You can access VirtualMerchant only through your Internet-connected personal computer (PC).

Enter URL https://www.myVirtualMerchant.com in your browser window. 



The VirtualMerchant User Login page appears. 

[image: ]

[bookmark: _Toc305062079]The new login page contains:

· MerchantConnect link: to access account statements and reports.

· Help link: to access contact information and login instructions.

· User Login section: to log on to the application.

· Demo / /Video section: to access video that shows the features and benefits of VirtualMerchant.

· Ad section: to keep up-to-date with information about related products and services.

· Alert section: to learn about enhancements, get alerts about technical issues, and plan for system maintenance windows.

· Support section: to access the most-used documents with one click.

[bookmark: _Toc369093180][bookmark: _Toc369093415][bookmark: _Toc369253809]Logging On to VirtualMerchant 

NOTENote: Refer to the Setting Up VirtualMerchant Accounts section. 

1. Enter your account ID, user ID and password information:

[image: ]

NOTENote:  If you do not have this information, contact Customer Service at the number provided in the Setting Up VirtualMerchant Accounts Account Set Up section.

Refer to the Password Requirements section for more information about how to setup your password.

 

2. Click Login to continue to the VirtualMerchant Home page.

[image: ]

NOTESNotes: 

If this is your first time to log on, you will be prompted to reset your password.  Refer to the Resetting Your Initial Password procedure for more information.

Username and passwords are case sensitive (the system differentiates between upper- and lower-case characters).

[bookmark: _Toc305062080][bookmark: ResettingInitialPasswords][bookmark: _Toc369093181][bookmark: _Toc369093416][bookmark: _Toc369253810]Resetting Your Initial Password

When you first access VirtualMerchant, you must use the password assigned to you by Elavon's customer service.  After you use that initial password to log on, you will be prompted to reset your password as shown below.

[image: ]

1. Select your security question from the Question 1 list.

[image: ]

Your selected question appears.  

[image: ]

2. Enter your Answer to Question 1.

3. Select your security question from the Question 2 list.

4. Enter your Answer to Question 2.

5. Select your security question from the Question 3 list.

6. Enter your Answer to Question 3.

[image: ]

7. Click Submit.

The Reset Password screen displays.

[image: ]

8. Enter your New Password.

9.  Enter your new password again in the Confirm New Password field.

10. Click Submit. 

The VirtualMerchant Home page displays.

[image: ]

[bookmark: _Toc369093182][bookmark: _Toc369093417][bookmark: _Toc293846924][bookmark: _Toc369253811]Resetting Your Latest Password

You can reset your password within the VirtualMerchant application without a call to Customer Support in the event you forget your password or your account is locked. You can find this option on the User Login screen.

[image: ]

To reset your password, follow the steps below:

1. Click Forgot Password.

The Security Questions screen displays.

[image: ]

2. Enter your answers to the three security questions.

NOTENote:  You must answer two of the three security questions correctly. 

3. Click Submit

The Reset Password screen displays.

[image: ]

4. Enter your New Password.

5. Confirm your password in the Confirm New Password field.

6. Click Submit.

The system successfully resets your password.

[bookmark: _Toc369093183][bookmark: _Toc369093418][bookmark: _Toc369253812]VirtualMerchant Interface

When you launch VirtualMerchant the Home screen displays. Components of the VirtualMerchant interface include:   

· Support Menu Options

· Configuration Menu Options

· Transaction Menu Options

[image: ]

[bookmark: _Toc305062083][bookmark: _Toc369093184][bookmark: _Toc369093419][bookmark: _Toc369253813]Support Menu Options

The Support Menu Options contains the following links:

· MerchantConnect

· Support Section

· Help

· Logout

[image: ]

[bookmark: _Toc305062084][bookmark: _Toc369093185][bookmark: _Toc369253814]The MerchantConnect Link

To access the MerchantConnect link, click MerchantConnect.

The MerchantConnect Home page opens in a new browser window. MerchantConnect is the online support and reporting tool that provides free access to your monthly statements, recent deposits, charge backs and retrieval requests, customer support and much more. 

[image: ]

[bookmark: _Toc305062085][bookmark: _Toc369093186][bookmark: _Toc369253815]The Support Section Link

To access the Support Section link, click Support Section.

The Support Section screen displays. This screen gives you access to:

· Other links to submit feedback by email

· View compatible shopping cart information

· Download the developer, user and VM mobile  guides

· Download the peripheral driver for the devices that are used with VirtualMerchant 

· Access release notes for the application

[image: ]

[bookmark: _Toc305062086]User Feedback 

In the User Feedback section, the Submit Feedback Email link allows you to submit product feedback by email to the VirtualMerchant support channel for assistance. 

1. Click the Submit Feedback Email link.

[image: ]

The Feedback Email screen displays.

[image: ]

2. In the Description of Feedback list, select the category for the feedback request from the following:

· Feedback - Used to make any additional comments or ask questions that relates to the VirtualMerchant application

· Suggestion - Used to make suggestions for improvement in the VirtualMerchant application

· Issue - Used to indicate any processing problems encountered within the VirtualMerchant application

· Complaint - Used to send an email complaint to our customer service team

3. Enter your company name in the System Name field.

4. Enter the VirtualMerchant URL related to content of the email in the URL (Web Address) field.

5. Enter the email address for a response in the Your Email Address field. 

This is a required field.

6. Enter Feedback Message. 

Be very descriptive and indicate exactly the steps that led to the problem. 

7. Click Submit Feedback.

The system sends an email to your email account, closes the Feedback Email screen, and displays a message.

[bookmark: _Toc305062087]Compatible Shopping Cart List 

Not all Internet shopping carts are compatible with VirtualMerchant. The View Compatible Cart List link shows all of the shopping carts that are compatible for use with the VirtualMerchant application. 

1. Click the View Compatible Cart List link.

[image: ]

The Compatible Carts screen displays.

[image: ]

2. In the Display list, select the number of carts you want to be shown at a time from the following: 25, 50, 75, 100, 250, 500, 750 and 1000.

The screen refreshes to reflect the new selection.

3. Click Add Cart to submit a request to have an additional shopping cart added to the list.

The Add cart screen displays.

[image: ]

4. Enter the appropriate information and click Add to send the request to the VirtualMerchant support channel for review.

[bookmark: _Toc305062088]NOTENote:  Elavon uses the Business Contact information to contact the shopping cart company and copies the Sales Contact Information in the Compatible Carts List for external contact information.

User Manuals 

The Developer Guide provides information about how to integrate VirtualMerchant into a personal site, with examples that show the functions of the VirtualMerchant features. The User Guide provides information about the daily use of VirtualMerchant.  The VM Mobile Guide provides information about the daily use of the VM Mobile application.

Click the Download Developer Guide, Download User Guide or the Download VM Mobile Guide link, to open the respective guides. 

[image: ]

[bookmark: _Toc305062089]NOTENote:  You need Adobe Acrobat Reader to read the PDF formatted guides. 

Peripheral Driver 

Use the Peripheral Driver link to download the Windows-based peripheral driver application so that you can use supported peripheral devices to generate receipts, capture PIN information and check images.

NOTENote:  Microsoft® ActiveX® support is required for your browser.

1. Click the Download Peripheral Driver link.

[image: ]

The File Download dialog box displays.

[image: ]

2. Click Open and then click OK.

3. Once the download is complete, the WinZip (or applicable application) window appears and shows the DeviceAssistantSetup.exe application file.

[image: ]

4. Double-click DeviceAssistantSetup.exe to launch the Install process.
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5. Click Next.
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6. Select the check boxes for the components that you need to install and then click Next.
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7. Click Install to continue the installation.
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8. Click Finish to complete the installation.

NOTENote:  The installation is complete, but the configuration of the device is not complete. Your system will not work with this device until it is properly configured.

9. To configure the device, if you have completed training, contact Software Technical Support at 1-800-377-3962, option 2, option 2. If you need training, contact the Merchant Activation Department at 1-866-451-4007, option 2.

[bookmark: _Toc305062090]Release Notes

Release Notes provide links to supplementary documents that are delivered to the customer when bugs are fixed or enhancements are made to the VirtualMerchant application.

Click the desired link to open a release note document.
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[bookmark: _Toc305062091][bookmark: _Toc369093187][bookmark: _Toc369253816]The Help Link

To access the Help link, click Help.

The VirtualMerchant Help screen displays in a new browser window. This screen displays the help contents for the current section. Select the subject for which you require more information.
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[bookmark: _Toc305062092][bookmark: _Toc369093188][bookmark: _Toc369253817]The Logout Link

To access the Logout link, click Logout.

This option logs you out of the VirtualMerchant application. 

[bookmark: _Toc305062093][bookmark: _Toc369093189][bookmark: _Toc369093420][bookmark: _Toc369253818]Configuration Menu Options

The Configuration Options contains the following menus:

· User

· Account Settings

· Terminal
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[bookmark: _Toc305062094][bookmark: _Toc369093190][bookmark: _Toc369253819]User Menu

User Management is designed to help you create users, which allows you to set up the access and permissions for your employees. To access the User menu, click User.
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The following options are available:

· Find/Edit - allows you to locate your individual users and access and edit information about them

· Create New - allows you to create a new user account

· Change Password - allows you to change your own password

· Change PIN - allows you to enter a new PIN

· Update Security Questions - allows you to confirm your password, select desired questions and provide answer provide to each

[bookmark: _Toc305062095][bookmark: _Toc369093191][bookmark: _Toc369253820]Account Settings Menu

Account Settings Management is designed to help you set specific account level checks. To access the Account Settings menu, click Account Settings.
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[bookmark: _Toc305062096]There is only one option available, IP Address Options. This allows you to configure IP checks for your existing accounts. 

[bookmark: _Toc369093192][bookmark: _Toc369253821]Terminal Menu

The Terminal menu displays after you have selected a terminal (refer to the Side Bar section below).  To access the Terminal menu, click Terminal.
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Terminal Management is designed to help you with the following configurations: 

· Merchant (Merchant Setup) - allows you to set up the terminal, payment form and  printer information for your company

· Payment Form (Payment Form Setup) - allows you to set up various forms

· Advanced (Advance Setup) - allows you to set up the system and error messages

Terminal Management menu items are further divided into submenus as follows:

Merchant (Merchant Setup)

The Merchant (Merchant Setup) menu consists of:
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· Main - allows you to view and edit merchant information 

· Terminal - allows you to view the set up information for a terminal

· Payment Fields - allows you to create or modify the fields that appear on payment forms

· Printer - allows you to configure the receipt printing options 

Payment Form Menu

The Payment Form menu configuration consists of:
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· Payment Form - allows you to add custom headers and footers, define color and attach images to be displayed on the payment form 

· Receipt Form - allows you to define payment receipt form options

· E-mail Form - allows you to setup approved and declined email notification options

Advanced Menu

The Advanced menu configuration consists of:
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· System Setup - allows you to designate HTTP Referrals, specify settlement window, enable signature capture device and setup an export script 

· Error Messages - allows you to define custom error messages to appear in the payment form

· Fraud Prevention Rules - customizable set of rules that allow you to build constraints to match your business needs and control how you handle transactions that include the ability to approve or decline transactions or return an error

· Business Rules - allows you to define custom rules for terminal-based transactions

[bookmark: _Toc305062097][bookmark: _Toc369093193][bookmark: _Toc369093421][bookmark: _Toc369253822]Transaction Menu Options

The Transaction Menu Options contains two areas: 

· User Information – This area displays your user, account, and terminal ID

· Select Terminal – This area contains a list of the rights to which you are assigned when you select a terminal
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[bookmark: _Toc305062098][bookmark: _Toc369093194][bookmark: _Toc369093422][bookmark: _Toc369253823]Getting Assistance from Elavon

You may occasionally require assistance from Customer Service for issues when you:

Lose log in information for new customers such as account IDs, user IDs and temporary passwords

Forget your current password

Need assistance to use VirtualMerchant

You can contact Elavon’s Customer Service at 1-866-451-4007, option 2.



[bookmark: _Toc304287685][bookmark: ManagingUsers][bookmark: _Toc369093195][bookmark: _Toc369093423][bookmark: _Toc369253824]Managing Users 

This chapter tells you how to manage the users of the accounts that you have set up and contains a variety of functions that that tells you how to:

· Create new users

· Find user accounts

· Edit user accounts

· Edit user terminal associations

· Generate user reports

· Change passwords

· Change PINs

· Update Security Questions

[bookmark: _Toc369093196][bookmark: _Toc369093424][bookmark: _Toc369253825]Creating a New User

To access a VirtualMerchant account, you must be added to the system as an authorized user. The Merchant Administrator for an account controls the entire account and is allowed to: 

· Create users (single users, and multiple users who can log in and process transactions simultaneously)

· Create hierarchy of users with similar or varying degrees of permissions and access

· Delegate the ability to manage a hierarchy of users to another user

When you have a Merchant Administrator to control these functions, you can manage efficiently and create a system of accountability.

NOTENote:  We suggest that you create one or more separate users to manage day-to-day activities, including but not limited to: processing transactions, reviewing transactions, and settling transactions. It is strongly recommended that you keep your Merchant Administrator user account dedicated to administrative functions only. 

Follow these guidelines to create a user account:

· Create new user account

· Assign new user rights

· Add terminal associations to the user profile 

· Create new user account from existing user profile

· [bookmark: _Toc293846929][bookmark: _Toc304287687]Copy terminal associations to a new user

[bookmark: _Toc369093197][bookmark: _Toc369093425][bookmark: _Toc369253826]To Create New User Accounts

1. Select User | Create New.
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The Create New User screen displays.
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NOTESNotes: 

· All fields with an asterisk are required.

· Refer to the Password Requirements section for password requirements information.

2. Enter your User ID. 

3. Enter your Password.

4. Re-enter your password in the Confirm Password field.

NOTESNotes:  The next five fields are not required, but you can enter this user information if you wish:

· Enter the user’s First Name.

· Enter the user’s Last Name.

· Enter the user’s Location.

· Enter the user’s Phone number.

· Enter the user’s phone Extension.

5. Enter Email address. 

6. Select Yes or No from the drop-down list to indicate if Active. 

Examples of new users who would not be active would be new hires that have not yet started work or employees out on medical leave. This field is set to Yes by default.

7. Select Supervisor from the drop-down list. 

NOTENote:  The default Supervisor is the current user’s supervisor or the Merchant Administrator, if the user logged in is the Merchant Administrator.

8. Click Create User to add the new user account. 

The New User Confirmation screen displays the fields that you entered on the Create New User screen along with a message to confirm that the user ID was added successfully. 
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[bookmark: _Toc304287688][bookmark: _Toc293846930]NOTENote:  Click Clear to clear all data entered on the Create New User screen.

[bookmark: _Toc369093198][bookmark: _Toc369093426][bookmark: _Toc369253827]To Assign Rights to a User 

User rights are specific access and permissions granted to a user. 

1. On the New User Confirmation screen, click Rights.
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The Edit User Rights screen displays. 

[image: ][image: ]

NOTENote:  The user rights that display in this window are dependent on the user rights of the user currently logged in. You cannot grant a right to a subordinate unless your profile has the right to do so.  

2. In the drop-down list, select one of the following:

· Standard

· Manager

· Administrator

NOTESNotes: 

· The default is a blank value.  No options are selected.

· When you select either Standard, Manager or Administrator, you still have the option to manually select and de-select user rights.

· The rights within each section are described in the Glossary section.

If you selected Standard, the system selects all rights with the exception of the following:

· Rights within the Virtual Terminal-Transactions section associated with any Return, Credit, Activation, Reload, and Import Batch transaction types

· Rights within the Virtual Terminal-Batch section

· Rights within the Virtual Terminal – Export section

· Rights within the User Management section

· Rights within the Terminal Management section

If you selected Manager, the system selects all rights with the exception of the following:

· Rights within the User Management Section

· Rights within the Terminal Management Section

· Rights for the Export Scripts for the Manager

If you selected Administrator, the system selects all rights. 

NOTENote:  If you click Cancel, the window closes and the user rights that were selected are not updated. If you click Clear ALL, all the users rights will be reset (uncheck).

3. Click Update. 

The Edit User Rights screen closes and the New User Confirmation screen displays a message that the rights for that user ID were updated successfully.

NOTESNotes:

· The rights are not saved until you click the Update button.

· The selected option is NOT saved with the user rights.  This is only used to pre-set the user rights to save you time and allows you not to have to click each user right.

[bookmark: _Toc293846931][bookmark: _Toc304287689][bookmark: _Toc369093199][bookmark: _Toc369093427][bookmark: _Toc369253828]To Add Terminal Associations to a User Profile

When you add a new user, you have to specify the terminals to which the user’s login provides access.  

1. On the New User Confirmation screen, click Terminals.

The Terminal Associations screen displays. 
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2. Select the terminal you wish to add to the user profile from the list.

3. Click Copy associations From Other User.

The screen updates showing the terminal association and displays a message that the terminal was successfully added.
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4. [bookmark: _Toc304287690]To associate another terminal to the user account, repeat Steps 2 and 3.

NOTENote:  For each new terminal association, a new PIN is automatically generated. The new PIN can be used to process transactions from an integrated application, a website, or the VirtualMerchant Mobile App. PIN(s) can be 64, 32, 6, 5 or 4 characters in length. It is recommended to always use a length of 64 characters for maximum security.

[bookmark: CreateNewAccountfromExistingProfile][bookmark: _Toc369093200][bookmark: _Toc369093428][bookmark: _Toc369253829]To Create New User Account from Existing User Profile

This feature allows you to create a new standard user profile from an existing standard user profile. You must have Create Subordinate User rights and the standard user profile that will be copied to create the new standard user profile must exist.

1. Select User | Find/Edit.
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The Find/Edit User screen displays. 
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2. Enter the relevant information in the search fields to choose an existing standard user profile.

3. Click Find. 

The User List search results table displays the users defined by the search.
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4. Select the check box next to the user profile you wish to copy.

NOTENote:  You cannot choose more than one user profile.

5. Click Copy User. 

The Copy User screen displays. 
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Account ID is pre-populated with the account ID of the existing user profile and cannot be changed.

6. Enter new User ID. 

7. Enter Password.

8. Re-enter password in the Confirm Password field.

NOTESNotes:  The next five fields are not required, but you can enter this information if you wish:

· Enter the user’s First Name.

· Enter the user’s Last Name.

· Enter the user’s Location.

· Enter the user’s Phone number.

· Enter the user’s phone Extension.

9. Enter Email address. 

10. Select Yes or No from the drop-down list to indicate if Active. 

11. Select Supervisor from the drop-down list.

12. Click Copy User to add the new user account. 

The New User Confirmation screen displays and a new user profile is created with the same rights, terminal associations, account and supervisor as the existing user profile.
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NOTENote:  The Copy User button is disabled when there are 5,000 users for the account (VID).

VirtualMerchant also does the following:

· Validate that there are less than 5,000 active users for the account ID (VID). 

· If less than 5,000, create a new standard user profile with:

· Only the user rights from the existing standard user profile that the logged in user already has.

· Only the terminal associations from the existing standard user profile that the logged in user already has access to EXCEPT for the PIN.

· A status of Unlocked.

· Generate a new PIN for each terminal association created on the new user profile.

You may choose to update the rights and/or the terminal associations for the new standard user just created.

NOTESNotes:

· Rights can be copied from existing user profiles that are Active or Not Active.

· Rights can be copied from existing user profiles with a Status of Locked or Unlocked.

· Uses the same security features that currently exist, which includes users only being allowed to add terminals to a user profiles that the logged in user already has access.

· The user rights have the same restrictions. 

· Users cannot change the pre-populated Account ID field. 

[bookmark: _Toc369093201][bookmark: _Toc369093429][bookmark: _Toc369253830]To Copy Terminal Associations to a New User

This feature allows you to copy the terminal associations from an existing user profile to the new user profile.  You must have Edit User and Edit Terminal Associations rights.  The user profile from which the terminal associations are to be copied and the new user profile to which the terminal associations are to be copied must exist.

WARNINGWarning:  All existing terminal associations for the user profile will be removed and replaced with the new associations. A new PIN is generated for each terminal including existing (shared) terminals.  If you are using an integrated application, you must update your terminals with the new PINs to prevent interruption of service.

1. On the New User Confirmation screen, click Terminals.
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NOTENote:  Refer to the To Create a New User Account from an Existing User Profile section above and select an existing user profile from which the terminal associations are to be copied.  

The Terminal Associations screen appears.
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2. Click Copy Associations From Other User to copy the terminal associations from the selected existing user to the new user. 

3. Click OK on the message box that appears.

[image: ]

The Copy Terminal Associations displays a list of existing users from which to select.
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4. Select the existing user profile and then click Copy Terminal Associations.

VirtualMerchant does the following:

· Copy the terminal associations from the selected existing user to the user profile.

· Display the Terminal Associations screen for the user profile with all terminal associations copied from the existing user. 

· Generate a new PIN for each terminal association copied to the new user profile.

· Display the terminal associations copied to the new user profile.

NOTESNotes:  VirtualMerchant can do the following:

· Copy to existing user profiles that are Active or Not Active.

· Copy from existing user profiles that are Active or Not Active.

· Copy to existing user profiles with a Status of Locked or Unlocked.

· Copy from existing user profiles with a Status of Locked or Unlocked.

· Copy from only one existing user profile.

· Use the same security features that currently exist, which includes users only being allowed to add terminals to a user that the logged in user already has access to.

[bookmark: FindingUserAccount][bookmark: _Toc369093202][bookmark: _Toc369093430][bookmark: _Toc369253831]Finding a User Account 

Sometimes it becomes necessary to modify users’ accounts after they are granted access to the application. VirtualMerchant allows you to search for existing user profiles. Each field is partial-search capable, which means you can use only the first letter or first few letters of your search criteria to search fields. The search is not case-sensitive (so DEBBIE and Debbie and debbie are all the same for search purposes). You can use a single field or multiple fields to narrow your search. 

The Find/Edit User function allows you to do the following:

· Locate subordinate users and peers

· Change the sort order of the search results

[bookmark: _Toc304287691][bookmark: _Toc369093203][bookmark: _Toc369093431][bookmark: _Toc369253832]To Locate a User Account

1. Select User | Find/Edit.
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The Find/Edit User screen displays. The Find/Edit User function allows the currently logged in user to locate and manage all of their subordinate users and peers. This function is also a user right that can be enabled or disabled for each user.
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2. Enter the relevant information in the search fields.

The four search criteria fields are: 

		Search Field

		Description



		User ID

		Searches for all user IDs that match the first characters entered in this field



		First Name

		Searches for all first names that match the first characters entered in this field.



		Last Name

		Searches for all last names that match the first characters entered in this field.



		Active

		Searches for active, inactive or all users based on the selection.





3. In the Display drop-down, select the number of records you want to be shown at a time. 
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NOTENote:  The Display drop-down list allows you to view users on screen in increments of 25, 50, 75, 100, 250, 500, 750 or 1,000. This feature allows your browser to work more efficiently. You faster results when more items display per page.

4. Click Find. 

The User List search results table displays all users defined by the search.
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The search results table displays the User ID, First Name, Last Name, Location, Supervisor and indicates if the user is Active or not. The headings allow you to find and access users’ accounts quickly. 

		Column Headers

		Description



		User ID

		This column displays the user IDs that match the search criteria. This field is a hyperlink that links to the Edit User screen with the selected user’s information displayed there.



		First Name

		This column displays the first names of the user IDs that match the search criteria.



		Last Name

		This column displays the last names of the user IDs that match the search criteria.



		Location

		This column displays the locations of the user IDs that match the search criteria.



		Supervisor

		This column displays the supervisors of the user IDs that match the search criteria.



		Active

		This column displays the statuses of the user IDs that match the search criteria. If the user ID is active, the letter ‘Y’ for ‘yes’ displays in the column. If the user ID is inactive, the letter ‘N’ for ‘no’ displays in the column.





NOTENote:  If you do not define any search criteria and click Find, the system displays all current user's peers and subordinates.

[bookmark: _Toc304287692][bookmark: _Toc369093204][bookmark: _Toc369093432][bookmark: _Toc369253833]To Sort Search Results 

As mentioned in the Note above, if you do not define any search criteria and click Find, the system displays all current user's peers and subordinates.

To change the sort order of the search results table, click any of the six column headers of the search results table. 
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NOTENote:  The first click on a header sorts the data in alphabetical order from A to Z.  The sort order reverses if you click the column header twice. 

[bookmark: _Toc304287694][bookmark: _Toc369093205][bookmark: _Toc369093433][bookmark: _Toc369253834]Editing a User Account

The Edit User screen allows you access to basic information for a specific user account. You can modify a single field or multiple fields simultaneously for a user. 

To edit a user account, you may have to do one or more of the following:

· Find user accounts

· Edit user information

· Edit user rights

· Edit user terminal associations  

[bookmark: _Toc293846935][bookmark: _Toc304287695][bookmark: _Toc369093206][bookmark: _Toc369093434][bookmark: _Toc369253835]To Edit User Information

1. Find the user you want to edit by following the instructions under the Finding a User Account section above.
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2. Click the User ID in the User List table. 
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The Edit User screen displays.

[image: ]

3. Make the desired changes to the selected user:

		User Fields

		Description



		User ID

		Displays the user ID for the selected user. This value cannot be edited. 



		First Name

		Enter or change the user's first name.



		Last Name

		Enter or change the user's last name



		Location

		Enter or change the user's location. 



		Phone

		Enter or change the user's phone number.



		Extension

		Enter or change the user's phone extension.



		Email

		Enter or change the user's e-mail address. This field is required.



		Password





		Change the selected user's password. Refer to the Password Requirements section for more information about how to change the password according to the system requirements.  This field is required. 



		Supervisor

		Change the supervisor of the selected user.



		Active









		Activate or deactivate the selected user ID. 

NOTENote: You can have a maximum of 5,000 active users associated with an account (VID). If you attempt to add a user to an account that already has 5,000 active users, the system will display an error message and you will not be allowed to add the user. You must deactivate a user from the system to lower the total number of active users.



		Status

		Lock or unlock a user’s ability to login.



		Update button

		Saves changes.



		Rights button

		Configure the options that this user can access.



		Terminals button

		Add terminal associations to the currently selected user.



		Cancel button

		Abandon changes.





4. Click Update to save the changes. 

The Edit User screen closes and Find/Edit screen displays a message that user information was updated successfully.
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NOTENote:  Click the Update button to save changes made to the Edit User screen by before you select either the Rights or Terminals button.  If not, the changes will be lost.

[bookmark: _Toc293846936][bookmark: _Toc304287696][bookmark: _Toc369093207][bookmark: _Toc369093435][bookmark: _Toc369253836]Edit User Rights

You may include one or more of the following to edit user rights:

· Find the user account

· Add user rights

· Remove user rights

[bookmark: _Toc304287697][bookmark: _Toc369093208][bookmark: _Toc369253837]To Add User Rights

1. Find the user you want to edit by following the instructions under the Finding a User Account section above.
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2. Click the User ID in the User List table. 
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The Edit User screen displays.
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3. Click Rights.

The Edit User Rights screen displays.

[image: ][image: ]

4. Select appropriate check boxes (rights) as required for the selected user.

5. Click Update. 

The system updates the application, returns you to the Edit User screen and displays a message that rights for the user ID were updated successfully. 

[bookmark: _Toc304287698][bookmark: _Toc369093209][bookmark: _Toc369253838]To Remove User Rights 

1. Find the user you want to edit by following the instructions under the Finding a User Account section above.
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2. Click the User ID in the User List table. 
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The Edit User screen displays.
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3. Click Rights.

The Edit User Rights screen displays.
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4. Clear appropriate check boxes (rights) as required for the selected user.

5. Click Update. 

The system updates the application, returns you to the Edit User screen and displays a message that rights for the user ID were updated successfully.  

[bookmark: _Toc293846937][bookmark: _Toc304287699][bookmark: _Toc369093210][bookmark: _Toc369093436][bookmark: _Toc369253839]Editing User Terminal Associations

You may perform one or more of the following to edit user terminal associations: 

· Add user terminal associations

· Copy associations from other users

· [bookmark: _Toc304287700]Remove user terminal associations

[bookmark: _Toc369093211][bookmark: _Toc369093437][bookmark: _Toc369253840]To Add User Terminal Associations

1. Find the user you want to edit by following the instructions under the Finding a User Account section.
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2. Click the User ID in the User List table. 
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The Edit User screen displays.
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3. Click Terminals.

The Terminal Associations screen displays.

[image: ]

4. Select the terminal you wish to add to the user profile from the list.

5. Click Copy Associations From Other User.

The screen updates showing the terminal association and displays a message that the terminal was successfully.

[bookmark: _Toc369093212][bookmark: _Toc369093438][bookmark: _Toc304287701][bookmark: _Toc369253841]To Copy Associations from Other Users

1. Find the user you want to edit by following the instructions under the Finding a User Account section.
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2. Click the User ID in the User List table. 

[image: ]
The Edit User screen displays.
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3. Click Terminals.

The Terminal Associations screen displays.
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4. Click Copy Associations From Other User to copy the terminal associations from an existing user to the user account.

5. Click OK on the message box that appears.

[image: ]

The Copy Terminal Associations displays a list of existing users from which to select.

[image: ]

6. Select the existing user profile and then click Copy Terminal Associations.

VirtualMerchant does the following:

· Copies the terminal associations from the selected existing user to the user profile.

· Displays the Terminal Associations screen for the user profile with all terminal associations copied from the existing user. 

· Generates a new PIN for each terminal association copied to the user profile.

· Displays the terminal associations copied to the user profile.

NOTESNotes:  VirtualMerchant can do the following:

· Copy to existing user profiles that are Active or Not Active.

· Copy from existing user profiles that are Active or Not Active.

· Copy to existing user profiles with a Status of Locked or Unlocked.

· Copy from existing user profiles with a Status of Locked or Unlocked.

· Copy from only one existing user profile.

· Use the same security features that currently exist, which includes users only being allowed add terminals to a user that the logged in user already has access to.

[bookmark: _Toc369093213][bookmark: _Toc369093439][bookmark: _Toc369253842]To Remove User Terminal Associations

1. From the Terminal Associations screen, click the Delete button in the row in which the terminal you wish to remove appears.
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2. On the dialog box that displays to confirm this action, click Ok.
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The system removes the terminal from the list and displays a message that the terminal was successfully deleted.
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[bookmark: _Toc304287702]NOTENote: Click Cancel to retain the terminal association.

[bookmark: _Toc369093214][bookmark: _Toc369093440][bookmark: _Toc369253843]Generating User Reports

You can generate user reports in two ways:

· Include all users and the supervisors to whom they report

· Include one or more supervisors and the users that report to them

[bookmark: _Toc369093215][bookmark: _Toc369093441][bookmark: _Toc369253844]To Generate User Report for All Users and their Supervisors 

This allows a user to generate a download file of all users and the supervisor they report to.

1. Select User | Find/Edit.

[image: ]

The Find/Edit User screen displays. 
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2. Click Find. 

The User List table displays all users. 
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NOTENote:  If you do not define any search criteria and click Find, the system displays all current users (supervisors and subordinates).

3. Click Download.

The Download screen displays.

[image: ]

4. Sort on any one of the following:

· User  Id

· First Name

· Last Name

· Location

· Supervisor

· Status

NOTENote: The default is User Id.

5. Select the download text file type from the following options:

· Comma-Delimited 

· Tab-Delimited 

· XML 

NOTESNotes:

· Comma-Delimited – Generates a comma-delimited file that can be opened in Microsoft Excel as a worksheet.

· Tab-Delimited – Generates a tab-delimited file that can be opened in Microsoft Excel as a worksheet.

· XML - Generates an XML document that opens in a new Internet browser window.

6. Select the Include text qualifier (double quote – “): check box, if desired.

NOTESNotes: 

· The default is unchecked.

· Only available with Download Text File Types of Comma-Delimited and Tab-Delimited options.

7. Click Download File to download the report.

VirtualMerchant creates the download file and displays it in a new window. 

[bookmark: _Toc369093216][bookmark: _Toc369093442][bookmark: _Toc369253845]To Generate User Report for Supervisors and their Subordinates

This allows a supervisor to generate a user report of one or more supervisors and the users that report to them.

1. Select User | Find/Edit.

[image: ]

The Find/Edit User screen displays. 

[image: ]

2. Click Find. 

The User List table displays all users (one or more supervisors) that directly report to that supervisor, along with their subordinates. 

3. Click Supervisor Report.

The Download screen displays.
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4. Sort on any one of the following:

· User  Id

· First Name

· Last Name

· Location

· Supervisor

· Status

NOTENote:  The default is User Id.

5. Select download text file type:

· Comma-Delimited 

· Tab-Delimited 

· XML 

NOTESNotes:

· Comma-Delimited – Generates a comma-delimited file that can be opened in Microsoft Excel as a worksheet.

· Tab-Delimited – Generates a tab-delimited file that can be opened in Microsoft Excel as a worksheet.

· XML - Generates an XML document that opens in a new Internet browser window.

6. Select Include text qualifier (double quote – “): check box, if desired.

NOTESNotes: 

· The default is unchecked.

· Only available with Download Text File Types of Comma-Delimited and Tab-Delimited options.

7. Click Download File to download the report.

VirtualMerchant creates the download file and displays it in a new window.

[bookmark: _Toc369093217][bookmark: _Toc369093443][bookmark: _Toc369253846]Changing Your Password 

As a security measure, each user's password is set to expire 45 days after the last password change. Users who do not change their password within the last 45 days must enter new passwords on the next successful login. To change your password, you must have already logged in with your old password. If you cannot remember your current password, or if your account has been locked, call Customer Service for assistance.

1. Select User | Change Password.
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The Change Password screen displays.

[image: ]

2. Enter your old password in the Current Password field.

3. Enter your new password in the New Password field.

4. Enter your new password again in the Confirm New Password field for verification.

5. Click Change Password to complete the password change.

The system displays a message that your password was successfully updated.

[image: ]

NOTENote:  Click Clear if you want to abandon any changes.

[bookmark: _Toc304287703][bookmark: _Toc369093218][bookmark: _Toc369093444][bookmark: _Toc369253847]Changing Your PIN

VirtualMerchant allows you to change the length and format of the terminal PINs associated with your account. The system automatically generates PINs, so you are unable change the actual PIN text. You are only allowed to change length and format of your the PIN.

1. Select User | Change PIN.
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The Change PIN screen displays.

[image: ]

2. If you want to change the PIN Length, select one of the following options from the drop-down list:

· Sixty Four characters (recommended)

· Thirty two characters

· Six characters

· Five characters

· Four characters

NOTESNotes: 

· PIN length defaults to 64 characters

· PINs are case sensitive

3. Click Change PIN to save the PIN length changes and generate the new PIN.

4. If you want to change the PIN Format, select one of the two options from the drop-down list and click Change PIN to save the PIN format changes and generate the new PIN:

· Numeric

· Alphanumeric (recommended)

NOTENote:  PIN format defaults to alphanumeric.

5. To just change your PIN, click Change PIN, and the system will auto generate the new PIN.

You can change both the PIN length and PIN format at the same time. For example:

The following PIN (77QL32…) has a length of 64 characters and the format is alphanumeric.

[image: ]

a) To change the PIN length from 64 to 4, select four characters from the PIN Length drop-down list .

b) To change the PIN format from alphanumeric to numeric, select numeric from the PIN Format drop-down list .

[image: ]

c) Click Change PIN.  The system saves the PIN length and format changes and generates a new numeric 4-character PIN.

[image: ]

[bookmark: _Toc304287704][bookmark: _Toc369093219][bookmark: _Toc369093445][bookmark: _Toc369253848]Updating Your Security Questions

When you first accessed VirtualMerchant and used the password assigned to you by Elavon's customer service, you were prompted to enter three security questions and answers. Follow the procedure below to change either the questions or answers.

1. Select User | Update Security Questions.
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The Update Security Questions screen displays.

[image: ]

2. Enter your Password.

3. Select the security question you would like to change from the Question drop-down list.

The new security question displays. 

[image: ]

4. Enter your Answer.

5. Click Update.

The system displays a message that your security question and answer were updated successfully.

[image: ]
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[bookmark: _Toc296520182][bookmark: _Toc304287705][bookmark: _Toc369093220][bookmark: _Toc369093446][bookmark: _Toc369253849]Managing Account Settings

The Account Settings menu has a single option called IP Address Options. This feature restricts access to a VirtualMerchant account so that only certain IP addresses can access an account with its designated terminals. Therefore, if you attempt to access an account from an IP address that is not in the list, you will be denied access.

NOTENote:  The IP Limitation feature applies to the user interface (Login.do)only, it does not apply to Process.do and Processxml.do and will not limit any gateway transactions.

In this chapter you will use the Login IP Address feature to do any of the following operations: 

Add a login IP Address

Delete a login IP Address

[bookmark: _Toc369093221][bookmark: _Toc369093447][bookmark: _Toc369253850]To Add a Login IP Address 

1. Select Account Settings | IP Address Options.

[image: ]

The IP Address Options screen displays all authorized login IP addresses that are already associated with this account.

[image: ]



2. Select the Use Login IP Addresses check box.

NOTENote:  You must select Use Login IP Addresses to use an IP address to restrict access to an account. This option is not activated if you only add IP addresses.

3. In the text box provided, enter the login IP address you want to allow to access this account.

4. Click Add Login IP Address. 

The system displays a message that the IP address was successfully added.

[image: ]

5. To add other IP addresses, repeat Steps 3 and 4. 

NOTESNotes:

· You can add a maximum of 50 IP addresses or IP range addresses for your account.

· You must provide a valid IP address to your account with all 4 octets of the IP address (e.g. 123.45.67.89) or a range of IP addresses, with only the first 2 or 3 octets (e.g. 123.45 or 123.45.67).

· IP addresses must be public.

6. Click Update. 

The system displays a message that the IP addresses were successfully updated.

[image: ]

NOTENote:  Click Cancel to abandon updates or return to the VirtualMerchant Main page.

[bookmark: _Toc369093222][bookmark: _Toc369093448][bookmark: _Toc369253851]To Delete a Login IP Address

1. Select Account Settings | IP Address Options.

[image: ]

The IP Address Options screen displays all authorized login IP addresses that are already associated with this account.

[image: ]

2. Click Delete next to the IP address you want to delete. 

The system displays a message that the IP address was successfully deleted.

[image: ]

3. To delete other IP addresses, repeat Step 2.

4. Click Update. 

The system displays a message that the IP addresses were successfully updated.
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[bookmark: _Toc304287708][bookmark: UsingTerminals][bookmark: _Toc369093223][bookmark: _Toc369093449][bookmark: _Toc297382380][bookmark: _Toc369253852]Using Terminals

When you use VirtualMerchant, you might have a single terminal or multiple terminals configured.  You can control which users have access to these terminals when you configure that user’s account.

If you only have one terminal associated with your user ID, you will automatically have that terminal selected when you access VirtualMerchant.  However, if you have multiple terminals you will need to select a terminal to work in.  You can select only one terminal to work in at any given time.

This chapter describes how to:

· Select  terminals

· [bookmark: _Toc301803181][bookmark: _Toc304295710][bookmark: _Toc304295933]Set up merchants 

· Set up payment form 

· Manage advanced settings

[bookmark: _Toc369093224][bookmark: _Toc369093450][bookmark: _Toc369253853]To Select a Terminal

VirtualMerchant allows you to find and select terminals by the terminal friendly name.

1. On the VirtualMerchant logon page, click Select Terminal.
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The Select Terminal screen displays a list of the terminals on which you have access in alphabetical order by Friendly Name. 

NOTENote:  For users that have access to more than 25 terminals VirtualMerchant does the following:

· Default the number of terminals to be displayed per page to 25. 

· Allow users to select the default number of terminals to be displayed per page: 25, 50, 75, 100, 250, 500, 750, and 1000.

· Allow users to page through the terminals on which they have access as follows:

· Select a specific page

· Select next page

· Select previous page

· Advance to the first page

· Advance to the last page

2. If you have access to 25 or less terminals, from the Terminal List table, click the terminal you wish to access from the list.

[image: ]

3. If you have access to more than 25 terminals, from the Find Terminal text box, enter any number of characters (including letters, numbers, and special characters) in the terminal friendly name for the terminal you wish to access.

VirtualMerchant displays a list of terminals that you have access to with those characters located anywhere in the Friendly Name. 

[image: ]

4. Click the Friendly Name to select the terminal you wish to access from the list.

The Main VirtualMerchant screen displays and you will now see the Terminal menu option at the top of the screen, along with the type of transactions available to you on this terminal.

[image: ]

[bookmark: _Toc301803182][bookmark: _Toc304295711][bookmark: _Toc304295934]Once you have the terminal selected, you can proceed with other actions available to you from the Terminal menu option as described in the following sections.

[bookmark: _Toc369093225][bookmark: _Toc369093451][bookmark: SettingUpMerchantInformation][bookmark: _Toc369253854]Setting Up Merchant Information 

The Merchant Setup menu consists of the following options: 

· Main – allows you to update merchant information

· Terminal – allows you to update terminal information

· Payment Fields – allows you to update payment fields and payment sections

· Printer – allows you to configure your printer
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[bookmark: _Toc369093226][bookmark: _Toc369093452][bookmark: _Toc369253855]To Update Merchant Information (Main Option) 

This function allows you to view and edit merchant information.

Your merchant information includes:

· Merchant Name

· Address, City, State, Province and Postal Code

· Contact Information

· Terminal E-mail

· SMS E-mail

· Website

To update this information: 

1. Select Terminal | Merchant | Main.

The Update screen displays.

[image: ]

2. Update the fields as desired.

NOTENote:  The Contact E-mail and Terminal E-mail addresses are required fields and cannot be left blank.  All other fields are optional.

3. Click Update when all fields are completed the way you want them. 

The Update screen indicates that your update was successful.

[bookmark: _Toc369093227][bookmark: _Toc369093453][bookmark: _Toc369253856]To Update Terminal Information 

Your terminal information includes the following settings: 

		Settings

		Description



		Merchant ID

		The merchant identification number (MID) assigned by Elavon. A single MID may have multiple terminal numbers or locations that accept funds generated by transactions.



		Terminal Number

		The number assigned by Elavon to a single merchant location, also called a TID. One or several terminal numbers might be under a single MID.



		Friendly Name

		An easy-to-recognize name for the terminal, assigned by the merchant (for example: My Retail Store).



		Region

		The geographic region where the terminal is located (for example: United States).



		Time Zone

		The time zone where the terminal or store is located (for example: Eastern Time).



		Currency

		The merchant base currency used in transactions (for example: United States dollar).



		Processing Type

		The terminal capture and processing type. Possible values are Terminal-based or Host-Based.



		Market Segment

		Business type or category (for example: Retail, Service, Internet, or Mail Order).



		Status

		The terminal processing status.  

There are three possible statuses: 

· Active: allows you to process and settle transactions.

· Not Live: allows you to process test transactions via API only. No settlement or UI processing is allowed.

· Suspended: allows you to log on to the terminal and view activity. No processing is allowed.



		Status (Continued)

		NOTESNotes: When the status of a terminal is:

· Not Live:

· Recurring, auto settlement and manual settlement are not possible. 

· Transactions are processed in test mode using the API and transactions via the UI are not allowed.

· Suspended:

· Recurring, auto settlement and manual settlement are not possible.

· The terminal cannot process transactions via API or UI. 

· Active:

· Merchants can process transactions as usual.

· Transactions and settlement are allowed.

The terminal can only process real transactions when set to Active. 



		Payment Type

		The type of payments that a terminal is capable of processing (for example: Credit, Debit, Gift, Food Stamp, or Check).



		Credit Payment Options

		Additional options and capabilities that can be performed by a terminal. Examples include: Address Verification, Invoice Number, or Recurring,. or Travel Data.



		Recurring Payment Options

		The default billing cycle for a terminal (for example: Monthly, Weekly, or Annually).



		Debit Payment Options

		Debit related options (for example: cashback or surcharge). 



		Other Payment Options

		For example: MBNA Private Label.



		Transaction Entry Options

		The payment entry capabilities allowed for a terminal. This function shows if the terminal is able to process transactions though the API (for example: Enable HTTPS Transaction).





From this list, you can update the Friendly Name option only.

To update the Friendly Name:

1. Select Terminal | Merchant | Terminal.

The Update Terminal screen displays.  

[image: ]

2. Enter the name you want your terminal to be known as in the Friendly Name field.

3. Click Update.

The Update Terminal screen changes to indicate that you have updated the terminal Friendly Name successfully.

NOTESNotes:

· The terminal must be active to process live transactions. 

· If your need to change any settings in your terminal, call your system administrator or Elavon at 1-800-377-3962, option 2, option 2.

[bookmark: _Toc369093228][bookmark: _Toc369093454][bookmark: _Toc369253857]Update Payment Fields and Payment Sections

VirtualMerchant allows you to configure how payment fields display both in Virtual Terminal and on the payment form to the customer.  Sections are placeholders for information that can be configured to display on the payment forms.  Each section is composed of the individual fields on the payment forms.

Options available to modify payment fields and sections include:

Add new payment fields

Delete payment fields

Edit payment fields

Rearrange payment fields

Add new payment sections

Edit payment sections

Delete payment sections

[bookmark: _Toc369093229][bookmark: _Toc369253858]To Add New Payment Fields

This function allows you to define how payment fields appear on the screen, as well as on the VirtualMerchant payment form.

1. Select Terminal | Merchant | Payment Fields.

The Payment Fields screen displays.
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2. Click Add New Field.

The Add New Payment Field screen displays.

[image: ]

3. Enter the Name of the new field, without spaces.

NOTENote:  This field cannot be edited once the field is added.

4. Enter the name for the field that will show on the payment form in the Display Name field.

5. In the Section drop-down list, select the section in which you want the new field to display on the payment form from the following:

Billing Address

Order Section

Custom Fields

Shipping Address

6. In the Field Type drop-down list, select one of the following:

Text

Drop Down

Checkbox

7. Enter the Maximum Number of Characters for this field.

For text fields that are custom fields or system fields that are optional, you can define the minimum length required for a value entered in the field.

8. Select required check boxes to specify where the new fields will display.

		Fields

		Description



		Required

		Designates the field as required on the payment form and in the Virtual Terminal.  Fields the system sets as required cannot be changed.



		Show in Virtual Terminal

		Specifies whether the field is visible in the Virtual Terminal.



		Can be Changed on Payment Form

		Specifies whether the field can be edited on the payment form. This option is not valid unless you select the Show on Payment Form check box. 

NOTENote: Applicable to the API response only.



		Show on Payment Form

		Specifies whether the field is visible in the VirtualMerchant payment form.



		Show in Receipt

		Places this field on the transaction receipt.



		Show in Email to Customer

		Includes this field in the customer email to the addresses entered into the payment form. You must enter the Contact Email on the Update Merchant Information screen for the email to be sent to the customer.



		Show in Email to Merchant

		Includes this field in the merchant notification email to the addresses entered into the Terminal E-mail on the Update Merchant Information screen.



		Forward on Approval

		Forwards the information in this field to the URL specified for the merchant if the transaction is approved. 

NOTENote: Applicable to the API response only.



		Forward on Decline

		Forwards the information in this field to the URL specified for the merchant if the transaction is declined. 

NOTENote: Applicable to the API response only.





NOTENote:  If you select or clear any of the following settings on this screen, when you click Add New Field, the system automatically updates setting in the section in which the field is located:

· Show in Virtual Terminal

· Show on Payment Form

· Show in Receipt

· Show email to Customer

· Show email to Merchant

9. Click Add New Field.

The Payment Fields screen displays and indicates that your update was successful. The new field displays at the bottom of the section.

10. To change the order in which the fields display in the section, click the up or down arrows (refer to the To Rearrange Payment Fields section).

[bookmark: _Toc301803187][bookmark: _Toc304295716][bookmark: _Toc304295939][bookmark: _Toc369093230][bookmark: _Toc369253859]To Delete Payment Fields

Only user-defined fields can be deleted. You are not allowed to delete system-defined fields.

1. On the Payment Fields screen, click on the field you want to delete.
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The Update Payment Field screen displays the selected field.

2. Click Delete.

The following message displays to confirm if the field should be deleted.
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3. Click OK.

The system removes the payment field from the list and indicates that deletion was successful.

[bookmark: _Toc301803188][bookmark: _Toc304295717][bookmark: _Toc304295940][bookmark: _Toc369093231][bookmark: _Toc369253860]To Edit Payment Fields

1. On the Payment Fields screen, click on the field you want to update.

The Update Payment Field screen displays the selected field.

NOTENote:  The settings on this screen define how the field is presented on both the Virtual Terminal screens and the VirtualMerchant Payment Form.  It also identifies whether the field should be used on the email responses for approved and declined notifications.

2. Make your changes and click Update.

The Payment Fields screen displays and indicates that your update was successful.

[bookmark: _Toc301803189][bookmark: _Toc304295718][bookmark: _Toc304295941][bookmark: RearrangePaymentFields][bookmark: _Toc369093232][bookmark: _Toc369253861]To Rearrange Payment Fields

You can use the arrows to the left of the fields to rearrange the fields on both the VirtualMerchant user interface and the payment form. 
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NOTENote:  You can use the arrows to move the fields up or down in the list.

[bookmark: _Toc301803191][bookmark: _Toc304295720][bookmark: _Toc304295943][image: ]

[bookmark: _Toc369093233][bookmark: _Toc369253862]To Add New Payment Sections

1. On the bottom of the Payment Fields screen, click Add New Section. 
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The Add New Payment Section screen displays. 

[image: ]

2. Enter the name of the new section, without spaces, in the Name field. 

3. Enter the Display Name for the new section. 

4. Select required check boxes to specify where the new section will display. 

5. Click Add New Section to save the new section parameters.

The system displays a message that confirms that the new section was added successfully, and the new section appears at the bottom of the screen. 

6. [bookmark: _Toc301803192][bookmark: _Toc304295721][bookmark: _Toc304295944]To change the order of the sections, select the up or down arrows in the title bar of the section.

[bookmark: _Toc369093234][bookmark: _Toc369253863]To Edit Payment Sections

1. On the Payment Fields screen, click on the section name you want to edit.

The Update Payment Section screen displays the current information for the section.

2. Make your changes and click Update Section.

The Payment Fields screen displays and indicates that your update was successful. The new section displays at the bottom of the screen.

[bookmark: _Toc301803193][bookmark: _Toc304295722][bookmark: _Toc304295945][bookmark: _Toc369093235][bookmark: _Toc369253864]To Delete Payment Sections

1. On the Payment Fields screen, click on the section you want to delete.
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The Update Payment Section screen displays the selected section information.
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2. Click Delete.

The following message displays to confirm if the field should be deleted.

[image: ]

3. Click OK.

The system removes the payment section from your form and indicates that deletion was successful.

[image: ]

[bookmark: _Toc369093236][bookmark: _Toc369093455][bookmark: _Toc369253865]Configure Your Printer

The Printer Configuration function allows you to configure the receipt printing options for VirtualMerchant.  Printer options define the output generated upon a successful authorization attempt. 

NOTENote:  It is very important to note that to print receipts, you must set up your Internet browser to accept pop-ups from VirtualMerchant before you begin transaction processing (refer to the Systems Requirements section).

To set up your printer, you have to access the Printer Configuration screen.

1. Select Terminal | Merchant | Printer.

The Printer Configuration screen displays.
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The Printer Configuration screen is divided into the following sections:

Printer Options

Receipt 116 Header Options

Receipt Trailer Options

Receipt Custom Fields

2. In the Printer Type drop-down list, select one of the following:

No Printer

Parallel Printer

Serial Printer

		Option

		Description



		No Printer

		Select if you do not wish to print a transaction receipt. 

This option displays the authorization information on the Virtual Terminal Response screen.



		Parallel Printer

		Select if you wish to print a receipt to a parallel printer. 

This option launches a separate browser screen with the receipt information and sends the output to the default printer for the Internet browser.  You must then select the Print button in the pop-up window or use the browser’s print feature.



		Serial Printer

		Select if you wish to print to a serial printer connected to a configured serial (COM) port. 

This option sends a receipt to the printer on a COM port. For the Serial Printer function to work, you must have Windows 2000 or higher, Internet Explorer 6.0 or greater and have successfully installed the driver from the Support page.





3. In the Paper Type drop-down list, select one of the following:

· Single Ply 

· Multi Ply 

NOTESNotes:

· When you select Serial Printer as the printer type:

· Select Single Ply for 1 ply thermal style printers. This option prints the customer and merchant receipts separately.

· Select Multi Ply for 2 ply impact style printers. This option prints the customer and merchant receipts at once with one copy per paper ply.

· When you select Parallel Printer as the printer type:

· Single Ply prints the customer and merchant receipts side by side on a single sheet of paper (8 1/2”x11”). 

· Multi Ply prints the customer and merchant receipts on 2 separate pages (1 per page, 8 1/2”x11”).

To Set Up Receipt Header Options

Receipt Header Options configures the structure for the receipt header.  To enable or disable the printing of each header line, you can add or remove data from the Header Line field.

[image: ]

4. Select Justification from the drop down list.

[image: ]

To Set Up Receipt Trailer Options

Receipt Trailer Options configures the structure for the receipt footer.  To enable or disable the printing of each footer line, you can add or remove data from the Trailer Line field.

[image: ]

5. Select Justification from the drop-down list.

[image: ]

To Set Up Receipt Custom Fields

Receipt Custom Options configures up to ten (10) additional user-defined fields to appear on either the parallel or serial receipts. 

[image: ]

6. Enter descriptive label must be entered in the Custom Label field.

7. To link to a defined custom field, select a value from the Custom Field drop-down list. 

[image: ]

8. Click Update.

The Printer Configuration screen indicates that your update was successful.
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[bookmark: _Toc369093237][bookmark: _Toc369093456][bookmark: _Toc369253866]Setting Up Payment Forms 

This function allows you to set up the following forms:

· Payment Form  

· Receipt Form

· E-mail Form 

[bookmark: _Toc301803195][bookmark: _Toc304295724][bookmark: _Toc304295947][image: ]

[bookmark: ConfigurePaymentForms][bookmark: _Toc369093238][bookmark: _Toc369093457][bookmark: _Toc369253867]Configure Payment Forms

The Payment Form Setup screen allows you to change the basic structure of the HTML payment form.  

To configure your payment form, you can:

· Create header and footer text

· Edit and delete header and footer text

· Edit the form color 

· Add header logo and background images to display on your payment form 

· Set alignment for header logo on your payment form

· Remove header logo and background images from your payment form

· Preview the payment form

[bookmark: _Toc304295726][bookmark: _Toc304295949][bookmark: _Toc369093239][bookmark: _Toc369253868]To Create Header and Footer Text

1. Select Terminal | Payment Form | Payment Form.

The Payment Form displays. 
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2. Click the Editor button to the right of Payment Form Header.

NOTENote:  The same steps apply to configure the form footer.

The Text Editor screen displays. 

[image: ]

NOTENote:  You have two options to configure your Payment Form Header:  Text Editor window or the Tag Wizard button.

To Configure Your Payment Form Header using the Text Editor Window

1. Enter the text you want to appear on the form header.

2. Click Preview to view the text as it will appear in the header.

3. Click Save to save the text.

The Text Editor screen closes and the text you entered displays on the Payment Form screen.

[image: ]

NOTESNotes:

· Click Clear Text or Reset Text if you need to remove unsaved text from the Text Editor screen.

· Click Cancel to close the Text Editor, cancel or delete unsaved work. 

· Click Help to display the help page for the Text Editor page.

To Configure Your Payment Form Header using the Tag Wizard Button

1. Click  Tag Wizard to enter header text.

The Tag Wizard screen displays.

[image: ]

NOTENote:  Tag Wizard defines the properties of text in either the header or the footer messages. 

2. In the Enter Text Here text box, enter the basic text to add to the header or footer. 

3. In the Line Attributes section, select the option to define how the text entered into the previous box appears on the form.

4. In the Text Attributes section, select text attributes to define display properties of the text.

5. Click Insert.

The screen closes and the text you entered displays along with the attributes you selected in the Text Editor screen. 

6. Click the Save button to save the text.

[bookmark: _Toc304295727][bookmark: _Toc304295950][bookmark: _Toc369093240][bookmark: _Toc369253869]To Edit and Delete Header and Footer Text

1. Click on the Editor button to the right of Payment Form Header or Payment Form Header.

2. On the Text Editor screen, click Edit Wizard.
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The following screen displays.
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3. Select Edit to edit or Delete to delete.

4. If you choose Edit, the Text Editor screen displays for you to edit and save your new header or footer.

5. If you choose Delete, the Text Editor screen displays.  Click Save and the system delete header or footer.

[bookmark: _Toc304295728][bookmark: _Toc304295951][bookmark: _Toc369093241][bookmark: _Toc369253870]To Edit the Payment Form Color 

Under Payment Form Color on the Payment Form Setup screen, make your modifications as desired. Changes appear in the Preview section as shown below.  Colors can be either selected from the drop-down list or you can enter the RGB color value in the free text field. 
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[bookmark: _Toc369093242][bookmark: _Toc369253871]To Add a Header Logo to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and select an image for the Header Logo Image.
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2. Click Update.

The image filename displays along with a message that states that the payment form was updated successfully.  In addition, the Remove button displays, which enables you to remove the logo.
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3. Select  Left, Center, or Right to align the logo as desired and click Update.

NOTENote:  The default alignment of the logo set up for a terminal as left justified. 

[bookmark: _Toc369093243][bookmark: _Toc369253872]To Add a Background Image to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and select an image for the Background Image.

2. Click Update.
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The image filename displays along with a message that states that the payment form was updated successfully. In addition, the Remove button displays, which enables you to remove the background image. 

[bookmark: _Toc369093244][bookmark: _Toc369253873]To Remove Header Logo and Background Images from Payment Form

Under Payment Form Images on the Payment Form Setup screen, to remove a header logo image or the background image, click the Remove button.

The system removes the image and displays a message that states that the payment form was updated successfully. 

[bookmark: _Toc369093245][bookmark: _Toc369253874]To Preview Payment Form 

[bookmark: _Toc301803196][bookmark: _Toc304295730][bookmark: _Toc304295953]To view the payment form as it will be displayed to a consumer, select the Preview button at the bottom of the screen.
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[bookmark: _Toc369093246][bookmark: _Toc369093458][bookmark: _Toc369253875]Configure Receipt Forms

The Receipt Form screen configures the options to accurately display the transaction authorization results from the VirtualMerchant payment form. 

1. Select Terminal | Payment Form | Receipt Form.

The Receipt Form displays. 
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2. Enter relevant information in the Receipt Form - Approval section.

NOTESNotes:

· This section is used to identify how the authorization response page is handled from the VirtualMerchant payment form for approved transactions. 

· Only Button Text is required. All other fields are optional.

· Link Method options include:
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3. Enter relevant information in the Receipt Form - Declined section.

NOTESNotes:

· This section identifies how the authorization response page is handled from the VirtualMerchant payment form for declined transactions. 

· Only Button Text is required. All other fields are optional.

4. Enter relevant information in the Receipt Form – Error URL section.

5. Click Update.

		Option

		Description



		Link Method

		This selection offers four methods to create the receipt link.

Hyperlink - Displays the link back to the website specified in the URL field as a text link on the VirtualMerchant response page.

Form GET - Displays the link back to the website specified in the URL field as a button on the VirtualMerchant response page. The response data is returned to the site in the form of a GET.

Form POST - Displays the link back to the website specified in the URL field as a button on the VirtualMerchant response page. The response data is returned to the site in the form of a POST.

Get Redirect - Re-directs the response from the VirtualMerchant payment form to the URL defined in the URL field in the form of a GET.



		Button Text

		Allows you to specify the text that appears as the link on your website or response page. This option is only applicable for the Hyperlink, Form GET and Form POST Link Method options.



		URL

		Allows you to attach a URL address on your receipts to give your customer' easy access back to your website. You have three protocol options for your URL:

· HTTP - Hyper Text Transfer Protocol

· HTTPS - Hyper Text Transfer Protocol Secure

· FTP - File Transfer Protocol



		Receipt Header

		Allows you to add a customized message that appears at the top of the declined transaction response page. 



		Receipt Footer

		Allows you to add a customized message to appear at the bottom of the declined transaction response page. 





[bookmark: _Toc301803197][bookmark: _Toc304295731][bookmark: _Toc304295954][bookmark: _Toc369093247][bookmark: _Toc369093459][bookmark: _Toc369253876]Configure Email Options

To configure your email options, you may do the following:

Set up your email notifications

Restore default settings

1. Select Terminal | Payment Form | E-mail Form. 

The Email Setup Form displays. 
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To Set Up Email Notification for Approved Transactions

Use the Email Options Approval section to determine who receives email notifications for approved transactions and to modify email header and footer formats so custom messages can be presented.

1. To use the email address you specified in the Merchant Information section (refer to the Setting Up Merchant Information section), select the Notify Merchant of Transaction Approval check box to generate a merchant confirmation email upon approval.

NOTENote:  If the check box is not selected, an approval confirmation email will not be sent to the merchant. 

2. To use the email address specified by the customer during the transaction, select the Notify Customer of Transaction Approval check box to generate a customer approval email.

NOTENote: If the check box is not selected, an approval email will not be sent to the customer. 

3. To add a custom message at the top of the approval email, click the Editor button on the right side of the form next to the Email Header field.

The following dialog box displays. 
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4. Enter and save your message.

5. To add a custom message at the bottom of the approval email, click the Editor button on the right side of the form next to the Email Footer field.

6.  Enter and save your message in the dialog box that displays.

To Set Up Email Notification for Declined Transactions

Use the E-mail Options Decline section to determine who receives email notifications for Declined transactions and to modify email header and footer formats to customize messages.

1. To use the email address you specified in the Merchant Information section, select the Notify Merchant of Transaction Decline check box to generate a merchant email upon a transaction decline.

NOTENote:  If the check box is not selected, a decline confirmation email will not be sent to the merchant. 

2. To use the email address specified by the customer during the transaction, select the Notify Customer of Transaction Decline check box to generate a customer decline email.

NOTENote:  If the check box is not selected, a decline email will not be sent to the customer. 

3. To add a custom message at the top of the decline email, select the Editor button on the right side of the form next to the Email Header field.

4. Enter and save your message in the dialog box that displays.

5. To add a custom message at the bottom of the decline email, select the Editor button on the right side of the form next to the Email Footer field.

6. Enter and save your message in the dialog box that displays.

7. Click Update to save any modifications. 

NOTENote:  Once you click Update, you cannot revert to the old information; however, you can click Restore Defaults to revert all of the fields to the VirtualMerchant default values.

[bookmark: _Toc369093248][bookmark: _Toc369093460][bookmark: _Toc369253877]Setting Up Advanced Settings (Advanced Menu) 

This section describes the following options:

· System Setup

· Error Messages

· Fraud Prevention Rules

· Business Rules
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[bookmark: _Toc369093249][bookmark: _Toc369093461][bookmark: _Toc369253878]Configuring System Setups 

System Setup allows you to:

· Configure your HTTP options

· Configure your processing options

· Configure your device options

· Configure your Export options

[bookmark: _Toc301803198][bookmark: _Toc304295732][bookmark: _Toc304295955][bookmark: ConfigureHTTPOptions][bookmark: _Toc369093250][bookmark: _Toc369253879]To Configure Your HTTP Options

You can add HTTP referrers to the payment form.

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays. 
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2. To be able to prevent all except authorized referrers from linking to your site, click the Use HTTPS Referrers check box.

NOTESNotes: 

· This assures you that only your website is sending transactions to your account.

· To be able to perform transactions from a website or integrated solution outside of the VirtualMerchant Terminal, the  Enable HTTPS Transaction check box needs to be enabled on the Terminal Configuration screen.  Contact Customer Support to enable this flag.

· Refer to the VirtualMerchant Developer Guide for details on website Web site integration.

To Add a Referrer

1. To be able to select the sites that you wish to authorize to link to your site, type the full URL (include the http or https) into the Add Referrer field (for example, https://www.mywebsite.com/paymentpage.html).  

2.  Click the Add Referrers button.

The System Setup screen displays the URL added and a message that the update was successful. 

NOTENote:  Add each referrer separately. 

To Remove a Referrer

1. Click the Delete button to the right of the URL you want to delete.

The system removes the selected URL and displays a message that the referrer was successfully removed. 

2. Click the Update button to update your system setup.

[bookmark: _Toc301803199][bookmark: _Toc304295733][bookmark: _Toc304295956][bookmark: _Toc369093251][bookmark: _Toc369253880]To Configure Your Processing Options

Your Processing Options allow you to:

· Set up an e-commerce profile for 3D Secure 

· Automatically pend HTTP transactions

· Create a schedule to automatically settle your transactions

[bookmark: SetUp3DSecure]To Set Up 3D Secure

To set up an e-commerce profile for 3D Secure, follow these steps:

1. Select a profile configured as an Internet terminal from your list of available profiles.

2. Select Terminal | Advanced | System Setup.

The System Setup screen displays. 

[image: ]

3. Under the Processing Options section, select the 3DSecure check box. 

4. Click Update to save this system setting.

To Set Up Auto Pend HTTP Transactions

This option is available on older terminals only to indicate if their transactions need to be pended.  All new terminals have now the ability to pend transactions using more flexible tools via the Fraud Prevention Auto Pend option.

To Create a Schedule to Automatically Settle your Transactions

1. To automatically settle your transactions, select the Auto Settlement check box.

2. In the Auto Settlement Time (EST) drop-down list, select your settlement  hour. 

NOTESNotes:

· Auto Settlement Time:

· Settles all unpended transactions from the Current Batches queue at a specified time each day, Eastern Standard Time (EST).  

· Transactions with a timestamp after the auto-settlement time will be settled in the next day’s batch.

· Can be changed after your current Auto Settlement Time has passed. 

· Your current batches will not settle until the newly selected time the following day.

3. To exclude recurring transactions in the current settlement run and include them in the next day’s run, select the Settle Recurring Transactions Next Day check box.

NOTENote: If the Settle Recurring Transactions Next Day check box is unchecked, VirtualMerchant includes recurring transactions in the current settlement run.

NOTESNotes:

· When you add a new terminal, VirtualMerchant sets up the terminal to include recurring transactions in the current settlement run by default (uncheck the Settle Recurring Transactions Next Day check box).

· VirtualMerchant allows you to set up terminals to exclude recurring transactions from the current settlement run and include them in the next day’s run (check the Settle Recurring Transactions Next Day check box).

4. Click Update to update your settlement time. 

[bookmark: _Toc369093252][bookmark: _Toc369253881]To Configure Your Device Options

You can set the Signature Capture Device in Use field when you have a certified device connected to your PC that will accept signatures.  This function allows you to capture signature images when you enter transactions. This function also allows you to add signatures to open and settled transactions. 

To set up a terminal for a signature capture device, select the Signature Capture Device in Use check box.
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[bookmark: _Toc369093253][bookmark: _Toc369253882]To Configure Your Export Options



You can set up the Export Script setting to specify a URL for approved, declined or error transactions. All transactions will send an export script to the specified location. Export scripts allow you to request the results of your payment transactions be returned to your website for inventory purposes, sales analysis, or customer database maintenance.  Virtual Merchant offers a post approval or export script that posts results to your system after completing each transaction.  

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays. 
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2. Select the Enable Export Script check box.

The Enable Export Script checkbox defaults to unchecked. The remaining fields are read-only and become editable when you select the Enable Export Script check box.  

2. Enter an Approval URL to indicate where your approved transactions will go.

3. Enter a Decline URL to indicate where your declined transaction will go.

4. Enter an Error URL to indicate where your errors will go.

5. Enter an Authentication Username and Authentication Password.

6. Enter a Confirmation String.

NOTESNotes: 

· When you enter a value for Authentication Username, you must enter a value for Authentication Password, and conversely, if you enter a value for the Authentication Password, the Authentication Username is required.

· The Confirmation String is optional. However, if you want to provide a Confirmation String, it must be used in conjunction with the Username and Password.

7. Click Update to update your export script settings. 

[bookmark: _Toc369093254][bookmark: _Toc369093462][bookmark: _Toc369253883]Customizing Error Messages

NOTENote:  Any user is able to click on an error message and update the message description.  The error number cannot be updated.

· The Custom Error Messages screen allows you to create custom error messages when an error message is returned when a transaction could not be authorized. 

· If there is no custom message listed in the Custom Message field, the default message displays when the error is returned on the transaction that was not authorized. 

· If there is a value in the Custom Message field, this message displays on the unauthorized transaction, in place of the default message.

1. Select Terminal | Advanced | Error Messages.

The Custom Error Messages screen displays.
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2. To customize a specific error, select the Error Name in the Error Message List. 

The Custom Error screen displays.
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3. To customize a specific error message, enter the desired message into the Custom Message field. The error message cannot exceed 255 characters. 

NOTENote:  The text in this field does not support customized HTML code.

4. Click Update to save your changes. 

5. When you have defined a custom message for the selected error, a Use Default button displays.  To revert to the original message, click the Use Default button.

[bookmark: SetupFraudPreventionRules][bookmark: _Toc369093255][bookmark: _Toc369093463][bookmark: _Toc301803201][bookmark: _Toc304295735][bookmark: _Toc304295958][bookmark: _Toc369253884]Setting Up Fraud Prevention Rules 

The Fraud Prevention Rules screen displays a list of filters available to you.  This screen allows you to manage the global and local terminal settings for the Fraud Prevention Rules in your terminal.  This table gives you an overview of all rules available to you, indicating the ones that have been enabled or disabled. You must click on each rule separately to view or modify the current settings. 
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NOTESNotes: 

· Merchants are asked to get familiar with the capabilities of each of these filters and monitor their processing trends to determine which ones work best for their business needs.  

· Rules are only triggered via integration and do not apply to any transaction initiated from the user interface (Virtual Terminal).

The available filters are as follows:

· Auto Pend Filter

· Merchant IP Address Filter

· Mobile Payment Filter

· IP Address Filter

· Individual / Ranges Filter

· Country IP Address Filter

· Country Filter

· Billing Country Filter

· Shipping Country Filter

· IP Address & Country Mismatch Filter

· IP Address & Billing Country  Mismatch Filter

· IP Address & Shipping Country  Mismatch Filter

· Email Address Filter

· Card Number Filter

· Transaction Velocity Filter

· Email Domain Filter

· Transaction Timeout Filter

[bookmark: _Toc369093256][bookmark: _Toc369253885]To Update Auto Pend Settings

The Auto-Pend Filter screen allows you to manage the Auto Pend settings for your terminal.  These settings enable you to designate and maintain a list of the transaction types that you want to set to pend.  You may choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card Force or Credit Card Returns. 

If you use this filter and receive approved transactions, they will be automatically pended when entered through the VirtualMerchant integration. You must log on to the application to release those transactions from the Pended state. Pended transactions cannot be settled until they are un-pended.

To Pend a Transaction Type 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

1. Click Auto Pend Filter.

The Auto Pend Filter screen displays.
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1. Select the Enable Auto Pend Settings check box.

1. Select the transaction types that you want to auto pend.

A message displays to confirm activation.
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1. Click OK.

NOTESNotes: 

· To disable activation, uncheck the Enable Auto Pend Settings check box.  A message displays to confirm deactivation. 

· You must choose at least one transaction type to enable this filter.

· The filter applies to all transactions entered through the integration.

1. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transaction types specified.

[bookmark: _Toc369093257][bookmark: _Toc369253886]To Update Merchant IP Address Settings 

The Merchant IP Address Filter screen allows you to manage the merchant IP address settings for your terminal.  These settings enable you to designate and maintain a list of IP addresses from which you allow transactions to originate.  If you use this filter and receive transactions from an IP address that is not in your allowed list, the transactions will be declined. 

The Merchant IP Address Filter settings only have a local setting; there is no global setting for this rule.  You only have one checkbox that is used to enable / disable the rule for the terminal.
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To Add a Merchant IP Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Merchant IP Address Filter.

The Merchant IP Address Filter screen displays.

3. Select the Enable IP Address Settings check box.

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable IP Address Settings check box.  A message displays to confirm deactivation. 

5. In the text box provided, enter an individual or a range of IP addresses from which transaction requests can originate. 

6. Click Add.

The newly added IP address displays.

7. To add another IP address, repeat Steps 5 to 6.

8. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transactions received.  You must add at least one IP address to enable this filter.

To Remove a Merchant IP Address 

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.

2. Click OK.

[bookmark: _Toc369093258][bookmark: _Toc369253887]To Update Mobile Payment Settings 

The Mobile Payment Filter screen lets you designate and maintain a list of mobile devices from which you allow transactions to originate based on the mobile identification numbers. If you are using this filter and receive transactions from a mobile device that is not in your allowed list, the transactions will be declined.
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To Add a Mobile Payment Identification Number

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Mobile Payment Filter.

The Mobile Payment Filter screen displays.

3. Enter the Mobile Payment Number that you want add.

4. Click the Add button

A message displays to confirm activation.

[image: ]

5. Click OK

[bookmark: _Toc369093259][bookmark: _Toc369253888]To Update IP Address Settings

The IP Address Filter screen enables you to designate and maintain a list of IP addresses of cardholders from which you do not allow transactions to originate.  You may enable the VirtualMerchant global IP address settings or add your own list of IP address settings based on a single IP address or a country IP address to block.

If you use this filter and receive transactions from an IP Address that is in your blocked list or an IP address is not provided, the transactions will be declined. 

To block a specific IP address or range of IP addresses, you enter the IP address and click the Add button.  You can enter IP addresses without enabling the local IP address setting of the rule for the terminal.  However, you cannot enable the local IP address setting until at least one IP address is entered; an error message will be displayed when you click the Update button.

To block all IP addresses for a country, select a country from the Country to Accept box on the left and click the right pointing arrow to move the Country to the Countries to Block box on the right.  You can select Countries without enabling the local Country setting of the rule for the terminal.  However, you cannot enable the local Country setting until at least one Country is in the Countries to Block box; an error message will be displayed when the user clicks the Update button.

You can remove IP addresses / Countries without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you have to uncheck the local setting checkbox before clicking the Update button.

At the local level, you can enable / disable the IP Address and Countries settings individually. Both can be disabled, both can be enabled, or one or the other can be enabled and the other disabled.  Virtual Merchant will only execute the global setting and local settings of this rule for the terminal when the settings are enabled.

At a global level, you can enable / disable the entire rule for the terminal.  This includes both the individual / range of IP Address and Countries.  The global setting of this rule always includes the individual IP addresses and the countries. 
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To Update the Global IP Address Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.

The IP Address Filter screen displays.

3. Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update.

To Add an IP Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.

The IP Address Filter screen displays.

3. Select the Enable IP Address Settings check box, if desired. 

A message displays to confirm activation.
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4. Click OK.

NOTENote:  To disable activation, uncheck the Enable IP Address Settings check box.  A message displays to confirm deactivation. 

5. In the text box provided, enter an individual IP address, or a country IP address, or a range of IP addresses, from which transaction requests are not allowed. 

6. Click Add. 

The newly added IP address displays.

7. To add another IP address, repeat Steps 7 to 8. 

8. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Remove an IP Address 

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.

2. Click OK.

To Update the Country IP Address Settings 

1. Select Terminal | |Advanced | |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address Filter.

The IP Address Filter screen displays.

3. Select the Enable Country IP Address Settings check box, if desired. 

4. Under Countries to Accept, click the name of the country or countries you wish to block and then click the [image: ] arrows.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the [image: ] arrows.

5. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc369093260][bookmark: _Toc369253889]To Update Billing Country Settings

The Billing Country Filter screen enables you to designate and maintain a list of billing countries from which you do not allow transactions  to  originate. 

The Billing Country Filter has a global setting and a local setting.  The first checkbox enables / disables the global setting of the rule for the terminal.  The second check box enables / disables the local setting of the rule for the terminal.  

To block a Country for the terminal, select a Country from the box on the left and click the right pointing arrow to move the Country to the box on the right.  You can select Countries without enabling the local setting for the terminal.  However, users cannot enable the local setting until at least one Country is in the Countries to Block box. An error message displays when the user clicks the Update button.
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To Update the Global Billing Country Settings 

1. Select Terminal | |Advanced | |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Billing Country Filter.

The Billing Country Filter screen displays.

3. Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Update the Billing Country Settings 

1. Select Terminal | |Advanced | |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Billing Country Filter.

The Billing Country Filter screen displays.

3. Select the Enable Billing Country Settings check box, if desired. 

A message displays to confirm activation.
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4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Billing Country Settings check box.  A message displays to confirm deactivation. 

5. Under Countries to Accept, click the name of the country or countries you wish to block and then click the  [image: ]  arrow.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the  [image: ] arrow.

6. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc369093261][bookmark: _Toc369253890]To Update Shipping Country Settings

The Shipping Country Filter screen enables you to designate and maintain a list of shipping countries from which you do not allow a transaction to be shipped to.  

[image: ]

To Update the Global Shipping Country Settings 

1. Select Terminal | |Advanced | |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Shipping Country Filter.

The Shipping Country Filter screen displays.

3. Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.
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4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update. 

The filter  settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Update the Shipping Country Settings 

1. Select Terminal | |Advanced | |Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Shipping Country Filter.

The Shipping Country Filter screen displays.

3. Select the Enable Shipping Country Settings check box, if desired. 

A message displays to confirm activation.
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4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Shipping Country Settings check box.  A message displays to confirm deactivation. 

5. Under Countries to Accept, click the name of the country or countries you wish to block and then click the  [image: ] arrow.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the  [image: ] arrow.

6. Click Update. 

The filter  settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc369093262][bookmark: _Toc369253891]To Update IP Address & Billing Country Mismatch Settings

The IP Address & Billing Country Mismatch Filter screen allows you to manage the IP & Billing Country Mismatch Settings for your terminal. These settings enable you to designate and maintain a list of billing countries and compare the transaction's originating IP address with the billing country provided. This helps to determine whether or not the transaction is placed in the country in which it originated. You may enable the Global IP Address & Billing Country Mismatch Settings or add your own list of IP Address & Billing Country Mismatch Settings. 

If you use this filter and receive transactions where the billing country does not match the IP address for those countries you have specified in the list, or a billing country and IP address were not provided, the transactions will be declined.

To block a Country for the terminal, select a Country from the box on the left and click the right pointing arrow to move the Country to the box on the right.  You can select Countries without enabling the local setting for the terminal.  However, users cannot enable the local setting until at least one Country is in the “Countries to Block” box; an error message will be displayed when the user clicks the Update button.

NOTENote:  To use this filter you must submit the IP address along with the billing country with each transaction. Thus, you must edit your payment form settings to set the Billing Country field (ssl_country) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option. 
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To Update the Global IP Address & Billing Country Mismatch Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Billing Country Mismatch Filter.

The IP Address & Billing Country Mismatch Filter screen displays.

3. Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.
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4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Update IP Address & Billing Country Mismatch Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Billing Country Mismatch Filter.

The IP Address & Billing Country Mismatch Filter screen displays.

3. Select the Enable IP & Billing Country Mismatch check box, if desired. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable IP & Billing Country Mismatch check box.  A message displays to confirm deactivation. 

5. Under Country List, click the name of the country or countries you wish to validate if the IP address matches and then the    [image: ] arrow.

The selected country name moves over to the Countries to Verify section. To reverse the action, click the name of the country and then the   [image: ] arrow. 

If you click  [image: ], all countries in the list move over to the Countries to Verify section. To reverse the action, click the name of the country and then  [image: ].

6. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.   

[bookmark: _Toc369093263][bookmark: _Toc369253892]To Update IP Address & Shipping Country Mismatch Settings

The IP & Shipping Country Mismatch Filter screen allows you to manage the IP & Shipping Country Mismatch Settings for your terminal.  These settings enable you to designate and maintain a list of shipping countries and compare the transaction's originating IP address with the shipping country provided.  This helps to determine whether or not the transaction is placed in the country in which the order will be shipped to.  You may enable the Global IP & Shipping Country Mismatch Settings or add your own list of IP & Shipping Country Mismatch Settings. 

If you use this filter and receive transactions where the shipping country does not match the IP address for those countries you have specified in the list, or a shipping country and IP address were not provided, the transactions will be declined.

To use this filter, an IP address value must be submitted with each transaction along with the shipping country ISO code.  You must edit your payment form settings to set the Shipping Country field (ssl_ship_to_country) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option. 

[image: ]

To Update the Global IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Shipping Country Mismatch Filter.

The IP Address & Shipping Country Mismatch Filter screen displays.

3. Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Update the IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click IP Address & Shipping Country Mismatch Filter.

The IP Address & Shipping Country Mismatch Filter screen displays.

3. Select the Enable IP Shipping Country Mismatch check box, if desired. 

A message displays to confirm activation.

[image: ]

6. Click OK.

NOTENote:  To disable activation, uncheck the Enable IP Shipping Country Mismatch check box.  A message displays to confirm deactivation. 

7. Under Countries list, click the name of the country or countries you wish to validate if the IP address matches and then click the   [image: ] arrow.

The selected country name moves over to the Countries to Verify section.  To reverse the action, click the name of the country and then click the  [image: ]  arrow. 

If you click the  [image: ] arrows, all countries in the list move over to the Countries to Verify section.  To reverse the action, click the  [image: ] arrows.

8. Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc369093264][bookmark: _Toc369253893]To Update Email Address Settings

The Email Address Filter screen allows you to manage the email address settings for your terminal.  These settings enable you to designate and maintain a list of email addresses of cardholders from whom you do not accept transactions.  You may enable the VirtualMerchant Global Email Address Settings or add your own list of email addresses to block.

If you use this filter and receive transactions from an email address that is not in your allowed list, the transactions will be declined. 

The Email Address Filter settings have a global setting and a local setting.  The first checkbox enables / disables the global setting of the rule for the terminal.  The second check box enables / disables the local setting of the rule for the terminal.

You can enter IP / Eemail addresses without enabling the local setting of the rule for the terminal.  You cannot enable the local setting until at least one IP / Eemail address is entered; an error message will display when you clicks the Update button.

You can remove IP / Eemail addresses without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you will have to uncheck the local setting checkbox before clicking the Update button.

NOTENote:  To use this filter, an email address must be submitted with your transactions.  Thus, you must edit your payment form settings to set the Email Address field (ssl_email) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option.

[image: ]

To Update the Global Email Address Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Email Address Filter.

The Email Address Filter screen displays.

3. Select the Enable Global Settings check box.

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Add an Email Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Email Address Filter.

The Email Address Filter screen displays.

3. Select the Enable Email Address Settings check box.

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Email Address Settings check box.  A message displays to confirm deactivation. 

5. In the text box provided, enter an email address from which transaction requests are not allowed. 

6. Click Add.

The newly added email address displays.

7. To add another email address, repeat Steps 5 to 6.

8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Remove an Email Address 

1. Click Remove next to the email address you wish to remove.

A message displays to confirm removal.

2. Click OK.

[bookmark: _Toc369093265][bookmark: _Toc369253894]To Update Card Number Settings

The Card Number Filter screen allows you to manage the card number settings for your terminal. These settings enable you to designate and maintain a list card numbers of cardholders from whom you do not accept transactions.  You may enable the VirtualMerchant Global Card Number Settings or add your own list of card numbers to block. 

The Card Number Filter settings have a global setting and a local setting.  The first checkbox enables / disables the global setting of the rule for the terminal.  The second check box enables / disables the local setting of the rule for the terminal.

You can enter IP / Eemail addresses without enabling the local setting of the rule for the terminal.  You cannot enable the local setting until at least one IP / Eemail address is entered; an error message will display when you click the Update button.

You can remove IP / Eemail addresses without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you will have to uncheck the local setting checkbox before clicking the Update button.

If you use this filter and receive transactions from card number that is in your blocked list, the transactions will be declined.

[image: ]

To Update the Global Card Number Filters Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Card Number Filter.

The Card Number Filter screen displays.

3. Select the Enable Global Settings check box.

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Add a Card Number 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Card Number Filter.

The Card Number Filter screen displays.

3. Select the Enable Card Numbers Settings check box.

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Card Numbers Settings check box.  A message displays to confirm deactivation. 

5. In the text box provided, enter a card number from which transaction requests are not allowed. 

6. Click Add.

The newly added card number displays.

7. To add another email address, repeat Steps 5 to 6.

8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Remove a Card Number 

1. Click Remove next to the card number you wish to remove.

A message displays to confirm removal.

2. Click OK.

[bookmark: _Toc369093266][bookmark: _Toc369253895]To Update Transaction Velocity Filter Settings

This filter lets you specify a threshold for the number of transactions allowed, all transactions received that exceed the threshold will be declined.

This rule only has a local setting; there is no global setting.  The Transaction Velocity Filter rule includes three individual rules for the terminal:

· Number of transactions allowed per day (1440 minutes)

· Number of transactions allowed per hour (60 minutes)

· Number of transactions allowed from the same IP Address per hour (60 minutes)

An error message is displayed when:

· You check the Enable Daily Velocity Settings check box and click Update without providing the number of transactions allowed per day.

· The user checks the Enable Hourly Velocity Settings check box and clicks Update without providing the number of transaction allowed per hour.

· The user checks the Enable IP Hourly Velocity Settings check box and clicks Update without providing the number of transactions per hour.

You can enter the number of transactions allowed per day or per hour without having to check the associated Enable check box. 

Users can uncheck the Enable check boxes without having to remove the number of transactions allowed per day or per hour.

[image: ]

To Specify Daily Velocity Settings

1. To specify the maximum number of transactions you want to allow per day, enter a number between 1 and 9,999 in the Allow____transactions per Day in the Enable Daily Velocity Settings portion of the screen and click the check box.

2. To specify the maximum number of transactions you want to allow per day, enter a number between 1 and 999,999 in the Allow____transactions per Hour in the Enable Hourly Velocity Settings portion of the screen and click the check box.

3. To specify the maximum number of transactions you want to allow per hour from the same IP address, enter a number between 1 and 9,999 in the Allow____transactions from the same IP address per hour in the Enable IP Hourly Velocity Settings portion of the screen and click the check box.

4. Once you have made your selection, click the Update button. The following message will appear.

[image: ]

5. Click OK and the filtering you have specified will be in effect.

[bookmark: _Toc369093267][bookmark: _Toc369253896]To Update Email Domain Settings

The Email Domain Filter screen allows you to manage the Email Domain Settings for your terminal Those settings enable you to validate that the email address entered by cardholders on transactions has a valid domain. 

If you are using this filter and receive transactions from an email address with an invalid domain or an email address is not provided, an error will be returned. 

NOTENote:  To use this filter, an email address must be submitted with your transactions.  Thus, you must edit your payment form settings to set the email address field (ssl_email) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option.

[image: ]

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Email Domain Filter.

The Email Domain Filter screen displays.

3. Select the Enable Email Domain Settings check box. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Email Domain Settings check box.  A message displays to confirm deactivation. 

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.   

[bookmark: _Toc369093268][bookmark: _Toc369253897]To Update Transaction Timeout Settings

The Transaction Timeout Filter screen allows you to manage the transaction timeout settings for your terminal.  These settings enable you to specify a time limit (between 1 and 15 minutes), for a single transaction.  If you use this filter and the transaction exceeds the time allowed for processing, it will be declined.

[image: ]

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

2. Click Transaction Timeout Filter.

The Transaction Timeout Filter screen displays.

3. Select the Enable Transaction Timeout Settings check box. 

A message displays to confirm activation.

[image: ]

4. Click OK.

NOTENote:  To disable activation, uncheck the Enable Transaction Timeout Settings check box.  A message displays to confirm deactivation. 

5. Enter time limit in minutes.

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: SetUpBusinessRules][bookmark: _Toc369093269][bookmark: _Toc369093464][bookmark: _Toc369253898]Setting Up Business Rules

The Business Rules screen lets you create your own processing business rules.  These rules can be added, updated and deleted:

· Only VirtualMerchant system administrators can set system-level rules.  These rules cannot be added, updated or deleted by the merchant.

· Business rules are set up within a specific terminal and apply only to transactions that are processed through that terminal.

· Business rules can only be set up in terminals that are set up as Terminal-Based. 

· VirtualMerchant will only apply business rules (other than those that check for duplicate transactions) to credit card transactions.

· All business rules are optional and apply only to transactions submitted to the application through process.do and processxml.do, for all market segments.

· Pre-Processing and Post-Processing rules currently do not apply when transactions are processed in the Virtual Terminal, including duplicate checking. 

· Business rules run in order, from top to bottom.  You can change the order of the rules using the Arrow buttons next to each rule.  No more than a combined total of 10 Pre and Post-Processing rules can be added to a terminal at a time.

· Once a rule is triggered, no other rules will operate. 

· Actions set up in a rule cannot be performed unless that specific rule is triggered.

· Return rules do not affect other transaction rules.

· Transactions that are set to Decline using business rules will display in the Current Batches Error section with the reason for decline set to the Comparison Value from the rule that was triggered (i.e.for example: Ship to Postal Code, Bill to Postal Code, Tran Amount, Return Amount, AVS Response, or CVV2 Response).

· Reversals will be submitted for credit card transactions that were authorized by the issuer but have been declined based on the AVS or CVV rules.

Transactions that are Set to Review or Pend will display in the Current Batches Main or Auth Only sections.  You can Unpend or Release those transactions prior to settlement.

[bookmark: _Toc301803202][bookmark: _Toc304295736][bookmark: _Toc304295959][bookmark: _Toc369093270][bookmark: _Toc369253899]To Add New Business Rules

1. Select Terminal | Advanced | Business Rules.
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The Processing Rules screen displays.

[image: ]

2. Based on your requirements, under Pre-Processing Rules or Post-Processing Rules, click Add New Rule.  

The New Rule screen displays.

[image: ]

3. Enter the name of the new business rule in the Rule Name field. 

4. In the Value drop-down list, select the field to use as a comparison value for the rule from the following options:

· Ship To Postal Code

· Bill To Postal Code

· Tran Amount

· Return Amount

· Duplicate Transaction

5. In the Operator drop-down list, select the comparison operator from the following:

· Equal To 

· Not Equal To 

· Greater Than

· Greater Than

· Less Than 

· Less Than Equal To

· Not in Set

6. In the Criteria drop-down list, select the criteria to use for comparison from the following:

· Ship To Postal Code

· Bill To Postal Code

· Time Period

· Invoice Number

7. Enter an Or Value as a second value or value set for comparison with the transaction, return amount, AVS response, or CVV2 response. 

· If there is more than one value, separate each value with a comma and use the Operator value Not in Set. 

· Refer to the AVS Response Codes and CVV2 Response Codes- CVV2 Response Codes sections in the Response Codes chapter for a complete list of AVS and CVV response codes.



8. Select an action from the True Action drop-down list. This is the action that takes place when the criteria comparison is determined to be true.  

The Or Rule field is populated by existing business rules. The Or Rule can be selected instead of the True Action. 

9. Select an action from the False Action drop-down list. This is the action that takes place when the criteria comparison is determined to be false.	

The Or Rule field is populated by existing business rules that have been created. This Or Rule can be selected instead of the False Action.

10. In the Send Email drop-down list, select an email action to specify an email action, depending on the rule comparison, from the following: 

· Send Merchant Email

· Send Terminal Email

· Send SMS Email

11. Once you have entered the information for the new rule, click Add New Rule to save the rule. A screen message indicates the rule has been added successfully. The new rule displays in the Processing Rules table.

[image: ]

[bookmark: _Toc288566630][bookmark: _Toc301803203][bookmark: _Toc304295737][bookmark: _Toc304295960][bookmark: _Toc369093271][bookmark: _Toc369253900]To Edit Business Rules

Business rules can be edited by those you have the correct user rights. 

11.	To edit an existing rule, select the rule name from the Processing Rules table. 

[image: ]

22.	On the Update Rule screen, enter or adjust the fields as necessary and click Update. 

[image: ]

33.	To delete the business rule, click Delete.

Business rule has been updated/deleted successfully message displays.

[bookmark: _Toc369093272][bookmark: _Toc369253901]To Delete Business Rules

1. To delete an existing rule, select the rule name from the Processing Rules table. 

2. On the Update Rule screen, click Delete. 
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[bookmark: _Toc304287737][bookmark: _Toc369093273][bookmark: _Toc369093465][bookmark: _Toc369253902]Using Your Virtual Terminal

The Main Virtual Terminal screen provides access to all transaction entry and management options. You can enter transactions depending on your terminal and user rights. You can also process transactions from Current Batches and Settled Batches. Refer to the Managing Unsettled Transactions (Current Batches) and Managing Settled Transactions (Settled Batches) topics chapters for more information.

When your user account was created, you were granted specific access and permissions called user rights. In addition, you were associated with one or more terminals to which your login provides access. Therefore, if you are granted access to only one terminal, it is automatically presented to you in the screen upon login. Otherwise, you must select the desired terminal from the Select Terminal list.  

NOTENote:  The terminal must be active to process live transactions. If your terminal is not active (Not Live or Suspended), call your system administrator or Elavon at 1-800-377-3962, option 2, option 2.

Depending on your user and terminal rights, this section describes how to: 

Select  terminals

Process the following transaction types:

· Credit Card 

· Debit Card

· Food Stamp 

· Cash Benefit 

· Electronic Check 

· Gift Card









COMMON FEATURES:

Form Fields

· The field prompts for each transaction depends on the Payment Form Field Setup for the selected terminal. Refer to Using Terminals under the Configuring Your Payment Form the Configure Payment Forms section in the Using Terminals chapter for more information on this topic.

· If you enter the Billing Address, to use this address for shipping in the Shipping Address section, select the Same as Billing check box. The system copies all the billing address information into the fields. You can edit the Shipping Address information after it is copied.  This clears the check box and does not update the Billing Address.

Response Forms

The response form consists of the Transaction Detail that displays the results of a processed transaction. This screen is further divided as follows:

· The Authorization Results section displays all the information obtained during the authorization process.

· Each subsequent section contains all the values entered for the transaction in the order defined in the Payment Fields section setup under Terminal Configuration.

Printing Receipts 

· If your terminal is set up to have the receipt printed automatically, VirtualMerchant prints the receipt.

· You must allow VirtualMerchant in the browser pop-up blocker in order for the receipt to show. 

· If your terminal is not set up to automatically print receipts, the receipt information is displayed on the  screen.

· If Serial Printer is selected as the Printer Type under the Printer options in the terminal profile, a receipt is sent to the serial printer. 

· If Parallel Printer is selected as the Printer Type, a separate window displays the receipt information and the system prompts you to print the receipt.

Tips

· For terminals set up for Market Segment Service, VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip Amount.

· Tip transactions are only available if the Market Segment is set to Service in the current terminal profile. 

· VirtualMerchant allows you to provide tip information with transactions, based on how the System Fields are set up on the Payment Form. 

· VirtualMerchant allows you to provide tip information for transactions that are swiped and hand-keyed.

[bookmark: _Toc369093274][bookmark: _Toc369093466][bookmark: _Toc369253903]To Select a Terminal

1. After you log on to VirtualMerchant to display the Main screen, select the Select Terminal link if you have access to multiple terminals.

[image: ]

The Select Terminal screen displays a list of the terminals to which you have access in alphabetical order, by Friendly Name.

NOTENote:  Refer to Chapter 5: the Using Terminals chapter for more information on how to select a terminal.

2. Click the Friendly Name to select the terminal you wish to access from the list.

The system displays the terminal name in the Terminal field and the transaction types under Select Terminal.

[image: ]

Once you have the terminal selected, you can proceed with other actions available to you from the Terminal menu option as described in the following sections. 

[bookmark: _Toc298327317][bookmark: _Toc304287740][bookmark: _Toc369093275][bookmark: _Toc369093467][bookmark: _Toc369253904]Performing Credit Card Transactions

The Credit Card transaction screen allows you to either swipe a transaction by means of a Magnetic Stripe Reader (MSR) or manually enter the transaction into the VirtualMerchant application. The Swiped Transaction option is only available for terminals configured as Retail. 

This section describes how to:

Enter and process credit card information 

Process credit card batch import transactions

Update credit card transaction information

Add credit card transaction to a recurring batch

Reverse partially approved transactions

Void partially approved transactions

You can process credit card information for the following transaction types:

Sale 

Return 

Inquiry 

Force 

Auth Only 

AVS OnlyVerification  

Recurring 

Installment 

Multi-entry 

Batch Import 

IMPORTANT:

· Some terminals do not support Verification and will continue to show AVS Only as the supported transaction type.

· You can process partial authorizations using prepaid cards the same way as you process regular credit card for Sale and Auth Only transaction types.

· A partial authorization occurs where the amount of the authorization request exceeds the available balance on select Visa, MasterCard or Discover products. Instead of declining the request, an approval for a partial amount is returned.

· Merchants must initiate a new transaction to obtain the remainder of the purchase amount in another form of payment. These are separate transactions and will generate separate receipts.

· Merchants may reverse or void transactions if cardholders decide not to proceed. 

[bookmark: _Toc298327318][bookmark: _Toc304287741][bookmark: _Toc369093276][bookmark: _Toc369093468][bookmark: _Toc369253905]To Process Credit Card Sale, Return, Force, Auth Only and AVS OnlyVerification Transactions

This procedure describes how to process the following credit transaction types:

Sale
This transaction allows you to obtain real-time authorization for credit card sale transactions.

Return
This transaction allows you to enter refund transactions for previous sales. 

Force
This transaction forces sale transactions when the approval code was previously obtained, such as through voice authorization. This transaction type requires the Approval Code to be manually entered for processing. 

Auth Only
This transaction allows you to pre-approve transactions that will be forced or converted to Sale through at a later date.

AVS OnlyVerification
This transaction allows you to verify if the address and the CVV value given for the transaction matches that of the cardholder.

Note:  Some terminals do not support the Verification functionality but support AVS Only which allows you to send the address without the CVV value.

1. On the Main screen, select Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: New screen

[image: ][image: ]

2. To select the transaction type, do one of the following:

· Select Sale to display the Credit Card Sale screen.

· Select Return to display the Credit Card Return screen.

· Select Force to display the Credit Card Force screen.

· Select Auth Only to display the Credit Card Auth Only screen. 

· Select AVS OnlyVerification to display the Credit Card AVS OnlyVerification screen. 	Comment by Trierweiler, Kris A: 

The following example shows the Credit Card Sale screen.

[image: ]

3. Swipe the credit card through a supported MSR device attached to your computer or manually enter the credit card number in the Card Account Data box.

4. Click Submit. 

NOTESNotes:

· If the terminal is setup to accept Verify last four Digits, the system prompts you to enter the last four digits of the credit card number.

[image: ]

· The system automatically initiates the Submit button on swipe.

The system displays the respective screens with the masked credit card number in the Account Data field as follows. The card account number cannot be edited.

		For this transaction type

		This screen displays



		Sale

		Credit Card Sale



		Return

		Credit Card Return



		Force

		Credit Card Force



		Auth Only

		Credit Card Auth Only



		AVS OnlyVerification	Comment by Trierweiler, Kris A: Remove reference

		Credit Card AVS OnlyVerification





The following example shows the Credit Card Sale screen.

[image: ][image: ]

5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped transactions and cannot be edited on the form.

6. To enter the Amount, do one of the following:

		For this transaction type

		Do this



		Return

		Enter the Amount.



		Auth Only

		Enter the Amount.



		AVS Only	Comment by Trierweiler, Kris A: Remove

		Enter the Amount.



		Sale

		If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount. VirtualMerchant automatically calculates and displays the Amount.

If not, enter the Amount.



		Force

		If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount. VirtualMerchant automatically calculates and displays the Amount.

If not, enter the Amount.





NOTENote: For credit card Sale and Force transactions:

· You can update the Tip Amount only from Current Batches. 

· You can update the Base Amount from the response screen. The Base Amount cannot be changed to a value greater than the transaction (the original Base Amount before it was changed)  was originally authorized. 

· When the Base Amount is updated, VirtualMerchant recalculates the Amount as Base Amount + Tip Amount.

7. For hand-keyed transactions, you may wish to select one of the following options in the  Card Present check box:

· Present

· Bypassed

· Illegible

· Not Present

8. For Sale, Force and Auth Only transactions, you may wish to enter a CVV value. If card type is Visa, the CVV2 Indicator displays. Select indicator option from the list.

9. For Force transactions, enter the Approval Code. 

10. For AVS OnlyVerification transactions, enter address in the Address 1 field, and the Postal Code., and the CVV value.	Comment by Trierweiler, Kris A: Remove

11. Enter or select any of the remaining optional fields as desired. 

12. Enter the descriptor that you would like to appear in the customer credit card statement to help the transaction become more recognizable to the customer or more service-specific than the usual business name.

NOTESNotes:

· Optional feature. 

· Your terminal must be setup with Dynamic DBA.  Please contact Software Technical Support at 1-800-377-3962, option 2, option 2.

· The DBA name can be provided on Sale, Auth Only, Force and Return/Credit transactions.

13. If you wish to enter travel information, enter the Departure Date (the date that the consumer’s travel will begin) and the Completion Date (the date the consumer’s travel will be completed). 

This information will be sent to the MARMS system.

NOTESNotes:

· This is an optional feature used for travel agencies and airlines only.

· Your terminal must be set up with MARMS at Elavon and the Travel Data option must be enabled in the VirtualMerchant terminal. Please contact Software Technical Support at 1-800-377-3962, option 2, option 2.

· Both By having the travel data option enabled, both the completion Completion Date and departure Departure date Date fields are available to you in the must be enabled in the Terminal Setup |/ Merchant / |Payment Fields.  

· Both dates must be included in the transaction for the information to be sent to MARMS.

· The dates cannot be in the past.

14. Click Process to send the transaction for authorization or Cancel to exit.

The system displays the respective response screen as follows:

		For this transaction type

		This screen displays



		Sale

		Credit Card Sale Response



		Return

		Credit Card Return Response



		Force

		Credit Card Force Response



		Auth Only

		Credit Card Auth Only Response



		AVS OnlyVerification	Comment by Trierweiler, Kris A: Remove

		Credit Card AVS OnlyVerification Response





The following example shows the Credit Card Sale Response screen.

[image: ][image: ]

15. If your terminal is not set up for a signature capture device, VirtualMerchant will follow the normal process for printing if the option is enabled.  The user will not be prompted to capture the signature.

16. If your terminal is set up for a signature capture device, the following occurs:

· The device displays, “Please swipe card” message to the consumer. 

· The payment form displays a message to the merchant, “Customer prompted to swipe card. Please wait!”

[image: ]

17. If the consumer declines to swipe the card and hit the cancel button, the payment form displays a message to the merchant, “The consumer cancelled card swipe.” 

[image: ]

18. If the customer swipes the card and the card swipe fails, the payment form displays a message to the merchant, “Card swipe failed. Please retry or manually key card!”

[image: ]

19. If the customer swipes the card and the card swipe does not fail, the device displays, “One moment please” message to the customer.

The payment page displays with the card information collected from the card and device.

[image: ]

20. The merchant enters the amount and any additional information needed to complete the transaction, and clicks the process button.

The payment form displays a message to the merchant, “Customer prompted to confirm the amount. Please wait!”

[image: ]

21. The device displays amount confirmation message to the customer and the customer is prompted to confirm the amount or cancel.

22. The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, “The amount was not confirmed.” The merchant has the chance to re-enter or correct the amount or cancel the transaction if needed.

[image: ]

23. The device displays a, “Processing” message to the customer.

24. The merchant receives the transaction response page. 

25. The device displays the transaction response to the customer.

26. The device displays, “Please sign” message to the customer if transaction is approved

The payment form displays a message to the merchant, “Customer prompted to sign. Please wait!”	Comment by Trierweiler, Kris A: Replace?  I see AVS on this.

[image: ]

NOTENote:  The device will not display signature prompt for declined transactions.

27. The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the merchant, “Customer cancelled signature! Please retry or select cancel to manually capture signature! ” The merchant has the chance to request signature again via the device or through the printed receipt.	Comment by Trierweiler, Kris A: Replace

[image: ]

28. The merchant receives signature and the receipt is printed with the signature if collected.

29. The device displays a “thank you” message.

NOTENote:  The transaction response is sent to the merchant whether the signature is collected or not from the customer. 

30. The customer provides a signature to the device.

31. If the device captures the signature, it returns it to VirtualMerchant.

32. If the device times out or the signature was not captured, it returns an error code or a null/blank signature image to VirtualMerchant.  

NOTESNotes: 

· Signature capture only applies to the following transaction types:

· Sale 

· Return

· Force

· Auth Only

· You cannot replace a signature that is already associated with a transaction.

33. If the signature image was successfully captured, VirtualMerchant stores the signature image with the transaction, prints the receipt with the signature either automatically or prompts you to do so. 

34. If an error code is returned or the signature image is null/blank, VirtualMerchant bypasses the signature and prints the receipt without the signature either automatically or prompts you to do so. 

35. In the event of a partial approval for Sale or Auth Only transactions, a Credit Card Partial Approval Response screen displays.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

The Credit Card Partial Approval Response screen consists of a Transaction Detail screen that displays the results of a partially approved transaction. 

· The Authorization Results section displays all the information obtained during the authorization process. 

· The Order Section indicates that amount requested exceeded the card balance and that the card has been charged for the available balance. The difference must be obtained using additional tender type.

NOTESNotes:

· The merchant must collect the additional remaining balance from the consumer. 

· [bookmark: _Toc298327319][bookmark: _Toc304287742]If cardholders decide not to proceed with the transaction, VirtualMerchant will allow the merchant to reverse a partial approved transaction and restore the balance back to the card using the Reverse Payment button or the Void button at the bottom of the partial approval response page. 

[bookmark: _Toc369093277][bookmark: _Toc369093469][bookmark: _Toc369253906]To Process Dynamic Currency Conversion (DCC) Card Transactions

1. On the Main screen, select Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

2. Select Sale to display the Credit Card Sale screen.

[image: ]

3. Swipe the credit card through a supported MSR device attached to your computer or manually enter the credit card number in the Card Account Data box. 

4. Click Submit. 

NOTESNotes:

· If the terminal is setup to accept Verify last four Digits, the system prompts you to enter the last four digits of the credit card number.

[image: ]

· The system automatically initiates the Submit button on swipe.

The system displays the Credit Card Sale screen with the masked credit card number in the Account Data box, the Cardholder Amount, the Cardholder Currency, the Conversion Rate and Markup% to be used in the DCC transaction. These fields cannot be edited.

[image: ]

5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped and cannot be edited on the form.

6. Enter the Amount.

7. If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount. VirtualMerchant adds these values and sets the Cardholder Amount to the sum of these values.

NOTESNotes: 

· The system adds the Base Amount + Tip Amount for conversion and set the Cardholder Amount to this value.

· The merchant provides a Base Amount and a Tip Amount in the merchant’s currency. The total Amount is then calculated automatically and displayed before processing. The Cardholder Base Amount, Cardholder Tip Amount and total Cardholder Amount are all converted automatically and displayed before processing.

8. Enter or select any of the remaining optional fields as desired. 

9. Click Process with DCC to send the transaction for authorization or Cancel to exit.

NOTENote:  If you click Process without DCC the transaction will be processed in US dollars.

The Credit Card Sale Response screen appears and displays the transaction information.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

NOTENote:  The Orders Section contains the Amount in US dollars. The Cardholder Amount field contains the transaction amount after it is converted in the cardholder’s currency. 

The system generates a receipt.

[bookmark: _Toc369093278][bookmark: _Toc369093470][bookmark: _Toc369253907]To Process Credit Card Inquiry Transactions 

Credit Card Inquiry transactions allow you to check the balance on pre-paid Visa or MasterCard gift cards. 

1. On the Main screen, select Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

2. Select Inquiry to display the Credit Card Inquiry screen.

[image: ]

3. Swipe the credit card through a supported MSR device attached to your computer or manually enter the credit card number in the Card Account Data box. 

4. Click Submit.

NOTESNotes:

· If the terminal is setup to accept Verify last four Digits, the system prompts you to enter the last four digits of the credit card number.

[image: ]

· The system automatically initiates the Submit button on swipe.

The system displays the Credit Card Inquiry screen with the masked credit card number in the Account Data box. The card account number cannot be edited.

[image: ]

5. Click Process to send the transaction for authorization or Cancel to exit.

The Credit Card Inquiry Response screen displays the account balance.	Comment by Trierweiler, Kris A: Replace

[image: ]

6. If your terminal is setup to automatically print receipts, VirtualMerchant sends a receipt to the printer. Otherwise, a separate window displays the receipt information and the system prompts you to print the receipt.

[bookmark: _Toc298327320][bookmark: _Toc304287743][bookmark: _Toc369093279][bookmark: _Toc369093471][bookmark: _Toc369253908]To Process Credit Card Recurring and Installment Transactions

This procedure describes how to process the following credit transaction types:

· Credit Card Recurring
This transaction allows you to set up payment amounts and billing cycles in which the payments occur.

· Credit Card Installment
This transaction allows you to set up payment amounts, the number of payments and the billing cycle in which the payments occur.

1. On the Main screen, select Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

2. To select the transaction type, do one of the following:

· Select Recurring to display the Credit Card Recurring screen.

· Select Installment to display the Credit Installment Return screen.

The following example shows the Credit Card Recurring screen.

[image: ]

3. Enter the credit card number in the Account Data box.

4. Enter the Expiration Date (MMYY).

5. Select YES or NO from the Skip Payment drop-down list, if necessary.

6. Enter the Amount for the transaction.

7. Enter Customer Code, Sales Tax, Invoice Number, Description, and any custom field, if necessary.

NOTENote:  If prompted for sales tax, the tax must be included in the Amount and then entered in the Sales Tax box.

8. In the Billing Cycle drop-down list, select one of the following:

· Daily

· Weekly

· Bi- Weekly

· Semi-Monthly

· Monthly

· Bi-Monthly

· Quarterly 

· Semester

· Semi-Annually

· Annually

· Suspended

To Use Monthly, Bi-Monthly, Semester, Quarterly, Semi-Annually, and Annually Billing Cycles

If you have selected any of these billing cycle options, the Last day of the month check box displays. 

[image: ]

You can select your billing date using one of the following options:

a) Select the Last day of month check box.  

The last day of the current month displays in the Next Payment Date box.

b) Click the calendar icon [image: ]  and select from the calendar tool.

[image: ]

c) Manually enter a date in the Next Payment Date field.

NOTESNotes:

· Only the months are shown. When you click on the month, the Next Payment Date automatically displays the last day of the selected month.

· Dates earlier than the current date are disabled in the calendar control.

VirtualMerchant uses the selected day of the month and calculates the Next Payment Date. For example, if they choose June 30, the next payment will be scheduled on July 30.  If they choose January 31, the next payment will be on February 28 (or 29 for leap years).

To Use Semi-Monthly Billing Cycle:

If you selected the Semi-Monthly billing cycle, two radio buttons display.

[image: ]

NOTENote:  The 1st and & 15th of the month is the default.

You can select your billing date using one of the following options:

a) Select the 1st & 15th radio button.

The Next Payment Date field automatically displays the 1st or 15th date after the current date.  

b) Select the 15th & Last day of the month.

The Next Payment Date automatically displays the next available date and the calendar control only enables the 15th and the last day of each month.

c) Click the calendar icon [image: ] and select from the calendar tool.

[image: ]

d) Manually enter a date in the Next Payment Date field.

NOTENote: Only the valid dates are enabled.  Dates other than the 1st and 15th are disabled.

9. For credit card installment transactions, enter the Number of Payments.

NOTENote:  You cannot change the number of payments of an existing installment transaction to a value that is less than the number of payments that have already been made for the installment transaction.

10. Enter or select any of the remaining optional fields as desired.

11. Click Add. 

The system displays the information you entered to create a new installment or recurring transaction in the respective response screen as follows:

		For this transaction type

		This screen displays



		Recurring

		Credit Card Recurring Response



		Installment

		Credit Card Installment Response





The following example shows the Credit Card Recurring Response screen.

[image: ]

NOTESNotes: 

· For recurring and installment transactions returned as declined, VirtualMerchant retries to process the transactions a total of five times on subsequent days, then does the following:  

· Update the billing cycle of the transaction to Suspended.

· Send an email to the merchant with instructions to contact the cardholder.

· These transactions will not run in the system again unless you change the billing cycle from suspended.

[bookmark: _Toc298327321][bookmark: _Toc304287744][bookmark: _Toc369093280][bookmark: _Toc369093472][bookmark: _Toc369253909]Process Credit Card Multi-Entry Transactions

Credit Card Multi-Entry transactions allow you to enter multiple credit card transactions from one screen. In this process you can:

Add transactions 

[bookmark: _Toc298327322][bookmark: _Toc304287745]Delete transactions  

[bookmark: _Toc369093281][bookmark: _Toc369253910]To Add Credit Card Multi-Entry Transactions 

1. On the Main screen, select Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: replace

[image: ][image: ]

2. Select Multi-entry to display the Credit Card Multi-Entry Form screen. 

[image: ]

3. Enter the credit card number in the Account Data box.

4. Enter the Expiration Date (MMYY).

5. Enter the Amount for the transaction.

6. Enter or select any of the remaining optional fields as desired.

7. Click Add.

The system saves the information and adds a new line for you to include additional transactions.

8. To add other transactions, repeat Steps 3 to 7.

[image: ]

9. Click Authorize to submit transactions for authorization.

The Multi-entry Response screen displays the transaction response information for the submitted transactions. This information entails the number of authorized transactions and the number of transactions that were declined or in error.

[image: ]

[bookmark: _Toc298327324][bookmark: _Toc304287747][bookmark: _Toc369093282][bookmark: _Toc369253911]To Delete Credit Card Multi-Entry Transactions 

To delete a transaction, click Delete next the transaction you want to delete.

[image: ]

The system deletes the selected transaction.

[image: ]

[bookmark: _Toc369093283][bookmark: _Toc369093473][bookmark: _Toc298327328][bookmark: _Toc304287751][bookmark: _Toc369253912]To Process Batch Import Transactions

VirtualMerchant allows you to import a batch file of credit card transactions or recurring/installment transactions. VirtualMerchant will process the file for you and return a response file. To view the response file for your imported batches you must access the Imported Batches menu under Settle Batches.

You can import the following types of Batch files:

· Batch file of credit card transactions

· Batch file of Recurringrecurring/ iinstallment transactions

When importing a file of credit card transactions, you can import the following types of credit card transactions: 

· Sales 

· Return 

· Force 

· Auth Only 

· AVS OnlyVerification 	Comment by Trierweiler, Kris A: Remove

· AVS Only

When importing a file of recurring or installment transactions, you can import the following types of transactions: 

· Credit Card-Recurring 

· Credit Card-Installment 

Before you import batch files for processing, ensure that the appropriate user rights and terminals are set up, and that you have created a file of credit card transactions or recurring/installment transactions to be imported.

User Rights Set Up

Ensure that you have Credit Import Batch user rights set up for a user as follows:

· Check the Credit Import Batch right to enable. VirtualMerchant automatically enables (checks) the following existing user rights for that user:

· Credit Card-Sale 

· Credit Card-Return 

· Credit Card-Force 

· Credit Card-Auth Only 

· Credit Card-AVS Only/AVS OnlyVerification	Comment by Trierweiler, Kris A: remove

NOTENote:  Checking any or all of these rights individually (one by one) does not automatically grant the credit import batch right.

· When any of the above existing user rights for a user are disabled (unchecked), VirtualMerchant automatically disables (unchecks) the Credit Import Batch user rights for that user (if it is already checked).

NOTENote:  Unchecking any or all of these rights individually (one by one) automatically removes the credit import batch right.

· When the Credit Import Batch user right is disabled (unchecked) for a user, the above existing user rights remain unchanged for that user.

Ensure that you have Recurring Import Batch user rights set up for a user as follows:

· Check the Recurring Import Batch right to enable.  VirtualMerchant automatically enables (checks) the following existing user rights for that user:

· Credit Card-Recurring 

· Credit Card-Installment

NOTENote:  Checking any or both of these rights individually (one by one) does not automatically grant the recurring import batch right.

· When any of the above existing user rights for a user are disabled (unchecked), VirtualMerchant automatically disables (unchecks) the Recurring Import Batch user rights for that user (if it is already checked).

NOTENote:  Unchecking any or both of these rights individually (one by one) automatically removes the recurring import batch right.

· When the Recurring Import Batch user right is disabled (unchecked) for a user, the above existing user rights remain unchanged for that user.

Terminal Set Up

Ensure that terminals are appropriately set up as follows: 

· Terminals must be setup to process credit card transactions. 

And/Or 

· Terminals must be setup to process recurring/installment transactions.

The Import Process

1. Click Credit Card to display the credit card options along with the Credit Card Main screen.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

2. Select Batch Import to display the Batch Import screen displays.  

VirtualMerchant validates that no other files are currently being processed for the terminal.

[image: ][image: ]

NOTESNotes: 

· If another file for the same terminal is still being processed, VirtualMerchant displays an error. You cannot import a file of transactions for processing while another file is still being processed for the same terminal.

· You can import a maximum of 10 files for a single terminal per day.

· You can import a maximum of 500 transactions in a single file. Please contact Technical Support at 1-800-377-3962, option 2, option 2 if you need to increase the number of transactions per file. 

3. Enter a unique Response File Name for the response file that will be created.

NOTESNotes: 

· Defaults to the name of the file being imported. 

· File names must be less than or equal to 25 characters long.  

4. Click Browse to select File Source (the file of transactions you wish to import and process).

NOTESNotes: 

· You can select only one file at a time.

· File extension must be CSV or XML.

5. Select the File Type of transactions to be imported from the following options:

· Credit card transactions(any combination of Salessales, Returnreturn, Forceforce, Auth auth Onlyonly, AVS, or Verify Only)

· Recurring/Installment transactions

NOTESNotes: The File Type field is set and enabled/disabled based on your user rights as follows:

· If you have both the Credit Import Batch and the Recurring Import Batch rights, VirtualMerchant sets the file type to Credit card transactions.  Both the Credit card transactions and Recurring/Installment transactions are enabled, so that you can change the file type.

· If you only have the Credit Import Batch right, VirtualMerchant sets the file type to Credit card transactions. Both the Credit card transactions and Recurring/Installment transactions are disabled, so that you cannot change the file type.

· If you only have the Recurring Import Batch right, VirtualMerchant sets the file type to Recurring/Installment transactions.  Both the Credit card transactions and Recurring/Installment transactions are disabled, so that you cannot change the file type. 

6. Select the Notification check box the receive emails when processing of the batch is complete.

7. Click Import to import the file.

[image: ]

Clicking on the Confirm button above brings up the Imported Batch Transactions screen which displays information about the transactions you would like to import in the batch.

The Confirm Batch Import screen displays. 

NOTESNotes:

· For a file of credit card transactions, credit card Sale, Force, Return, Auth Only and, AVS, and Verification Only transactions display.

· For a file of recurring/installment transactions, only Recurring and/or Installment transactions display.

8. Click Confirm to verify that the file of transactions to be processed is correct.  Click Cancel if you wish to cancel the processing of the transactions in the file. 

The Batch Import Processing screen displays and VirtualMerchant performs validations.

If validations fail, VirtualMerchant does not process the transactions and returns an error. 

If validations succeed, VirtualMerchant does the following:

· Captures relevant response data and make them available to view as Imported Batches.

· Generates a Response File using the unique name you provided (or the default set by the system) and sets its status to pending (for processing).  This status displays in Current Batches | Import Batches and is empty.  You cannot click on this to see transactions until the status is completed.

· Transfer s the file from your directory to the VirtualMerchant server using HTTPS/SSL.

· Sends notification to you that the transfer of the file was successful and displays all of the transactions within the file to you for verification.  

If processing of the transactions in the imported file ends abnormally:

· VirtualMerchant indicates this in the response data file. 

· The transactions that are processed prior to the abnormal end are available in the response data as processed.

When all of the transactions in the imported file are processed, VirtualMerchant sends an email to the terminal’s email address with notification that the processing of the transactions is completed, if you enabled the Notification option on the Batch Import screen. 

[bookmark: _Toc369093284][bookmark: _Toc369093474][bookmark: _Toc369253913]To Update Credit Card Transaction Information

Once you have processed a credit card transaction, you can modify information for the following credit transaction types:

Sale 

Return 

Force 

Auth Only 

Most fields on the Response screen can be updated with the exception of the following:

All fields in the Authorization Results section

In the Order Section:

· Account Data

· Expiration Date

· Amount 

For terminals set up for market segment Service, you can update the Base Amount.

1. On the appropriate Response screen, change or add the information in the desired fields.

2. Click Update. 

The system updates the information and displays a message that the transaction was updated successfully.

The following example shows the Credit Card Sale Response screen.	Comment by Trierweiler, Kris A: Replace

[bookmark: _Toc298327329][bookmark: _Toc304287752][image: ][image: ]

NOTESNotes:

· The Base Amount cannot be changed to a value greater than what it was originally set to and authorized for.

· When the Base Amount is updated, VirtualMerchant recalculates the Amount as Base Amount + Tip Amount.

[bookmark: _Toc369093285][bookmark: _Toc369093475][bookmark: _Toc369253914]To Re-print Credit Card Transaction Receipts 

Once you have processed a credit card transaction, VirtualMerchant allows you to reprint transaction receipts for the following credit transaction types:

Sale 

Return 

Force 

Auth Only 

On the appropriate response page, click Reprint.

The following example shows the Credit Card Sale Response screen.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

[bookmark: _Toc369093286][bookmark: _Toc369093476][bookmark: _Toc369253915]To Add Credit Card Transaction to a Recurring Batch

Once you have processed a credit card transaction, you can add the transaction to a recurring batch as Recurring or Installment.  You can do so for the following credit transaction types:

Sale 

Force 

Auth Only 

1. On the appropriate response screen, click Add to Recurring.

The Add to Recurring Batch screen displays. 

[image: ]

2. Select Recurring or Installment from the Recurring Transaction Type drop-down list.

3. Select YES or NO from the Skip Payment drop-down list, if necessary.

4. Enter the Amount for the transaction.

5. Enter Customer Code, Sales Tax and Description, if necessary.

NOTENote:  If prompted for sales tax, the tax must be included in the Amount and then entered in the Sales Tax field.

6. In the Billing Cycle drop-down list, select one of the following:

· Daily

· Weekly

· Bi- Weekly

· Semi-Monthly

· Monthly

· Bi-Monthly

· Quarterly 

· Semester

· Semi-Annually

· Annually

· Suspended

7. Enter the Next Payment Date or click on the calendar icon [image: ] and select from the calendar tool.

[image: ]

8. Enter Number Of Payments if this is an Installment transaction.

9. Enter or select  any of the remaining optional fields as desired.

10. Click Add. 

The Add to Recurring Batch Response screen displays the information you entered.

[bookmark: _Toc369093287][bookmark: _Toc369093477][bookmark: _Toc369253916]To View Credit Card Transaction Receipts 

Once you have processed a credit card transaction, you can view receipts for all types of transactions that have receipts.

On the appropriate response page, click View Receipt.

[image: ]

The following example shows the Credit Card Sale Response screen.	Comment by Trierweiler, Kris A: replace

[image: ]

[bookmark: _Toc369093288][bookmark: _Toc369093478][bookmark: _Toc369253917]To Reverse Partially Approved Transactions 

If a cardholder decides not to proceed with a partially approved transaction, VirtualMerchant allows you to cancel and restore the balance back to the card using the Reverse Payment button. 

1. In the event of a partial approval for a Sale or Auth Only transaction, click the Reverse Payment button at the bottom of the Credit Card Partial Approval Response screen to initiate the reverse process.

[image: ]

The window to confirm the reversal of the transaction displays.

[image: ]

2. Click OK.

The Credit Card Reversal Response screen displays. 

The system reverses the transaction and displays a message that the transaction was reversed successfully.

[image: ][image: ]

3. If your terminal is set up to have the receipt printed automatically, VirtualMerchant prints the receipt. If your terminal is not set up to automatically print receipts, a separate window displays the receipt information and the system prompts you to print the receipt.

[bookmark: _Toc299349309][bookmark: _Toc304287753][bookmark: _Toc369093289][bookmark: _Toc369093479][bookmark: _Toc369253918]Performing US Debit Card Transactions 

The Debit Card Transaction screen allows you to swipe a debit card by means of a Magnetic Stripe Reader. Debit transactions must be swiped and require the use of an encrypted PIN pad and printer. In addition, the system prompts you to enter a PIN. Access to this section is determined by your merchant account configuration. Refer to the Managing Users section for more information.

NOTENote:  Debit Card Transactions are available only if the market segment is set to Retail or Service in the terminal profile. 

Included in debit card transaction types are the following:

Purchase 

Return 

Inquiry 

[bookmark: _Toc299349310][bookmark: _Toc304287754][bookmark: _Toc369093290][bookmark: _Toc369093480][bookmark: _Toc369253919]To Process US Debit Card Purchase and Return Transactions

This procedure describes how to process the following debit transaction types:

Purchase
This transaction allows you to get real-time authorizations for debit card sale transactions.

Return
This transaction allows you to enter refund transactions for previous sales.

1. On the Main screen, select Debit Card to display the debit card options along with the Debit Card Main screen.

[image: ]

2. To select the transaction type, do one of the following:

· Select Purchase to display the Debit Card Purchase screen.

· Select Return to display the Debit Card Return screen.

The following example shows the Debit Card Purchase screen.

[image: ]

3. Swipe the debit card through the MSR attached to your computer. 

The card information enters the VirtualMerchant application and the system automatically initiates the Submit button to send the transaction for authorization.

The system displays the respective screens with the masked debit card number in the Account Data box. The card account number cannot be edited.

		For this transaction type

		This screen displays



		Purchase

		Debit Card Purchase



		Return

		Debit Card Return





The following example shows the Debit Card Purchase screen.

[image: ][image: ]

4. To enter the Amount for the transaction, do one of the following:

		For this transaction type

		Do this



		Return

		Enter the Amount.



		Purchase

		If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount. VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip Amount.

If not, enter the Amount.





5. Enter desired Cash Back amount (optional).

NOTESNotes: 

· A decimal is required. 

· This entry is the amount of cash consumers can receive when they use debit cards and is added to the total purchase amount. 

6. Verify that the Surcharge Amount that automatically displays is correct for the current profile.

NOTENote:  This value may be set by the merchant to automatically charge a consumer for processing debit cards. Contact Merchant Customer Service for a list of networks that allow surcharges. 

7. Select Checking or Saving from the Account Type (Checking/Saving) drop-down list.

8. Enter or select any of the remainaing optional fields as desired.

9. Click Process.

The system displays the respective screen as follows:

		For this transaction type

		This screen displays



		Purchase

		Debit Card Purchase Response



		Return

		Debit Card Return Response





The following example shows the Debit Card Purchase Response screen.

[image: ]

For Debit Card Purchase Transactions:

The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization. 

For Debit Card Return Transactions:

The refund amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

[bookmark: _Toc299349311][bookmark: _Toc304287755]NOTENote:  VirtualMerchant supports PINless debit transactions.  By accepting PINless debit transactions, merchants can enable their customers to pay for Internet transactions via the API with their debit card without using a PIN.  In order to process PINless debit transactions, the Market Segment must be set to Internet and Debit has enabled under the Payment Types in the terminal settings.

[bookmark: _Toc369093291][bookmark: _Toc369093481][bookmark: _Toc369253920]To Process US Debit Card Inquiry Transactions

Debit Card Inquiry transactions allow you to get account balances for debit cards. 

1. On the Main screen, select Debit Card to display the debit card options along with the Debit Card Main screen.
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2. Select Inquiry to display the Debit Card Inquiry screen. 

[image: ]

3. Swipe the debit card through the MSR attached to your computer. 

The card information enters the VirtualMerchant application and the system automatically initiates the Submit button to send the transaction for authorization.

The system also displays the Debit Card Inquiry screen with the debit card number in the Account Data box. The card account number cannot be edited.

[image: ]

4. Select Checking or Saving from the Account Type (Checking/Saving) drop-down list.

5. Click Process.

The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Debit Card Inquiry Response screen displays.

[image: ]

[bookmark: _Toc304287756][bookmark: _Toc369093292][bookmark: _Toc369093482][bookmark: _Toc299349312][bookmark: _Toc369253921]Performing Canadian Debit Card Transactions

Canadian Debit transactions vary from other transaction types. The account type to be debited (checking or savings) is selected on the PIN pad screen.  In addition, a Key Exchange can be performed manually as a troubleshooting tool.

Included in Canadian debit card transaction types are the following:

Purchase 

Key Exchange 

You can also void Canadian debit card transactions.

[bookmark: _Toc304287757]NOTENote:  A key exchange is normally completed when the first debit transaction of the day is processed. 

[bookmark: _Toc369093293][bookmark: _Toc369093483][bookmark: ProcessCanadianDebitCardPurchaseTrans][bookmark: _Toc369253922]To Process Canadian Debit Card Purchase Transactions

1. On the Main screen, select Debit Card to display the debit card options along with the Debit Card Main screen.

[image: ]

2. Select Purchase to display the Debit Card Purchase screen. 

[image: ]

3. Swipe the debit card through the MSR attached to your computer. 

The card information enters the VirtualMerchant application and the system automatically initiates the Submit button to send the transaction for authorization.

The system also displays the Debit Card Purchase screen with the debit card number masked to the last four digits in the Account Data box. The card account number cannot be edited.

[image: ]

4. For terminals not set up for market segment Retail, enter the Amount.

5. For terminals set up for market segment Service, enter the Base Amount and the Tip Amount.

VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip Amount.

6. Enter or select any of the remainaing optional fields as desired.

7. Click Process.

The process continues with the consumer entering information on the PIN Pad screen when prompted as follows:

a) Select the Language (English or French). 

b) Select the Account Type (Checking/Saving).

c) Confirm the Debit Purchase Amount, Cashback and Surcharge (Fee) amounts.

d) Enter the PIN. 

Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Debit Card Purchase Response screen displays.

[image: ]

[bookmark: _Toc304287758][bookmark: _Toc369093294][bookmark: _Toc369093484][bookmark: _Toc369253923]To Void Canadian Debit Card Transactions

You can void a Canadian Debit transaction only if the batch is open, the card is swiped and the PIN re-entered.  The number cannot be entered manually.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen. 

3. In the Current Open Transactions table, select the card number in the Card Data column to view the transaction detail for the transaction to be voided.

The Current Batches Main Response screen displays the information for that transaction.	Comment by Trierweiler, Kris A: Replace

[image: ][image: ]

4. Click Void to initiate the void process.

5. Swipe the card used in the initial transaction on the Debit Card Void screen (refer to the To Process Canadian Debit Card Purchase Transactions section). 

[image: ]

6. Click Submit.

The process continues with the consumer entering information on the PIN Pad screen when prompted as follows:

a) Select the Language (English or French). 

b) Select the Account Type (Checking/Saving).

c) Confirm the Debit Purchase Amount, Cashback and Surcharge (Fee) amounts.

d) Enter the PIN. 

Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Debit Card Void Response screen displays the data for the voided transaction. 

[bookmark: _Toc299349315][bookmark: _Toc304287759]The voided transaction displays in the Current Open Transactions table with Void as the Tran Type value.

[bookmark: _Toc369093295][bookmark: _Toc369093485][bookmark: _Toc369253924]To Process Canadian Debit Card Key Exchange Transactions 

Key Exchange is an administrative transaction that requests a new PIN Encryption Key to be sent to the PIN pad for Interact debit card transactions.  It is used to change the PIN encryption key in the PIN Pad and to re-synch a PIN Pad that has a PIN key malfunction and is only used for Magnetic Stripe Interact transactions. 

The system automatically performs Debit Key Exchange transactions once per day to retrieve new terminal keys.  A user (merchant administrator) sometimes uses this function if a MAC Key error is received from the host. This function only applies to terminal setup for Region Canada with debit processing capability. The integrity of the keys is maintained per Terminal number and device, and it is highly recommended to use one PIN pad per terminal number to process Canadian debit transactions.

[image: ]

A message indicates the result of the Key Exchange process. 

[bookmark: _Toc299349316][bookmark: _Toc304287760][bookmark: _Toc369093296][bookmark: _Toc369093486][bookmark: _Toc369253925]Performing Food Stamp Transactions

The Food Stamp Main Authorization screen allows you to enter all Electronic Benefit Food Stamp transaction activities into the application.  Food Stamp transactions involve the use of EBTs to purchase goods or services. It can be either swiped or manually entered and require the use of an encrypted PIN pad and printer.

NOTENote:  Food Stamp transactions are only available if the market segment is set to Retail in the current terminal profile.  

[bookmark: _Toc299349317]Included in food stamp transactions are the following:

Purchase

Return 

Inquiry 

Force Purchase

Force Return

[bookmark: _Toc304287761][bookmark: _Toc369093297][bookmark: _Toc369093487][bookmark: _Toc369253926]To Process Food Stamp Purchase and Return Transactions

This procedure describes how to process the following food stamp transaction types:

Food Stamp Purchase
This transaction allows you to obtain an authorization on an EBT card.

Food Stamp Return
This transaction allows you to credit money back onto the EBT card.

1. On the Main screen, select Food Stamp to display the food stamp options along with the Food Stamp Main screen.

[image: ]

2. To select the transaction type, do one of the following:

· Select Purchase to display the Food Stamp Purchase screen.

· Select Return to display the Food Stamp Return screen.

The following example shows the Food Stamp Purchase screen.

[image: ]

3. Swipe the EBT card through a supported MSR device attached to your computer or manually enter the EBT card number in the Card Account Data box. 

4. Click Submit.

NOTENote:  The system automatically initiates the Submit button on swipe.

The system displays the Food Stamp screen with the card number in the Account Data box and Expiration Date if swiped. 

[image: ]

5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped transactions and cannot be edited on form.

6. Enter the Amount for the transaction.

7. Enter or select any of the remaining optional fields as desired.

8. Click Process to send the transaction for authorization or Cancel to exit out.

The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The system displays the results of the authorization attempt on the respective screens as follows:

		For this transaction type

		This screen displays



		Purchase

		Food Stamp Purchase Response



		Return

		Food Stamp Return Response





The following example shows the Food Stamp Purchase Response screen.
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[bookmark: _Toc297125137][bookmark: _Toc304287762][bookmark: _Toc369093298][bookmark: _Toc369093488][bookmark: _Toc369253927]To Process Food Stamp Force Purchase and Force Return Transactions

This procedure describes how to process the following food stamp transaction types:

Food Stamp Force Purchase
This transaction allows you to manually enter food stamp Voucher Clear purchase transactions. This transaction requires a 15-digit Voucher Clear Number from the merchant’s EBT food stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.

Food Stamp Force Return
This transaction allows you manually enter food stamp Voucher Clear return transactions. This transaction requires a 15-digit Voucher Clear Number from the merchant’s EBT food stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.

1. On the Main screen, select Food Stamp to display the food stamp options along with the Food Stamp Main screen.
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2. To select the transaction type, do one of the following:

· Select Force Purchase to display the Food Stamp Force Purchase screen.

· Select Force Return to display the Food Stamp Force Return screen.

The following example shows the Food Stamp Force Purchase screen.

[image: ]

3. Enter food stamp card number in the Card Account Data box.

4. Click Submit.

The system displays the card number in the Account Data box on the respective screens. 

		For this transaction type

		This screen displays



		Force Purchase

		Food Stamp Force Purchase 



		Force Return

		Food Stamp Force Return 





The following example shows the Food Stamp Force Purchase screen.

[image: ]

5. Enter the Expiration Date (MMYY).

6. Enter the Amount for the transaction.

7. Enter the Voucher Number.

8. Enter the Approval Code.

9. Enter or select any of the remaining optional fields as desired.

10. Click Process.

The system displays the results of the authorization attempt on the respective screens.

		For this transaction type

		This screen displays



		Force Purchase

		Food Stamp Purchase Response



		Force Return

		Food Stamp Return Response





The following example shows the Food Stamp Purchase Response screen.
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[bookmark: _Toc299349318][bookmark: _Toc304287763][bookmark: _Toc369093299][bookmark: _Toc369093489][bookmark: _Toc369253928]To Process Food Stamp Inquiry Transactions

Food Stamp Inquiry transactions allow you to get the current balances of food stamp cards. This transaction must be swiped.

1. On the Main screen, select Food Stamp to display the food stamp options along with the Food Stamp Main screen.

[image: ]

2. Select Inquiry to display the Food Stamp Inquiry screen.

[image: ]

3. Swipe the EBT card through a supported MSR device attached to your computer.

The card information enters the VirtualMerchant application and the system automatically initiates the Submit button to send the transaction for authorization.

The system also displays the Food Stamp Inquiry screen with the card number in the Account Data box and Expiration Date. 

4. Click Submit.

The Food Stamp Inquiry screen displays.

[image: ]

5. Click Process.

6. The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Food Stamp Inquiry Response screen displays the results of the authorization attempt. 

[image: ]

[bookmark: _Toc299349319][bookmark: _Toc304287764][bookmark: _Toc369093300][bookmark: _Toc369093490][bookmark: _Toc369253929]Performing Cash Benefit Transactions

[bookmark: _Toc299349320]The Cash Benefit Main Authorization screen allows you to enter Electronic Benefit Transaction (EBT) Cash Benefit transaction activities into the VirtualMerchant application.  Cash benefit transactions allow you to use EBTs for the purchase of goods or services, or to obtain cash that debits the cardholder’s EBT account. 

NOTESNotes: 

· Cash Benefit Transactions are only available if the market segment is set to Retail in the current terminal profile.  

· A PIN pad and printer are required on all cash benefit transactions. 

· Cash EBT transactions are very similar to debit transactions because customers can receive cash back from transactions.

· VirtualMerchant allows you to either swipe cash benefit purchase transactions by means of an MSR or enter through your computer keyboard. 

Cash benefit transactions includes the following:

Purchase

[bookmark: _Toc304287765]Inquiry

[bookmark: _Toc369093301][bookmark: _Toc369093491][bookmark: _Toc369253930]To Process Cash Benefit Purchase Transactions

Cash Benefit Purchase transactions allow you to process cash benefit cards and receive cash back similar to debit transactions. This type of transaction requires the use of a PIN pad and can be swiped or manually entered. 

1. On the Main screen, select Cash Benefit to display the cash benefit options along with the Cash Benefit Main screen.
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2. Select Purchase to display the Cash Benefit Purchase screen. 

[image: ]

3. Swipe the cash benefit card through the MSR attached to your computer or manually enter the cash benefit card. 

4. Click Submit. 

NOTENote:  The system automatically initiates the Submit button on swipe.

The Cash Benefit Purchase screen displays the card number masked to the last four digits in the Account Data box. 

[image: ]

5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped transactions and cannot be edited on form.

6. Enter the Base Amount for the transaction.

NOTENote:  A decimal is required.

7. Enter desired Cash Back amount (optional).

NOTESNotes: 

· A decimal is required. 

· This value is the amount of cash consumers can receive when they use cash benefit cards and is added to the total purchase amount. 

8. Verify that the Surcharge Amount that displays is correct for the current profile.

NOTENote:  This value may be set by the merchant to automatically charge a consumer for processing debit cards. Contact Merchant Customer Service for a list of networks that allow surcharges. 

9. Enter or select any of the remaining optional fields as desired.

10. Click Process.

The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Cash Benefit Purchase Response screen displays the results of the authorization attempt. 
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[bookmark: _Toc299349321][bookmark: _Toc304287766][bookmark: _Toc369093302][bookmark: _Toc369093492][bookmark: _Toc369253931]To Process Cash Benefit Inquiry Transactions

Cash Benefit Inquiry transactions allow you to get the current balance of a Cash Benefit card. This transaction requires a PIN pad and must be swiped.

1. On the Main screen, select Cash Benefit to display the cash benefit options along with the Cash Benefit Main screen.
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2. Select Inquiry to display the Cash Benefit Inquiry screen. 

[image: ]

3. Swipe the cash benefit card through the MSR attached to your computer. 

The card information enters the VirtualMerchant application and the system automatically initiates the Submit button to send the transaction for authorization.

The Cash Benefit Inquiry screen displays a blank Card Account Data box.

[image: ]

4. Enter the Description (optional)

5. Click Process.

6. The total transaction amount appears on the PIN Pad device along with a customer prompt to enter PIN. Once the consumer successfully enters their PIN, the system sends the transaction for authorization.

The Cash Benefit Inquiry Response screen displays the results of the authorization attempt. 

[image: ]

[bookmark: _Toc299349322][bookmark: _Toc304287767][bookmark: _Toc369093303][bookmark: _Toc369093493][bookmark: _Toc369253932]Performing Electronic Check Transactions 

[bookmark: DualImagingChecks]The Electronic Check Service (ECS) Main Authorization screen allows you to enter electronic check activity.  An ECS transaction is the process of electronically imaging a check that debits the account for the purchase of goods and services.  VirtualMerchant allows you to image both sides of a check. A check imager and printer are required on all ECS transactions. 

NOTENote:  There is a 10-minute limitation on voiding check transactions, also called reversal.  A Check Void transaction can only be done within 10 minutes after you receive a successful check purchase transaction. 

This section describes how to process the following e-check transaction types:

· Electronic Check Conversion Only 

This transaction allows you to enter an ECS purchase transaction for Conversion Only processing. 

· Electronic Check Multi-entry Conversion Only 

This transaction allows you to enter multiple ECS purchase transactions for Conversion Only processing.

· Electronic Check Guarantee

This transaction allows you to enter an ECS purchase transaction for Guarantee processing.

· Electronic Check Multi-entry Guarantee

This transaction allows you to enter multiple ECS purchase transactions for Guarantee processing.

· Electronic Check Verification 

This transaction allows you to enter an ECS Purchase transaction for Verification processing.

· Electronic Check Multi-entry Verification 

This transaction allows you to enter multiple ECS purchase transactions for Verification processing.

[bookmark: _Toc304287768][bookmark: _Toc369093304][bookmark: _Toc369093494][bookmark: _Toc369253933]To Process Electronic Check Sale Transactions

1. On the Main screen, select Electronic Check to display the electronic check options along with the Electronic Check Main screen.
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2. To select the check processing option to process a single check, do one of the following:

· Select Guarantee to display the Electronic Check Guarantee screen.

· Select Conversion Only to display the Electronic Check Conversion Only screen.

· Select Verification to display the Electronic Check Verification screen.

NOTENote:  Only one of these options will be displayed, depending on your terminal setup.

The following example shows the Electronic Check Conversion Only screen.

[image: ]

NOTENote:  The transaction only displays if the current user has the appropriate rights to access this transaction type. 

3. Scan the check through check imaging device.

The system captures and displays the MICR Data.

[image: ]

4. For terminals not  set up for market segment Service, enter the check Amount.

5. For terminals set up for market segment Service, enter the Base Amount and the Tip Amount.

VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip Amount.

6. Enter or select any of the remaining optional fields.

7. Click Process.

The system displays the respective response screen with the results of the authorization attempt as follows:

		For this transaction type

		This screen displays



		Guarantee

		Electronic Check Guarantee Response



		Conversion Only

		Electronic Check Conversion Only Response



		Verification

		Electronic Check Verification Response





The following example shows the Electronic Check Verification Response screen.
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8. If your terminal is not set up for a signature capture device, VirtualMerchant either automatically prints the receipt or prompts you to do so. 

9. If your terminal is set up for a signature capture device, the following occurs:

a) The device displays, “Please swipe card” message to the consumer. 

b) The payment form displays a message to the merchant, “Customer prompted to swipe card. Please wait!”

[image: ]

c) If the consumer declines to swipe the card and hit the cancel button, the payment form displays a message to the merchant, “The consumer cancelled card swipe.” 

[image: ]

d) If the customer swipes the card and the card swipe fails, the payment form displays a message to the merchant, “Card swipe failed. Please retry or manually key card!”

[image: ]

e) If the customer swipes the card and the card swipe does not fail, the device displays, “One moment please” message to the customer.

The payment page displays with the card information collected from the card and device.

f) The merchant enters the amount and any additional information needed to complete the transaction, and clicks the Process button.

The payment form displays a message to the merchant, “Customer prompted to confirm the amount. Please wait!”

[image: ]

g) The device displays amount confirmation message to the customer and the customer is prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, “The amount was not confirmed.” The merchant has the chance to re-enter or correct the amount or cancel the transaction if needed.

[image: ]

i) The device displays, “Processing” message to the customer.

j) The merchant receives the transaction response page. 

k) The device displays the transaction response to the customer.

l) The device displays, “Please sign” message to the customer if transaction is approved.

The payment form displays a message to the merchant, “Customer prompted to sign. Please wait!”

[image: ]

NOTENote:  The device will not display signature prompt for declined transactions.

m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the merchant, “Customer cancelled signature! Please retry or select cancel to manually capture signature! ” The merchant has the chance to request signature again via the device or through the printed receipt.	Comment by Trierweiler, Kris A: Replace

[image: ]

n) The merchant receives signature and the receipt is printed with the signature if collected.

o) The device displays a “thank you” message.

NOTENote:  The transaction response is sent to the merchant whether the signature is collected or not from the customer. 

p) The customer provides a signature to the device.

q) If the device captures the signature, it returns it to VirtualMerchant.

r) If the device times out or the signature was not captured, it returns an error code or a null/blank signature image to VirtualMerchant.  

NOTESNotes: 

· Signature capture only applies to the following transaction types:

· Sale 

· Return

· Force

· Auth Only

· You cannot replace a signature that is already associated with a transaction.

10. If the signature image was successfully captured, VirtualMerchant stores the signature image with the transaction, prints the receipt with the signature either automatically or prompts you to do so. 

11. If an error code is returned or the signature image is null/blank, VirtualMerchant bypasses the signature and prints the receipt without the signature either automatically or prompts you to do so. 

[bookmark: _Toc304287769][bookmark: _Toc369093305][bookmark: _Toc369093495][bookmark: _Toc369253934]To Process Electronic Check Multi-entry Transactions

1. On the Main screen, select Electronic Check to display the electronic check options along with the Electronic Check Main screen.
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2. Select the check processing option to process multiple checks.

The appropriate screen displays for the selected transaction type. 
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3. Scan check through check imaging device.

The system captures and displays the MICR Data.
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4. Enter the check Amount.

5. Click Add.

The system saves the information and displays a new line for you to enter additional checks if necessary.

6. To enter additional checks, repeat Steps 3 to 5.

7. Click Authorize.

The Multi-entry Response screen displays the response information. 

[image: ]

[bookmark: _Toc304287770][bookmark: _Toc369093306][bookmark: _Toc369093496][bookmark: _Toc369253935]To Void Electronic Check Transactions

Checks can only be voided within 10 minutes from the time that they were authorized.  

1. On the Main screen, select Current Batches to display the current batches options. 

2. Select Main to display the Current Batches: Main screen. 

3. In the Current Open Transactions table, select the check box by the transactions you wish to void.

[image: ]

NOTENote:  If you wish to void all the listed transactions, click Select All or the check box in the header row as shown below.

4. Click the Void button at the bottom of the Transaction Detail screen to initiate the void process.

A dialog box displays to confirm the transaction void. 
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5. Click OK.

The Batch Response screen displays the batch response information. 

The voided transaction displays in the Current Open Transactions table with Reversal as the Tran Type value.

[image: ]

6. [bookmark: _Toc299349332]Alternatively, in Step 3 you could click on the Card Data link to select a single transaction.

The Current Batches Main Response screen opens and displays the transaction details.	Comment by Trierweiler, Kris A: Replace

[image: ]

7. Click Void at the bottom of the page.

[bookmark: _Toc304287771][bookmark: _Toc369093307][bookmark: _Toc369093497][bookmark: _Toc369253936]Performing Gift Card Transactions 

The Gift Card Main menu screen is where all gift card activity is entered into the program. Gift card transaction types are available, depending on your terminal rights setup and if the terminal profile is configured to accept Gift Card transactions (EGC). 

This section describes how to:

Enter gift card information 

Print and re-print gift card transaction receipts

Update gift card transaction information

You can process gift card information for the following transaction types:

Redemption 

Credit 

Activation 

Reload

Card Return

[bookmark: _Toc299349333][bookmark: _Toc304287772]Inquiry 

[bookmark: _Toc369093308][bookmark: _Toc369093498][bookmark: _Toc369253937]To Process Gift Card Redemption, Credit, Activation, Reload and Card Return Transactions

This procedure describes how to process the following gift card transaction types:

Gift Card Redemption

This transaction allows you to make purchase with the balance on gift card accounts.

Gift Card Credit

This transaction allows you to refund previous redemption transactions to gift card accounts.

Gift Card Activation

This transaction allows you to activate gift card accounts. 

Gift Card Reload

This transaction allows you to increase the current balance on gift card accounts. 

Gift Card Card Return

This transaction allows you to refund the balances on gift card accounts.

1. On the Main screen, select Gift Card to display the gift card options along with the Gift Card Main screen.
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2. To select the transaction type, do one of the following:

· Select Redemption to display the Gift Card Redemption screen.

· Select Credit to display the Gift Card Credit screen.

· Select Activation to display the Gift Card Activation screen.

· Select Reload to display the Gift Card Reload screen.

· Select Card Return to display the Gift Card Card Return screen.

The following example shows the Gift Card screen.

[image: ]

3. Swipe the gift card through the supported MSR device attached to your computer or manually enter gift card number in the Card Account Data box.

4. Click Submit. 

The system displays the selected Gift Card screen and shows the masked gift card number in the Account Data box. The card account number cannot be edited.

[image: ]
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5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped transactions and cannot be edited on the form.

6. To enter the Amount, do one of the following:

		For this transaction type

		Do this



		Redemption

		If the terminal is set up for market segment Service, enter the Base Amount and the Tip Amount. VirtualMerchant automatically calculates and displays the Amount as Base Amount + Tip Amount.

If not, enter the Amount.



		Credit

		Enter the Amount.



		Activation

		Enter the Amount.



		Reload

		Enter the Amount.





7. For Gift Card Activation and Gift Card Reload transactions, select one of the following options from the Tender Type drop-down list:

· Cash

· Credit

· Debit

· Check

8. For Gift Card Redemption, enter the City.

9. Enter or select any of  the remaining options fields as desired.

10. Click Process.

The system displays the respective screens with the results of the authorization attempt as follows:

		For this transaction type

		This screen displays



		Redemption

		Gift Card Redemption Response



		Credit

		Gift Card Credit Response



		Activation

		Gift Card Activation Response



		Reload

		Gift Card Reload Response



		Card Return

		Gift Card Card Return Response





The following example shows the Gift Card Redemption Response screen.
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[bookmark: _Toc299349334][bookmark: _Toc304287773][bookmark: _Toc369093309][bookmark: _Toc369093499][bookmark: _Toc369253938]To Process Gift Card Inquiry Transactions

Gift Card Inquiry transactions allow you to check the current balances of gift card accounts. 

1. On the Main screen, select Gift Card to display the gift card options along with the Gift Card Main screen.
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2. Select Inquiry to display the Gift Card Inquiry screen.

[image: ]

3. Swipe the gift card through the supported MSR device attached to your computer or manually enter gift card number in the Card Account Data box.

4. Click Submit. 

The Gift Card Inquiry screen displays the credit card number in the Account Data box.

[image: ]

5. Enter the Expiration Date (MMYY).

NOTENote:  This field is auto populated for swiped transactions and cannot be edited on the form.

6. Click Process.

The Gift Card Inquiry Response screen displays.
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[bookmark: _Toc299349338][bookmark: _Toc304287777][bookmark: _Toc369093310][bookmark: _Toc369093500][bookmark: _Toc369253939]To Update Gift Card Transactions Information

Once you have processed a gift card transaction, you can modify information for the following transaction types:

Activation 

Reload

Card Return

Most fields on the Response screen can be updated with the exception of the following:

All fields in the Authorization Results section

In the Order Section:

Account Data

Expiration Date

Amount

For terminals set up for market segment Service, you can update the Base Amount.

1. On the appropriate Response screen, change or add the information in the desired fields.

2. Click Update.
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[bookmark: _Toc297311756][bookmark: _Toc304287778][bookmark: ManagingUnsettledTransactions][bookmark: _Toc369093311][bookmark: _Toc369093501][bookmark: _Toc369253940]Managing Unsettled Transactions (Current Batches) 

The Current Batches section displays the current transactions that have been processed but have not been submitted for settlement. This section may display credit card, debit card, cash benefit, food stamp, electronic check or gift card transactions that have been authorized, depending on your terminal setup (refer to the Using Your Virtual Terminals section for information on how to process transactions).  The Main Virtual Terminal screen provides access to Current Batches.

NOTESNotes:

· The terminal must be active to settle transactions. If your terminal is in a Not-Active or Suspended status, call your system administrator or Elavon support at 1-800-377-3962, option 2, option 2.

· All open authorized transaction in the batch if not settled will be automatically deleted after a specific period of time:

· Retail transactions are auto deleted after 7 days.

· Mail Order or Internet transactions are auto deleted after 30 days.

The system places these unsettled (open) transactions into of the following categories:

· Error
This category contains a list of declined credit cards, checks, or error transactions.

· Auth Only
This category contains a list of all authorized authorization only transactions.

· Recurring
This category contains a list of all created recurring and installment payments.

· Main
This category contains a list of all approved credit card, debit card, cash benefit, food stamp, and electronic check transactions.

· Gift Card
This category contains a list of all approved gift card transactions.

· Imported Batches
This category contains a list of all imported credit card or recurring/installment batches.




On the Main screen, you must click Current Batches to display the options, along with the links to the different batches. The system displays the Current Transaction Activity screen which gives the transaction count of the Error, Auth Only, Recurring, Main, Gift Card and Imported Batches current batches at a glance.

[image: ]

NOTENote:  You must be granted the Current Batches user right access in order to perform any activities in Current Batches.

The screens and controls for Current Batches allow you to perform one or more of the following functions:

		· Sort transactions

		· Re-print transaction receipts



		· Generate reports 

		· View transactions



		· Filter transactions

		· Search for transactions



		· Delete transactions

		· Download batch files 



		· Update transactions

		· Settle transactions



		· Pend and unpend transactions

		· Manage recurring and installment transactions



		· Set transactions to review 

		· Void transactions



		· Release reviewed transactions

		· Re-authorize error transactions



		· View transaction receipts

		





[bookmark: _Toc299549596][bookmark: _Toc304287782][bookmark: _Toc369093312][bookmark: _Toc369093502][bookmark: _Toc369253941]To Sort Current Batches Transactions

You can sort transactions for all the transaction types by clicking the  [image: ]  (up down arrows) in the column you want to sort by as shown below. 

[image: ]

The system sorts the list of transactions based on your selection. 

[image: ]

NOTENote:  When you click the up down arrows, the values in the column are sorted in ascending order. If you click again, the values are sorted in descending order.

[bookmark: _Toc304287797][bookmark: _Toc369093313][bookmark: _Toc369093503][bookmark: _Toc369253942]To Delete Current Batches Transactions

The Delete function permanently removes selected transactions from your open batch. Once a transaction has been deleted it cannot be recovered. 

You can delete transactions from the following transaction types:

· Error

· Auth Only

· Recurring

· Main  

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit screen. 

· Select Debit to display the Current Batches: Debit screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to delete.

The following example shows the Current Batches: Credit Card screen.

[image: ]

4. Click Delete.

NOTENote:  For Error batch transactions, click Delete Selected.

A message box displays requesting confirmation to delete the transaction.

[image: ]

5. Click OK.

The system deletes the selected transactions and reduces the transaction count.

NOTENote:  VirtualMerchant will initiate a reversal on the merchant’s behalf when a user deletes a credit card transaction in the Auth Only and Main batches under the Current Batches menu. This feature is limited to credit card transactions processed under terminals setup as terminal-based.   For host-based terminals, the Void function maybe used to reverse authorizations.

[bookmark: _Toc299549612][bookmark: _Toc304287798][bookmark: _Toc369093314][bookmark: _Toc369093504][bookmark: _Toc369253943]To Update Current Batches Transactions

VirtualMerchant allows you to update transactions after they have been entered and approved, and before they are settled. You can update transactions from the following transaction types:

· Error

· Auth Only

· Recurring

· Main 

· Gift Card

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Main to display the Current Batches: Main screen. 

· Select Gift Card to display the Current Gift Card Activity screen.

3. Select the link in the Card Data column for the transaction you want to update.

The following example shows the Current Batches: Credit screen.

[image: ]

The system displays the details of the transaction in the respective screens as follows:

		For this transaction type

		This screen displays



		Error

		Current Error Batches Response 



		Auth Only

		Current Batches Auth Only Response



		Recurring

		Current Batches Recurring 



		Main

		Current Batches Main Response



		Gift Card

		Current Batches Gift Card Response 





The following example shows the Current Batches Main Response screen.	Comment by Trierweiler, Kris A: replace

[image: ]

[image: ]

4. Update the information in the desired fields.

NOTESNotes: 

· You can update the Tip Amount only from Current Batches.

· The Tip Amount can be updated with the Cardholder Currency, if the cardholder has indicated this in the receipt. The Tip Amount in the Cardholder Currency is reconverted back to the merchant’s currency, and then the total Amount is displayed.

· When the Tip Amount is updated, VirtualMerchant does the following:

· On a non-DCC transaction, recalculate the Amount as Base Amount + Tip Amount.

· On a DCC transaction, convert the Tip Amount from the cardholder’s currency into the merchant’s currency.

· You cannot update the Tip Amount on partially approved transactions.

· You must confirm the Tip Amount entered prior to updating the tip.

[image: ]

5. Click Update.

The system updates the information and displays a message that indicates that the transaction was updated successfully.

[image: ]

[bookmark: _Toc299549613][bookmark: _Toc304287799][bookmark: _Toc369093315][bookmark: _Toc369093505][bookmark: _Toc369253944]To Pend Current Batches Transactions 

The Pend function pends the currently selected transactions.  You can pend transactions from the following transaction types:

· Auth Only

· Main 

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to pend.

The following example shows the Current Batches: Credit Card screen.

[image: ]

4. Click Pend.

The system pends the currently selected transactions and displays Pended in the Trans Status column for the selected transactions.

[image: ]

[bookmark: _Toc299549614][bookmark: _Toc304287800][bookmark: _Toc369093316][bookmark: _Toc369093506][bookmark: _Toc369253945]To Unpend Current Batches Transactions

The Unpend function removes the Pend status for the currently selected transactions.  You can unpend transactions from the following transaction types:

· Auth Only

· Main 

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to unpend.

The following example shows the Current Batches: Credit Card screen.

[image: ]

4. Click Unpend.

The system removes the Pend status for the currently selected transactions.

[image: ]

[bookmark: _Toc299549615][bookmark: _Toc304287801][bookmark: _Toc369093317][bookmark: _Toc369093507][bookmark: _Toc369253946]To Set Current Batches Transactions to Review

The Set to Review function changes the status of the currently selected transactions to Review.  You can review transactions from the following transaction types:

· Auth Only

· Main 

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to review.

The following example shows the Current Batches: Credit Card screen.

[image: ]

4. Click Set to Review.

The system sets the status of the currently selected transactions to Review in the Trans Status column.

[image: ]

[bookmark: _Toc299549616][bookmark: _Toc304287802][bookmark: _Toc369093318][bookmark: _Toc369093508][bookmark: _Toc369253947]To Release Reviewed Current Batches Transactions

The Release function releases previously reviewed transactions. You can release reviewed transactions from the following transaction types:

· Auth Only

· Main 

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the reviewed transactions you wish to release.

The following example shows the Current Batches: Credit Card screen.

[image: ]

4. Click Release.

The system releases the currently selected transactions and removes the Review status from the Trans Status column.

[image: ]

[bookmark: _Toc369093319][bookmark: _Toc369093509][bookmark: _Toc299549609][bookmark: _Toc304287795][bookmark: _Toc369253948]To Void Current Batches Main Transactions

The Void function voids the currently selected transactions and can be used to void credit card transactions, Canadian debit transactions or to send reversal ECS transactions from. 

The Void function is an online transaction.  Once a transaction is voided it cannot be unvoided.  If the user changes their mind, they have to initiate a new sale.

NOTENote:  Canadian debit transactions can only be voided if the batch is open, the card is swiped and the PIN is entered again. The number cannot be entered manually.

VirtualMerchant does not allow you to void transactions while the auto-settle process or the manual settlement process is running.

1. On the Main screen, select Current Batches to display the current batches options.

2. From Current Batches Main, to select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit screen. 

· Select Debit to display the Current Batches: Debit screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to void.

The following example shows the Current Batches: Credit Card screen.

[image: ]

NOTENote:  If you wish to void all the listed transactions, click Select All or the check box in the header row as shown below.

4. Click Void.

The system sets the voided transactions text in red.

[image: ]

[bookmark: _Toc369093320][bookmark: _Toc369093510][bookmark: _Toc369253949]To Add Signatures to Current Batches Transactions 

You can add a signature the following transaction types:

· Credit Card Sale

· Credit Card Force

· Credit Card Return

· Credit Card Auth Only

· E-check (Guarantee, Conversion, Verification)

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen. 

· Select Main to display the Current Batches: Main screen.

3. Select the link in the Card Data column for the transaction to which you want to add a signature.

The following example shows the Current Batches: Main screen.

[image: ]

NOTENote:  VirtualMerchant allows you to identify terminals with the following payment types as having a signature capture device: 

· Credit Card

· Electronic Check

The system displays the respective response screen as follows:

		For this transaction type

		This screen displays



		Auth Only

		Current Batches Auth Only Response



		Main

		Current Batches Main Response





The Current Batches Main Response screen displays the details of the transaction.	Comment by Trierweiler, Kris A: Replace

[image: ]

[image: ]

NOTENote:  For terminals that are identified as having a signature capture device for Credit Card Sales, Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions, the text YES displays when the transaction has a signature image associated with it.  

For terminals identified as not having a signature capture device or transactions that are not Sales, Force, Auth Only, Return, or E-Check this field is hidden.

4. If you need to add a signature and your terminal is set up for a signature capture device, select the transaction type and do one of the following:

· Click Add Signature on the Current Batches Auth Only Response screen. 

· Click Add Signature on the Current Batches Main Response screen.

The following occurs:

a) The device displays, “Please swipe card” message to the consumer. 

b) The payment form displays a message to the merchant, “Customer prompted to swipe card. Please wait!”

[image: ]

c) If the consumer declines to swipe the card and hit the cancel button, the payment form displays a message to the merchant, “The consumer cancelled card swipe.” 

[image: ]

d) If the customer swipes the card and the card swipe fails, the payment form displays a message to the merchant, “Card swipe failed. Please retry or manually key card!”

[image: ]

e) If the customer swipes the card and the card swipe does not fail, the device displays, “One moment please” message to the customer.

The payment page displays with the card information collected from the card and device.

[image: ]

f) The merchant enters the amount and any additional information needed to complete the transaction, and clicks the process button.

The payment form displays a message to the merchant, “Customer prompted to confirm the amount. Please wait!”

[image: ]

g) The device displays amount confirmation message to the customer and the customer is prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, “The amount was not confirmed.” The merchant has the chance to re-enter or correct the amount or cancel the transaction if needed.

[image: ]

i) The device displays, “Processing” message to the customer.

j) The merchant receives the transaction response page. 

k) The device displays the transaction response to the customer.

l) The device displays, “Please sign” message to the customer if transaction is approved.

The payment form displays a message to the merchant, “Customer prompted to sign. Please wait!”

[image: ]

NOTENote:  The device will not display signature prompt for declined transactions.

m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message	 to the merchant, “Customer cancelled signature! Please retry or select cancel to manually capture signature!” The merchant has the chance to request signature again via the device or through the printed receipt.

[image: ]

n) The merchant receives signature and the receipt is printed with the signature if collected.

o) The device displays a “thank you” message.

NOTENote:  The transaction response is sent to the merchant whether the signature is collected or not from the customer. 

p) The customer provides a signature to the device.

q) If the device captures the signature, it returns it to VirtualMerchant.

r) If the device times out or the signature was not captured, it returns an error code or a null/blank signature image to VirtualMerchant.  

NOTESNotes: 

· Signature capture only applies to the following transaction types:

· Sale 

· Return

· Force

· Auth Only

· You cannot replace a signature that is already associated with a transaction.

5. If the signature image was successfully captured, VirtualMerchant stores the signature image with the transaction and displays a successful message.

6. If an error code is returned or the signature image is null/blank, VirtualMerchant displays an error message. 

[bookmark: _Toc299549610][bookmark: _Toc304287796][bookmark: _Toc369093321][bookmark: _Toc369093511][bookmark: _Toc369253950]Re-authorize Current Batches Error Transactions

The Error link allows you to view declined transactions.

You can perform the following functions on transactions found in the Error category:

· Update transactions (refer to the To Update Current Batches Transactions section)

· Re-authorize transactions 

· Delete transactions (refer to the To Delete Current Transactions section)

1. On the Main screen, select Current Batches | Error.

The Error Batch screen displays.

2. Select the link in the Card Data column for the transaction you want to re-authorize.

[image: ]

The Current Batches Error Response screen appears.	Comment by Trierweiler, Kris A: replace

[image: ]
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3. Click Re-Authorize.

[bookmark: _Toc369093322][bookmark: _Toc369093512][bookmark: _Toc299549600][bookmark: _Toc304287786][bookmark: _Toc369253951]To View Current Batches Transaction Receipts 

You can view receipts for all types of transaction that have receipts. 

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the options available.

3. To select the transaction type, do one of the following:

· Select Credit Card to display the Current Batches: Credit Card screenn. 

· Select Debit Card to display the Current Batches: Debit Card screen.

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen. 

4. Select the link in the Card Data column for the transaction receipt you want to view.

The following example shows the Current Batches: Credit Card screen.

[image: ]

The system displays the details of the transaction in the respective screens as follows:

		For this transaction type

		This screen displays



		Credit Card

		Current Batches Credit Card Response 



		Debit Card

		Current Batches Debit Card Response



		Food Stamp

		Current Batches Food Stamp Response



		Cash Benefit

		Current Batches Cash Benefit Response



		Electronic Check

		Current Batches Electronic Check Response 





The following example shows the Current Batches Credit Card Response screen.

[image: ]
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5. Click View Receipt.

NOTESNotes:

For transactions that do not have signature images associated with them:

The receipt displays with a blank cardholder’s signature line as follows.

[image: ]

For transactions that have signature images associated with them:

· For Credit Card Sales, Force, Auth Only and Return transactions that have signature images associated with them, and terminals set up with a signature capture device, the system displays Yes in the Signature Present field.

· For receipts that have a signature image associated with it, the system displays the signature image at the bottom instead of the cardholder’s signature line. 

[image: ]

· You can save the file to your local or a network drive (this allows the receipt to be uploaded or used by other applications).

[bookmark: _Toc304973708][bookmark: _Toc369093323][bookmark: _Toc369093513][bookmark: _Toc369253952]To Re-print Current Batches Transaction Receipts 

VirtualMerchant allows you to reprint transaction receipts. On the appropriate response page, click Reprint.

The following example shows the Current Batches: Main Response screen.	Comment by Trierweiler, Kris A: replace

[image: ]

[image: ]

NOTESNotes:	 

· You must allow VirtualMerchant in the browser pop-up blocker in order for the receipt to show. 

· If Serial Printer is selected as the Printer Type under the Printer options in the terminal profile, a receipt is sent to the serial printer. 

· If Parallel Printer is selected as the Printer Type, a separate window displays the receipt information and the system prompts you to print the receipt.

[bookmark: _Toc369093324][bookmark: _Toc369093514][bookmark: _Toc369253953]Viewing Current Batches Transactions 

VirtualMerchant allows you to see your open transactions for various payment and transaction types.

[bookmark: _Toc369093325][bookmark: _Toc369093515][bookmark: _Toc369253954]To View Current Batches Transactions for all Payment Types in One Batch

You can view open transactions together in one batch for the following payment types: 

· Credit Card

· Debit Card

· E-Check

· Food Stamps

· Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. To view details of a particular transaction, select the Card Data link for the transaction details you want to view.

[image: ]

[bookmark: _Toc369093326][bookmark: _Toc369093516][bookmark: _Toc369253955]View Current Batches Transactions by Transaction Types

You can view transactions individually for the following transaction types:

· Error

· Auth Only

· Recurring

· Gift Card

· Main

· Imported Batches

[bookmark: _Toc369093327][bookmark: _Toc369253956]To View Current Batches Error, Auth Only, Recurring, Gift Card and Main Transactions

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Gift Card to display the Current Gift Card Activity screen.

· Select Main to display the Current Batches: Main screen (Refer to Note the notes below).

NOTESNotes: 

· From Current Batches: Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. To view details of a particular transaction, select the Card Data link for the transaction details you want to view.

The following example shows the Current Batches: Credit Card screen.

[image: ]

The system displays the details of the transaction in the respective response screens as follows:

		For this transaction type

		This screen displays



		Error

		Current Error Batches Response 



		Auth Only

		Current Batches Auth Only Response 



		Recurring

		Current Batches Recurring 



		Gift Card

		Current Batches Gift Card Response 



		Credit Card

		Current Batches: Credit Card Response



		Debit Card

		Current Batches: Debit Card Response 



		Food Stamp

		Current Batches: Food Stamp Response



		Cash Benefit

		Current Batches: Cash Benefit Response



		Electronic Check

		Current Batches: Electronic Check Response 





The following example shows the Current Batches Main Response screen (for terminals that have a signature capture device).	Comment by Trierweiler, Kris A: reaplce

[image: ]

NOTENote:  For terminals that are identified as having a signature capture device for Credit Card Sales, Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions.  The text YES is displayed with the transaction has a signature image associated with it. 

For terminals identified as NOT not having a signature capture device or transactions that are NOT Sales, Force, Auth Only, Return, or E-Check the field is hidden.

The following example shows the Current Batches Credit Card Response screen showing the new DBA Name field.	Comment by Trierweiler, Kris A: Replace

[image: ]

[bookmark: _Toc369093328][bookmark: _Toc369253957]To View Current Batches Imported Batches Transactions

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Imported Batches to display the Imported Batches screen.

The Imported Batches screen displays the response data for a terminal sorted by Process Start date and time, with the most recent file process listed first.

[image: ]

NOTESNotes:

· Access to view batch information is dependent on your user rights and the configuration of the terminal.

· The Display control sets the number of transactions displayed per page.  The default value is 25 but you can change it to 50, 75, 100, 250, 500, 750 or 1,000 records by means of the drop-down list. 

· If there are more transactions than are specified by the Display control, VirtualMerchant displays navigation buttons in the title bar above the table. The left side of the title bar displays the number of items currently shown.

3. To view the transactions in a specific batch response file, click Response File Name.

The Imported Batch Transactions screen displays the transactions.

[bookmark: _Toc299549595][bookmark: _Toc304287781][image: ]

[bookmark: _Toc369093329][bookmark: _Toc369093517][bookmark: _Toc369253958]Downloading Current Batches Transactions 

VirtualMerchant allows you to generate a download file of open transactions for various payments and transaction types.

[bookmark: _Toc369093330][bookmark: _Toc369093518][bookmark: _Toc369253959]To Download Current Batches Transactions for All Payment Types in One File

You can generate a download file of open credit card, debit card, e-check, food stamp, and cash benefits transactions together in one batch.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. Select Download.

[image: ]

The Download screen appears. 

[image: ]

4. To sort Main batches, in the Sort On drop-down list, select one of the following options to specify the field the data will be sorted by in the download:

· User Id

· Transaction Type

· Card Desc

· Amount

· Transaction Date and Time

· Card Data

· Invoice Number

· Server ID

· Shift ID

NOTENote:  Server ID and Shift ID are available only for terminals with a market segment of Service.

5. In the Specify the download text file type drop-down list, select one of the following options to indicate the type of file for the download to generate:

· Comma-Delimited 

· Tab-Delimited

· XML 

NOTESNotes:

· Comma-Delimited - generates a Microsoft Excel worksheet that you can open in a new Internet browser window or save to a specified directory. 

· Tab-Delimited - generates a Microsoft Excel worksheet that opens in Microsoft Excel.

· XML - generates an XML document that opens in a new Internet browser window.

6. Select the Include text qualifier (double quote –“) check box to add quotation marks around the downloaded fields. 

NOTENote:  This option is available when Comma-Delimited or Tab-Delimited are selected as the file type.

7. Click Download File. 

The File Download prompt displays to confirm if you want to open or save the file download.
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8. If you click Save, specify the Location and File Name in the Save As window that displays.

9. If you click Open, the downloaded information displays in a new browser window.

NOTENote:  For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, downloads include a Signature Indicator field to identify transactions with signature attached.

[bookmark: _Toc369093331][bookmark: _Toc369093519][bookmark: _Toc369253960]To Download Current Batches Transactions Individually 

You can generate individual download files of open credit card, debit card, e-check, food stamp, or cash benefits transactions.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the options available.

3. To select the transaction type, do one of the following:

· Select Credit Card to display the Current Batches: Credit screen. 

· Select Debit Card  to display the Current Batches: Debit screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

4. Once you have the correct information in the table for the download, select Download. 

The following example shows the Current Batches: Credit Card screen.
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The Download screen appears. 
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5. Follow Steps 4 to 9 in the To Download Current Batches Transaction for All Payment Types in One File section.

[bookmark: _Toc369093332][bookmark: _Toc369093520][bookmark: _Toc369253961]To Download Import Batches Transactions 

VirtualMerchant allows you to export the response files generated from the imported batches for credit card transactions or recurring/installment transactions. 

1. On the Main screen, select Current Batches | Imported Batches.

The Imported Batches screen displays the response data for a terminal sorted by Process Start date and time, with the most recent file process listed first. 
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2. To view the transactions in a specific batch response file, click Response File Name.

The Imported Batch Transactions screen displays the transactions.
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3. Click Download to generate a download file of the transactions in the associated batch file. 

The Download screen appears.
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4. If you wish to sort the transactions, in the Sort On drop-down list, select from the following options on which to sort the transactions in the download file:

· Item

· Trans Type

· Trans Date and Time

· Card Data

· Amount

5. In the Specify the download text file type drop-down list, select one of the following options to indicate the type of file for the download to generate:

•	Comma-Delimited 

•	Tab-Delimited 

•	XML

NOTESNotes:

· Comma-Delimited - generates a Microsoft Excel worksheet that you can open in a new Internet browser window or save to a specified directory. 

· Tab-Delimited - generates a Microsoft Excel worksheet that opens in Microsoft Excel.

· XML - generates an XML document that opens in a new Internet browser window.

6. Select the Include text qualifier check box to add quotation marks around the downloaded field values. 

NOTENote:  This option is available when Comma-Delimited or Tab-Delimited are selected as the file type.

7. Click Generate Download. 

The File Download prompt displays to confirm if you want to open or save the file download.
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8. If you click Save, specify the Location and File Name in the Save As window that displays.

9. If you click Open, the downloaded information displays in a new browser window.

NOTESNotes: 

When the download file is opened, the following data is listed in the following order before the transaction data:

· Response File Name - the name of the response file.

· File Type - the type of the file, Credit Card or Recurring Installment.

· User ID - the user who imported the file.

· Terminal Name - the terminal friendly name.

· Detail report sorted by - the field the user chose to have the transactions sorted by in the file.

· Created on mm/dd/yyyy hh:mm:ss am/pm - the system date and time when the file was created.

[bookmark: _Toc369093333][bookmark: _Toc369093521][bookmark: _Toc369253962]Generating Reports for Current Batches Transactions

VirtualMerchant allows you to generate the following reports on open transactions: 

· Detail

· Detail with subtotals

· Summary

The Reports link allows you to use current batch data to generate reports. You can generate reports for your open transactions for various payment and transaction types.

[bookmark: _Toc369093334][bookmark: _Toc369093522][bookmark: _Toc369253963]To Generate Reports for Current Batches Transactions for all Payment Types in One Batch

You can generate a report of open credit card, debit card, e-check, food stamp, and cash benefits transactions together in one batch.

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. Select Reports.
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The Reporting screen displays.
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4. In the Sort On drop-down list, select one of the following options to specify the field the data will be sorted by: 

· User Id

· Transaction Type

· Card Desc

· Amount

· Transaction Date and Time

· Card Data

· Invoice Number

· Server ID

· Shift ID

· Tip Amount

NOTENote:  Server ID, Shift ID and Tip Amount are available only for terminals with a market segment of Service.

5. In the Report Type drop-down list, select one of the following:

· Detail

· Detail w/Subtotals

· Summary

NOTESNotes:

· Detail - generates a detailed report of the transaction data.

· Detail w/Subtotals - generates a detailed report with subtotals of the number and transactions and total amount.

· Summary - generates a summary for the transactions based on the Sort On selection.

· If the Sort On selection cannot be used to create a Detail w/Subtotals or Summary report, the system displays a notification message.
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6. Select a format from the View As drop-down list for the report. 

NOTESNotes:

· Browser - displays the report in the VirtualMerchant browser.  Once the report is displayed, you will be able to use the print icon to print a friendly format of the report or the CSV icon to display the report in a comma separated value (CSV) file format.  Both icons will appear on the far right of the report at the top and bottom of the report.

· CSV - formats the report as comma-separated values. The system prompts you to Open or Save the report in the same manner as a Download File option under the download link. 

7. Click Generate Report.

The report generates.

NOTENote:  For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, the Detail and Detail with Subtotals reports include a Signature Indicator field to identify transactions with signature attached.

[bookmark: _Toc369093335][bookmark: _Toc369093523][bookmark: _Toc369253964]To Generate Reports for Current Batches Transactions by Transaction Types

You can generate reports for the following transaction types:

· Error

· Auth Only

· Recurring

· Main

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches: Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit screen. 

· Select Debit to display the Current Batches: Debit screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select Reports. 

The following example shows the Current Batches: Credit Card screen.
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The Reporting screen displays.
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4. Follow Steps 4 to 7 above in the To Generate Reports for Current Batches Transactions for all Payment Types in One Batch section.

[bookmark: _Toc369093336][bookmark: _Toc369093524][bookmark: _Toc369253965]Searching for Current Batches Transactions

VirtualMerchant allows you to search for open transactions for various payment and transaction types.

[bookmark: _Toc369093337][bookmark: _Toc369093525][bookmark: _Toc369253966]To Search for Current Batches Transactions for all Payment Types in One Batch

You can search for open transactions together in one batch for the following payment types: 

· Credit Card

· Debit Card

· E-Check

· Food Stamps

· Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.

2. Select Main to display the Current Batches: Main screen.

3. Select Search.
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The Transaction Search: Main screen displays.
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4. Enter the transaction values to search for specific transactions. 

The search results display.

[bookmark: _Toc369093338][bookmark: _Toc369093526][bookmark: _Toc369253967]To Search for Current Batches Transactions by Transaction Types

You can search for transactions for the following transaction types:

· Error

· Auth Only

· Recurring

· Gift Card

· Main

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Gift Card to display the Current Gift Card Activity screen.

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches: Main, you can search for the following transaction types:

· Credit

· Debit

· Food Stamp

· Cash Benefit

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Click Search.

The following example shows the Current Batches: Credit Card screen.
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The respective screen displays as follows:

		For this transaction type

		This screen displays



		Error

		Transaction Search



		Auth Only

		Transaction Search



		Recurring

		Transaction Search



		Credit Card

		Transaction Search: Credit Card 



		Debit  Card

		Transaction Search: Debit  Card



		Food Stamp 

		Transaction Search: Food Stamp 



		Cash Benefit 

		Transaction Search: Cash Benefit 



		Electronic Check

		Transaction Search: Electronic Check



		Gift Card

		Transaction Search





The following example shows the Transaction Search: Credit Card screen
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4. Enter the search criteria to search for specific transactions. 

5. Click Search.

The search results display on the respective screen as follows:

		For this transaction type

		This screen displays



		Error

		Error Batch



		Auth Only

		Authorization Only



		Recurring

		Recurring Installment Transactions



		Credit Card

		Current Batches: Credit Card 



		Debit  Card

		Current Batches: Debit  Card



		Food Stamp 

		Current Batches: Food Stamp



		Cash Benefit 

		Current Batches: Cash Benefit



		Electronic Check

		Current Batches: Electronic Check



		Gift Card

		Current Gift Card Activity





NOTENote:  Click Reset to clear the values or Cancel to abandon your search activities.

[bookmark: _Toc369093339][bookmark: _Toc369093527][bookmark: _Toc369253968]Filtering Current Batches Transactions 

You may not want to see every transaction in the current batch. You can filter the batches so that only transactions that meet the selected criteria appear in the list. Virtual Merchant allows you to filter your open transactions for various payment and transaction types.

[bookmark: _Toc369093340][bookmark: _Toc369093528][bookmark: _Toc369253969]To Filter Current Batches Transactions for All Payment Types in One Batch

You can filter open transactions together in one batch for the following payment types: 

· Credit Card

· Debit Card

· E-Check

· Food Stamps

· Cash Benefits

1. On the Main screen, select Current Batches to display the current batches options.
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2. On the Current Batches Main screen, select option from the Filter drop-down list:

· All

· Pending

· Unpended

· Review

· Purchase

· Sale

· Return

· Force

· Force Purchase

· Force Return

· Void

· Reversal

[bookmark: _Toc369093341][bookmark: _Toc369093529][bookmark: _Toc369253970]To Filter Current Batches Transactions by Transaction Types

You can filter batches from the following transaction types:

· Error

· Auth Only

· Recurring

· Gift Card

· Main 

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Error to display the Error Batch screen. 

· Select Auth Only to display the Authorization Only screen. 

· Select Recurring to display the Recurring Installment Transactions screen. 

· Select Gift Card to display the Current Gift Card Activity screen.

· Select Main to display the Current Batches: Main screen. Refer to Notes the notes below.

NOTESNotes: 

· From Current Batches: Main, you can generate reports for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

The following example shows the Current Batches: Credit Card screen.
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3. Select the Filter option in one of the following ways:

		For this batch/transaction type

		Select one of the following options:



		Error

		· All

· Recurring

· Installment

· Purchase

· Sale

· Return

· Force

· Force Purchase

· Force Return

· Void

· Reversal



		Auth Only

		· All

· Pended

· Unpended

· Review



		Recurring

		· All

· Expired Exp Date

· Expired Last Month

· Expired This Month

· Will Expire Next Month

· Expired Contracts

· Recurring

· Installment



		Gift Card

		· All

· Credit

· Activation

· Reload

· Card Return

· Redemption



		Credit

		· All

· Pending

· Unpended

· Review

· Sale

· Return

· Force

· Void



		Debit

		· All

· Purchase

· Return

· Void



		Food Stamp

		· All

· Purchase

· Return

· Force Purchase

· Force Return

· Void



		Cash Benefit

		· All

· Purchase

· Void



		Electronic Check

		· All

· Purchase

· Reversal





The system filters the batch list to show only transactions of the type you selected.

[bookmark: _Toc369093342][bookmark: _Toc369093530][bookmark: _Toc369253971]Settling Current Batches Transactions 

The Settle function allows you to send a batch of previously authorized transactions for settlement to the network. This option can be done manually or you can configure the terminal to automatically settle transactions at a specific time each day.

You can settle transactions for the following transaction types:

· Main  

· [bookmark: _Toc304287789]Gift Card

[bookmark: _Toc369093343][bookmark: _Toc369093531][bookmark: _Toc369253972]To Settle Main Transactions 

1. On the Main screen, select Current Batches | Main.

The Current Batches: Main screen displays.

2. To select the transaction type, do one of the following:

· Select Credit Card to display the Current Batches: Credit Card screen. 

· Select Debit Card to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the check box by the transactions you wish to settle.

The following example shows the Current Batches: Credit Card screen.
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The Settle Batches Confirmation screen displays the total number of transactions currently submitted for settlement.
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4. Click Submit.

The Settled Activity screen appears. VirtualMerchant submits all currently selected transactions for settlement.

NOTESNotes: 

· Pended or Set to Review transactions are not included in this process.

· To see the transactions you just settled, click on the Settled Date link as shown below. 
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The transactions display.
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[bookmark: _Toc369093344][bookmark: _Toc369093532][bookmark: _Toc369253973]To Settle Gift Card Transactions 

The Gift Card link allows you to handle transactions placed in the Gift Card batch. The Gift Card batch consists of the current transactions that have not been submitted for settlement and includes:

· Redemption transactions

· Credit transactions

· Activation transactions

· Reload transactions

· Card Return transactions

1. On the Main screen, select Current Batches | Gift Card.

The Current Gift Card Activity screen appears.
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2. Click Settle All.

The Settle Batches Confirmation screen displays the total number of transactions currently submitted for settlement.
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3. Click Submit.

[bookmark: _Toc299549604][bookmark: _Toc304287790][bookmark: _Toc369093345][bookmark: _Toc369093533][bookmark: _Toc369253974]Managing Current Batches Recurring and Installment Transactions

The Recurring link allows you to handle transactions placed in the Recurring batch. The Recurring batch consists of the current transactions that have not been submitted for settlement and includes credit card Recurring and Installment transactions.

You can perform the following functions on transactions found in the Recurring batch:

· Update transactions (refer to the To Update Current Batches Transactions section)

· Delete transactions (refer to the To Delete Current Batches Transactions section)

· View previous transactions 

· Submit selected transactions for payment

· Remove expired transactions

· Add transactions to a recurring batch as recurring or installment

[bookmark: _Toc299549605][bookmark: _Toc304287791][bookmark: _Toc369093346][bookmark: _Toc369093534][bookmark: _Toc369253975]To View Previous Recurring and Installment Transactions 

VirtualMerchant allows you to view previous recurring and installment processing details.

1. On the Main screen, select Current Batches | Recurring.

The Recurring Installment Transactions screen displays all recurring and installment.
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2. To view a specific transaction, click Card Data for that transaction.

The Current Batches Recurring screen displays the transaction details.
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3. Click Log File.

The Previous Recurring Activity screen appears.
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When viewing the previous recurring or installment processing details, VirtualMerchant allows you to choose how many transactions to display from the following values:  25 (default), 50, 75, 100, 250, 500, 750, and 1000.

[bookmark: _Toc299549607][bookmark: _Toc304287793][bookmark: _Toc369093347][bookmark: _Toc369093535][bookmark: _Toc369253976]To Submit Recurring and Installment Transactions for Payment

The Submit Selected function sends the selected recurring or installment transaction from your recurring batch for a Sale authorization. Once a transaction has been submitted, the payment number will increase.

1. On the Main screen, select Current Batches | Recurring.

The Recurring Installment Transactions screen displays.

2. Select the check box for the row that contains the transaction to submit for payment.
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3. Click Submit Selected.

4. The Batch Response screen appears.
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The Settled Gift Card Activity screen appears.
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VirtualMerchant submits all currently selected transactions for settlement.

[bookmark: _Toc304287792][bookmark: _Toc369093348][bookmark: _Toc369093536][bookmark: _Toc369253977]To Remove Expired Installment Transactions

This function permanently removes all installment transactions that reached their total payment number and have no more scheduled payments to run from the Recurring Batch. Once a transaction has been removed it cannot be recovered.

1. On the Main screen, select Current Batches | Recurring.

The Recurring Installment Transactions screen displays.

2. Click Remove Expired.
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The system removes the transactions that have reached their total payments and will no longer run, and reduces the transaction count.
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[bookmark: _Toc369093349][bookmark: _Toc369093537][bookmark: _Toc369253978]To Add Transactions to a Recurring Batch as Recurring

You can add transactions to a recurring batch as recurring for the following transaction types:

· Auth Only

· Main

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen.

· Select Main to display the Current Batches: Main screen. Refer to Note the notes below.

NOTESNotes: 

· From Current Batches Main, you can add transactions for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the link in the Card Data column for the transaction you want to add.

The following example shows the Current Batches: Credit Card screen.
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The system displays the details of the transaction in the respective screens as follows:

		For this transaction type

		This screen displays



		Auth Only

		Current Batches Auth Only Response 



		Credit Card

		Current Batches Credit Card Response



		Debit Card

		Current Batches Debit Card Response 



		Food Stamp

		Current Batches Food Stamp Response



		Cash Benefit

		Current Batches Cash Benefit Response



		Electronic Check

		Current Batches Electronic Check Response 





The following example shows the Current Batches Auth Only Response screen.
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4. Click Add to Recurring.

The Add to Recurring Batch screen displays.

5. Select Recurring from the Recurring Transaction Type drop-down list.

6. Select YES or NO from the Skip Payment drop-down list, if necessary.

7. Enter the Amount for the transaction.

8. Enter Customer Code, Sales Tax, Invoice Number and Description, if necessary.

NOTENote:  If prompted for sales tax, the tax must be included in the Amount and then entered in the Sales Tax field.

9. In the Billing Cycle drop-down list, select one of the following:

· Daily

· Weekly

· Bi-Weekly

· Semi-Monthly

· Monthly

· Bi-Monthly

· Quarterly

· Semester

· Semi-Annually

· Annually

· Suspended

10. Enter the Number Of Payments.

11. Enter the Next Payment Date or click the calendar icon and select from the calendar tool.

12. Enter or select any of the remaining optional fields as desired.

13. Click Add. 

The Add to Recurring Batch Response screen displays the information you entered.

[bookmark: _Toc369093350][bookmark: _Toc369093538][bookmark: _Toc369253979]To Add Transactions to a Recurring Batch as Installment

You can add transactions to a Recurring Batch as Installment for the following transaction types:

· Auth Only

· Main

1. On the Main screen, select Current Batches to display the current batches options.

2. To select the transaction type, do one of the following:

· Select Auth Only to display the Authorization Only screen.

· Select Main to display the Current Batches: Main screen. Refer to Note the notes below.

NOTESNotes: 

· From Current Batches Main, you can add transactions for the following transaction types:

· Credit  

· Debit 

· Food Stamp 

· Cash Benefit 

· Electronic Check

· To select the transaction type, do one of the following:

· Select Credit to display the Current Batches: Credit Card screen. 

· Select Debit to display the Current Batches: Debit Card screen. 

· Select Food Stamp to display the Current Batches: Food Stamp screen. 

· Select Cash Benefit to display the Current Batches: Cash Benefit screen.

· Select Electronic Check to display the Current Batches: Electronic Check screen.

3. Select the link in the Card Data column for the transaction you want to add.

The following example shows the Current Batches: Credit Card screen.
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4. The system displays the details of the transaction in the respective screens as follows:

		For this transaction type

		This screen displays



		Auth Only

		Current Batches Auth Only Response 



		Credit Card

		Current Batches Credit Card Response



		Debit Card

		Current Batches Debit Card Response 



		Food Stamp

		Current Batches Food Stamp Response



		Cash Benefit

		Current Batches Cash Benefit Response



		Electronic Check

		Current Batches Electronic Check Response 





The following example shows the Current Batches Auth Only Response screen.	Comment by Trierweiler, Kris A: Replace
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5. Click Add to Recurring.

The Add to Recurring Batch screen displays.

6. Select Installment from the Recurring Transaction Type drop-down list.

7. Select YES or NO from the Skip Payment drop-down list, if necessary.

8. Enter the Amount for the transaction.

9. Enter Customer Code, Sales Tax, Invoice Number and Description, if necessary.

NOTENote:  If prompted for sales tax, the tax must be included in the Amount and then entered in the Sales Tax field.

10. In the Billing Cycle drop-down list, select one of the following:

· Daily

· Weekly

· Bi-Weekly

· Semi-Monthly

· Monthly

· Bi-Monthly

· Quarterly

· Semester

· Semi-Annually

· Annually

· Suspended

11. Enter the Number Of Payments.

12. Enter the Next Payment Date or click the calendar icon and select from the calendar tool.

13. Enter or select any of the remaining optional fields as desired.

14. Click Add. 

The Add to Recurring Batch Response screen displays the information you entered
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[bookmark: ManagingSettledTransactions][bookmark: _Toc369093351][bookmark: _Toc369093539][bookmark: _Toc369253980]Managing Settled Transactions (Settled Batches)

The Settled Transaction section allows you to view settlement activity for the previous 12 months. You can access each individual settlement batch down to specific transaction details. 

This section may display credit card, debit card, cash benefit, food stamp, electronic check or gift card transactions that have been settled, depending on your desired function (refer to the Using Your Virtual Terminal section for information on how to process transactions).

The system places unsettled (open) transactions into the following categories:

· Error

· Auth Only

· Recurring

· Main

· Gift Card

· Imported Batches

When you settle your approved transactions, the system places them in the following two categories:

· Main

· Gift Card





To carry out any activities, you must click Settled Batches to display the options.
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The screens and controls for Settled Batches allow you to perform one or more of the following functions on the two categories:

· View transactions

· Search for transactions

· Sort transactions

· Download batch files 

· Generate reports 

· View transaction receipts

[bookmark: _Toc298166038][bookmark: _Toc304287804][bookmark: _Toc369093352][bookmark: _Toc369093540][bookmark: _Toc369253981]To View Settled Batches Transactions 

You can view settled batch activities for the previous 12 months.

1. On the Main screen, select Settled Batches to display the settled batches options.

2. To select the transaction type, do one of the following:

· Select Main to display the Settled Activity screen. 

· Select Gift Card to display the Settled Gift Card Activity screen.

3. To view transactions for a particular date, select the Settled Date link for the batch you want to view.

NOTESNotes:

· Settled Date is shown in the time zone of your terminal configuration.

· If you need to change your terminal time zone, you must contact your System Administrator or call Elavon at 1-800-377-3962, option 2, option 2.

· The time zone set in VirtualMerchant must match the time zone setup in the Host.

The following example shows the Settled Activity screen

[image: ]

The respective screen displays all transactions in the batch for that date as follows:

		For this transaction type

		This screen displays



		Main

		Settled Activity



		Gift Card

		Settled Gift Card Activity





4. To view details of a particular transaction, select the Card Data link for the transaction details you want to view.

[image: ]

The Settled Batches Main Response screen displays the details of the transaction.	Comment by Trierweiler, Kris A: Replace

[image: ]
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NOTESNotes: 

· You can use the View Receipt button to view receipts (refer to the View Credit Card Transaction Receipts section).

· For transactions that have signature images associated with them, the sytem displays the text YES in the Signature Present field.  A blank/space displays for transactions where a signature applies but the transaction does not have one associated with it.

[bookmark: _Toc298166039][bookmark: _Toc304287805][bookmark: _Toc369093353][bookmark: _Toc369093541][bookmark: _Toc369253982]To Search for Settled Batches Transactions

You can locate specific information in previously settled batches. 

1. On the Main screen, select Settled Batches to display the settled batches options.

2. To select the transaction type, do one of the following:

· Select Main to display the Settled Activity screen. 

· Select Gift Card to display the Settled Gift Card Activity screen.

The following example shows the Settled Gift Card Activity screen.

[image: ]

3. Select Search.

The Transaction Search screen displays.

[image: ]

4. Enter the transaction values to search for specific transactions. 

5. Click Search or Reset to clear the values on the Transaction Search screen.

The search results display in the Settled Activity screen.

NOTESNotes:

· Click Reset to clear the values or Cancel to abandon your search activities and return to the Settled Activity screen.

· You can retrieve only three months of data at a time. An error message displays if you request more than three months of data.

[bookmark: _Toc298166040][bookmark: _Toc304287806][bookmark: _Toc369093354][bookmark: _Toc369093542][bookmark: _Toc369253983]To Sort Settled Batches Transactions

The previously settled batches page is sorted in descending order of Batch# by default. You can click any column header to change the sort order of the page. 

Click the  [image: ]  (up down arrows) in the column you want to sort by as shown below. 

[image: ]

The system sorts the list of transactions based on your selection. 

[image: ]

NOTENote:  When you click the  [image: ]  up down arrows, the values in the column are sorted in ascending order. If you click it again, the values will be sorted in descending order.

[bookmark: _Toc298166041][bookmark: _Toc304287807][bookmark: _Toc369093355][bookmark: _Toc369093543][bookmark: _Toc369253984]To Download Settled Batch Files 

To download the entire contents of the currently selected batch:

1. On the Main screen, select Settled Batches to display the settled batches options.

2. To select the transaction type, do one of the following:

· Select Main to display the Settled Activity screen. 

· Select Gift Card to display the Settled Gift Card Activity screen.

3. Select Download.

The following example shows the Settled Gift Card Activity screen.

[image: ]

The Download screen appears.

[image: ]

NOTENote:  If you go down to a specific batch that is older than the current date, the default Date From and Date To fields will be defaulted to the settled batch date selected and previous month’s date with a 30-day date range.

4. In the Sort On drop-down list, select one of the following options to specify the field the data will be sorted by in the download: 

· User Id

· Transaction Type

· Card Desc

· Amount

· Transaction Date and Time

· Card Data

· Invoice Number

· Server ID

· Shift ID

NOTENote:  Server ID and Shift ID are available only for terminals with service market segment.

5. In the Specify the download text file type drop-down list, select the file type for the batch download from the following options:

· Comma-Delimited 

· Tab-Delimited 

· XML 

6. Select the Include text qualifier check box to add quotation marks around the downloaded fields. 

NOTENote:  This option is available when Comma-Delimited or Tab-Delimited are selected as the file type.

7. Click Download File. 

The File Download prompt displays to confirm if you want to open or save the file download.

[image: ]

8. If you click Save, specify the Location and File Name in the Save As window that displays.

9. If you click Open, the downloaded information displays in a new browser window.

NOTENote:  For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, downloads include a Signature Indicator field to identify transactions with signature attached.

[bookmark: _Toc369093356][bookmark: _Toc369093544][bookmark: _Toc298166042][bookmark: _Toc304287808][bookmark: _Toc369253985]To Add Signatures to Settled Batches Transactions 

You can add a signature the following transaction types:

· Sale

· Force

· Return

· Auth Only

· E-check (Guarantee, Conversion, Verification)

1. On the Main screen, select Settled Batches | Main.

The Settled Activity screen displays.

2. To view transactions for a particular date, select the Settled Date link for the batch you want to view.

[image: ]

The Settled Activity screen displays all transactions in the batch for that date.

3. To view details of a particular transaction, select the Card Data link for the transaction details you want to view.

[image: ]

The Settled Batches Main Response screen displays the authorization response information.	Comment by Trierweiler, Kris A: Replace

[image: ]
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NOTENote:  For terminals that are identified as having a signature capture device for Credit Card Sales, Credit Card Force, Credit Card Auth Only, Credit Card Return, and E-Check transactions, the text YES displays when the transaction has a signature image associated with it.  

For terminals identified as not having a signature capture device or transactions that are not Sales, Force, Auth Only, Return, or E-Check this field is hidden.

4. If you need to add a signature and your terminal is set up for a signature capture device, click Add Signature.

The following occurs:

a) The device displays, “Please swipe card” message to the consumer. 

b) The payment form displays a message to the merchant, “Customer prompted to swipe card. Please wait!”

[image: ]

c) If the consumer declines to swipe the card and hit the cancel button, the payment form displays a message to the merchant, “The consumer cancelled card swipe.” 

[image: ]

d) If the customer swipes the card and the card swipe fails, the payment form displays a message to the merchant, “Card swipe failed. Please retry or manually key card!”

[image: ]

e) If the customer swipes the card and the card swipe does not fail, the device displays, “One moment please” message to the customer.

The payment page displays with the card information collected from the card and device.

f) The merchant enters the amount and any additional information needed to complete the transaction, and clicks the process button.

The payment form displays a message to the merchant, “Customer prompted to confirm the amount. Please wait!”

[image: ]

g) The device displays amount confirmation message to the customer and the customer is prompted to confirm the amount or cancel.

h) The customer confirms the amount and the transaction are sent for processing.

If the amount is cancelled, the payment form displays a message to the merchant, “The amount was not confirmed.” The merchant has the chance to re-enter or correct the amount or cancel the transaction if needed.

[image: ]

i) The device displays, “Processing” message to the customer.

j) The merchant receives the transaction response page. 

k) The device displays the transaction response to the customer.

l) The device displays, “Please sign” message to the customer if transaction is approved

The payment form displays a message to the merchant, “Customer prompted to sign. Please wait!”

[image: ]

NOTENote:  The device will not display signature prompt for declined transactions.

m) The customer signs.

If the customer cancels the signature entry, the payment form displays a message to the merchant, “Customer cancelled signature! Please retry or select cancel to manually capture signature! ” The merchant has the chance to request signature again via the device or through the printed receipt.

[image: ]

n) The merchant receives signature and the receipt is printed with the signature if collected.

o) The device displays a “thank you” message.

Note:  The transaction response is sent to the merchant whether the signature is collected or not from the customer. 

p) The customer provides a signature to the device.

q) If the device captures the signature, it returns it to VirtualMerchant.

r) If the device times out or the signature was not captured, it returns an error code or a null/blank signature image to VirtualMerchant.  

NOTESNotes: 

· Signature capture only applies to the following transaction types:

· Sale 

· Return

· Force

· Auth Only

· You cannot replace a signature that is already associated with a transaction.

5. If the signature image was successfully captured, VirtualMerchant stores the signature image with the transaction and displays a successful message.

6. If an error code is returned or the signature image is null/blank, VirtualMerchant displays an error message. 

[bookmark: _Toc369093357][bookmark: _Toc369093545][bookmark: _Toc369253986]To Generate Settled Batches Reports 

The Reports link allows you to use settled batch data to generate reports. Once you have the correct information in the table, click the Reports link.

1. On the Main screen, select Settled Batches to display the settled batches options.

2. To select the transaction type, do one of the following:

· Select Main to display the Settled Activity screen. 

· Select Gift Card to display the Settled Gift Card Activity screen.

3. Select Reports. 

The following example shows the Settled Activity screen.

[image: ]

The Reporting screen appears.

[image: ]

4. Enter Date From (MM/DD/YYY format) or click Calendar icon and select.

5. Enter Date To (MM/DD/YYY format) or click Calendar icon and select.

6. In the Sort On drop-down list, select one of the following options to specify the field the data will be sorted by: 

· User Id

· Transaction Type

· Card Desc

· Amount

· Transaction Date and Time

· Card Data

· Invoice Number

· Server ID

· Shift ID

· Tip Amount

NOTENote:  Server ID, Shift ID and Tip Amount are available only for terminals with service market segment.

7. In the Report Type drop-down list, select one of the following options:

· Detail

· Detail w/Subtotals

· Summary

8. Select Browser or CSV from the View As drop-down list.

9. Click Generate Report.

The report generates.

NOTENote:  For Credit Card Sales, Force, Auth Only, Return and E-Check settled transactions, the Detail and Detail with Subtotals reports include a Signature Indicator field to identify transactions with signature attached.

10. Click on the CSV icon to generate a CVS file or print icon to print the report.

[image: ]

[bookmark: _Toc304374698][bookmark: _Toc369093358][bookmark: _Toc369093546][bookmark: _Toc369253987]To View Settled Batches Transaction Receipts 

You can view receipts for all types of transaction that have receipts.

1. On the Main screen, select Settled Batches to display the settled batches options.

2. Select Main to display the Settled Activity screen.

3. To view transactions for a particular date, select the Settled Date field for the batch you want to view.

[image: ]

The Settled Activity screen displays all transactions in the batch for that date.

4. To view the receipt for a particular transaction, select the Card Data link for that transaction.

[image: ]

The Settled Batches Main Response screen displays.	Comment by Trierweiler, Kris A: replace

[image: ][image: ]

5. Click View Receipt.

NOTESNotes:

For transactions that do not have signature images associated with them:

The receipt displays with a blank cardholder’s signature line as follows.

[image: ]

For transactions that have signature images associated with them:

· For Credit Card Sales, Force, Auth Only, and Return transactions, and terminals set up with a signature capture device, the system displays the Signature Present field.	Comment by Trierweiler, Kris A: replace

[image: ]

· For transactions that have signature images associated with them, the sytem displays the text YES in the Signature Present field.  A blank/space displays for transactions where a signature applies but the transaction does not have one associated with it.

· For receipts that have a signature image associated with it, the system displays the signature image at the bottom instead of the cardholder’s signature line. 

[image: ]

· You can save the file to your local or a network drive (this allows the receipt to be uploaded or used by other applications).

[bookmark: _Toc369093359][bookmark: _Toc369093547][bookmark: _Toc369253988]Managing Exported Scripts (Export Log)

The Export Log section displays the transaction response scripts that have been exported previously to the merchant URL. This section may display credit card, debit card, cash benefit, food stamp, electronic check or gift card transaction scripts that have been exported.

Virtual Merchant exports responses for the following payment types:

· Credit

· Debit (PINless and PIN Based)

· Food Stamps

· Cash Benefits

· Gift Cards

· Electronic Check

· Recurring / Installment

Virtual Merchant exports responses for the following transaction types:

· Credit Sale

· Credit Auth Only

· Credit Credit

· Credit Force

· Credit AVS OnlyVerification	Comment by Trierweiler, Kris A: remove

· Credit Balance Inquiry

· Credit Enhanced Refund

· Credit Void

· Credit Signature

· PINless Debit Purchase

· Debit Purchase

· Debit Return

· Debit Inquiry

· Food Stamp Purchase

· Food Stamp Return

· Food Stamp Inquiry

· Food Stamp Force Purchase

· Food Stamp Force Return

· Cash Benefit Purchase

· Cash Benefit Inquiry

· Gift Activation

· Gift Sale / Redemption

· Gift Card Refund

· Gift Replenishment / Reload

· Gift Card Balance Inquiry

· Gift Credit

· Electronic Check Purchase

· Electronic Check Void

· Recurring / Installment transactions added, or submitted for payment..

[image: ]

From the Export Log page you can: 

· Sort exported scripts.

· View the exported script detail information and the raw data posted to the merchant’s URL.

· Search for exported scripts using the Search link.

· Filter the exported scripts using the Filter drop down menu.

· Re-Export one or more transaction scripts using the Re-Export button.

[bookmark: _Toc369093360][bookmark: _Toc369093548][bookmark: _Toc369253989]To Sort Exported Scripts 

You can sort exported scripts for all the transaction types by clicking the  [image: ]  (up down arrows) in the column you want to sort by as shown below:

[image: ]

The system sorts the list of transactions based on your selection (for example, Export Status, EntryMode, User ID and so forth).

NOTENote:  When you click the up down arrows, the values in the column are sorted in ascending order. If you click again, the values are sorted in descending order.

[bookmark: _Toc369093361][bookmark: _Toc369093549][bookmark: _Toc369253990]To View Exported Scripts 

You can view exported scripts for the past 3 days of transaction activity.

3. Select Export Log to display the exported scripts.

3. To view details of a particular script, select the Card Data link for the transaction details you want to view.

[image: ]

3. On the Export Log Response page, click View Export.	Comment by Trierweiler, Kris A: replace
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The following screen displays the exported script.

[image: ]

[bookmark: _Toc369093362][bookmark: _Toc369093550][bookmark: _Toc369253991]To Search Exported Scripts 

You can locate specific information in previously exported scripts.

1. Select Export Log to display the exported scripts.

2. Select Search.

[image: ]

The Export Search screen displays.

3. Enter the transaction values to search for specific transactions. 

4. Click Search or Reset to clear the values on the Transaction Search screen.

The search results display in the Settled Activity screen.

NOTESNotes:

· Click Reset to clear the values or Cancel to abandon your search activities and return to the Settled Activity screen.

· You can retrieve only three months of data at a time. An error message displays if you request more than three months of data.

[bookmark: _Toc369093363][bookmark: _Toc369093551][bookmark: _Toc369253992]To Filter Exported Scripts 

You can filter the export script log to show a list of exported scripts matching desired criteria.

1. Select Export Log to display the exported scripts.

2. Click on the Filter drop Down menu.

3. Select one of  the following options from the Filter selection box:

· All: will select all exported scripts

· Success: will select all successfully exported scripts.

· Failure: will select all scripts that failed to be exported.

[bookmark: _Toc369093364][bookmark: _Toc369093552][bookmark: _Toc369253993]To Re-export Exported Scripts 

You can re-export an export script to the merchant specified URL set up previously. This re-export is typically done when a script had failed to be exported.

1. Select Export Log to display the exported scripts.

2. Click on the Re-Export button.

[image: ]

NOTESNotes:

· You can filter results as shown above to select transactions for Re-Export. You can also select individual transactions or groups of transactions to Re-Export. When you finish selecting transactions, click on the Re-Export button.

· The Re-Export button is also available when selecting a script from the Card Data link for the transaction. This link will allow you to view the detail of the script before re-exporting it.
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[bookmark: _Toc304287810][bookmark: ResponseCodes][bookmark: _Toc369093365][bookmark: _Toc369093553][bookmark: _Toc369253994]Response Codes

This section describes the responses that can be returned by the VirtualMerchant application. The Authorization Response Codes, AVS Response Codes, and CVV2 Response Codes are values that might be returned during a transaction authorization. 

[bookmark: _Toc288566678][bookmark: _Toc305062228][bookmark: _Toc369093366][bookmark: _Toc369093554][bookmark: _Toc369253995]Authorization Response Code

This table provides a list of the values that might be returned during an authorization request.

		Authorization Response Codes



		Code

		Message

		Definition



		AA

		APPROVAL

		Approved



		AA

		APPROVAL PARTIAL

		Approved for a Partial Amount



		N7

		DECLINE CVV2

		Do Not Honor



		N7

		DECLINE CVV2

		Declined due to CVV2 mismatch \ failure



		NC

		PICK UP CARD

		Pick up card



		ND

		AMOUNT ERROR

		Tran Amount Error



		ND

		AMT OVER SVC LMT

		Amount is more than established service limit



		ND

		APPL TYPE ERROR

		Call for Assistance



		ND

		CANNOT CONVERT

		Check is ok, but cannot be converted. Do Not Honor



		ND

		DECLINED

		Do Not Honor



		ND

		DECLINED T4

		Do Not Honor. Failed negative check, unpaid items



		ND

		DECLINED-HELP 9999

		System Error



		ND

		DUP CHECK NBR

		Duplicate Check Number



		ND

		EXPIRED CARD

		Expired Card



		ND

		INCORRECT PIN

		Invalid PIN



		ND

		INVALID CARD

		Invalid Card



		ND

		INVALID CAVV

		Invalid Cardholder Authentication Verification Value



		ND

		INVALID TERM ID

		Invalid Terminal ID



		ND

		INVLD R/T NBR

		Invalid Routing/Transit Number



		ND

		INVLD TERM ID 1

		Invalid Merchant Number



		ND

		INVLD TERM ID 2

		Invalid SE Number



		ND

		INVLD VOID DATA

		Invalid Data Submitted for Void Transaction



		ND

		MAX MONTHLY VOL

		The maximum monthly volume has been reached



		ND

		MICR ERROR

		MICR Read Error



		ND

		MUST SETTLE MMDD

		Must settle, open batch is over 7 days old

Note: Batch will be Auto Settled after 10 days



		ND

		NETWORK ERROR

		General System Error



		ND

		PLEASE RETRY

		Please Retry/ Reenter Transaction



		ND

		RECORD NOT FOUND

		Record not on the network



		ND

		REQ. EXCEEDS BAL.

		Req. exceeds balance



		ND

		SEQ ERR PLS CALL

		Call for Assistance



		ND

		SERV NOT ALLOWED

		Invalid request



		ND

		TOO MANY CHECKS

		Too Many Checks (Over Limit)



		NR

		CALL AUTH. CENTER 

		Refer to Issuer







[bookmark: _Toc288566679][bookmark: _Toc305062229][bookmark: _Toc369093367][bookmark: _Toc369093555][bookmark: _Toc369253996]Electronic Gift Card (EGC) Response Codes

This table provides a list of the values that might be returned during an EGC authorization request.

		Authorization Response Codes



		Code

		Message

		Definition



		AA

		APPROVAL

		Approved



		ND

		SERV NOT ALLOWED

		Invalid request



		ND

		INVLD TERM ID 1

		Invalid Merchant Number



		ND

		SEQ ERR PLS CALL

		Call for Assistance



		ND

		APPL TYPE ERROR

		Call for Assistance



		01

		DECLINED-HELP 9999

		Host Busy



		02

		INVALID CARD

		Invalid Card



		03

		INVALID TERM ID

		Invalid Terminal ID



		04

		AMOUNT ERROR

		Tran Amount Error



		05

		ALREADY ACTIVE

		Card already active



		06

		REQ. EXCEEDS BAL.

		Request exceeds balance



		07

		MAX REACHED

		Cannot load the amount specified



		08

		NON RELOADABLE

		The card cannot be reloaded



		09

		TRAN NOT ALLOWED

		Transaction type not allowed



		10

		INVLD TRAN TYPE

		Transaction type not on server



		11

		EXPIRED CARD

		Expired card or bad expiration date



		12

		CARD NOT ACTIVE

		The Gift Card is not activated



		13

		DUPLICATE TRAN

		Duplicate transaction



		14

		SEQ ERR PLS CALL

		Call for Assistance



		15

		SEQ ERR PLS CALL

		Sequence does not match previous response



		16

		INVALID BATCH ID

		Batch ID is not on the server



		17

		INVALID TENDER

		Tender types is not on the server



		99

		DECLINED-HELP 9999

		General System Error





[bookmark: _Toc288566680][bookmark: _Toc305062230][bookmark: AVSResponseCodes][bookmark: _Toc369093368][bookmark: _Toc369093556][bookmark: _Toc369253997]AVS Response Codes	Comment by Trierweiler, Kris A: Remove

An AVS Response Code will be returned in the Authorization Response Message when AVS information is present in the transaction authorization request. 

		AVS Response Codes



		Code

		Definition



		A

		Address matches - ZIP Code does not match



		B

		Street address match, Postal code in wrong format (International issuer)



		C

		Street address and postal code in wrong formats



		D

		Street address and postal code match (international issuer)



		E

		AVS Error



		F

		Address does compare and five-digit ZIP code does compare (UK only)



		G

		Service not supported by non-US issuer



		I

		Address information not verified by international issuer



		M

		Street Address and Postal code match (international issuer)



		N

		No Match on Address (Street) or ZIP



		O

		No Response sent



		P

		Postal codes match, Street address not verified due to incompatible formats



		R

		Retry, System unavailable or Timed out



		S

		Service not supported by issuer



		U

		Address information is unavailable



		W

		9-digit ZIP matches, Address (Street) does not match



		X

		Exact AVS Match



		Y

		Address (Street) and 5-digit ZIP match



		Z

		5-digit ZIP matches, Address (Street) does not match





[bookmark: _Toc305062231][bookmark: CVV2ResponseCodes][bookmark: _Toc369093369][bookmark: _Toc369093557][bookmark: _Toc369253998]CVV2 Response Codes

The CVV2 Response Codes are returned in the Authorization Response Message when the CVV2 data is present in the transaction authorization request. 

		CVV2 Response Codes



		Code

		Definition



		M

		CVV2 Match



		N

		CVV2 No match



		P

		Not Processed



		S

		Issuer indicates that CVV2 data should be present on the card, but the merchant has indicated that the CVV2 data is not resent on the card



		U

		Issuer has not certified for CVV2 or Issuer has not provided Visa with the CVV2 encryption Keys.





[bookmark: _Toc288566682][bookmark: _Toc305062232][bookmark: _Toc369093370][bookmark: _Toc369093558][bookmark: _Toc369253999]Settlement Response Codes

The Settlement Response Code is returned when a settlement is preformed, either manually, or through the Auto Settlement process. 

		Settlement Response Codes



		Response

		Description



		GBOK BBBMMDDHHMM

		GB = good batch, settlement received OK
BBB = batch number 001 through 999
MMDD = month and day of settlement
HHMM = Time of settlement



		INVALID TERM ID 

		Terminal ID is not on file with the network



		INVLD CARD 9999

		Card type, specified by item number, not authorized for settlement



		INVLD DATA 9999

		Invalid transaction amount



		PLEASE RETRY 9999

		System failure - please attempt again



		RB INV ACCT 9999

		Record specified by item number is invalid



		RBOUT OF BALANCE

		Item and dollar totals do not match the settlement trailer record totals



		RB INVLD AMT 9999

		Invalid transaction amount



		SERV NOT ALLOWED 

		Merchant not set up for settlement processing



		UNREC CARD 9999

		Card type, specified by item number, is not recognized
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VirtualMerchant User Guide	Document #VRM-0001-D

Response Codes | Authorization Response CodeVirtualMerchant User Guide                                                                                   Document #VRM-001-C

 STYLEREF  "Heading 1"  \* MERGEFORMAT Response Codes|  STYLEREF  "Heading 2"  \* MERGEFORMAT Authorization Response Code



[bookmark: _Toc369093371][bookmark: _Toc369093559][bookmark: _Toc369254000]Batch Import File Layout 

VirtualMerchant allows you to import batch files of credit card transactions or Recurring/Installment transactions.  

[bookmark: _Toc369093372][bookmark: _Toc369093560][bookmark: _Toc369254001]Credit Card Batch Processing

[bookmark: _Toc369093373][bookmark: _Toc369093561][bookmark: _Toc369254002]Overview

This format is used to batch import credit card transactions into VirtualMerchant.  The imported file can be in comma-delimited or XML format.

Comma delimited import files:

· Text files with csv extension.

· Comma-delimited file will contain a header.

· Order of the values provided must follow the fields as described in the header.

· Fields and corresponding values must be enclosed within double quotes. Each field value is separated by a comma.

· Order of values must match order of headers.

XML import files: 

· Text file with xml extension.

· The order of the tags in the xml format is not important.

· The transaction records must be encapsulated in a <txnimport> element.

NOTESNotes: 

· CVV2/CVC/CID values and Track Data should never be stored, therefore, cannot be passed to VirtualMerchant on the file. 

· You can import a maximum of 10 files for a single terminal per day.

· You can import a maximum of 500 transactions in a single file. Please contact Technical Support at 1-800-377-3962, option 2, option 2  if you need to increase the number of transactions per file.

[bookmark: _Toc369093374][bookmark: _Toc369093562][bookmark: _Toc369254003]Input or Request File Format

		Field Name/ XML

		Required

		Length

		Description



		ssl_card_number

		Y

		19

		Credit card number



		ssl_exp_date

		Y

		4

		In MMYY format



		ssl_amount

		Y

		13

		Must be in decimal format. No dollar sign



		ssl_transaction_type

		Y

		20

		ccsale (Sale)

ccauthonly (AUTH Only)

ccavsonly (AVS OnlyAVS Only)

ccverify (Verification)

cccredit (Credit)

ccforce (Force)



		ssl_customer_code

		C

		17

		Customer code for purchasing card transactions



		ssl_salestax

		C

		10

		Sales tax for purchasing card transactions



		ssl_invoice_number

		N

		25

		Invoice number for MO/TO transactions



		ssl_approval_code

		N

		6

		Required for Force transactions



		ssl_description 

		N

		255

		Transaction description 



		ssl_company 

		N

		50

		Customer's company name 



		ssl_first_name 

		N

		20

		Customer's first name 



		ssl_last_name 

		N

		30

		Customer's last name 



		ssl_avs_address 

		N

		30

		Cardholder’s street address



		ssl_address2 

		N

		30

		Customer's address line 2 



		ssl_city 

		N

		30

		Customer's city 



		ssl_state 

		N

		30

		Customer's state 



		ssl_avs_zip 

		N

		9

		Customer's ZIP code used to process AVS 



		ssl_country 

		N

		50

		Customer's country 



		ssl_phone 

		N

		20

		Customer's phone number 



		ssl_email 

		N

		100

		Customer's email address 



		ssl_ship_to_company 

		N

		50

		Ship to company name 



		ssl_ship_to_first_name 

		N

		20

		Ship to first name 



		ssl_ship_to_last_name 

		N

		30

		Ship to last name 



		ssl_ship_to_address1 

		N

		30

		Ship to address line 1



		ssl_ship_to_address2 

		N

		30

		Ship to address line 2 



		ssl_ship_to_city 

		N

		30

		Ship to city 



		ssl_ship_to_state 

		N

		30

		Ship to state 



		ssl_ship_to_zip 

		N

		10

		Ship to ZIP code



		ssl_ship_to_country 

		N

		50

		Ship to country 



		ssl_ship_to_phone 

		N

		20

		Ship to phone number 



		User Defined Field

		N

		

		User defined; User should be able to pass up to 25 user defined fields. The value passed in the file should match the field name specified in the Terminal Setup / Merchant / Payment Fields / Add New Field

User Defined Field 1

User Defined Field 2

User Defined Field 3

User Defined Field 4

User Defined Field 5

User Defined Field 6

User Defined Field 7

User Defined Field 8

User Defined Field 9

User Defined Field 10

User Defined Field 11

User Defined Field 12

User Defined Field 13

User Defined Field 14

User Defined Field 15

User Defined Field 16

User Defined Field 17

User Defined Field 18

User Defined Field 19

User Defined Field 20

User Defined Field 21

User Defined Field 22

User Defined Field 23

User Defined Field 24

User Defined Field 25
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[bookmark: _Toc369093376][bookmark: _Toc369254005]199BExample Comma-delimited

"ssl_card_number","ssl_exp_date","ssl_amount","ssl_transaction_type","ssl_customer_code","ssl_salestax","ssl_invoice_number","ssl_approval_code","ssl_description","ssl_company","ssl_first_name","ssl_last_name","ssl_avs_address","ssl_address2","ssl_city","ssl_state","ssl_avs_zip","ssl_country","ssl_phone","ssl_email","ssl_ship_to_company","ssl_ship_to_first_name","ssl_ship_to_last_name","ssl_ship_to_address1","ssl_ship_to_address2","ssl_ship_to_city","ssl_ship_to_state","ssl_ship_to_zip","ssl_ship_to_country","ssl_ship_to_phone","My Custom field"

"4111111111111111","1212","2.00","ccsale","CC1234","1.00","INV1234","","Test Sale","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"

"4111111111111111","1112","3.00","cccredit","CC1234","2.00","INV1235","","Test Credit","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"

"4111111111111111","1012","4.00","ccauthonly","CC1234","1.00","INV1236","","Test Auth","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"

"4111111111111111","0515","10.00","ccforce","","0.00","FORC12345","55555","This is a force","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","","test@test.com","","","","","","","","","","","Custom Data1"

[bookmark: _Toc369093377][bookmark: _Toc369254006]200BExample XML file

<txnimport>

<txn>

<ssl_card_number>4111111111111111</ssl_card_number>

<ssl_exp_date>1212</ssl_exp_date>

<ssl_amount>2.00</ssl_amount>

<ssl_transaction_type>ccsale</ssl_transaction_type>

<ssl_customer_code>CC1234</ssl_customer_code>

<ssl_salestax>0.50</ssl_salestax>

<ssl_invoice_number>1234</ssl_invoice_number>

<ssl_description>TEST SALE</ssl_description>

<ssl_company>MyCompany</ssl_company>

<ssl_first_name>John</ssl_first_name>

<ssl_last_name>Doe</ssl_last_name>

<ssl_avs_address>123 Main</ssl_avs_address>

<ssl_city>Atlanta</ssl_city>

<ssl_state>GA</ssl_state>

<ssl_avs_zip>30123</ssl_avs_zip>

<ssl_country>USA</ssl_country>

<ssl_ship_to_zip>30123</ssl_ship_to_zip>

</txn>



<txn>

<ssl_card_number>4111111111111111</ssl_card_number>

<ssl_exp_date>1213</ssl_exp_date>

<ssl_amount>5.00</ssl_amount>

<ssl_transaction_type>ccforce</ssl_transaction_type>

<ssl_customer_code> FF1234</ssl_customer_code>

<ssl_salestax>0.50</ssl_salestax>

<ssl_invoice_number>1234</ssl_invoice_number>

<ssl_approval_code>555555</ssl_approval_code>

<ssl_description>TEST FORCE</ssl_description>

<ssl_first_name>John</ssl_first_name>

<ssl_last_name>Doe</ssl_last_name>

<ssl_avs_address>123 Main</ssl_avs_address>

<ssl_city>Atlanta</ssl_city>

<ssl_state>GA</ssl_state>

<ssl_avs_zip>30123</ssl_avs_zip>

<ssl_country>USA</ssl_country>

<ssl_ship_to_city>Atlanta</ssl_ship_to_city>

<ssl_ship_to_state>GA</ssl_ship_to_state>

<ssl_ship_to_zip>30123</ssl_ship_to_zip>

</txn>



</txnimport>



[bookmark: _Toc369093378][bookmark: _Toc369093564][bookmark: _Toc369254007]Output or Response File Format

Credit card transactions authorized through the batch import process can be reviewed for responses and downloaded from the User Interface under Current Batches/ Imported Batches only. An example is provided in XML and CSV.

The fields are as follows:

		Field Name

		Description



		Item

		Item number



		Tran Type

		Transaction type: Sale, Force, Refund, etc.



		Tran Date

		Transaction date



		Tran Time

		Transaction time



		Account Data

		Credit card number (masked)



		Expiration Date

		Expiration date



		AVS Code	Comment by Trierweiler, Kris A: remove

		Address verification response



		Amount

		Transaction amount



		Result

		Transaction result message: APPROVAL,  DECLINE,  ERROR



		Auth Message

		Transaction Auth message; APPROVAL if approved; Reason for decline if declined transaction; Error description for ERROR transaction (Example: Invalid Amount) or Business rule triggered for DECLINE transaction (Duplicate, CVV MISMATCH, AVS MISMATCH)



		Approval Code

		Return code generated by credit a card processor



		Error Code

		Transaction error code



		Transaction ID

		Unique transaction identifier



		Customer Code

		Customer code for purchasing card transactions



		Sales Tax

		Sales tax for purchasing card transactions



		Invoice Number

		Invoice number



		Card Description

		Card description type for example MC



		Description

		Transaction description 



		First Name

		Customer's first name 



		Last Name

		Customer's last name 



		Address1

		Cardholder’s street address



		Address2

		Customer's address line 2 



		City

		Customer's city 



		State/Province

		Customer's state 



		Postal Code

		Customer's ZIP code 



		Phone

		Customer's ZIP code used to process AVS phone



		Email address

		Customer's email 



		Country

		Customer's country code 



		Billing Company

		Customer's billing company 



		Ship to First Name

		Ship to first name



		Ship to Last Name

		Ship to last name



		Ship to Address1

		Ship to address line 1 



		Ship to Address2

		Ship to address line 2 



		Ship to City

		Ship to city 



		Ship to State/Province

		Ship to state 



		Ship Postal Code

		Ship to ZIP code



		Ship to Phone

		Ship to phone



		Ship to Country

		Ship to country 



		Ship to Company

		Ship to company 



		UserDefinedField1

		User defined field 



		UserDefinedField2

		User defined field 



		UserDefinedField3

		User defined field 



		UserDefinedField4

		User defined field 



		UserDefinedField5

		User defined field 



		UserDefinedField6

		User defined field 



		UserDefinedField7

		User defined field 



		UserDefinedField8

		User defined field 



		UserDefinedField9

		User defined field 



		UserDefinedField10

		User defined field 



		UserDefinedField11

		User defined field 



		UserDefinedField12

		User defined field 



		UserDefinedField13

		User defined field 



		UserDefinedField14

		User defined field 



		UserDefinedField15

		User defined field 



		UserDefinedField16

		User defined field 



		UserDefinedField17

		User defined field 



		UserDefinedField18

		User defined field 



		UserDefinedField19

		User defined field 



		UserDefinedField20

		User defined field 



		UserDefinedField21

		User defined field 



		UserDefinedField22

		User defined field 



		UserDefinedField23

		User defined field 



		UserDefinedField24

		User defined field 



		UserDefinedField25

		User defined field 
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This format is used to batch import installment and recurring card transactions into VirtualMerchant. The imported file can be in comma-delimited format or XML format.

Comma-delimited import files:

· Text files with csv extension

· Comma delimited file will contain a header

· Order of the values provided must follow the fields as described in the header

· Fields and corresponding values must be enclosed within double quotes

· Every field value is separated by comma

· Order of values must match order of headers

XML import files: 

· Text file with xml extension

· The order of the tags in the xml format is not important

· The transaction records must be encapsulated in a <txnrecimport> element

NOTENote:  CVV2/CVC/CID values and Track Data should never be stored, therefore, cannot be passed to VirtualMerchant on the file.

[bookmark: _Toc369093381][bookmark: _Toc369093567][bookmark: _Toc369254010]Input or Request of Recurring File Format

		Field Name/ XML

		Required

		Length

		Description



		ssl_card_number

		Y

		19

		Credit card number



		ssl_exp_date

		Y

		4

		In MMYY format



		ssl_amount

		Y

		13

		Must be in 1.00 format. No dollar sign



		ssl_transaction_type

		Y

		20

		ccaddrecurring

ccaddinstall



		ssl_customer_code 

		N

		17

		Customer code 



		ssl_salestax 

		N

		10

		Sales tax 



		ssl_invoice_number 

		N

		25

		Invoice number 



		ssl_description 

		N

		255

		Transaction description 



		ssl_billing_cycle

		Y

		20

		Billing cycle; Valid values, all caps and no hyphens:

· DAILY

· WEEKLY

· BIWEEKLY

· SEMIMONTHLY

· MONTHLY

· BIMONTHLY

· QUARTERLY

· SEMESTER

· SEMIANNUALLY

· ANNUALLY

· SUSPENDED



		ssl_next_payment_date

		Y

		10

		Next payment date format MM/DD/YYYY



		ssl_skip_payment

		N

		1

		Skip payment field; Default = N



		ssl_total_installments

		C

		4

		Conditional; Numeric; Number of payments; To be passed only for ccaddinstall



		ssl_end_of_month

		C

		1

		End of month indicator 

Valid values Y or N 



		ssl_bill_on_half

		C

		1

		Valid values are 1 or  2



		ssl_company 

		N

		50

		Customer's company name 



		ssl_first_name 

		N

		20

		Customer's first name 



		ssl_last_name 

		N

		30

		Customer's last name 



		ssl_avs_address 

		N

		30

		Cardholder’s street address



		ssl_address2 

		N

		30

		Customer's address line 2 



		ssl_city 

		N

		30

		Customer's city 



		ssl_state 

		N

		30

		Customer's state 



		ssl_avs_zip 

		N

		9

		Customer's ZIP code used to process AVS 



		ssl_country 

		N

		50

		Customer's country 



		ssl_phone 

		N

		20

		Customer's phone number 



		ssl_email 

		N

		100

		Customer's email address 



		ssl_ship_to_company 

		N

		50

		Ship to company name 



		ssl_ship_to_first_name 

		N

		20

		Ship to first name 



		ssl_ship_to_last_name 

		N

		30

		Ship to last name 



		ssl_ship_to_address1 

		N

		30

		Ship to address line 1



		ssl_ship_to_address2 

		N

		30

		Ship to address line 2 



		ssl_ship_to_city 

		N

		30

		Ship to city 



		ssl_ship_to_state 

		N

		30

		Ship to state 



		ssl_ship_to_zip 

		N

		10

		Ship to ZIP code



		ssl_ship_to_country 

		N

		50

		Ship to country 



		ssl_ship_to_phone 

		N

		20

		Ship to phone number 



		User Defined Field

		N

		

		User defined; User should be able to pass up to 25 user defined fields. The value passed in the file should match the field name specified in the Terminal Setup / Merchant / Payment Fields / Add New Field

User Defined Field 1

User Defined Field 2

User Defined Field 3

User Defined Field 4

User Defined Field 5

User Defined Field 6

User Defined Field 7

User Defined Field 8

User Defined Field 9

User Defined Field 10

User Defined Field 11

User Defined Field 12

User Defined Field 13

User Defined Field 14

User Defined Field 15

User Defined Field 16

User Defined Field 17

User Defined Field 18

User Defined Field 19

User Defined Field 20

User Defined Field 21

User Defined Field 22

User Defined Field 23

User Defined Field 24

User Defined Field 25
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[bookmark: _Toc369093383][bookmark: _Toc369254012]201BExample Comma-delimited Recurring file

"ssl_card_number","ssl_exp_date","ssl_amount","ssl_transaction_type","ssl_customer_code","ssl_salestax","ssl_invoice_number","ssl_description","ssl_billing_cycle","ssl_next_payment_date","ssl_skip_payment","ssl_total_installments","ssl_end_of_month","ssl_bill_on_half","ssl_company","ssl_first_name","ssl_last_name","ssl_avs_address","ssl_address2","ssl_city","ssl_state","ssl_avs_zip","ssl_country","ssl_phone","ssl_email","ssl_ship_to_company","ssl_ship_to_first_name","ssl_ship_to_last_name","ssl_ship_to_address1","ssl_ship_to_address2","ssl_ship_to_city","ssl_ship_to_state","ssl_ship_to_zip","ssl_ship_to_country","ssl_ship_to_phone","My Custom field"



"4111111111111111","1212","21.00","ccaddrecurring","CC1234","","INV1234","Recurring every month","MONTHLY","05/30/2012","N","","Y","","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"



"4111111111111111","1112","30.00","ccaddrecurring","CC1234","","INV1235","Recurring every two weeks","SEMIMONTHLY","05/15/2012","N","","","1","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"



"4111111111111111","1012","40.00","ccaddrecurring","CC1234","1.00","INV1236","Weekly recurring","WEEKLY","05/20/2012","N","","","","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","999-999-9999","test@test.com","ABC Ship Company","Jane","Doe","1234 Secondary Street","Suite A","Atlanta","GA","30123","USA","111-111-1111","Custom Data1"



"4111111111111111","0515","10.00","ccaddinstall","","0.00","INV12345","Install two months","BIMONTHLY","05/25/2012","Y","12","","","ABC Company","John","Doe","1234 Main Street","Suite 100","Atlanta","GA","30328","USA","","test@test.com","","","","","","","","","","","Custom Data1"

[bookmark: _Toc369093384][bookmark: _Toc369254013]202BExample XML Recurring file

<txnrecimport>

<txn>

<ssl_card_number>4111111111111111</ssl_card_number>

<ssl_exp_date>1212</ssl_exp_date>

<ssl_amount>2.00</ssl_amount>

<ssl_transaction_type>CCADDRECURRING</ssl_transaction_type>

<ssl_customer_code> CC1234</ssl_customer_code>

<ssl_salestax>0.50</ssl_salestax>

<ssl_invoice_number>1234</ssl_invoice_number>

<ssl_description>TEST SALE</ssl_description>

<ssl_billing_cycle>MONTHLY</ssl_billing_cycle>

<ssl_next_payment_date>07/31/2012</ssl_next_payment_date>

<ssl_end_of_month>Y</ssl_end_of_month>

<ssl_skip_payment>N</ssl_skip_payment>

<ssl_company>MyCompany</ssl_company>

<ssl_first_name>John</ssl_first_name>

<ssl_last_name>Doe</ssl_last_name>

<ssl_avs_address>123 Main</ssl_avs_address>

<ssl_city>Atlanta</ssl_city>

<ssl_state>GA</ssl_state>

<ssl_avs_zip>30123</ssl_avs_zip>

<ssl_country>USA</ssl_country>

<ssl_ship_to_zip>30123</ssl_ship_to_zip>

</txn>

<txn>

<ssl_card_number>4111111111111111</ssl_card_number>

<ssl_exp_date>1213</ssl_exp_date>

<ssl_amount>5.00</ssl_amount>

<ssl_transaction_type>CCADDINSTALL</ssl_transaction_type>

<ssl_customer_code> FF1234</ssl_customer_code>

<ssl_salestax>0.50</ssl_salestax>

<ssl_invoice_number>1234</ssl_invoice_number>

<ssl_description>TEST FORCE</ssl_description>

<ssl_billing_cycle>WEEKLY</ssl_billing_cycle>

<ssl_next_payment_date>06/30/2012</ssl_next_payment_date>

<ssl_skip_payment>N</ssl_skip_payment>

<ssl_total_installments>10</ssl_total_installments>

<ssl_first_name>John</ssl_first_name>

<ssl_last_name>Doe</ssl_last_name>

<ssl_avs_address>123 Main</ssl_avs_address>

<ssl_avs_zip>30123</ssl_avs_zip>

<ssl_country>USA</ssl_country>

<ssl_ship_to_city>Atlanta</ssl_ship_to_city>

<ssl_ship_to_state>GA</ssl_ship_to_state>

<ssl_ship_to_zip>30123</ssl_ship_to_zip>

</txn>



</txnrecimport>

[bookmark: _Toc369093385][bookmark: _Toc369093569][bookmark: _Toc369254014]Output or Response File Format 

Recurring transactions authorized through the recurring batch import process can be reviewed for responses and downloaded from the User Interface under Current Batches/ Imported Batches only, an example is provided in XML and CSV.

The fields are as follows:

		Field Name

		Description



		Item

		Item number



		Tran Type

		Transaction type: installment, recurring



		Account Data

		Credit card number (masked)



		Expiration Date

		Expiration date



		Amount

		Transaction amount



		Start Date

		Bill Start Date



		Next Payment

		Next Payment Date



		Billing

		Billing cycle



		Total installments

		Number of installments. Does not apply for recurring



		Result

		Transaction result message: SUCCESS,  ERROR



		Message

		Error description for ERROR transaction (Example: Invalid Billing cycle)



		Error Code

		Transaction error code



		Recurring ID

		Unique recurring identifier



		Installment ID

		Unique installment identifier



		Customer Code

		Customer code for purchasing card transactions



		Sales Tax

		Sales tax for purchasing card transactions



		Invoice Number

		Invoice number



		Card Description

		Card description type for example MC



		Description

		Transaction description 



		First Name

		Customer's first name 



		Last Name

		Customer's last name 



		Address1

		Customer's address 



		Address2

		Customer's address line 2 



		City

		Customer's city 



		State/Province

		Customer's state 



		Postal code

		Customer's ZIP code 



		Phone

		Customer's ZIP code used to process AVS phone



		Email address	

		Customer's email 



		Country

		Customer's country code 



		Billing Company

		Customer's billing company 



		Ship to First Name

		Ship to first name



		Ship to Last Name

		Ship to last name



		Ship to Address1

		Ship to address line 1 



		Ship to Address2

		Ship to address line 2 



		Ship to City

		Ship to city 



		Ship to State/Province

		Ship to state 



		Ship Postal Code

		Ship to ZIP code



		Ship to Phone

		Ship to phone



		Ship to Country

		Ship to country 



		Ship to Company

		Ship to company 



		UserDefinedField1

		User defined field 



		UserDefinedField2

		User defined field 



		UserDefinedField3

		User defined field 



		UserDefinedField4

		User defined field 



		UserDefinedField5

		User defined field 



		UserDefinedField6

		User defined field 



		UserDefinedField7

		User defined field 



		UserDefinedField8

		User defined field 



		UserDefinedField9

		User defined field 



		UserDefinedField10

		User defined field 



		UserDefinedField11

		User defined field 



		UserDefinedField12

		User defined field 



		UserDefinedField13

		User defined field 



		UserDefinedField14

		User defined field 



		UserDefinedField15

		User defined field 



		UserDefinedField16

		User defined field 



		UserDefinedField17

		User defined field 



		UserDefinedField18

		User defined field 



		UserDefinedField19

		User defined field 



		UserDefinedField20

		User defined field 
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		A



		Account Balance (Response screen field)

		Displays the account balance.



		Approval Code (Response screen field)

		Displays the 6-digit approval number received upon successful authorization.



		Address Verification Service (AVS) 

		This feature compares the billing address submitted by the customer for the transaction with the address on file for the cardholder at the card issuing bank. To implement AVS, you must collect the customer's billing address and ZIP code.



		AVS Code	Comment by Trierweiler, Kris A: Remove

		A code returned to a merchant by a credit card issuing bank referencing the results of an AVS match.



		AVS Response Code (Response screen field)

		Displays the address verification response for this transaction.



		B



		Batches-Edit Transactions (user right)

		Allows access to the Batches-Edit Transaction option



		Batches-Return Transactions (user right)

		Allows access to initiate a return from a Settled Credit Card Transaction in the Settled Batches menu.



		Batches-Settle Transactions (user right)

		Allows access to the Settle button in the Current Batches section to settle selected transactions.



		Batches-View (user right)

		Allows a user to view the unsettled transactions in the Current Batches section.



		Batches-View Settled History (user right)

		Allows access to the Settled Batches section.



		Batches-Void Delete (user right)

		Allows access to the Void and Delete buttons in Current Batches section. Void applies to both Host and Terminal-based. Delete applies to Terminal-based only. VirtualMerchant does not permit batches to be voided while the auto-settle process is running, or when a manual settlement process is running.



		Bi-Monthly

		Transactions with a billing cycle of bi-monthly, VirtualMerchant sends the transactions to Stratus for authorization every other month starting on the transactions’ Start Payment Date.



		Bi-Weekly

		Transactions with a billing cycle of bi-weekly, VirtualMerchant sends the transactions to Stratus for authorization every 2 weeks (every 14 days) starting on the transactions’ Start Payment Date.



		C



		CID

		Credit card security code for American Express.



		CVC2

		Credit card security code for MasterCard.



		CVV2

		Credit card security code for Visa.



		Card Code Verification (CCV)

		This feature compares the card code submitted by the customer for the transaction with the card code on file for the cardholder at the card issuing bank. Filter settings in the Merchant Interface allow you to reject transactions based on the CCV response received.



		Card Not Present (CNP)

		A cardholder's credit card is not physically presented to a merchant at the time of the transaction. This term is used to differentiate between e-commerce/ Internet merchants, such as those that operate via Web sites or from mail order/telephone order locations from retail merchants.



		Card Present (CP)

		Card present transactions are those in which a credit card is physically present such as retail merchants, because the card is available for inspection. Those transactions are considered less risky and therefore carry lower fees than online or phone transactions.



		Card Verification Value (CVV) Code 

		CVV is one of the credit card industry's several acronyms for the credit card security code that helps to verify the legitimacy of a credit card. Depending on the card, the security code can be a three-digit or four-digit number, printed either on the back of the card or the front. Other card issuers call their security codes CVV2 (Visa), CVC2 (MasterCard) or CID (American Express). 



		CVV2 Response Code (Response screen field)

		Displays the CVV2, CVC2 or CID response for this transaction.



		CW2

		



		CW2 Indicator

		



		Cashback 

		The amount of cash consumers can receive when they use Debit cards. This amount is added to the total purchase amount. 



		Cash Benefit Inquiry Transaction

		Allows you to get the current balance of a Cash Benefit card. This transaction requires a PIN pad and must be swiped.



		Cash Benefit-Inquiry (user right)

		Allows access to process Cash Benefit-Inquiry transactions.



		Cash Benefit Purchase Transaction

		Allows you to process cash benefit cards and receive cash back similar to debit transactions. This type of transaction requires the use of a PIN pad and can be swiped or manually entered.



		Cash Benefit-Purchase (user right)

		Allows access to process Cash Benefit-Purchase transactions.



		Create Subordinates (user right)

		Allows access to the Create User section.



		Credit Card Auth Only Transaction

		Allows you to pre-approve transactions that will be forced or converted to Sale through at a later date.



		Credit Card-Auth Only (user right)

		Allows access to process Credit Card-Auth Only transactions.



		Credit Card AVS Only/Verification Transaction 

		Allows you to verify if the address given for the transaction matches that of the cardholder for an AVS Only transaction. A Verification transaction verifies if the address and the CVV value given matches the cardholder’s information.



		Credit Card- AVS Only/Verification (user right)

		Allows access to process Credit Card-AVS Only AVS Only transactions in which an address match is checked or Verification transactions in which an address and CVV value are checked for a match.  



		Credit Card Force Transaction 

		Forces sale transactions when the approval code was previously obtained, such as through voice authorization. This transaction type requires the Approval Code to be manually entered for processing. The Approval Code is a required field for this transaction



		Credit Card-Force (user right)

		Allows access to process Credit Card-Force transactions.



		Credit Card Inquiry Transaction

		Allows you to check the balance on pre-paid Visa or MasterCard gift cards.



		Credit Card-Inquiry (user right)

		Allows access to process Credit Card-Inquiry transactions.



		Credit Card Installment Transaction

		Allows you to set up payment amounts, the number of payments and the billing cycle in which the payments occur.



		Credit Card-Installment (user right)

		Allows access to add Credit Card-Installment transactions.



		Credit Card Multi-entry Transaction

		Allows you to enter multiple credit card transactions from one screen.



		Credit Card-Multi-entry (user right)

		Allows access to process Credit Card-Multi-entry transactions.



		Credit Card Recurring Transaction

		Allows you to set up payment amounts and billing cycles in which the payments occur.



		Credit Card-Recurring (user right)

		Allows access to add Credit Card-Recurring transactions.



		Credit Card Return 

		Allows you to enter refund transactions for previous sales



		Credit Card-Return (user right)

		Allows access to process Credit Card-Return transactions.



		Credit Card Sale 

		Allows you to obtain real-time authorization for credit card sale transactions.



		Credit Card-Sale (user right)

		Allows access to process Credit Card-Sale transactions.



		D



		Date/Time (Response screen field)

		Displays the date and time at which the transaction took place. The time stamp displayed is based on the time zone that is selected in your terminal profile.



		Debit Card Purchase Transaction

		Allows you to get real-time authorizations for Debit Card sale transactions.



		Debit Card-Purchase (user right)

		Allows access to process Debit Card-Purchase transactions.



		Debit Card Return Transaction

		Allows you to enter refund transactions for previous sales.



		Debit Card-Return (user right)

		Allows access to process Debit Card-Return transactions.



		Debit Card Inquiry Transaction  

		Allows you to get account balances for debit cards.



		Debit Card-Inquiry (user right)

		Allows access to process Debit Card-Inquiry transactions.



		Dynamic DBA

		This gives the merchant the ability to control the descriptor on their customer’s credit card statements.



		E



		Edit Business Rule (user right)

		Allows access to the Business Rule section.



		Edit Terminal Associations (user right)

		Allows access to Terminal Associations section. 



		Edit Terminal Setup (user right)

		Allows access to the Terminal Setup section.



		Edit User Rights (user right)

		Allows access to the Edit Rights section under the Find/Edit User section.



		Electronic Check Conversion Only Transaction

		Allows you to enter an ECS purchase transaction for a Conversion Only process.



		Electronic Check Guarantee Transaction  

		Allows you to enter an ECS purchase transaction for a Guarantee process.



		Electronic Check Multientry - Conversion Only Transaction

		Allows you to enter multiple ECS purchase transactions for Conversion Only processes.



		Electronic Check Multientry  -Guarantee Transaction  

		Allows you to enter multiple ECS purchase transactions for a Guarantee process.



		Electronic Check Verification Transaction  

		Allows you to enter an ECS Purchase transaction for a Verification process.



		Electronic Check Multientry Verification Transaction  

		Allows you to enter multiple ECS purchase transactions for a Verification process.



		Electronic Check-Multientry (user right)

		Allows access to process Electronic Check-Multientry transactions.



		Electronic Check-Purchase (user right)

		Allows access to process Electronic Check-Purchase transactions.



		Export Scripts

		Export scripts allow merchants to request the results of their payment transactions be returned to their web sites for inventory purposes, sales analysis, or customer database maintenance.



		F



		Find/Edit User (user right)

		Allows access to the Find/Edit User section.



		Food Stamp Force Purchase Transaction  

		Allows you to manually enter Food Stamp “Voucher Clear” Purchase transactions. This transaction requires a 15-digit Voucher Clear Number from Merchant’s EBT Food Stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.



		Food Stamp-Force Purchase (user right)

		Allows access to process Food Stamp-Force Purchase transactions.



		Food Stamp Force Return Transaction  

		Allows you manually enter Food Stamp “Voucher Clear” Return transactions. This transaction requires a 15-digit Voucher Clear Number from Merchant’s EBT Food Stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.



		Food Stamp-Force Return (user right)

		Allows access to process Food Stamp-Force Return transactions.



		Food Stamp Inquiry Transaction  

		Allows you to get the current balances of food stamp cards.



		Food Stamp-Inquiry (user right)

		Allows access to process Food Stamp-Force Inquiry.



		Food Stamp Purchase Transaction  

		 Allows you to obtain an authorization on an EBT card.



		Food Stamp-Purchase (user right)

		Allows access to process Food Stamp- Purchase transactions.



		Food Stamp Return Transaction  

		Allows you to credit money back onto the EBT card.



		Food Stamp-Return (user right)

		Allows access to process Food Stamp-Return transactions.



		G



		Gift Card Activation Transaction

		Allows you to enter gift card activation transactions. 



		Gift Card-Activation (user right)

		Allows access to process Gift Card-Activation transactions.



		Gift Card-Card Return Transaction

		Allows you to refund the balances on gift card account.



		Gift Card-Card Return (user right)

		Allows access to process Gift Card-Return transactions.



		Gift Card Credit Transaction

		Allows you to refund previous redemption transactions to gift card accounts.



		Gift Card-Credit (user right)

		Allows access to process Gift Card-Credit transactions.



		Gift Card Inquiry Transaction

		Allows you to check the current balances of gift card accounts. 



		Gift Card-Inquiry (user right)

		Allows access to process Gift Card-Inquiry transactions.



		Gift Card Redemption Transaction

		Used to make purchases with the balances on gift card accounts.



		Gift Card-Redemption (user right)

		Allows access to process Gift Card-Redemption transactions.



		Gift Card Reload Transaction

		Allows you to increase the current balance of gift card accounts.



		Gift Card-Reload (user right)

		Allows access to process Gift Card-Reload transactions.



		I



		Installment Billing

		Used to pay off a known amount over a specific period of time.



		IP Address

		An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer, printer) participating in a computer network that uses the Internet Protocol for communication. IP addresses consist of four numbers separated by periods (also called a 'dotted-quad') and look something like 127.0.0.1.



		IP Address - Public

		Every device connected to the public Internet is assigned a unique number known as an IP address. 



		IP Limitations Rights (user right)

		Allows a user to enter up to fifty (50) IP addresses that can access an account in VirtualMerchant. If selected, only users logging in from the IP addresses that were entered can access the account. 

NOTENote:  IP Limitation only applies to Login.do only; IP limitation feature does not apply to Process.do and Processxml.do



		M



		Magnetic Stripe Reader (MSR)

		



		Message (Response screen field)

		Contains the 16-character authorization response message.



		P



		Partial Approvals 

		When a Pre-Paid authorization is initiated, the issuer can respond with an approval amount less than the requested amount.  Merchants can obtain the remainder of the purchase amount in another form of payment.



		Partial Auth Capability

		The application is capable of submitting one amount for authorization understanding that only part of the requested amount could be approved. For example: $100.00 purchase where $75.00 is approved on a card. The balance of $25.00 is understood to be still outstanding to complete the purchase.



		Payment Type (Response screen field)

		Displays the form of payment taken for the transaction.



		Pop-up

		Small Internet browser window that appear on top of the website you are viewing



		Pop-up Blocker

		A feature in your Internet browser that allows you to limit or block most pop-ups. 



		Public IP Address

		An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer, printer) participating in a computer network that uses the Internet Protocol for communication

Every device connected to the public Internet is assigned a unique number known as an Internet Protocol (IP) address. IP addresses consist of four numbers separated by periods (also called a 'dotted-quad') and look something like 127.0.0.1.



		Q



		Quarterly

		Transactions with a billing cycle of quarterly, VirtualMerchant sends the transactions to Stratus for authorization every three months starting on the transactions’ Start Payment Date.



		R



		Record Number(Response screen field)

		Displays the transaction record number in the terminal. This value is only displayed if the profile is configured for Host-Based Processing.



		Recurring Billing

		Consists of the same transaction amount repeated for an indefinite length of time.



		Response (Response screen field)

		Contains the 2-character authorization response code.



		Reversals

		A real-time transaction used to cancel an open authorization and restore the cardholders open to buy for the full amount previously authorized. This transaction is usually initiated when the cardholders decide that they do not want to proceed with the transactions.  Reversals will free up cardholders’ open to buy amounts by reducing issuer holds on available balances when transactions are not completed, therefore reducing declines at the point of sale and the amount of cardholder complaints.







		S



		Semi-Annually

		Transactions with a billing cycle of semi-annually, VirtualMerchant sends the transactions to Stratus for authorization every six months starting on the transactions’ Start Payment Date.



		Semi-Monthly

		Transactions with a billing cycle of semi-monthly, VirtualMerchant sends the transactions to Stratus for authorization every other month starting on the transactions’ Start Payment Date.



		Semester

		Transactions with a billing cycle of semester, VirtualMerchant sends the transactions to Stratus for authorization every four months starting on the transactions’ Start Payment Date.



		Surcharge

		This value may be set by the merchant to automatically charge a consumer for processing Debit Cards. 



		T



		Transaction ID (Response screen field)

		Displays the unique VirtualMerchant record ID for the transaction.



		Transaction Type (Response screen field)

		Displays the transaction type for the currently selected transaction.



		U



		User (Response screen field)

		Displays the user name of the person who submitted the transaction.
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