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Preface

This document describes step by step procedures on how to use your Converge including:

e Configure and manage users
e Configure and manage account settings

e Configure your terminal and payment fields

This document is intended for all users of the Converge product and contains the information necessary
for you to be able to use all the features of the product effectively.

Typographical Conventions

Throughout this guide, you will see words and phrases that appear in different fonts and formats.
The following list describes the typographical conventions used in this guide.

e Bold text

Indicates a menu option, a window title, buttons, and so on that you can use to identify a
part of the user interface.

Examples:
Print or Save As dialog box

¢ Menu selection sequences

Indicates a series of menu options that you need to select in a particular sequence and
listed in one step. Each menu option is separated by a pipe (|).

1. Choose File | Save As | File Name and enter the name of the document.

e Courier text

Indicate examples of software code. Usually this type of text is encapsulated in a code
box as illustrated below.

4 )

Begin Header

<head>
<title>Batch Import</title>

</head>

End Header

- J
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e Bold courier text

Indicates a command that you would type into a command prompt window as illustrated
below.

cd c:\users\

o Italicized text
Indicates that the word or phrase is:

e Areference to another document as illustrated below.
Refer to the Elavon User Guide.

e Emphasized for clarification as illustrated below.
You do not need to select Apply.

e The word is replacement text, such as a variable for a piece of code that you need to
enter the appropriate value for your implementation as illustrated below.

<xml>
<country_code>Country Code</country_code>

</xml>
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Related Documentation

The following documents are available related to the Converge product.

e Converge Getting Started Guide

e Converge Transaction Processing Guide

e Converge Chip and PIN (EMV) Transaction Processing Addendum

e Converge Peripheral Device Installation and Setup Guide

e Converge Developer Guide

Revision History

The following table provides a description of the changes made to this document from its
origination to the current release.

Revision | Date Revision Notes

A SEP-2014 Original release of the Converge System Administration Guide
B NOV-2014 | Enhancement of password requirements

C MAR-2015 | Addition of new peripheral devices

D NOV-2015 | Setup changes for the new peripheral devices
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Chapter 1. Configuration Menu Options

When you launch Converge, the Main screen displays. Components of the Converge interface include:

Support Menu Options (Refer to the Converge Getting Started Guide)
e Configuration Menu Options

Transaction Menu Options (Refer to the Converge Getting Started Guide)

MerchantConnect | Support Section | Help | Logout
©
converge
Ugar:  lane Do USER ACCOUNT SETTINGS

spoawnt: 000004

Sedect Terminal

Main
R Weicome to Converge. The Converge Virtual Terminal systém & a secure
Toraes A ilma nternet-based transaction processing system that enables your business to
Cepryright § 2014 Eavon, Inc. Al rights process transactions in real-time.
BB

The Configuration Options contain the following menus:
e User
e Account Settings

e Terminal

@

converge

ST WL A B

User: Store Clerk @SER ACCOUNT SETTINGS TEFEI-;]II‘JAD

Acgaaly 000004
W/\J
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User Menu

User management is designed to help you create users, which allows you to set up the access and
permissions for your employees. To access the User menu options, click User.

WIS ACCOUNT SETTINGS TERMIMAL
)
Find / Edit

Create New
Change Password

Change PIN

Update Security Questions

The following options are available:

Find/Edit

Allows you to locate your individual users and access and edit information about them

Create New

Allows you to create a new user account

Change Password
Allows you to change your own password

Change PIN

Allows you to enter a new PIN

Update Security Questions

Allows you to confirm your password, select desired questions and provide answer to
each

Account Settings Menu

Account Settings management is designed to help you set specific account level checks. To
access the Account Settings menu option, click Account Settings.

LSER

ACCOUNT SETTINGS -Jﬁ TEREMIMNAL

P Address Options

There is only one option available, IP Address Options. This allows you to configure IP checks for
your existing accounts.

© Elavon, Incorporated 2015 2
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Terminal Menu

The Terminal menu displays after you have selected a terminal. To access the Terminal menu
options, click Terminal.

USER ACCOUNT SETTINGS  BNSRAINTEY S

Merchant

Payment Form

Advanced

Terminal management is designed to help you with the following configurations:

¢ Merchant (Merchant Setup)
Allows you to set up the terminal, payment form and printer information for your
company

e Payment Form (Payment Form Setup)
Allows you to set up various forms

e Advanced (Advanced Setup)
Allows you to set up the system and error messages

Terminal management menu items are further divided into submenus as follows:

© Elavon, Incorporated 2015
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Merchant (Merchant Setup)

The Merchant (Merchant Setup) menu consists of:

LISER ACCOUNT SETTINGS TERMIMAL

Terminal Payment Form | Terminal

hant Setup, which alows you to 52t up the
§ Setup alows you to set different Form ke
b the System and Error Messages.

Terminal Management ks designed to heleblETe =

Terminal, Payment Form, Printer informE0oT Tor youT Lo

Payment,fecelpt, Emad form, The Advance Setup functio{ EEILES
= Merchant

R N

¢ Main

Allows you to view and edit merchant information

e Terminal

Allows you to view the set up information for a terminal

e Payment Fields
Allows you to create or modify the fields that appear on payment forms

e Printer

Allows you to configure the receipt printing options

Payment Form Menu

The Payment Form menu configuration consists of:

USER ACCOUNT SETTINGS TERMIMAL

Terminal

Payment Form Setup allows you to set diferent Farm lxe Payment, Recelpt,Emzl farm,

s Payment Farm
m Payment Form
= Receint Form
a E-nail Form

e Payment Form

Allows you to add custom headers and footers, define color and attach images to be
displayed on the payment form

¢ Receipt Form
Allows you to define payment receipt form options

e E-mail Form
Allows you to setup approved and declined email notification options

© Elavon, Incorporated 2015 4
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Advanced Menu

The Advanced menu configuration consists of:

LSER ACCOUNT SETTIHGS TERMIMAL
Terminal

The Advance Setup function zlows you to s=t up the System and Error Massages.

s Advanced
= System Setup
= Eror Messages
= Fraud Prevention Rules
= Bucinese Rules

e System Setup

Allows you to designate HTTP referral, specify settlement window, enable signature
capture device and setup an export script

e Error Messages
Allows you to define custom error messages to appear in the payment form

¢ Fraud Prevention Rules

Customizable set of rules that allow you to build constraints to match your business
needs and control how you handle transactions that include the ability to approve or
decline transactions or return an error

e Business Rules
Allows you to define custom rules for terminal-based transactions

© Elavon, Incorporated 2015 5
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Chapter 2: Managing Users

This chapter provides information about how to manage users, including the following:

Create new users

Find user accounts

Edit user accounts

Edit user terminal associations
Generate user reports

Change passwords

Change PINs

Update security questions

Creating a New User

To access a Converge account, you must be added to the system as an authorized user. The
Merchant Administrator for an account controls the entire account and is allowed to:

e Create users (single users and multiple users who can log in and process transactions
simultaneously)

e Create hierarchy of users with similar or varying degrees of permissions and access

e Delegate the ability to manage a hierarchy of users to another user

When you have a Merchant Administrator to control these functions, you can manage efficiently
and create a system of accountability.

Note: We suggest that you create one or more separate users to manage day-to-day activities,
including but not limited to: processing transactions, reviewing transactions, and settling
transactions. It is strongly recommended that you keep your Merchant Administrator user
account dedicated to administrative functions only.

© Elavon, Incorporated 2015 6
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Follow these procedures to create a user account:
e Create new user account
e Assign new user rights
e Add terminal associations to the user profile
e Create new user account from existing user profile

e Copy terminal associations to a new user

To Create New User Accounts

To create a new user account follow these steps:

1. Select User | Create New.

USER ACCOUNT SETTINGS TERMINAL
Find / Edit

Change Password
Change PIN

Update Security Questions

© Elavon, Incorporated 2015 7
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The Create New User screen displays.

required.

UserlD:

Password:

First Mame:
Last Mamea:
Lacation:
Phone:
Exension:
Email:
Active

SuperAasar;

Confirm Passwornd:

Create New User

Complete all information and cick Create at the bottom of the form to
create a new user account. Note that all fields with an asterisk (3) are

Enter New User Information

User Information

#

prn

Yes *

Wt

Create User ] I:‘.Iearl

Notes:

e All fields with an asterisk are required.

e Refer to the Password Requirements section in the Converge Getting Started

Guide for password requirements information.

2. Enter the user's User ID.

3. Enter the user’'s Password.

4. Re-enter the user's password in the Confirm Password field.

Note: The next five fields are not required, but you can enter this information for the user
if you wish: First Name, Last Name, Location, Phone number, and phone
Extension.

5. Enter the user’s Email address.

© Elavon, Incorporated 2015
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6. Select Yes or No from the drop-down list to indicate if Active.

Examples of new users who would not be active would be new hires that have not yet
started work or employees out on medical leave. This field is set to Yes by default.

7. Select Supervisor from the drop-down list.

Note: The default Supervisor is the current user’s Supervisor or the Merchant

Administrator, if the user logged in is the Merchant Administrator.

8. Click Create User to add the new user account.

The New User Confirmation screen displays the fields that you entered on the Create
New User screen along with a message to confirm that the user ID added successfully.

New User Confirmation

This page is used to confirm the new user information.

@Erkl - Added su:cessfuIID

User Information

Uszer|D: Clerkn

First Mame: Jane

Last Mame: Doe

Location: Any City

Phone: 999-999-9999

Extension:

Email: Any_emaili@email.com

Active: Active

Supervisor:  Manager
Rights Terminals

Note: Click Clear to clear all data entered on the Create New User screen.
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To Assign Rights to a User

User rights are specific access and permissions granted to a user. To assign rights to a user follow

these steps:

1. On the New User Confirmation screen, click Rights.

New User Confirmation

This page is used to confirm the new user information.

Clerkl - Added successfully.

Lser |

Lacation:
Fhone:
Extension:
Email:
Active:

First Mame:
Last Mame:

Supervisar:

User Information

Clerkn

Jane

Doe

Any City
999-999-9999

Any_email@email.com
Artive
fManager

{ Rights |} Terminals

.""'l--—.--'-""‘I

© Elavon, Incorporated 2015
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The Edit User Rights screen displays.

Edit User Rights

Update an existing user's rights

Update Rights for: Clerkl

Default Selection Options

| 'I [fou may still make individual selections)

T Credit Card-Sale T Credit Card-Return I Credit Card-Inquiny

I7l Credit Card-Force I” Credit Card-Auth Only Il Credit Card-AvS
Cnlyerification
I” Credit Card-Instaliment I Credit Card-Multientry

T Credit Card-Recurring

T Detitc

[T Export Trans actions

M Level 3

[[Update | © ClearAll | | Cancal

Note: The user rights that display in this window are dependent on the user rights of the
user currently logged in. You cannot grant a right to a subordinate unless your
profile has the right to do so.

© Elavon, Incorporated 2015 11
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2. In the Default Selection Options drop-down list, select one of the following:

e Standard
e Manager

e Administrator

Notes:
e The default is a blank value. No options are selected.

e When you select either Standard, Manager or Administrator, you still have the
option to manually select and de-select user rights.

e The rights within each section are described in the Glossary section of the
Converge Getting Started Guide.

If you selected Standard, the system selects all rights with the exception of the following:

e Rights within the Virtual Terminal-Transactions section associated with any Return,
Credit, Activation, Reload, and Import Batch transaction types

e Rights within the Virtual terminal — Tokenization section
¢ Rights within the Virtual Terminal-Batch section

¢ Rights within the Virtual Terminal-Export Script section
e Rights within the User Management section

e Rights within the Terminal Management section
If you selected Manager, the system selects all rights with the exception of the following:

e Rights within the User Management section
e Rights within the Terminal Management section

e Rights for the Virtual Terminal-Export Script for the manager

If you selected Administrator, the system selects all rights.

Note: If you click Cancel, the window closes and the user rights that were selected are
not updated. If you click Clear All, all the users rights will be reset (unchecked).

3. Click Update.

© Elavon, Incorporated 2015 12
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The New User Confirmation screen displays a message that the rights for that user ID
updated successfully.

New User Confirmation

This page is used to confirm the new user information.

@erkl - Rights Updated successfull*_,rD

User Information

UserlD: Clerk1

First Mame: Jane

LastMame: Doe

Location: Any City

Phone: 999-999-99499

Extension:

Email: Any_email@email.com

Active: Active

Supervisar.  Manager

Rights Terminals

Notes:

e The Default Selection Options (such as Manager) are not saved with the user
rights. This pre-set saves you time and allows you not to have to click each user
right individually.

e The rights are not saved until you click the Update button.

© Elavon, Incorporated 2015
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To Add Terminal Associations to a User Profile

When you add a new user, you have to specify the terminals to which the user’s login provides
access.

1. On the New User Confirmation screen, click Terminals.

The Terminal Associations screen displays.

Terminal Associations

Enter a new terminal association

l'erminal Associations for: Clerk1

User Terminal Hame Terminal D Market PIN PIN Length PIN Format

Terminal List - 9ilems

Friendly Hame £] Terminal ID £

ABC Company BEBEEEDO00D00000888888
E4 CAMN INTERMET DOB4250008021901387000
E4 CAN MOTO 008525000802 1901395000
E4 CAN RETAIL 008525000802 1901381000
E4 CAMN SERVICE 008925000802 1901372000
£4 US Internet 0O1T34080219012820000
E4 U5 MOTO O0-E5625000802 1902526000
E4 US Retai 0 T3400088877 72229598
E4 US SERVICE 00T 3400099577 72229997
Display: |25 =
| Edit User Copy Associations From Other User I

2. Select the terminal you wish to add to the user profile from the list.

© Elavon, Incorporated 2015
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The screen updates showing the terminal association and displays a message that the
terminal added successfully.

Terminal Associations

Enfer & resw berminal ssooation

Olade] DT Company BRENNRSSOL00000BIIEN. hiersl FRIOSAWISWLDE TOFDOTCRODAGOOL LLCISRAR SPOOR WLITCOTUSDGS ISWCEYY |&l = I#w\-m '-I mﬂl I'.lllml

SRS I
SRS IS
BRI R M
BRI R 1T
TR |
BT R
BHTHHATTTIING
B PSR T T

Deghire: |2 =

Edi U | Copy Aot aatsons From (e e |

Note: For each new terminal association, a new PIN is automatically generated. The new
PIN can be used to process transactions from an integrated application, a Web site,
or the Converge Mobile App. PINs can be 64, 32, 6, 5 or 4 characters in length. It is
recommended to always use a length of 64 characters for maximum security.

3. To associate an additional terminal to the user account, select another terminal from the
Terminal List.
4. To replicate the terminal associations from another user, click Copy Associations From

Other User.

Note: If terminals are already associated to the user a message will appear that all
existing terminal associations for the user will be removed and replaced with the
terminal associations from the selected user.
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To Create New User Account from Existing User Profile

This feature allows you to create a new standard user profile from an existing standard user
profile. You must have Create Subordinates user rights and the standard user profile that will be

copied to create the new standard user profile must exist.

1.

2.

3.

Select User | Find/Edit.

USER ACCOUNT SETTINGS
Find / Edit ‘h

Create New
Change Password

Ghange PIN

Update Security Questions

The Find/Edit User screen displays.

Find / Edit User

Locate an existing user.

User Information

Lser|D:

|
First Name: |
|

LastMame:

Active: I Active | *I

Display: 25 |-

Find| ' Clear

Enter the relevant information in the search fields to choose an existing standard user

profile or leave blank to find all users.

Click Find.
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The User List search results table displays the users defined by the search.

Find / Edit User

Locate an existing user.

User Information

UserlD:  elerk

FirstName: |
LastName: |

Active: Active | =
Display: 25 |=

ﬂl Clear |

- First Last | Location | Supervisor | Active
[ ]v=erog e | a3
r

Clarkl Jane Doe Any Cty  Manager ¥

[T StorsClerk Slore Clerk Attanta oooons Y

[Tl StoreClerk? ooo004 Y

[ SupermariClerkz 000004 Y

[T SupermarClerk3 000004 Y

[ SupermariClerks 0o000s ¥
~ Select Al I " Unselect All Copy User Supenisor Report | ‘

4. Select the check box next to the user profile you wish to copy.

Note: You cannot choose more than one user profile.

5. Click Copy User.
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The Copy User screen displays.

Copy User

Complete all information and click Copy User at the bottom of the form
to copy a new user account.. Mote that all fizlds with an asterisk (3)

are required.

Enter New User Information

User Information

Account 1D III:IIJDDM *

User ID: | 1t

Password: | *

Confirm Password: | *

First Mame:

|
Last Namae: |
Lacation: |
Phong: I—
Extension: I_

Ermail: | *
Active: [es =]

Supenisor: m i

Copy User Clear ]

Account ID is pre-populated with the account ID of the existing user profile and cannot
be changed.

6. Enter new User ID.
7. Enter Password.
8. Re-enter password in the Confirm Password field.

Note: The next five fields are not required, but you can enter this information for the user
if you wish: First Name, Last Name, Location, Phone number, and phone
Extension.

9. Enter Email address.
10. Select Yes or No from the drop-down list to indicate if Active.

11. Select Supervisor from the drop-down list.
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12. Click Copy User to add the new user account.

The New User Confirmation screen displays and a new user profile is created with the
same rights, terminal associations, account and Supervisor as the existing user profile.

New User Confirmation

This page is used to confirm the new user
information.

Clerkz - Added successfully.

User Information
Lser|D: Clerkz
FirstWame: Jane

LastMame: Smith
Location: Any City

Phone: 999-998-9999
Extension:

Email: AnyEmaili@email.com
Active: Active

Supervisor: Manager

Rights Terminals

Note: The Copy User button is disabled when there are 5,000 users for the account (VID).

Converge also does the following:

e Validate that there are less than 5,000 active users for the account ID (VID).
e Generate a new PIN for each terminal association created on the new user profile.
e If less than 5,000, create a new standard user profile with:

e Only the user rights from the existing standard user profile that the logged in
user already has.

e Only the terminal associations from the existing standard user profile that the
logged in user already has access to except for the PIN.

e A status of Unlocked.
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You may choose to update the rights and/or the terminal associations for the new
standard user just created.

Notes:
e Rights can be copied from existing user profiles that are Active or Not Active.

e Rights can be copied from existing user profiles with a status of Locked or
Unlocked.

e Uses the same security features that currently exist, which includes users only
being allowed to add terminals to a user profiles that the logged in user already
has access.

e The user rights have the same restrictions.

e Users cannot change the pre-populated Account ID field.

To Copy Terminal Associations to a New User

This feature allows you to copy the terminal associations from an existing user profile to the new
user profile. You must have Edit User Rights and Edit Terminal Associations rights. The user
profile from which the terminal associations are to be copied and the new user profile to which
the terminal associations are to be copied must exist.

Note: All existing terminal associations for the user profile will be removed and replaced with the
new associations. A new PIN is generated for each terminal including existing (shared)
terminals. If you are using an integrated application, you must update your terminals with
the new PINs to prevent interruption of service.

1. On the New User Confirmation screen, click Terminals.

Note: Refer to the To Create New User Account from Existing User Profile section and
select an existing user profile from which the terminal associations are to be
copied.
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The Terminal Associations screen displays.

User Terminal Hame

Terminal Associations

Enter a new terminal association

l'erminal Associations for: Clerk1

Terminal I Market PIN PN Length PIN Format

Terminal List - 9ilems

Friendly Hame £] Terminal ID £

ABC Company BEBEEEDO00D00000888888
E4 CAMN INTERMET 00B5250008021901 387000
E4 CAN MOTO 008525000802 1901395000
E4 CAN RETAIL 008525000802 1901381000
E4 CAMN SERVICE 008925000802 1901372000
£4 US Internet 001T34080219012880000
E4 U5 MOTO O0-E5625000802 1902526000
E4 US Retai 0 T3400088877 72229598
E4 US SERVICE 0173400099977 72229997
Display: |25 =
| Edit User I Copy Associations From Other User I

2. Click Copy Associations From Other User to copy the terminal associations from the
selected existing user to the new user.
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The Copy Terminal Associations screen displays a list of existing users from which to
select.

Copy Terminal Associations

Select one User Profile from which terminal associations wil be copied

User Information

User|D: Il

First Mame: |

LastName: |
Active: Active |~

Display: |25 'I
Clsarl

User List

- T items

First Last Location | Supervisor | Achive
[
M | Userib® | Name £ | Name B %]
| E ane ne ny danager
[T Clerk J 1] Any Ciy I Y
T Clenz Jane Smith Any City lanager Y
[T StoreClerk Store Clerk Atlanta 000004 Y
tareCle 4
[T StoreCler2 60000 |
[T SupermariClerk2 000004 Y
upermariCler 4
O Sup Clerkd oo |
[T SupermariClerks 000004 Y
Copy Terminal Associations I Cancel |

Note: If terminals are already associated to the user a message will appear that all
existing terminal associations for the user will be removed and replaced with the
terminal associations from the selected user.

3. Select the existing user profile and then click Copy Terminal Associations.
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Converge does the following:

e Copies the terminal associations from the selected existing user to the user profile.

e Displays the Terminal Associations screen for the user profile with all terminal
associations copied from the existing user.

e Generates a new PIN for each terminal association copied to the new user profile.

e Displays the terminal associations copied to the new user profile.

Notes:
Converge can do the following:

e Copy to existing user profiles that are Active or Not Active.

e Copy from existing user profiles that are Active or Not Active.

e Copy to existing user profiles with a status of Locked or Unlocked.

e Copy from existing user profiles with a status of Locked or Unlocked.
e Copy from only one existing user profile.

e Use the same security features that currently exist, which includes users only
being allowed to add terminals to a user that the logged in user already has
access to.

Finding a User Account

Sometimes it becomes necessary to modify users’ accounts after they are granted access to the
application. Converge allows you to search for existing user profiles. Each field is partial-search

capable, which means you can use only the first letter or first few letters of your search criteria to

search fields. The search is not case-sensitive (so DEBBIE, Debbie or debbie are all the same for
search purposes). You can use a single field or multiple fields to narrow your search.

The Find/Edit User function allows you to do the following:
e Locate subordinate users and peers

e Change the sort order of the search results

© Elavon, Incorporated 2015
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To Locate a User Account

1. Select User | Find/Edit.

LUSER ACCOUNT SETTINGS
Find / Edit ‘h

Create New
Change Password

Change PIN

Update Security Questions

The Find/Edit User screen displays. The Find/Edit User function allows the currently
logged in user to locate and manage all of their subordinate users and peers. This
function is also a user right that can be enabled or disabled for each user.

Find / Edit User

Locate an existing user.

User Information

|
First Name: | |
|

Lser|D:

LastMame:

Active: I Active | *I

Display: 25 |-

Find] | Clear |

2. Enter the relevant information in the search fields or leave blank to find all users.
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The four search criteria fields are:

Search Field | Description

User ID Searches for all user IDs that match the first characters entered in this field.
First Name Searches for all first names that match the first characters entered in this field.
Last Name Searches for all last names that match the first characters entered in this field.
Active Searches for active, inactive or all users based on the selection.

3. In the Display drop-down, select the number of records you want to be shown at a time.

Find / Edit User

Locate an existing user.

User Informaticn

UseriD:  |clerk

First Name: |

Last Mame: |

Active: Im
Display: 25 |-

Note: The Display drop-down list allows you to view users on screen in increments of 25,
50, 75, 100, 250, 500, 750 or 1,000. This feature allows your browser to work more
efficiently. You get faster results when more items display per page.

4. Click Find.
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The User List search results table displays all users defined by the search.

Find / Edit User

Locate an existing user.

User Information

UserlD:  elerk

FirstName: |

LastName: |

Active: Im

Display: 25 =

ml Clear |

Clark1 Jane Doe Any City Manager
StoreCleri2 gocon4

SupermariClerk2 (R
SupermarClerk3 000004
SupermariClerks cooons

u user D[ | H;:rrlzts _LastH Lr.rcaatmn
r
[T StorsClerk Slore Clerk Attanta oooons
r
r
r
r

< < < € < =

Select All I " Unselect All Copy User Supenisor Report | ‘

The search results table displays the User ID, First Name, Last Name, Location,
Supervisor and indicates if the user is Active or not. The headings allow you to find and
access users’ accounts quickly.

Column Description
Headers
User ID This column displays the user IDs that match the search criteria. This field is a

hyperlink that links to the Edit User screen with the selected user’s information
displayed there.

First Name | This column displays the first names of the user IDs that match the search
criteria.

Last Name | This column displays the last names of the user IDs that match the search criteria.
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Column Description
Headers
Location This column displays the locations of the user IDs that match the search criteria.

Supervisor | This column displays the Supervisors of the user IDs that match the search
criteria.

Active This column displays the statuses of the user IDs that match the search criteria. If
the user ID is active, the letter Y for yes displays in the column. If the user ID is
inactive, the letter N for no displays in the column.

Note: If you do not define any search criteria and click Find, the system displays all
current user's peers and subordinates.

To Sort Search Results

As mentioned in the note above, if you do not define any search criteria and click Find, the
system displays all current user's peers and subordinates.

To change the sort order of the search results table, click any of the six column headers of the
search results table.

User List Download
w8 e ang 8

[C] StereClerk Store Clerk Atlanta 000004 Y

[T cClerki Jane Doe Any City Manager ¥

[0 Clerkz Jane Smith Any City Manager b

[ SupermartClerk3 oopoonos b

[T SupermartClerks 000004 Y

[l SupermartClarks Q00004 A4

[T StoreClerk2 000004 Y

Select All Unselect All Copy User - Supenisor Report | |

Note: The first click on a header sorts the data in alphabetical order from A to Z. The sort order
reverses if you click the column header twice.
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Editing a User Account

The Edit User screen allows you access to basic information for a specific user account. You can
modify a single field or multiple fields simultaneously for a user.

To edit a user account, you may have to do one or more of the following:
e Find user accounts
e Edit user information
e Edit user rights

e Edit user terminal associations

To Edit User Information

1. Find the user you want to edit by following the instructions under the Finding a User
Account section.

2. Click the User ID you want to edit in the User List table.

User List

First Last Location | Supemvisor | Active
Use
& uzerioE ane
r

Jane Doe Any City Manager N

[T StoreClerk Store Clerk Atlanta [ b

[ StoreClerk2? 000004 Y

[C SupsrmariClerk2 000004 Y

[ SupermartClerk3 Qoooos b

[T SupermartClerks 000004 Y
Select All I " Unselect All Copy User Supenvisor Report | |
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The Edit User screen displays.

Edit User

Update an Existing User, Mote that all fields with an asterisk (3£) ane required.

Update

User Information

User D Clerki
First Hame; Ilane
Last Mame: |Doe
Lacation: Jany City

Phane: |E'3‘9-999-'3999
Extension: |

Ermail: Inny_mail@email.mm =

Password: [sessnsss *

Supenisor; |Hanagner o
Active: |‘r’es =

Status: Unlocked =
Update | Rigltsl Terminals I Update and Reset Secunty Questions I Cancel

3. Make the desired changes to the selected user:

User Fields Description

User ID Displays the user ID for the selected user. This value cannot be edited.
First Name Enter or change the user's first name.

Last Name Enter or change the user's last name

Location Enter or change the user's location.

Phone Enter or change the user's phone number.

Extension Enter or change the user's phone extension.

Email Enter or change the user's e-mail address. This field is required.
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User Fields Description

Password Change the selected user's password. Refer to the Password Requirements
section in the Converge Getting Started Guide for more information about
how to change the password according to the system requirements. This
field is required.

Supervisor Change the Supervisor of the selected user.

Active Activate or deactivate the selected user ID.

Note: You can have a maximum of 5,000 active users associated with an
account (VID). If you attempt to add a user to an account that
already has 5,000 active users, the system will display an error
message and you will not be allowed to add the user. You must
deactivate a user from the system to lower the total number of
active users.

Status Lock or unlock a user's ability to login.

Update button Saves changes.

Rights button Configures the options that this user can access.
Terminals button | Adds terminal associations to the currently selected user.
Cancel button Abandons changes.

4. Click Update to save the changes.
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The Edit User screen closes and Find/Edit screen displays a message that the user
information updated successfully.

Find / Edit User

Locate an existing user.

@erkl - Updated SucceﬂuIID

User Information

UseriD:  [clerk

First Mame: |

Last Mame: |

active:  [Active =]

Display: 25 =

ﬂ[ Clear |

User List

User DL First Last | Location | Supemvisor |[Active
Name B | Name B B %] %
Do

Il Clerk1 Jane 8 Any City Manager '
[ Clerk2 Jane Smith Ay City Manager hi
[Tl StoreClerk Store Clerk Aflanta 000004 Y
Il StoreClerk2 000004 A
[T SupermartClerk2 000004 Y
Il SupermartClerk? 000004 Y
[ SupermertClerks 0oooos b
Select All Unselect All Copy User Supenisor Report | |

Note: Click the Update button to save changes made to the Edit User screen by before
you select either the Rights or Terminals button. If not, the changes will be lost.
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To Edit User Rights

You may include one or more of the following to edit user rights:

e Find the user account
e Add user rights

e Remove user rights

To Add User Rights

1. Find the user you want to edit by following the instructions under the Finding a User
Account section.

2. Click the User ID in the User List table.

User List

First Last Location | Supemvisor | Active
Use
| JuseroD amen |amen | B
r

Jane Doe Any City Manager W

[ StereClerk Store Clerk Atlanta ooooos b

[T StoreClerk? 000004 b

[T SupermariClerk2 000004 Y

[T supermariClerk3 0oooos Y

[T SupermarClerks 000004 Y
Select All I " Unselect Al Copy User Supenisor Report | |
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The Edit User screen displays.

Edit User

Update an Existing User, Mote that all fields with an asterisk (3£) ane required.

Update

User Information
UserID: Clerki
First Name: bane
Last Mame: |Doe
Lacation: Jany City
Phang: [s59-999-9593 |
Extension: —
Ermail: Inny_mail@email.mm | ¥
Password: [sessnsss | 3
Supenisor, Im
scte [Vee =]
Status: Unlocked =
I Update | Rights I | Terminals I Update and Reset Secunty Questions I | Cancel
3. Click the Rights.
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The Edit User Rights screen displays.

Edit User Rights

Update an existing user's rights

Update Rights for: Clerkl

Default Selection Options
I ""I (You may still make individual selections)

Virtual Terminal - Transactions

T Credit Card-Sale T Credit Card-Return I Credit Card-Inquiny

I™ Credit Card-Force I™ Credit Card-Auth Only Il Credit Card-AvS
Cnlyerification

T Credit Card-Recurring I Credit Card-Instaliment I Credit Carg-Multientry
i ™ Debit Carg

Recurming Impog

[T Export Trans actions

M Level 3

[[Update | © ClearAll | | Cancal

4. Select appropriate check boxes (rights) as required for the selected user.
5. Click Update.

The system updates the application, returns you to the Edit User screen and displays a
message that rights for the user ID updated successfully.

To Remove User Rights

1. Find the user you want to edit by following the instructions under the Finding a User
Account section.
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2. Click the User ID in the User List table.

User List
n Last Location
; : Name [
r Jane Doe Any City Manager b
[T StoreClerk Store Clerk Atlanta [ b
[C  StoreClerk2 000004 T
[ SupermarClerk2 T h
[ SupermartClerk3 0oooos b
[T SupsrmardClerks no0o0n4 Y
Select All I " Unselect All | | Copy User ' Supenisor Report | |

The Edit User screen displays.

Edit User

Update an Existing User, Mote that al fields with an asterisk (3£) are required.

User Informaticen

Update

User D Clerkt

First Name: Ilane

Last Name: |Coe

Lacation: [any Cicy

Phang: m
Extenszion: |—

Ermail: [any_email@email.com | 3%
Password: [sessasen #*
Supenisor, Im

petve Vo]

Status: Unlocked =

]ml Rights I Terminals I Update and Reset Secunty Questions I Cancel

3. Click Rights.
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The Edit User Rights screen displays.

Edit User Rights

Update an existing user's rights

Update Rights for: Clerki

Default Selection Options
I 'I (Youw may still make individual selections)

Virtual Terminal - Transactions

T Credit Card-Sale T Credit Card-Return I Credit Card-Inquiny

I™ Credit Card-Force I™ Credit Card-Auth Only I Credit Card-AvS
Oniyverification

T Credit Card-Recurring I Credit Card-Instaliment I Credit Carg-Multientry
i ™ Debit Carg

Recurming Impog

[T Export Trans actions

M Level 3

| Updatal Clear All Cancel

4. Clear appropriate check boxes (rights) as required for the selected user.
5. Click Update.

The system updates the application, returns you to the Edit User screen and displays a
message that rights for the user ID updated successfully.

Editing User Terminal Associations

You may perform one or more of the following to edit user terminal associations:
e Add user terminal associations
e Copy associations from other users

e Remove user terminal associations
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To Add User Terminal Associations

1. Find the user you want to edit by following the instructions under the Finding a User
Account section.

2. Click the User ID in the User List table.

User List

First Last Location | Supemnvisor I
Use
& [vzeriD e ame |G
r

Jane Doe Any City Manager b

[T StoreClerk Store Clerk Atlanta [ b

[T StoreClerk2 000004 T

[ SupermarClerk2 000004 h

[T sSupermariClerk3 nooogs Y

[0 SupermartClerks oe0004 Y
Select All I " Unselect All | | Copy User ' Supenisor Report | |

The Edit User screen displays.

Edit User

Update an Existing User. MNote that all fields with an asterisk (%) are required.

User Informatien

Update

Uszer D Clerk1
First Name: Ilan-e
Last Name: |coe
Lacation: [any Cicy
Phang: m
Extenszion: |—
Ermail: [any_email@email.com | 3%
Password: |nn+nr %
Supenvisor. Im
Ative: |Yes -
Status: Unlocked =
Update | Rights I Terminals I Update and Reset Secunty Questions I Cancel
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3. Click Terminals.

The Terminal Associations screen displays.

Terminal Associations

Enter a new terminal association

l'erminal Associations for: Clerk1

User Terminal Hame Terminal D Market PIN PIN Length PIN Format

Terminal List - 9ilems

Friendly Hame £] Terminal ID ]

ABC Company BEBEEEDO00D00000888888
E4 CAN INTERMET OOES250008021901387000
E4 CAN MOTO O0-E5625000802 1901 385000
E4 CAN RETAIL COES2E0008021801381000
E4 CAN SERVICE COESZS0008021901372000
£4 US Internet BOATI4080219012820000
E4 US MOTO DO-E56250008021 902526000
E4 US Retai M T3400088877 72229598
E4 US SERVICE 0173400099977 72229997
Display: |25 =
| Edit User I Copy Associations From Other User I

4. Select the terminal you wish to add to the user profile from the list.

© Elavon, Incorporated 2015 38



Converge System Administration Guide: Managing Users CON-0005-D

The screen updates showing the terminal association and displays a message that the
terminal was successfully added.

Terminal Associations

Enfer & resw berminal ssooation

Termimal
e Termina O

S O B |5 ] |
i G TN RO IR 1 IR
™ SSRGS

Lo el Sk

MR 1 T T

T P | 2N

M S L R

D PR TR

D PN TR

Dagisy [B =

Note: For each new terminal association, a new PIN is automatically generated. The new
PIN can be used to process transactions from an integrated application, a Web site,
or the Converge Mobile App. PINs can be 64, 32, 6, 5 or 4 characters in length. It is
recommended to always use a length of 64 characters for maximum security.

5. To associate an additional terminal to the user account, select another terminal from the
Terminal List.
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To Copy Associations from Other Users

1. Find the user you want to edit by following the instructions under the Finding a User
Account section.

2. Click the User ID in the User List table.

User List

First Last Location | Supemnvisor | Active
Use
& [vzeriD e ame |G
r

Jane Doe Any City Manager b

[T StoreClerk Store Clerk Atlanta [ b

[T StoreClerk2 000004 T

[ SupermarClerk2 000004 h

[T sSupermariClerk3 nooogs Y

[0 SupermartClerks oe0004 Y
Select All I " Unselect All | | Copy User ' Supenisor Report | |

The Edit User screen displays.

Edit User

Update an Existing User. MNote that all fields with an asterisk (%) are required.

User Informatien

Update

Uszer D Clerk1
First Name: Ilan-e
Last Name: |coe
Lacation: [any Cicy
Phang: m
Extenszion: |—
Ermail: [any_email@email.com | 3%
Password: |nn+nr %
Supenvisor. Im
Ative: |Yes -
Status: Unlocked =
Update | Rights I Terminals I Update and Reset Secunty Questions I Cancel

© Elavon, Incorporated 2015 40



Converge System Administration Guide: Managing Users CON-0005-D

3. Click Terminals.

The Terminal Associations screen displays.

Terminal Associations

Enter a new terminal association

l'erminal Associations for: Clerk1

User Terminal Hame Terminal D Market PIN PIN Length PIN Format

Terminal List - 9ilems

Friendly Hame £] Terminal ID £

ABC Company BEBEEEDO00D00000888888
E4 CAMN INTERNET 00E5250008021901387000
E4 CAN MOTO O0-E5625000802 1901 385000
E4 CAN RETAIL 5250008021801 381000
E4 CAN SERVICE DO:ESZS0008021901379000
B4 US Internet 001734080219012880000
E4 US MOTO DO-E56250008021 902526000
E4 US Retai M T3400088877 72229598
E4 US SERVICE 00T 3400099577 72229997
Display: |25 =
Edit Liser Copy Associations From Other User I

4. Click Copy Associations From Other User to copy the terminal associations from an
existing user to the user account.

Note: If terminals are already associated to the user a message will appear that all
existing terminal associations for the user will be removed and replaced with the
terminal associations from the selected user.
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The Copy Terminal Associations screen displays a list of existing users from which to
select.

Copy Terminal Associations

Select one User Profile from which terminal associations wil be copied

User Information

Userid: |l

First Mame: |

LastName: |
Active: Active |~

Display: |25 'I
Clsarl

User List

« T items

M| | UserDEY | r.;fi.ﬂita r-:aLr::.-tE Luuéljm
[T Clerk Jane Doe Any Ciky Manager b i
T Clenz Jane Smith Any City lanager Y
[T StoreClerk Store Clerk Atlanta Gooons Y
[T StoreCler2 boooos b
Il SupermariClerk2 000004 Y
[T SupermariClerk? 000004 Y
[T SupermariClerks 000004 Y
Copy Terminal Associations I Cancel |

5. Select the existing user profile and then click Copy Terminal Associations.
Converge does the following:

e Copies the terminal associations from the selected existing user to the user profile.

e Displays the Terminal Associations screen for the user profile with all terminal
associations copied from the existing user.

e Generates a new PIN for each terminal association copied to the user profile.

e Displays the terminal associations copied to the user profile.
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Notes:
Converge can do the following:

e Copy to existing user profiles that are Active or Not Active.

e Copy from existing user profiles that are Active or Not Active.

e Copy to existing user profiles with a status of Locked or Unlocked.

e Copy from existing user profiles with a status of Locked or Unlocked.
e Copy from only one existing user profile.

e Use the same security features that currently exist, which includes users only

being allowed add terminals to a user that the logged in user already has access
to.

To Remove User Terminal Associations

1. From the Terminal Associations screen, click the Delete button in the row in which the
terminal you wish to remove appears.

Terminal Associations

Erder % new Rarrinal mancistion

(oAt MG Coagy R TR W

Diwded (B4 CHJINTIRMEY RO R0 MO0 inderad

Gl Ed AN G TO PG R o i)

Do 4 CA RETAL S 2o ) Canecal Retel  ORTCL RCIASTIFL BOHOF SVITPWT PURE | HECL DRV R TR DR AT I20 |{u. = II"P"F"'\-""'"C -| e FIN L
O] B4 CAMBERACE  JONCSIOGITTIINITEON Barin M BB P OIS 2L W L WA PO VRO L TP s ot [ =] [sphamenc =] | Crarga PN | Daives

2. On the dialog box that displays to confirm this action, click OK.

Message from webpage Ii]

Are you sure you want to remove this terminal assodation from
thiz account?

| (074 I Cancel

The system removes the terminal from the list and displays a message that the terminal
was successfully deleted.

Note: Click Cancel to retain the terminal association.
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Generating User Reports

You can generate user reports in two ways:

To Generate User Report for All Users and their Supervisors

Include all users and the Supervisors to whom they report

Include one or more Supervisors and the users that report to them

This allows a user to generate a download file of all users and the Supervisor they report to.

1.

Select User | Find/Edit.

USER ACCOUNT SETTINGS
Find / Edit ‘h

Create New

Change Password

Ghange PIN

Update Security Questions

The Find/Edit User screen displays.

Find / Edit User

Locate an existing user.

User Information

UseriD: | |
First Name: | |
Last Name: | |
Active: Ihctive |*I
Display: 25 |-
Find] | Clear |
Click Find.
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The User List table displays all users.

Find / Edit User

Locate an existing user.

User Information

UserlD:  |clerk
FirstName: |
LastMame: |

Active: [Active =]
Display: 25 |i=

Clear |

User List
User DG First Last | Locafion | Supenvisor | Active
= Name B | Name £ % %] B
@ Clerk1 Jana Doe Any City lManager i
O ez Jane Smith Ay Ciby IHanager h
[Tl StoreClerk Store Clerk Aldlanta 00oo0s b
[ StorsClerk2 000004 Y
I SupermarClerk2 000004 Y
[ SupermariClerk? 000004 Y
[ SupermarClerks ooooons b
~ Select Al Unselect All | | Copy User I Supenisor Report | ‘
Notes:

e If you do not define any search criteria and click Find, the system displays all
current users (Supervisors and subordinates).

e At least one user must be selected to download the report.

3. Click Download.
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The Download screen displays.
Download
Select the desired download format.
Sort On: IUser Id v|
Specify the download text file type: |Cnmma-DeIimiled j
Include text qualifier (double quate -~ ). [T
Generate Download Reset | Back |
4. Sort on any one of the following:

e Userld

e First Name

e Last Name

e Location

e Supervisor

e Status

Note: The default is User Id.

5. Select the download text file type from the following options:

¢ Comma-Delimited

e Tab-Delimited

e XML
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Notes:

e Comma-Delimited
Generates a comma-delimited file that can be opened in Microsoft Excel as a
worksheet.

e Tab-Delimited
Generates a tab-delimited file that can be opened in Microsoft Excel as a
worksheet.

¢ XML
Generates an XML document that opens in a new Internet browser window.

6. Select the Include text qualifier (double quote — “): check box, if desired.

Notes:
e The default is unchecked.

e Only available with download text file types of Comma-Delimited and Tab-
Delimited options.

7. Click Generate Download to download the report.

The File Download message box appears with the following options:

e Open
e Save
e Cancel

File Download x|

Do you want to open or save this file?

: MName: DetailReportCommabelimited.csv
B
- Type: Microsoft Excel 97-2003 Worksheet

From: OO 000, 000, D00

Open Save || Cancel |

ham your computer. if you do nat trust the source, do not open or

@ While files from the Intemet can be useful, some files can potentially
save this file. What's the sk ?

When you choose to Open or Save Converge creates the download file and displays the
file in a new window.
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To Generate User Report for Supervisors and their Subordinates

This allows a Supervisor to generate a user report of one or more Supervisors and the users that

report to them.

1. Select User | Find/Edit.

USER ACCOUNT SETTINGS

Find / Edit

Create New

Change PIN

1

Change Password

Updaie Security Questions

The Find/Edit User screen displays.

Find / Edit User

Locate an existing user.

User Informaticn

UseriD: | |
First Name: | |
Last Name: | |
Active: IActive =]
Dizplay: 25 |-
Find] Clear |
2. Click Find.
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The User List table displays all users (one or more Supervisors) that directly report to that
Supervisor, along with their subordinates.

Find / Edit User

Locate an existing user.

User Information

UseriD:  |clerk

First Mame: |

Last Name: |

Active: [Active =]
Display: 25 =

Clear |

User List

m | UseriDB

First Last Location | Supervisor | Active
Name B | Hame B B B %

Jane Doe Any City Manager b i
Jane Smith Amy City Hanager Y
[Tl StereClerk Store Clerk Aflanta ooooo4 Y
M SstorsClerkz 000004 Y
[l SupermariClerk2 000004 ¥
M SupermarClerks 000004 Y
[l SupermarClerks ooooos b
" Select All Unselect All ' Co py User (- Supenisor Report ‘D ‘
- —

Notes:

e If you do not define any search criteria and click Find, the system displays all
current users (Supervisors and subordinates).

e At least one user must be selected to generate the Supervisor Report.

3. Click Supervisor Report.
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The Download screen displays.
Download
Select the desired download format.
User Information
Sort On: IUser Id v|
Specify the download text file type: |Cnmma-DeIimiled j
Include text qualifier (double quote -~ ). [T
Generate Download Reset | Back |
4. Sort on any one of the following:

e Userld

e  First Name

e Last Name

e Location

e Supervisor

e Status

Note: The default is User Id.

5. Select download text file type:

¢ Comma-Delimited

e Tab-Delimited

e XML
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Notes:

e Comma-Delimited
Generates a comma-delimited file that can be opened in Microsoft Excel as a
worksheet.

e Tab-Delimited
Generates a tab-delimited file that can be opened in Microsoft Excel as a
worksheet.

¢ XML
Generates an XML document that opens in a new Internet browser window.

6. Select Include text qualifier (double quote - “): check box, if desired.

Notes:
e The default is unchecked.

e Only available with download text file types of Comma-Delimited and Tab-
Delimited options.

7. Click Download File to download the report.

The File Download message box appears with the following options:

e Open
e Save
e Cancel

File Download x|

Do you want to open or save this file?

: MName: DetailReportCommabelimited.csv
B
- Type: Microsoft Excel 97-2003 Worksheet

From: OO 000, 000, D00

Open Save || Cancel |

ham your computer. if you do nat trust the source, do not open or

@ While files from the Intemet can be useful, some files can potentially
save this file. What's the sk ?

When you choose to Open or Save Converge creates the download file and displays the
file in a new window.
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Changing Your Password

As a security measure, each user's password is set to expire 45 days after the last password
change. Users who do not change their password within the last 45 days must enter new
passwords on the next successful login. To change your password, you must have already logged
in with your old password. If you cannot remember your current password, or if your account has
been locked, call Customer Service for assistance.

1. Select User | Change Password.

LUSER ACCOUNT SETTINGS
Eind £ Edit

Ereaie Mew
Change Password
Ehange BIN

Update Secuniy Guestions

The Change Password screen displays.

Change Password

To change your password, you must enter your current password and provide a new ong
that & based on the criteria below. Make sure you confirm your new password then sekect
"Change password™, Note that al fislds with an asterisk (#) are required,

Change Password

Change Password

Current password: | ¥*
Maw Pazsword: | *
Confirm Mew Pasaward: | *

Change Password ICIaEr'

Password Instructions
Each user's case-sensitive password must meet the folowing oriteria

= Thie password must be a minimum of eight (8) characters in kength.

= The password must contain at least one lower-case letter, one upper-case ketter, one number and one of the folowing
special characters:
sl @ Es A RE()_+{ "

= The password must be changed at 3 minimum of every ninety (90) days.

= The previous thirteen (13) passwords cannot be reused.

2. Enter your old password in the Current Password field.

3. Enter your new password in the New Password field.
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4. Enter your new password again in the Confirm New Password field for verification.
5. Click Change Password to complete the password change.

The system displays a message that your password successfully updated.

Change Password

Your password has successfully been changed; please use your new password when logging
into the application.

Note: Click Clear if you want to abandon any changes.

Changing Your PIN

Converge allows you to change the length and format of the terminal PINs associated with your
account. The system automatically generates PINs, so you are unable change the actual PIN text.
You are only allowed to change length and format of your the PIN.

1. Select User | Change PIN.

USER ACCOUNT SETTINGS
Eind / Edit

EreaielMew
€hange Password
Change PIN

Update Secuniy Guesiions

The Change PIN screen displays.

Change PIN

Enber a meva PT.

lerminal Hame L PN Lengll PN SOmal
Clarkl ABC Cemaany LU E S P ULSCIE PEN AP FIF AALINHERIUG UGV SN THMAL U EHCKEP T [ =] [a ] _cragapin |

4

Cierkl E4 CAMINTERNET ODIRADEGIDHRHIE1FSTBILEFRSLA 1 JENCEHICTEBETVEANEICADVDAMLEFYAL  inismel [& =
Clorkl G4CAHHUOTD CTEIGMICEOTRMETICKVIOHTEACUO TACCEOLNOBTIET 11BOENRIG00ATY OO [= =
CC B4 CAMAETML  QSCYCLICIASTXOFLBOMIFSATFNTTUNKICLUCFONYWETUBSFINHOISUKTIZ0  Senersl et [61 =]
| Chert B4 CHRSERVICE  RHCICIHNPHOI OHEOVIZIMMILIATRAGT CRVSWENOST IOTHIGAPECURI TR | Sanica [B =]

il
|
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2. If you want to change the PIN Length, select one of the following options from the drop-
down list:

e Sixty Four characters (recommended)
e Thirty two characters

e Six characters

e Five characters

e Four characters

Notes:
e PIN length defaults to 64 characters

e PINs are case sensitive

3. Click Change PIN to save the PIN length changes and generate the new PIN.

4. If you want to change the PIN Format, select one of the two options from the drop-
down list and click Change PIN to save the PIN format changes and generate the new
PIN:

e Alphanumeric (recommended)

e Numeric
Note: PIN format defaults to alphanumeric.

5. To just change your PIN, click Change PIN, and the system will auto generate the new
PIN.

You can change both the PIN length and PIN format at the same time. For example:

The screen below shows an example of a PIN (QBQYCL...) with a length of 64 characters
and the format is alphanumeric.

Change PIN

Enber a msv PT.

Clarkl ABE Comaany EVLEIUAIE SO PLSCE TR AL MBI PV L T AL S EHCCER Il [ =] [wprawmenc =] | crangamin
Ciarkl E CAHINTERNET ODIRADEDDORH3S 1FEZ1BISPXSUS 1 JEKCETHECTEETAVENNEJCODVDAMLEF Y. intemat [B 2] [Setemumare =] _ changspin
Clikl B4 CAHLIOTE TSRO AR KON T AL PO DL L0 IE Y VIBOE DRGNS LOTS [B =] [dprammenc =] | change pin
i B4 CAMAETML (WL ICIASTOF LBOREF S UTFITT LR ZAGLUCF O WETUESF NSRS Senersl Fetsd [61 =]  [aiphanumen: =] | Changs pin
| Sirkt EACAHIERVICE  RMCICHHVPHRFOHIOIZIMWILINPRAGTC2 WV OSIIATHICAPEO I TIRS  Sarice [B =] [sphammenc =]  change Fin

a) To change the PIN length from 64 to 4, select four characters from the PIN Length
drop-down list .
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b) To change the PIN format from alphanumeric to numeric, select numeric from the
PIN Format drop-down list .

c) Click Change PIN. The system saves the PIN length and format changes and
generates a new numeric 4-character PIN.

Change PIM

Enber & e PR

Cierkt ABC Comeany  EVLENGIERAMIRFUBOETEVAFFF AL PIEULGTUCHIWEIMUTIALIEHCEER et 64 =] [sphsrumenc =] | crasge e |
Cherkt Ed CAMINTERNET ODIRADEGIDNRHE1FST1BILIFXSLN JEKCETHRCTIBRIWVBAWEODVINHLHFTAL  infemat [+ =] [sipharumenc =] | Crasge i |
Clenl B4 CAMUGTO CTSECSCEO0RHET IR VBOHT AU TVOCEDLLONSD EY 11950 EDBKEI0S0ASS OTD [B ] [dpharumencz] | cracgsrs |
Clerkcl B4 CAMRETAL eraiea [E =] I_;| Chasgs i |
| Slorkt B4 CHMSERVICE  RMCICADHVPISHF MO LTWPRAADT GO WAV ORI TROAPBDAITARE | Sanice [6 ] [dpharumencs] [ crmgars ||

Updating Your Security Questions

When you first accessed Converge and used the password assigned to you by Elavon's customer
service, you were prompted to enter three security questions and answers. Follow the procedure
below to change either the questions or answers.

1. Select User | Update Security Questions.

USER ACCOUNT SETTINGS
Eind /Edit

Greate New
Ehange Rasswoand

Ehange B

Update Security Questions
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2.

The Update Security Questions screen displays.

Update Security Questions
Please reenter your password, select your security gquestions and provide an answer for each one,

Security Questions

Fassward:

Secunty Questions & AnSwers

Question I'll'u"hslt is your mother's first name? =| Answer [ssssssss

j Answer ]-1-1 L]

Question2 |What was your first pet's name?
ﬂ Answer |essssnse

Quastion3 | In what city were you born?

) )

Enter your Password.

3. Select the security question you would like to change from the Question drop-down list.

4.

5.

The new security question displays.

Update Security Questions

Flease reenter your password, select your seclinty questions and provide an answer for each one.

security Questions

Passwaord: «uut»q 3

Security Guestions & Answers
Quastion al i% your maternal grandmother's first narn?
Question2 [What was your first pet’s name?

Question3 ] In what city were you barn?

Anzwer |
ﬂ ANSWET Iiioivﬂu"

d FANSWET Ilnnovluunvl-

cane

Enter your Answer.

Click Update.
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The system displays a message that your security question and answer successfully
updated.

Update Security Questions
Please reenter your password, select your security questions and provide an answer for each one,

(E‘chn:es*sfulll,r updated Security question and answers:)

T =11 il',' Questions

Password: I *

Secunty Questions & Answers

Questigni I'I.I'Ii'hat iz your matemal grandmother's first name? 'I Angwer |-lll"“

Cuestion2 |What was your first pet's name? x| Answar [assnsens
Question? Ih what Ci‘l}' W YOU bam? d Angwar [Illlll-l-i

caea |
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Chapter 3: Managing Account Settings

The Account Settings menu has a single option called IP Address Options. This feature restricts access
to a Converge account so that only certain IP addresses can access an account with its designated
terminals. Therefore, if you attempt to access an account from an IP address that is not in the list, you will
be denied access.

Notes:

e The IP Limitation feature applies to the user interface (Login.do) only, it does not apply to the
API (Process.do and Processxml .do) and will not limit any gateway transactions.

e To limit IP transactions you must setup the Merchant IP Address Filter in the fraud prevention
screen. For more information, refer to the Setting Up Fraud Prevention Rules section.

In this chapter you will use the Login IP Address feature to do any of the following operations:

e Add alogin IP Address
e Delete a login IP Address

Adding a Login IP Address

1. Select Account Settings | IP Address Options.

USER ACCOUNT SETTINGS
IP Address Optl'ons‘lbj
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The IP Address Options screen displays all authorized login IP addresses that are already

associated with this account.

IP Address Options

This form is used configure IP address options

Login IP Address Options

Use Login IP Addressas

Add Login IP Address I

-

Authorized Login IP Addresses (max 50) 00,000.000.000 Delete

00.000.000.001 | Delete |
00.000.000.002 | Delete |
000.000.000.00 M

00.000.000 Delete

|

Update |

Canceal |

2. Select the Use Login IP Addresses check box.

Note: You must select Use Login IP Addresses to use an IP address to restrict access to

an account. This option is not activated if you only add IP addresses.

3. In the text box provided, enter the login IP address you want to allow to access this

account.

4. Click Add Login IP Address.
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The system displays a message that the IP address successfully added.

IP Address Options

This form is used configure IP address options

1P Successfully Added
Login IP Address Options

Use Login IP Addresses Il
Authorized Login IP Addresses (max 50) 00,000,000,003 | Delete I

00.000.000.000 | Delete |
00.000.000.001 | Delete |
00.000.000.002 | Delets |
000.000.000.00 | Delete |
00.000.000 | Delete |

Add Login IP Address | |

Lipdate | Cancel |

5. To add other IP addresses, repeat steps 3 and 4.

Notes:

e You can add a maximum of 50 IP addresses or IP range addresses for your
account.

e You must provide a valid IP address to your account with all 4 octets of the IP
address (for example, 123.45.67.89) or a range of IP addresses, with only the first
2 or 3 octets (for example, 123.45 or 123.45.67).

e [P addresses must be public.

6. Click Update.
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The system displays a message that the IP addresses were successfully updated.

IP Address Options

This form is used configure IP address options

1P Successfully Updated

Login IP Address Options

Use Login IP Addresses r'
Authorized Login IP Addresses (max 50) 00,000,000,003 | Delete I

00.000.000.000 | Delete |
00.000.000.001 | Delete |
00.000.000.002 | Delets |
000.000.000.00 | Delete |
00.000.000 | Delete

Add Login IP Address | |

Lipdate | Cancel |

Note: Click Cancel to abandon updates or return to the Converge Main page.

Deleting a Login IP Address

1.

Select Account Settings | IP Address Options.

USER ACCOUNT SETTINGS
IP Address Optionsw

The IP Address Options screen displays all authorized login IP addresses that are already

associated with this account.

Click Delete next to the IP address you want to delete.
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The system displays a message that the IP address was successfully deleted.

IP Address Options

P Successfully Deleted
Login IP Address Options

This form is used configure IF address options

Use Login IP Addresses

Add Login [P Address |

r

Autharized Login IP Addresses (max 500 00.000.000.000 | Delete

GO0 | Delete I

00000000002 | Delete
Q00 000, 000, ) Delate

M0N0 | Delete

I

Update | | Cancel |

3. To delete other IP addresses, repeat step 2.

4. Click Update.
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The system displays a message that the IP addresses successfully updated.

IP Address Options

Login IP Address Options

This form is used configure IP address options

Ise Login IP Addresses

Add Login IP Address |

-

Authorized Login IP Addresses (max 50) 00,000,000,003 | Delete |

00.000.000.000 | Delete |

00.000.000.001 | Delete |
00.000.000.002 _ Delete |
000.000.000.00 | Delete |
00.000.000 | Delete |

Lipdate | Cancel |
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Chapter 4. Managing Terminals

When you use Converge, you might have a single terminal or multiple terminals configured. You can
control which users have access to these terminals when you configure that user’'s account.

If you only have one terminal associated with your user ID, you will automatically have that terminal
selected when you access Converge. However, if you have multiple terminals you will need to select a
terminal to work in. You can select only one terminal to work in at any given time.

This chapter describes how to:

e Select terminals
e Set up merchants
e Set up payment form

e Manage advanced settings

Selecting a Terminal

Converge allows you to find and select terminals by the terminal friendly name.

1. On the Converge logon page, click Select Terminal.

converge

MerchantConnect | Support Section | Help | Logout

Gl
o

, Jane Dos
Aosapnt: DODODS

Main

— ~ Wislcome to Converge. The Convenge Virtual Terminal system & a secure
ol s R nternet-based transaction processing system that enables your business to
Copyright § 2014 Eaven, 1 process transactions in reaktime.

The Select Terminal screen displays a list of the terminals on which you have access in
alphabetical order by Friendly Name.
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Notes:

For users that have access to more than 25 terminals Converge does the following:

e Default the number of terminals to be displayed per page to 25.

e Allow users to select the default number of terminals to be displayed per page:
25, 50, 75, 100, 250, 500, 750, and 1000.

e Allow users to page through the terminals on which they have access as follows:

Select a specific page
Select next page

Select previous page
Advance to the first page

Advance to the last page

2. If you have access to 25 or less terminals, from the Terminal List table, click the terminal
you wish to access from the list.

Select Terminal

Select the desired terminal,

Terminal List - 5 #ems
Friendly Name ] Market B Terminal ID

ABC Company Intarnet United States EESEE299959000008E8EES
E4 CAN MTERNET Internet Canada 00892500080215013E87000
E4 CAN OTO MOTO Canada 00892500028021901 385000
E4 CAN RETAIL General Retail United States 0089250008021801361000
E4 CAN SERVICE Service United States 0089250008021201373000

Display: |25 |=

3. If you have access to more than 25 terminals, from the Find Terminal text box, enter any
number of characters (including letters, numbers, and special characters) in the terminal
friendly name for the terminal you wish to access.
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Converge displays a list of terminals that you have access to with those characters located
anywhere in the Friendly Name.

Select Terminal

Select the desired terminal.

canada moto check

E4 CAM MOTO

E4 US MOTO

FX CAMNMOTOESZ [

P US MOTO E4
P USAMOTOH

N —

Terminal ID [

Internet United States 2388389%99900000888888

| Market 0

ABC Company Name - General Retail United States 2313245323454884134
ABC Terminal Internet United Stales 2CEBS22E830B888083888288
ACH Test Terminal Mo Change Service United States 0017340002021530584000
canada internst Internst Canada 23424354548

to check MOTO da 1
6kl .. L.
F¥ CAN Intefs. ] Canada GOTIL000988T T Teee &
P CAN MOTO E3 MOTO Canada 001 734000959597772228333
P CAN Retail E4 General Retail Canada 0010548510000000724581
P¥ CAN Service E4 Service Canada 0017340009997 772228334

Display: |25 =

4. Click the Friendly Name to select the terminal you wish to access from the list.
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The Main Converge screen displays and you will now see the Terminal menu option at
the top of the screen, along with the type of transactions available to you on this

terminal.
@ MerchantConnect | Support Section | Help | Logout
O

converge

[ECTTER ]

User: Jang Dice USER ACCOUNT SETTINGS TERNINAL
Acoount: 000002

Select Terminal Maln

Gradil Card Welcome to Conwerge. The Converge Virtual Terminal system & a secure
Gt Card internet-based transaction processing system that enables your business to
Card anager process transactions in reahime.

Current Batches

Sefled Balches

Expart Log

Privacy Policy

Termn of Use

Capryright @ 2004 Blivan, Ine. Al fights
ik aed

Once you have the terminal selected, you can proceed with other actions available to you
from the Terminal menu option as described in the following sections.

Setting Up Merchant Information

The Merchant Setup menu consists of the following options:

Main
Allows you to update merchant information

Terminal

Allows you to update terminal information

Payment Fields

Allows you to update payment fields and payment sections

Printer

Allows you to configure your printer

USER ACCOUNT SETTINGS TERMIMAL
Main
Terminal Payment Form | Terminal
Terminal Management ks designed to helEhlEEd=] F'mrrrw:nt [H=GERhant Setup, which alows you to set up the

Terminal,Payment Foem, Printer informm o ror yoa ;
Payment, Receipt, Emal form, The Advance Setup functioy

= Merchant

W‘f\‘\_’

Setup alows you to set different Form ke
b the System and Error Messages.
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To Update Merchant Information (Main Option)

This function allows you to view and edit merchant information.

Your merchant information includes:

Merchant Name

Address, City, State, Province and Postal Code
Contact Information

Terminal E-mail

SMS E-mail

Web site

To update this information:

1

Select Terminal | Merchant | Main.

The Update screen displays.

Update

Update Merchant Information

This form i used to update the selected terminal. Note that al fields with an asterisk (3&) are required.

Mearchant Wame: |ABC Company
Addrass 1; |123 Main 5t
Address 2 |
Gity:, lany City
State/Provinca: Jany State
Fostal Code: W
Contact Mame: l1ahn Doe
Contact Phone 1: |399.993-9995
Contact Phone 2: |
Contact E-mall: Iany.ernail@emai].mm
Terminal E-mail. |2ny kmail@email.com
S11% E-mail: |
Merchants URLWebsite): |

Lipdate | Cancel |

2. Update the fields as desired.
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Note: The Contact E-mail and Terminal E-mail addresses cannot be left blank. All other
fields are optional.

3. Click Update when all fields are completed the way you want them.

The Update screen indicates that your update succeeded.

Update

This form & used to update the selected terminal. MNote that all figlds with an asterisk (3) are required.

date succeaded.

Update Merchant Information

Merchant Mame: [ABC Company
Addrass 1: [123 Main St
Addrass 2: |
City: |any City
State/Province: |any Stats
Postal Code: IF_
Contact Mame: j1ohn Doe
Contact Phone 1: [399-999.0999
Contact Phone 2 |
Contact E-mail; [any.email@email.com *
Terminal E-mail: |any.email@email.com | %
SIA3 E-mail; |
Merchants URL(\Website): |
lrpdatel Cancel I
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To Update Terminal Information

Your terminal information includes the following settings:

Settings

Description

Merchant ID

The merchant identification number (MID) assigned by Elavon. A single MID
may have multiple terminal numbers or locations that accept funds generated
by transactions.

Terminal Number

The number assigned by Elavon to a single merchant location, also called a
TID. One or several terminal numbers might be under a single MID.

Friendly Name

An easy-to-recognize name for the terminal, assigned by the merchant (for
example: My Retail Store).

Region The geographic region where the terminal is located (for example: United
States).

Time Zone The time zone where the terminal or store is located (for example: Eastern
Time).

Currency The merchant base currency used in transactions (for example: United States

dollar).

Processing Type

The terminal capture and processing type. Possible values are Terminal-based
or Host-Based.

Financial Institution
Number

The identification number used for only those terminals set up with Account
Updater.

Market Segment

Business type or category (for example: Retail, Service, Internet, or Mail Order).
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Settings Description
Status The terminal processing status.
There are three possible statuses:
e Active
Allows you to process and settle transactions.
¢ Not Live
Allows you to process test transactions via API only. No settlement or
UI processing is allowed.
e Suspended
Allows you to log on to the terminal and view activity. No processing is
allowed.
Notes:
When the status of a terminal is:
¢ Not Live
e  Recurring, auto settlement and manual settlement are not
possible.
e Transactions are processed in test mode using the API and
transactions via the Ul are not allowed.
e Suspended
e  Recurring, auto settlement and manual settlement are not
possible.
e The terminal cannot process transactions via API or UL
e Active
e  Merchants can process transactions as usual.
e Transactions and settlement are allowed.
The terminal can only process real transactions when set to Active.
Payment Type The type of payments that a terminal is capable of processing (for example:
Credit, Debit, Food Stamp, Gift, Loyalty, Electronic Check, Cash Benefit, or
Cash Tender).
Credit Payment Options | Additional options and capabilities that can be performed by a terminal. Your
options are: Address Verification, CVV2, CVC2, CID, Purchasing Card 2,
Invoice Number, Dynamic Currency or Multi-Currency, Recurring, Verify
Last 4-digits, Travel Data, or Account Updater.
Recurring Payment The default billing cycle for a terminal (for example: Monthly, Weekly, or
Options Annually).
Debit Payment Options | Debit related options (for example: Cashback or Surcharge).
Electronic Check Electronic Check related options. Your options are:
Payment Options e Check Type
e Service Type
e MPS Merchant ID
e Image Upload Options
e Consumer Data (DLL and Phone)
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Settings

Description

Other Payment Options

For example: MBNA Private Label.

Transaction Entry
Options

The payment entry capabilities allowed for a terminal. This function shows if
the terminal is able to process transactions though the API (for example:
Enable HTTPS Transaction).

Tokenization

This option will enable the card manager in the user interface and the
tokenization in the APL This functionality allows a merchant to store credit
card and billing information to process transactions manually at a later time
(card on file).

From this list, you can update the Friendly Name option only.
1. Select Terminal | Merchant | Terminal.

The Update Terminal screen displays.

Update Terminal

asterisk (3¢) are required.

minal Information: Account |1} 000004

This form i used to update the selected Terminal. MNote that all fields with an

Level 3:

Terminal

Merchant ID: 454345486465

Terminal Number: §558889909900000558588
Friendly Name: [aBC Company | 3
DBA Mame; Disabled

Region: United States

Time Lone: Eastern Time

Currency: United States Dollar

Other Fayment Options:
Transaction Entry Options:

Tokenization:

2d

Enable HTTPS Transaction
Enable HTTPS Batch Import

Update " Cancel I

2. Enter the name you want your terminal to be known as in the Friendly Name field.
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3. Click Update.

The Update Terminal screen changes to indicate that you have updated the terminal
Friendly Name successfully.

Update Terminal

This form is used to update the selected Terminal. Note that all fields with an
asterisk (3) are required.

@pdate succeede@

lTerminal Information: Account 1D 000004

IMerchantID: 454345486465
Terminal Mumber; 8858859922900000888838
Friendly Mame: |New Company | 3%
DBA Mame: Dizabled
Region: Unitad States
Time Zane; Eastern Time
Currency: United States Dollar
sing Type. Terminal-
ituti 05
Level 3. J
Cther Payment Gplions:
Transaction Entry Options: Enable HTTPS Transaction
Enable HTTPS Batch Impaort
Tokenization:
I Update I " Cancel |
Notes:

e The terminal must be active to process live transactions.

e If your need to change any settings in your terminal, call your system
administrator or Elavon at 1-800-377-3962, option 2, option 2 (in Canada you are
asked to choose either English or French for your language).
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To Update Payment Fields and Payment Sections

Converge allows you to configure how payment fields display both in Virtual Terminal and on the
payment form to the customer. Sections are placeholders for information that can be configured
to display on the payment forms. Each section is composed of the individual fields on the
payment forms.

Options available to modify payment fields and sections include:

Add new payment fields
Delete payment fields

Edit payment fields
Rearrange payment fields
Add new payment sections
Edit payment sections

Delete payment sections

To Add New Payment Fields

This function allows you to define how payment fields appear on the screen, as well as on the
Converge payment form.

1

Select Terminal | Merchant | Payment Fields.
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The Payment Fields screen displays.

Payment Fields

This form ks used to update the field use and order.

Payment Field Setup

Order Section Required  OrderSection System Field
Account DataMICR Data s5l_account_data System Field
Bank Account Number ssl_bank_account_number System Field
Bank Routing Hus gl aba_number

piratiog BE &

AV Sh_ -
AT Prowne wode Tl ssl_promw_cude Systeni iy
AT Enrollment Ho ssl_enroliment System Fleld
Add New Field |
AL Billing Address Required  BillingAddress System Field
AT Company Ho ssl_company System Field
First Name Ho rst_name tem Field

AT Customer Data 1 Ho cust_1

Add New Field |

| Add New Section |

2. Click Add New Field.

© Elavon, Incorporated 2015 75



Converge System Administration Guide: Managing Terminals

CON-0005-D

The Add New Payment Field screen displays.

Add New Payment Field

This form is used to add a new payment field. Note that all fields with an asterisk
(3¢) are required.

New Payment Field configuration

Minimum Mumber of Characters:
Maximum Mumber of Characters:
Required:

Show in Vifual Terminal:

Can be changed on Payment Form;
Show on Payment Form:

Show in Recaipt

Show in Email to Customer;

Show in Email to Merchant:
Forward an Appraval:

-|-|-|.-|.-|.-|.-|.-|.-|_|_|
L

Forward on Decline:

MName: I— *
Display Mame: | ¥*
Section: IOrder Section _j 3t
Field Type: Text x| ¥

Add New Field || Cancel |

Enter the Name of the new field, without spaces.

Note: This field cannot be edited once the field is added.

Enter the name for the field that will show on the payment form in the Display Name
field.
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5. In the Section drop-down list, select the section in which you want the new field to
display on the payment form from the following:

e Billing Address
e Order Section
e Custom Fields

e Shipping Address

6. In the Field Type drop-down list, select one of the following:

o Text
e Drop Down

e Checkbox

7. Enter the Maximum Number of Characters for this field.

For text fields that are custom fields or system fields that are optional, you can define the
minimum length required for a value entered in the field.

8. Select required check boxes to specify where the new fields will display.

Fields

Description

Required

Designates the field as required on the payment
form and in the Virtual Terminal. Fields the system
sets as required cannot be changed.

Show in Virtual Terminal

Specifies whether the field is visible in the Virtual
Terminal.

Can be Changed on Payment Form

Specifies whether the field can be edited on the
payment form. This option is not valid unless you
select the Show on Payment Form check box.

Note: Applicable to the API response only.

Show on Payment Form

Specifies whether the field is visible in the Converge
payment form.

Show in Receipt

Places this field on the transaction receipt.

Show in Email to Customer

Includes this field in the customer email to the
addresses entered into the payment form. You must
enter the Contact Email on the Update Merchant
Information screen for the email to be sent to the
customer.

Show in Email to Merchant

Includes this field in the merchant notification email
to the addresses entered into the Terminal E-mail
on the Update Merchant Information screen.
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Fields Description

Forward on Approval Forwards the information in this field to the URL
specified for the merchant if the transaction is
approved.

Note: Applicable to the API response only.

Forward on Decline Forwards the information in this field to the URL
specified for the merchant if the transaction is
declined.

Note: Applicable to the API response only.

Notes:

If you select or clear any of the following settings on this screen, when you click Add New
Field, the system automatically updates setting in the section in which the field is located:

e Show in Virtual Terminal
e Show on Payment Form
e Show in Receipt

e Show email to Customer

e Show email to Merchant

9. Click Add New Field.
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The Payment Fields screen displays and indicates that your update was successful. The

new field displays at the bottom of the section.

Payment Fields

This form ks used to update the field use and order.

(Custom Field 2 - Payment field Added successfully.)

Payment Field Setup

Order Section Required  OrderSecticn
Account Data/MICR Data ssl_account_data

System Field

System Field
am Fleld

Required  CustomFields System Field
AW Customer Data 1 Ho cust 1
A¥  CustomField 2 No custom_field2)
Add Mew Fisld |
| Add New Section |

10. To change the order in which the fields display in the section, click the up or down arrows

(refer to the To Rearrange Payment Fields section).
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To Delete Payment Fields

Only user-defined fields can be deleted. You are not allowed to delete system-defined fields.

1. On the Payment Fields screen, click on the field you want to delete.

Payment Fields

This form is used to update the field use and order.

Payment Field Setup

System Field

55]_account_data System Field

System Field

a T Custom Field 1 Ho cust_1
AT CustomDatai Mo CustomData1
4%  HewCustomerField) Mo Custom_Field

| Add New Field |

| Add New Section |

The Update Payment Field screen displays the selected field.

2. Click Delete.
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The system displays a message to confirm if the field should be deleted.

Update Payment Field

This fiorm is used to update a payment field. Note that all fields with an asterisk (32) are required.

Payment Field configuration

Field Options

Mame: Custom_Field

Display Name: |Mew Customer Field | %
Secion: ICustum Field= j 3
Field Type: | ¥

Minimum Mumber of Characters:

1%

#

Maximum Mumber of Characters:

Required: o
Show in Virtual Terminal; EI
Can be changed on Payment Form:
Show on Payment Form: @ Are you sure you want to delete this field?
Show in Receipt:

Show in Email 1o Customer:

Show in Email 1o Merchant

Ok | Cancel

Forward on Approval:

Oa0aaaxm<anan

Foreard on Decline;

| Update ] Delete | Cancel ]

3. Click OK.

© Elavon, Incorporated 2015 81



Converge System Administration Guide: Managing Terminals CON-0005-D

The system removes the payment field from the list and indicates that field deleted
successfully.

Payment Fields

This form is used to update the field use and order.

({lews Customer Field - Payment field Deleted successfully. )

Payment Field Setup

System Field

Account DatalliICR 1 System Field

Add 1.

T System Field

F Custom Field 1 No cust_1
AT CustomData1 Ho CustomData1

| Add Mew Field |

| Add New Section |
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To Edit Payment Fields

1. On the Payment Fields screen, click on the field you want to update.

The Update Payment Field screen displays the selected field.

Update Payment Field

This form is used to update a payment field. Note that all fields with an asterisk
(3¢) are required.

Payment Field configuration

Field Options

Mame: sz_amail

Display Mame: |Email Address 3
Section: |Billing Address =] 3¢
Field Type: Text x| ¥
Minimum Mumber of Characters: ]—

Maximum Number of Characters: |00 | %

Requirad: |

Shaw in Virtual Terminal: =l

Can be changed on Payment Farm: [

Show on Payment Form: W

Show in Receipt: ™

Show in Email to Customer: ™

Show in Email to Kerchant ¥

Forward on Approval; ¥

Forward on Decling:; ™

Update " Cancel

Note: The settings on this screen define how the field is presented on both the Virtual
Terminal screens and the Converge Payment Form. It also identifies whether the
field should be used on the email responses for approved and declined
notifications.

2. Make your changes and click Update.
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The Payment Fields screen displays and indicates that your update was successful.

Payment Fields

This form & used to update the field use and order.

K Email Address - Payment field Updated successfully. )

Payment Field Setup

To Rearrange Payment Fields

System Field

You can use the arrows to the left of the fields to rearrange the display of the section or the fields
on both the Converge user interface and the payment form.

1. Click the up or down arrow on the section address bar to move that section on both the
Converge user interface and the payment form.

Payment Fields

Payment Field Setup

a T

AT [ apdrEss

[ Add Mew Field

AV Ship to Company
AT Ship to First Hame
AT Ship to Last namea
F s Ship to Address1
Fas Ship to Address?
AT Shig to City

av Ship to Slate/Province
av Shig to Country
AT Shig to Phone

[ Add mew Field

FEFFFEEEE

This form is used to update the field use and order.

S5,
ssi_eman

asi_ship_to_company
ssl_ship_to_first_name
ssl_ship_to_last_name
ssl_ship_to_addressi
ssl_ship_to_address2
s=i_ship_to_city
s=l_ship_te_siate
ssi_ship_te_country
s&l_ship_to_phone

o 5 e Fled

System Fiald
System Flald
System Flald
System Fiaid
System Fiald
System Field
System Field
System Field
System Field

Sy stem Field

Custom Foehd 1 o cust_1
aAv CustomData o CustomData
Add New Field |
[ AddMew Section |
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The following example shows the Custom Fields section moved before the Shipping
Address in the user interface.

Credit Card Sale

Enter the Information for this transaction. Note that all fields with an asterisk (%) are required.

Phone: |_ |

{ {fﬁﬁtﬂm FiEI.:r:.

Custom Field 1; |
CustomDatat: |

A
7l

Shipping Address
Sama as billing M es

Ship to Company:

Ship to First Mame:

3hip to Last name:
Ship to Address1:
Ship to Address2:
Ship to City:

Ship to State/Province:
Ship to Country:

Please select a Country |

Ship to Phone:

' Process | Cancel |
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2. Click the up or down arrow on the field row to move that field on both the Converge user

interface and the payment form.

AV
AT
AT
Fa
AT
AV
AT
AT
Fa
AT

)

Payment Fields

This form ks used to update the field use and order.

Payment Field Setup

Company
First Hame
Last name
Address
Address2

City

State/Province

Postal Code
Country
Phone

Email Address

© Elavon, Incorporated 2015

Add New Fizld |

HNo
Ho
No
Ho
No
HNo
Ho
No
Ho
No
Ho

ssl_company

ssl_first_name
s50_last_name
s5l_avs_address

ssl_address2
ssl_city
ssl_state
ssl_avs_zip
ssl_country
ssl_phone
ssl_email

~Rystem Field

Lo

System Field

System Fiald
System Field
System Field
System Figld
System Field
System Fiald
System Field
System Field
System Figld
System Field
System Field

System Field
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The following example shows the Email Address field moved before the Address1 field
in the user interface.

Credit Card Sale

Enter the Information fior this transaction. Mote that al fields with an asterisk (%) are required.

Account Data: P
Expiration Date(MIYY): [rzis

Amount: ]— 3
Customer Code: |

Sales Tax I

Billing Address

Company: | |

First Marne: [12ne |

Last name: [Doe

[Email Address: ) |

Addresst; |

Address®:; |
|
|

City:
State/Provinca:

Postal Code: ]—
Country: [Please select a Country |
Phone: | |
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To Add New Payment Sections

1. On the bottom of the Payment Fields screen, click Add New Section.

Payment Fields

This form is used to update the field use and order.

Payment Field Setup

System Field

Account Dats

F. atdl Custo,.
Add New Field |

o~
Add Mew Section D
e
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The Add New Payment Section screen displays.

Add New Payment Section

This form ks used to add a new payment section. Note that all fields with an
asterisk (3¢) are required.

Mew Payment Section configuration

Section Options

e

Mame:

e

Display Mame:

Show in Virtual Terminal:
Show on Payment Farm:
Show in Receipt:

Show in Email to Customer:

Show in Email to Merchant:

[ B R

|. Add New Section l Cancel |

2. Enter the name of the new section, without spaces, in the Name field.
3. Enter the Display Name for the new section.
4. Select required check boxes to specify where the new section will display.

5. Click Add New Section to save the new section parameters.
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The system displays a message that confirms that the new section added successfully, and
the new section appears at the bottom of the screen.

Payment Fields

This form i used to update the field use and order.

@cund Custom Section = Payment section Added SIJI:I:EESTLI”',’_.:)

Payment Field Setup

Order Section Required OrderSection System Field

AT Account Data/MICR Data ssl_account_data System Field
zhermn Field

AT Customer Data 1 Ho cust_1
Add New Field |
AF Second Custom Section Required new._custom_section System Field
Add New Field |
| Add New Section |

6. To change the order of the sections, select the up or down arrows in the title bar of the
section.

To Edit Payment Sections

1. On the Payment Fields screen, click on the section name you want to edit.
The Update Payment Section screen displays the current information for the section.

2. Make your changes and click Update Section.
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The Payment Fields screen displays and indicates that your update was successful. The
updated section is highlighted.

Payment Fields

This form ks used to update the field use and order.

@J Customer Field - Payment field Updated successfully. )

AT

Payment Field Setup

Order Section

Custom Fields

New Customer Field

| Add Mew Field |

Second Custom Section

Add Mew Field |

Required

Required
Yes

Required

OrderSection
ssl_account_data

CustomFields

Custom_Field

MNew Custom_Section

System Field

System Field
am Field

System Field

System Field

Add New Section |
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To Delete Payment Sections

1. On the Payment Fields screen, click on the section you want to delete.

Payment Fields

This form is used to update the field use and order.

Payment Field Setup

Account Data'MICR Data
Expiration Date{MMYY)

AW Ly

AT Ship to Phone Ho
Add New Field |

& Custom Field 1 Ho

AT CustomData1 Ho

Add New Field

ssl_account_data
ssl_gxp_date

ssl_. ~f
ssl_ship_to_phone

cust_1
CustomData

System Field
System Field

System Field
System Field

Sy
System riend

System Field

System F;éid:

I Add New Section I

Notes:

e All fields must be removed before a section can be deleted.

e Only user defined sections can be deleted.
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The Update Payment Section screen displays the selected section information.

Update Payment Section

This form is used to update a payment section. Mote that all fields with an
asterisk (3¢) are required.

Existing Payment Section configuration

Section Options
Mame: Mew_Custom_Seclion
Display Name: |Second Custom Section| 3
Show in Virtual Terminal: |
Show on Payment Form: |
Show in Receipt: |
Show in Emall to Customer: |
Show in Email to Merchant: |
Lpdate Section Delete I Cancel |

2. Click Delete.

The following message displays to confirm if the field should be deleted.

Message from webpage |z|

@ Are you sure you want to delete this section?

Ok I Cancel

3. Click OK.
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The system removes the payment section from your form and indicates that deletion was
successful.

Payment Fields

This form is used to update the field use and order.

{Second Custom Section - Payment section Deleted successfully. )

Payment Field Setup

System Field

Account Data/MICR Data Yes 55|_account_data Systern Field
Expiration D3 !

Configuring Your Printer

The Printer Configuration function allows you to configure the receipt printing options for
Converge. Printer options define the output generated upon a successful authorization attempt.

Note: It is very important to note that to print receipts, you must set up your Internet browser to
accept pop-ups from Converge before you begin transaction processing (refer to the
Systems Requirements section in the Converge Getting Started Guide).

To set up your printer, you have to access the Printer Configuration screen.

1. Select Terminal | Merchant | Printer.
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The Printer Configuration screen displays.

Printer Configuration

This form is used to configure all of the printer options.

Printer Configuration

Printer Options
Printer Type: | Parallel Printer x|
Paper Type: |Single Ply |"|

Receipt Header Options Siistification

Custom La. | “ custom Fie.

Custom Label 10 | | Custom Field | =l

| Update I Cancel |

The Printer Configuration screen is divided into the following sections:
e  Printer Options

e Receipt Header Options

e Receipt Trailer Options

e Receipt Custom Fields

To Set Up Receipt Header Options

2. In the Printer Type drop-down list, select one of the following:

e No Printer
e Parallel Printer
e Serial Printer

e  Star Printer
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Options

Description

No Printer

Select if you do not wish to print a transaction
receipt.

This option displays the authorization information
on the Virtual Terminal Response screen.

Parallel Printer

Select if you wish to print a receipt to a parallel
printer.

This option launches a separate browser screen with
the receipt information and sends the output to the
default printer for the Internet browser. You must
then select the Print button in the pop-up window
or use the browser’s print feature.

Serial Printer

Select if you wish to print to a serial printer
connected to a configured serial (COM) port using
the Epson T20 printer.

In order for the Serial printer function to work, you
must successfully install the Epson T20 drivers from
the Support page using Device Assistant.

Refer to the Converge Peripheral Device Installation
and Setup Guide for more information.

Star Printer

Select if you wish to print using the Star Micronics
TSP6500II printer device.

For the Star Printer function to work, you must
successfully install the Star printer driver from the
Support page using ConvergeConnect.

Refer to the Converge Peripheral Device Installation
and Setup Guide for more information.
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3. In the Paper Type drop-down list, select one of the following:

e Single Ply
e Multi Ply
Notes:

e When you select Serial Printer as the printer type:

e Select Single Ply for 1 ply thermal style printers. This option prints the
customer and merchant receipts separately.

e Select Multi Ply for 2 ply impact style printers. This option prints the
customer and merchant receipts at once with one copy per paper ply.

e When you select Parallel Printer as the printer type:

e Single Ply prints the customer and merchant receipts side by side on a single
sheet of paper (8 1/2"x11").

e Multi Ply prints the customer and merchant receipts on 2 separate pages (1
per page, 8 1/2"x11").

e When you select Star Printer as the printer type:

e Select Single Ply for 1 ply thermal style printers. This option prints the
customer and merchant receipts separately.

e Select Multi Ply for 2 ply impact style printers. This option prints the
customer and merchant receipts at once with one copy per paper ply.

To Set Up Receipt Header Options

Receipt Header Options configures the structure for the receipt header. To enable or
disable the printing of each header line, you can add or remove data from the Header
Line field.

4. In the Receipt Header Options section, in the header text Justification drop down select
from the following to determine the placement of the text on the receipt:

o Left
e Center
. Rig ht
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5. In the Receipt Header Options section you can display up to five lines of text. An
example would be the merchant’s address, phone, and/or Website address.

Receipt Header Options

Header Line 1
Header Line 2
Header Line 3
Header Line 4

HeaderLine 5

Justification m

|Header Left Justified

IHeader Left Justified

|
|
IH eader Left Justified |
|
|

To Set Up Receipt Trailer Options

Receipt Trailer Options configures the structure for the receipt footer. To enable or
disable the printing of each footer line, you can add or remove data from the Trailer Line

field.

6. In the Receipt Trailer Options section, in the header text Justification drop down select
from the following to determine the placement of the text on the receipt:

o Left
e Center
e Right

7. In the Receipt Trailer Options section you can display up to two lines of text. An
example would be a thank you message to the customer.

Receipt Trailer Options

Trailer Line 1

Trailer Ling 2

Justification M]

|Tmi[er Right Justified

[Trailer Right Justified
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To Set Up Receipt Custom Fields

Receipt Custom Options configures up to ten (10) additional user-defined fields to
appear on either the parallel or serial receipts.

Custom Label 1 [custom Label 1 | Custom Field |Custom Field 1
Custom Label 2 |Custom Label 2 | Custom Field |Custom Field 1
Custom Label 3 |Custom Label 3| Custom Field |Custom Field 1

Custom Label 4
Custom Label 5
Custom Label &
Custom Label 7
Custom Label 8
Custom Label 9

| Custom Field

| Custom Field

| Custom Field

| Custom Field

Custam Field

N I § K K K ) K

|
I
I
|
|
|
|

|
|
|
| CustomField |
|
|

Custom Label 10 | Custom Field

8. Enter descriptive label must be entered in the Custom Label field.

9. To link to a defined custom field, select a value from the Custom Field drop-down list.

Receipt Custom Fields

Custom Label 1
Custom Label 2
Custom Label 3
Custom Label 4
Custom Label 5
Custom Label &
Custom Label ¥
Custom Label 8
Custom Label 9
Custom Label 10

|Custom Label 1

Custom Field

|Custom Label 2

Custom Field

|Custom Label 3

Custom Field

Custam Field

Custom Field

Custom Field

Custom Field

Custam Field

Custom Field

I
|
I
|
|
|
|

Custam Field

| Custom Field 1 =l
| Custom Field 1 E|

El

Another Custom Field
Custom Field2
Convenience Fee
Base Amount
CustomDatal

Lef Lef |«

Update

' Cancel |

10. Click Update.
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The Printer Configuration screen indicates that your update was successful.

Printer Configuration

Update succeeded.

Printer Configuration

Printer Options

This form is used to configure all of the printer options.

Printer Type: Parallel Printer | =

The following receipt example illustrates steps 1 through 10 applied:

Header Lefc Justified
Header Left Justified
Header Left Justified

E4 U5 Retail
0017340009997 772229998

Dace: 0370572014 02:37:59 PM
CREDIT CRRD SRLE

CARD WUMBER: ##t&sasas4989) 5
TERAN RMOUNT: §1.00

AFFROVAL CD: CVIESZ

RECORD #: ululi}

CLERE ID: Clerkl

Custom Label 1: My Cuatom Field Data
Custom Lebel 2: My Custom Field Date
Coacom Label 3: My Cuatom Field Data

Jang Doe
I AGREE TO PRY THE ABOVE TOTAL AMOUNT
ACCORDING TO THE CRRD ISSUER AGREEMENT
(MERCHANT AGREEMENT IF CBEDIT VOUCHER)

Trailer Right Justified
Trailer Right Justified

Merchant Copy

Header Lefc Justified
Header Left Juatified
Header Left Justified

E4 U5 Becail
0017340009997772229998

Dace: DES0572014 02:37:59 MM
CREDIT CARD SALE

CHARD NUMEBER: *#**#&+&#*#099Q0 3§
TRRN AMCUNT: #1.00

ARFFROVAL CD: CVISS52

RECORD #: aoo

CLERK ID: Clerkl

Costom Label 1: My Custom Field Data
Custom Lébel 2: My Custom Field Data
Custom Labkel 3: My Custom Field Data

Trailer Right Justified
Trailer Right Justified

Cuastomer Copy

Note: For placement of custom fields on the receipt, refer to the To Rearrange Payment

Fields section.
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Setting Up Payment Forms

This function allows you to set up the following forms:

e Payment Form
e Receipt Form

e E-mail Form

Terminal

Payment Form Setup allows you to set different Form like
Payment,Receipt,Emai form.

s Payment Form
e Payment Form

m Receipt Form
m E-rmail Form

Configuring Payment Forms

The Payment Form Setup screen allows you to change the basic structure of the HTML payment
form used for an e-Commerce site.

To configure your payment form, you can:

e Create header and footer text

e Edit and delete header and footer text

e Edit the form color

e Add header logo and background images to display on your payment form
e Set alignment for header logo on your payment form

e Remove header logo and background images from your payment form

e Preview the payment form
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To Create Header and Footer Text

1. Select Terminal | Payment Form | Payment Form.

The Payment Form displays.

Payment Form

This section ks used to configure the display options of the consumer payment form.,

Payment Form Seftup

Payment form Header Footer

Payment Form Header | |
Payment Form Footer | I _ Editor [
Preview

Payment form Color

Body Background: |Whim "'I RGE Valua: I#FFFFFF |
Body and Table Text: I Black 'I RGE Valua: |#IJIJBMD | Table
Table Header and Border: | "'I RGEB Value: |#2'34'3’34 |

Table Header Texd and Background:  [White =] RGE Valua: IiFFFFFF |

Himl Hypariink Tags: [Blue =] RGBValue: [zovoorr Link

Payment form Images

background / fext

Header Loge Images: Mone Seleclad
Header Logo Justification: @ Lent O Ccenter O Right
Background Image: Mone Seleclad
Update | Cancel | Restore Defaults | Preview |

2. Click the Editor button to the right of Payment Form Header.

Note: The same steps apply to configure the form footer.
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The Text Editor screen displays.

f_'-.' Converge Pay - Windows Internet Explorer

Resal Text

Clear Teset

Cancel

Help
i |

Tag Wizard Tag Legend Edit Wizard |

Preview

‘| [;I;‘

Note: You have two options to configure your Payment Form Header: Text Editor

window or the Tag Wizard button.

To Configure Your Payment Form Header using the Text Editor Window

1.

Enter the text you want to appear on the form header.

Note: The same steps apply to configure the form footer.

Click Preview to view the text as it will appear in the header.

Click Save to save the text.
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The Text Editor screen closes and the text you entered displays on the Payment Form
screen.

Payment Form
This section Is used to configure the display options of the consumer payment form.

Payment Form Setup

Payment form Header Footer

e . N
ABC Company 123 Main St Any City, Any .
(@*late 90909 999-099-0099 ) Editor |

Payment Form Headar

Payment Form Footer | |

Notes:
e Click Clear Text or Reset Text if you need to remove unsaved text from the Text
Editor screen.

e Click Cancel to close the Text Editor, cancel or delete unsaved work.

e Click Help to display the help page for the Text Editor page.

To Configure Your Payment Form Header Using the Tag Wizard Button

1. Click Tag Wizard to enter header text.

Note: The same steps apply to configure the form footer.
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The Tag Wizard screen displays.

r" Converge Pay - Windows Internet Explo =0 ﬁl
=]
Enter Text Here:
=]
4
Line Attributes:
In-Line Text: & Line Break: ©
Paragraph: ©
Text Attributes:
Font: | | Custom Color (RGEE
Color: | S
Size: I ﬂ Insert |
Bold: r
Resel
Italic: - _|
Underline: r .ﬂ‘
=

Note: Tag Wizard defines the properties of text in either the header or the footer

messages.

In the Enter Text Here text box, enter the basic text to add to the header or footer.

In the Line Attributes section, select the option to define how the text entered into the

previous box appears on the form.
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4,

In the Text Attributes section, select text attributes to define display properties of the
text.
/= Converge Pay - Windows Internet Exple — o] x|
=
Enter Text Here:
ABC Company =
123 Main St
Any City, Any State 99999
999-999-9999 =]
Line Attributes:
In-Line Text: © Line Break: €
Paragraph: & Alignment: |Centm =
Text Attributes:
Font:  [Arial =l custom Golor (REEY
Color:  |Green =]  #[008000
Size: ILﬂr‘JE =~ Insert |
Bold: =
Resel
Italic: r _|
Underline; r ﬂ‘
=]
Click Insert.

The screen closes and the text you entered displays along with the attributes you selected

in the Text Editor screen.

Click the Save button to save the text.
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To Edit and Delete Header and Footer Text

Click on the Editor button to the right of Payment Form Header.

Note: The same steps apply to configure the form footer.

2. On the Text Editor screen, click Edit Wizard.

{.: Converge Pay - Windows Internet Explorer — ID l[
=
[pb align='center'] [font face='arial' ‘ﬂ
color="'"#008000" size="large' scyle='bold,"] Cave ]
ABC Company
123 Main St. ResatTest |
Any City, Any State 99999
Clear Texl
999-990-9000 [font]
Previsw
Cancal
Help
bd
TagWizard | Taglegend | (( Eatwizara [}
Freview

ABC Company 123 Main St. Any City,
Any State 99999 999-999-9999

1 [;lﬂ

The following screen displays.

f." Conwverge Pay - Windows Intermet Explorer aJD.lLI
Tag Options =

- ABC Company 123 Main St. Any City, Any State 99909 994.904.
a99g

ea | cancel | Deiete |

=

3. Select the radio button next to the Tag Options you want to edit.
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If you choose Edit, the Text Editor screen displays for you to revise and save your new
header or footer.

If you chose Delete, the Text Editor screen displays. Click Save and the system removes
the header or footer.

To Edit the Payment Form Color

Under Payment Form Color on the Payment Form Setup screen, make your modifications as
desired. Changes appear in the Preview section as shown below. Colors can be either selected
from the drop-down list or you can enter the RGB color value in the free text field.

Payment form Color —
er
Bady Background: White I RGB Valua:
Body and Table Text: Black I RGB Valua: |#unnunn Table

b
Table Header and Barder: Lirmne ""I RGE Valua
Table Header Text and Background: | White vl RGE Valus: ItFFFFFF
Himl Hyperink Tags: Blue =] RGBValus: [#0000FF Link

FPraview

[Ereerre |
I#DDFFCID

background / text

To Add a Header Logo to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse
button and select an image for the Header Logo Image.
Payment form Images
Header Logo Image: Mone Selected
Headar Logo Justification: @ Left O Center O Right
Background Image: Mone Selectad
2. Click Update.

The image filename displays along with a message that states that the payment form
updated successfully. In addition, the Remove button displays, which enables you to
remove the logo.

Header Logo Image: CSmE"LﬂgnTas”pg Remove | )

Header Loge Justification: CLeft & Center  © Right
Background Image: Mone Seleclad

I

| Browse...
Browse..._|

© Elavon, Incorporated 2015
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Notes:

e If you try to upload an image that the file type is not supported you will receive
an error message.

e The supported file types are jpg, jpeg, or gif.

3. Select Left, Center, or Right to align the logo as desired and click Update.

Note: The default alignment of the logo set up for a terminal as left justified.

To Add a Background Image to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse
button and select an image for the Background Image.

2. Click Update.

The image filename displays along with a message that states that the payment form
updated successfully. In addition, the Remove button displays, which enables you to
remove the background image.

Header Logo Image: SmallLogeTestjpg Remove I
I [ Bowse.. |
Header Logo Justification: T Left & Center O Right
Background Image: @aﬂ;grgunﬂegﬂpg Remove |)
Notes:

e If you try to upload an image that the file type is not supported you will receive
an error message.

e The supported file types are jpg, jpeg, or gif.
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To Remove Header Logo and Background Images from Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, to remove a header
logo image or the background image, click the Remove button.

Remaove

Header Logo Image:

SmallLogoTestjp

J
CLeft @ Canter
Hone Selected

Header Loge Justification:  Right

Background Image.

I

| _Browse.._|
Browse... |

2. Click Update.

The system removes the image and displays a message that states that the payment form

updated successfully.

Payment Form

((Payment Form update succeeded. )

Payment Form Setup

Payment form Header Footer

This section is used to configure the display options of the consumer payment form,

Payment Form Header

| _Editor |

Payment Farm Faoter | | _Editor |
Preview

Header
Bady Background: White =] RGEBValua: |#FFFFFF
Body and Table Text I Black -'I RGB Value: |#unu-nuu Takble
Tabla Header and Bardar: | 'vI RGE Value: |#294934 |

— background | text

Table Header Text and Background: IWhrte 'I RGB Yalue: |#FFFFFF
Htrml Hyperlink Tags: |E||u|5~ 'vI RGE Value: |#0000FF Link

Payment form Images

Header Logo Image: Mane Selected

& et O Center
Mane Selected

Header Logo Justification: 7 Right

Background Image:

_Update | | Cancel | | Restore Defaults

| [Preview |
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Notes:

e Editing can be performed at one time or to individual sections and then click

Update when completed.

e To remove all editing at once click Restore Defaults.

To Preview Payment Form

To view the payment form as it will be displayed to a consumer, select the Preview button at the

bottom of the screen.

Payment Form
This section i used to configure the display options of the consumer payment form.

Payment Form Setup

w01 Header Foot-

Update | Cancel | Restore Defaults
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The following payment form example illustrates the preceding steps applied:

TEST MODE

| ! | @© | | ‘

converge

LT T VTR

ABC Company 123 Main St. Any City, Any State 99999 999-999-9999

1
Custom Fields
q Igmmnma1:| . q ‘ |
Close
q | 'I;hank ynuifor your h*uslnessl ‘ 1 |

Configuring Receipt Forms

The Receipt Form screen configures the options to accurately display the transaction
authorization results from the Converge payment form.

1. Select Terminal | Payment Form | Receipt Form.
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The Receipt Form displays.

Receipt Form

Consumer Receipt Setup

This section is used to configure the display options of the consumer receipt
form. Mote that al fields with an asterisk (%) are required.

Receipt Form - Approval

LinkMethod  [Hyperiink =]

Button Text |Continue Shopping It

URL |

Receipt Header | | [ Editor |
Receipt Footer | | [editor |
Receipt Form - Declingd

LinkMethod  [Hypedink =]

Button Text |continue Shopping *

URL I

Receipt Header |

Receipt Footer |

Receipt Form - Ermor URL

URL

Update | Cancel |

Restore Defaults |

2. Enter relevant information in the Receipt Form - Approval section.

Notes:

e This section is used to identify how the authorization response page is handled
from the Converge payment form for approved transactions.

e Only Button Text is required. All other fields are optional.

e For Link Method options refer to the Receipt Form Table Options for more

information.
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3. Enter relevant information in the Receipt Form - Declined section.

Notes:

e This section identifies how the authorization response page is handled from the
Converge payment form for declined transactions.

e Only Button Text is required. All other fields are optional.

e For Link Method options refer to the Receipt Form Table Options for more

information.

4. Enter relevant information in the Receipt Form — Error URL section.

5. Click Update.

Receipt Form Option Table:

Options

Description

Link Method

This selection offers four methods to create the
receipt link.

Hyperlink

Displays the link back to the Web site
specified in the URL field as a text link on the
Converge response page.

Form GET

Displays the link back to the Web site
specified in the URL field as a button on the
Converge response page. The response data
is returned to the site in the form of a GET.

Form POST

Displays the link back to the Web site
specified in the URL field as a button on the
Converge response page. The response data
is returned to the site in the form of a POST.

Get Redirect

Re-directs the response from the Converge
payment form to the URL defined in the URL
field in the form of a GET.

Button Text

Allows you to specify the text that appears as the
link on your Web site or response page. This option
is only applicable for the Hyperlink, Form GET and
Form POST Link Method options.
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Options Description

URL Allows you to attach a URL address on your receipts
to give your customer' easy access back to your
Web site. You have three protocol options for your

URL:

e HTTP
Hyper Text Transfer Protocol

e HTTPS
Hyper Text Transfer Protocol Secure

e FTP
File Transfer Protocol

Receipt Header Allows you to add a customized message that

appears at the top of the declined transaction
response page.

Receipt Footer Allows you to add a customized message to appear
at the bottom of the declined transaction response

page.

Configuring Email Options

To configure your email options, you may do the following:

e Set up your email notifications

e Restore default settings

Select Terminal | Payment Form | E-mail Form.
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The Email Setup Form displays.

Email Setup Form

This section & used to configure the emal options.

Email Notification Setup

Email Options Approval

™1 Watify Merchant of Transaction Approval
™1 Maotify Customer of Transaction Approval

|i

Email Headar | |

Email Foater | | Edi

Ll |8

SBubject [ﬂrder Canfirmation Fleld IPIaass Selact Field =

I Hatify Merchant of Transaction Decling
I Hatify Custemer of Transaction Decling
Emiail Headear | |

|§__

Email Footer | | Edi

Ll |

Subject [Failed Order Confirmation Fleld |Please Select Field =

Email Options Decline

Updat&| Cancel| Restore Defaults I

To Set Up Email Notification for Approved Transactions

Use the Email Options Approval section to determine who receives email notifications for
approved transactions and to modify Email Header, Email Footer, Subject, and Field formats so

custom messages can be presented.

1. To use the email address you specified in the Merchant Information section (refer to the
Setting Up Merchant Information section), select the Notify Merchant of Transaction
Approval check box to generate a merchant confirmation email upon approval.

Note: If the check box is not selected, an approval confirmation email will not be sent to

the merchant.

2. To use the email address specified by the customer during the transaction, select the
Notify Customer of Transaction Approval check box to generate a customer approval

email.

Note: If the check box is not selected, an approval email will not be sent to the customer.

To add a custom message at the top of the approval email, click the Editor button on the
right side of the form next to the Email Header field.
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The following dialog box displays.

-":'-.' Converge Pay - Windows Internet Explorer _ |I:I 1'
=]
=]
Save
Regal Text
Clear Texcl
Prewvisw
Cancel
Help
i
Tag Wizard Tag Legend Edit Wizard |
Preview

‘| I;I;‘

For more information on how to use Tag Wizard or the Edit Wizard buttons refer to the
To Configure Your Payment Form Header Using the Tag Wizard Button section.

4. Enter and Save your message.

5. To add a custom message at the bottom of the approval email, click the Editor button on
the right side of the form next to the Email Footer field.

Enter and Save your message in the dialog box that displays.

6. To add a custom Subject line to the email, type in the message you want displayed in the
subject line and select the Field you want displayed. You have the option to select the
invoice, description, or any custom field you have setup for this terminal.

Note: To set up custom fields, refer to the To Add New Payment Fields section for more
information.
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To Set Up Email Notification for Declined Transactions

Use the E-mail Options Decline section to determine who receives email notifications for
declined transactions and to modify email header and footer formats to customize messages.

1. To use the email address you specified in the Merchant Information section, select the
Notify Merchant of Transaction Decline check box to generate a merchant email upon
a transaction decline.

Note: If the check box is not selected, a decline confirmation email will not be sent to the
merchant.

2. To use the email address specified by the customer during the transaction, select the
Notify Customer of Transaction Decline check box to generate a customer decline
email.

Note: If the check box is not selected, a decline email will not be sent to the customer.

3. To add a custom message at the top of the decline email, select the Editor button on the
right side of the form next to the Email Header field.

The following dialog box displays.

ST
=]
=
Save
Reset Text
Clear Teaxl
Previaw
Cancel
Help
i
Tag Wizard Tag Legend Edit Wizard |
Freview

q of”

For more information on how to use Tag Wizard or the Edit Wizard buttons refer to the
To Configure Your Payment Form Header Using the Tag Wizard Button section.
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4. Enter and Save your message in the dialog box that displays.

5. To add a custom message at the bottom of the decline email, select the Editor button on
the right side of the form next to the Email Footer field.

6. Enter and Save your message in the dialog box that displays.

7. To add a custom Subject line to the email, type in the message you want displayed in the
subject line and the Field you want displayed.

Note: You can add a custom field for your Subject line. Refer to the To Add New
Payment Fields section for more information.

8. Click Update to save any modifications.

Note: Once you click Update, you cannot revert to the old information; however, you
can click Restore Defaults to revert all of the fields to the Converge default values.

Setting Up Advanced Settings (Advanced Menu)

This section describes the following options:

e System Setup
e Error Messages
e Fraud Prevention Rules

e Business Rules

Terminal

The Advance Setup function allows you to set up the
System and Error Messages.

s Advanced
m Systemn Setup

m Error Messages
= Fraud Prevention Rules

Business Rules
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Configuring System Setup

System Setup allows you to:

Configure your HTTP options
Configure your processing options
Configure your device options

Configure your Export options

To Configure Your HTTP Options

You can add HTTP referrers to the payment form.

1.

Select Terminal | Advanced | System Setup.

The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

Advanced Configuration

HTTP Options
Use HTTF Referrers 7

Authorized Referrers
Add Referrer | I

Processing Options
geend HTTP Transacy

Authenu. o | 1

Confirmation String |

Update | Cancel |

2. To be able to prevent all except authorized referrers from linking to your site, click the

Use HTTPS Referrers check box.
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Notes:
e This assures you that only your Web site is sending transactions to your account.

e To be able to perform transactions from a Web site or integrated solution outside
of the Converge Terminal, the Enable HTTPS Transaction check box needs to be
enabled on the Terminal Configuration screen. Contact Customer Support to
enable this flag.

e Refer to the Converge Developer Guide for details on Web site integration.

To Add a Referrer

1. To be able to select the sites that you wish to authorize to link to your site, type the full
URL (include the http or https) into the Add Referrer field (for example,
https://www.mywebsite.com/paymentpage.html).

2. Click the Add Referrers button.

The System Setup screen displays the URL added and a message that the update
successfully added.

System Setup

This form is used configure the advanced system settings.

uthorized Referrer successfully added.™)

Advanced Configuratio

HTTP Options
Use HTTF Referrers [

Althorized Referrers hitps -/fwwew. mywebsite com/paymenipage himl | Delete |

| Add Referrer | |

c=ing Options

Confirmation . _ |_

' Update I Cancel |

3. Click the Update button to update your system setup.
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Notes:
e Add each referrer separately.

e Choosing options can be performed at one time or to individual sections and
then click Update when completed.

To Remove a Referrer

1. Click the Delete button to the right of the URL you want to delete.

The system removes the selected URL and displays a message that the referrer was
successfully removed.

2. Click the Update button to update your system setup.

To Configure Your Processing Options

Your Processing Options allow you to:

e Set up an EMV capable terminal

e Set up an e-Commerce or MOTO terminal to accept encrypted hand key on device
e Set up an e-Commerce profile for 3D Secure

e Add a MasterPass wallet to a terminal (Canadian e-Commerce terminal)

e Create a schedule to automatically settle your transactions

To Set Up Terminal with an EMV Device

To set up an EMV capable profile for retail and service terminals, follow these steps:
1. Select a profile configured as a retail or service terminal from your list of available profiles.

2. Select Terminal | Advanced | System Setup.
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The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

Add Re. | |

Processing Options
Enable EMV Chip Cards

Auto Settlement

Auto Settlement Time (EST) P W
Settle Recurring Transactions Next Day [

| Confirm. |_ I

| Update || Cancel |

—

3. Under the Processing Options section, select the Enable EMV Chip Cards check box.

4. Click Update to save this system setting.

To Set Up Terminal with Encrypting Hand Key Device

To set up a terminal to accept encrypted keyed transactions using a device, follow these steps:

1. Select a profile configured as a e-Commerce or MOTO terminal from your list of available
profiles.

2. Select Terminal | Advanced | System Setup.
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The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

Add Referie. | |

Processing Options
Enable Encrypted Hand Key on Device

3DSecure
Auto Settlement O
Auto Settlement Time (EST) EP M. W

Settle Recurring Transactions Mext Day [

=,

| Confirma.. |

Upie

— ‘

3. Under the Processing Options section, select the Enable Encrypted Hand Key on
Device check box.

4. Click Update to save this system setting.

Users are now able to key in cardholder data directly into a supported device. Refer to the
Converge Peripheral Device Installation and Setup Guide for more information.

To Set Up 3D Secure

To set up an e-Commerce profile for 3D Secure, follow these steps:

1. Select a profile configured as an Internet terminal from your list of available profiles.

2. Select Terminal | Advanced | System Setup.
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The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

“~ed Configuratie-

| _Add n. .

Processing Options

3DSecure I
KMasterPass il
Auto Pend HTTP Trangactions -
Alto Settlement |
Alto Seftiement Time (EST) ]_;I

Seltle Recurring Transactions MNext Day [

i i i g

| Confirri.. I_' |

| Update | Cancel | |

3. Under the Processing Options section, select the 3DSecure check box.

4. Click Update to save this system setting.

To Set Up MasterPass Wallet

To set up a Canadian e-Commerce profile for MasterPass wallet, follow these steps:
1. Select a profile configured as an Internet terminal from your list of available profiles.

2. Select Terminal | Advanced | System Setup.
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The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

“~eql Configuratie-

| __Add ». ,

Processing Options
ADsecure

KasterPass

Auto Pend HTTP Transactions
Auta Setlement

Auto Settlement Time (EST)

;|‘l.‘|=?|.‘l
4

Seftle Recurring Transactions Next Day [T

g i i i

| Confirr.. I_'

| Update | Cancel | ‘

3. Under the Processing Options section, select the MasterPass check box.

4. Click Update to save this system setting.

To Automatically Settle Your Transactions

1. To automatically settle your transactions, select the Auto Settlement check box.

2. In the Auto Settlement Time (EST) drop-down list, select your settlement hour.

Notes:
e Auto Settlement Time:

e Settles all unpended transactions from the Current Batches queue at a
specified time each day, Eastern Standard Time (EST).
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e Transactions with a timestamp after the auto-settlement time will be settled
in the next day’s batch.

e Can be changed after your current Auto Settlement Time has passed.

e Your current batches will not settle until the newly selected time the following
day.

e When a terminal is setup for one of the following payment types: Debit, Check,
Food Stamps, Cash Benefits, or Check, the terminal is forced to auto settle at
4:00 AM Eastern Standard Time (EST). However, the merchant can change the
auto settlement time.

e Once Multi-Currency is enabled, the terminal is forced to auto settle at 6:00 PM
Eastern Standard Time (EST).

e The merchant has no choice in the settlement time.
e Manual settlement is not allowed.

e Funds must be delivered at 6:00 PM EST to ensure the best exchange rates
possible.

3. To exclude recurring transactions in the current settlement run and include them in the
next day’s run, select the Settle Recurring Transactions Next Day check box.

Notes:

e If the Settle Recurring Transactions Next Day check box is unchecked,
Converge includes recurring transactions in the current settlement run.

¢ When you add a new terminal, Converge sets up the terminal to include recurring
transactions in the current settlement run by default (uncheck the Settle
Recurring Transactions Next Day check box).

e Converge allows you to set up terminals to exclude recurring transactions from
the current settlement run and include them in the next day’s run (check the
Settle Recurring Transactions Next Day check box).

4. Click Update to update your settlement time.

To Configure Your Signature Capture Device Options

You can set the Signature Capture Device Option to your choice of devices when you have a
certified device connected to your PC that will accept signatures. This function allows you to
capture signature images when you enter transactions. This function also allows you to add
signatures to open and settled transactions.
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1. To set up a terminal for a signature capture device, select either the Hypercom L5200 or
the Ingenico ISC250 check box.

System Setup

This form is used configure the advanced system settings.

Advanced Configuration

HTTP Options
Use HTTP Referrers |

Authorized Referrers

Add Referrer | |

Processing Options
Enable EMY Chip Cards O]
Auto Settlement

Auto Settlement Time (EST)

Settle Recurring Transactions Mext Day 7]

Signature Capture Device Options
O Mone

O Hypercom L5200

@ Ingenico ISC250

‘ Confirma.. |_ =

| Update || Cancel |

2. Click Update to accept signature images.
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Notes:

e In order for the Hypercom L5200 device to work properly you must download
and install DeviceAssistant. Refer to the Converge Peripheral Device Installation
and Setup Guide for more information on DeviceAssistant.

e In order for the Ingenico ISC250 device to work properly you must download
and install ConvergeConnect. Refer to the Converge Peripheral Device Installation
and Setup Guide for more information on ConvergeConnect.

To Configure Your Export Options

You can set up the Export Script setting to specify a URL for approved, declined or error
transactions. All transactions will send an export script to the specified location. Export scripts
allow you to request the results of your payment transactions be returned to your Web site for
inventory purposes, sales analysis, or customer database maintenance. Converge offers a post
approval or export script that posts results to your system after completing each transaction.

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays.

System Setup

This form is used configure the advanced system settings.

Advanced Configuration

| Settle k. 00NS M.
Export Options
Enable Export Script I
Approval URL |http:/fwww.ismerchant.ca/xportscripts/ViM_XportScript_
Declined URL |hl1:p:ﬂmvw.ismercha nt.ca/xportscriptsMVM_XportScript
Errar URL |http:f_a’ww.ismercha nt.ca/xportseripts VM _KportSeript

Authentication Usemame |
Authentication Password |

Confirmation String |

Update | Cancel |
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2. Select the Enable Export Script check box.

The Enable Export Script checkbox defaults to unchecked. The remaining fields are read-
only and become editable when you select the Enable Export Script check box.

3. Enter an Approval URL to indicate where your approved transactions will go.
4. Enter a Decline URL to indicate where your declined transaction will go.

5. Enter an Error URL to indicate where your errors will go.

6. Enter an Authentication Username and Authentication Password.

7. Enter a Confirmation String.

Notes:

e When you enter a value for authentication username, you must enter a value for
authentication password, and conversely, if you enter a value for the
authentication password, the authentication username is required.

e The confirmation string is optional. however, if you want to provide a
confirmation string, it must be used in conjunction with the username and
password.

8. Click Update to update your export script settings.

Note: Choosing options can be performed at one time or to individual sections and then
click Update when completed.

Customizing Error Messages

Any user is able to click on an error message and update the message description. The error
number cannot be updated. The Custom Error Messages screen allows you to create custom
error messages when an error message is returned when a transaction could not be authorized.

If there is no custom message listed in the Custom Message field, the default message displays
when the error is returned on the transaction that was not authorized.

If there is a value in the Custom Message field, this message displays on the unauthorized
transaction, in place of the default message.

1. Select Terminal | Advanced | Error Messages.

© Elavon, Incorporated 2015 130



Converge System Administration Guide: Managing Terminals CON-0005-D

The Custom Error Messages screen displays.

Custom Error Messages

A confiquesbie emor messages are depleped here,

Murntser | EiTof Narrs Dl Besiurge Cuslonm M sage

3000 | Gy Bl ranponding Ve, 58 kpofo Eaist, el N3P,
T | G QI T o .
003 Adapier gensraied srmor L] ]
4300 | WOD M Sappled Tt ' Ll B i 1400 sl i W BSETTLBSA: il Tro ViclablllSiEnanl I wild B0 SUgaad b I
POTHS PhJuL
L WL LA g P lrmaid Ting \rhagiliprchond i Unar i} i PR puppbad n Thes Vick 0 Lipss D gredior PR pupsied in
rpgeRat iy ivalid o srisaton oL i imvald

HITP Trass Mot Alcesd WTTF FOST Fatascsond 5 Hat Elowed lor Bt Stsunt WTTIF PCRST ararch oot ik fid licass 154 Tid
[
HTTP Rasbermess sl HTTP POET ransachens aw not alowed for s HTTF B st HTTF POEET waracins. a0k fot aicessd o Thig HTTP
Refanp

(T aail Adefrenn levabid } Tha -l ASSrIdd SLCEERS i P SuTOATMSGn IROUEE] AD0HEct 1 B Thi E-mil ASdruis dapplied i T sulSorcasen
kil TS BEERAtE 19 B kel

4302
A
4208
.P ‘Wi Data W Trek G 0 0 ok U "

2. To customize a specific error, select the Error Name in the Error Message List.

The Custom Error screen displays.

Custom Error

This form is used change the default error message settings.

Custom Message

Humber 4005

Errar Mame E-miail Address Invalid
Default Message | The E-mail Address supplied in the authorization request appears to be invalid.

Custom Message (Mhe F-mail Address supplied in the authorization % =
' reguest appears to be invalid. Please enter a {
alid E-mail Address.

[Update | Use Default | | Clear || Cancel |

3. To customize a specific error message, enter the desired message into the Custom
Message field. The error message cannot exceed 255 characters.

Note: The text in this field does not support customized HTML code.
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4. Click Update to save your changes.

5. When you have defined a custom message for the selected error, a Use Default button
displays. To revert to the original message, click the Use Default button.

Setting Up Fraud Prevention Rules

The Fraud Prevention Rules screen displays a list of filters available to you. This screen allows
you to manage the global and local terminal settings for the Fraud Prevention Rules in your
terminal. This table gives you an overview of all rules available to you, indicating the ones that
have been enabled or disabled. You must click on each rule separately to view or modify the
current settings.

Fraud Prevention Rules

The fraud prevention rules screen displays a bst of filkers avalable to you. Click on the fiter you would e to configure. It & strongly
recommended that vou get famiiar with the capabiities of each of these fiters to determing which ones work best for your business neads.

: — Global Tesminal

This filbar erebls you to desipnate which trensacton Types you wank to set To pend,
¥ you are using this fiter and recehne approved transctions they wil be autormaticaly
aubty Pend Filber — pended when entered theowgh the Corverge ntegration. Merchant must kgin o the Enabded
appication in order to release those tensactions from the “Pend” state. Panded
Trandactiond cunnot be sartied untl they ané un-pended,

Heschant IF This fitar enables you to desipnate and mantain a bt of 1P addressas from which you
alow tranmactions 1o o . I you are using this ficer an transactioes froen

" e 04 T valdate D «unkered by cardne,..

Filter 3 viss wurdin, If you are usneg this fioer aie coutve transactions from an Ermm b
Blltgr address wikh &n rvabd domain, an emor will be returmed,

This fiter enables you to specly 3 time Imit, between 1 and 15 minutes; for a dngle

trarsaction, I the tansecton exceeds the time 2lowed for processing, & wil be Disabled

Imnsaction
Tenegut Filber dechned,

Notes:

e Merchants are asked to get familiar with the capabilities of each of these filters and
monitor their processing trends to determine which ones work best for their business
needs.

e Rules are only triggered through integration and do not apply to any transaction initiated
from the user interface (Virtual Terminal).
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The available filters are as follows:

e Auto Pend Filter
e Merchant IP Address Filter
e Mobile Payment Filter
e [P Address Filter
e Individual/Ranges Filter
e Country IP Address Filter
e Country Filter
e Billing Country Filter
e Shipping Country Filter
e [P Address & Country Mismatch Filter
e IP Address & Billing Country Mismatch Filter
e [P Address & Shipping Country Mismatch Filter
e Email Address Filter
e Card Number Filter
e Transaction Velocity Filter
e Email Domain Filter

e Transaction Timeout Filter

To Update Auto Pend Settings

The Auto-Pend Filter screen allows you to manage the Auto Pend settings for your terminal.
These settings enable you to designate and maintain a list of the transaction types that you want
to set to pend. You may choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card
Force or Credit Card Returns.

If you use this filter and receive approved transactions, they will be automatically pended when
entered through the Converge integration. You must log on to the application to release those
transactions from the Pended state. Pended transactions cannot be settled until they are
unpended.

To Pend a Transaction Type:

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Auto Pend Filter.
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The Auto Pend Filter screen displays.

Auto Pend Filter

This fiter enables you to designate which transaction types you want to st to pend. You may choose to pend Credk Card Sale, Credk Card
Auth Only, Credt Card Force o Credit Card Returns, If you ang using this flter and recefve approved ransections they wil be sutomaticaly

pended when entered through the Corverge integration. Merchant must iogin to the apphcation In order to release those transactions from
the "Pend" state. Pended Transactions cannot be settied unti they are un-pended.

IMPORTANT NOTES:

By enabling the fiter check box and selecting the update button, you ane activating the fiter settings for your terminal mmedately, The
fiter vwil be appled to those transactions you have speciied. You may modify, enable, or disable this fiter at any time.

Aute Pend Transoctiens Setings

W Emabde Auto Pend Settings

Plaase alact e Iransactions you wand to Auto Pend

T Credt Card Sale

T Credit Card Awth Only
[T Credt Card Force

T Credt Card Retum

Update | | Cancel |

3. Select the transaction types that you want to auto pend.

Note: Must select transaction before selecting the Enable Auto Pend Settings checkbox.

4. Select the Enable Auto Pend Settings check box.

A message displays to confirm activation.

Message from webpage E]

You are actvating the flter setting For your terminal immediately.
The filter will be applied to those transactions that you have
spedfied, Do you want to proceed?

Ok I Cancel
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5. Click OK.

Notes:

e To disable activation, uncheck the Enable Auto Pend Settings check box. A
message displays to confirm deactivation.

e You must choose at least one transaction type to enable this filter.

e The filter applies to all transactions entered through the integration.

6. Click Update.

A message displays that the fraud value successfully updated.

Fraud value successfully updated.

Auto Pend Transactions Settings

= Enable Auto Pend Settings

Please selectthe transactions you wantto Auto Pend

¥ CreditCard Sale

[T CreditCard Auth Only
[T CreditCard Force

[T CreditCard Return

Update | Cancel |

The settings for your terminal are immediately activated and the filter will be applied to
all transaction types specified.

To Update Merchant IP Address Settings

The Merchant IP Address Filter screen allows you to manage the merchant IP address settings
for your terminal. These settings enable you to designate and maintain a list of IP addresses from
which you allow transactions to originate. If you use this filter and receive transactions from an IP
address that is not in your allowed list, the transactions will be declined.
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The Merchant IP Address Filter settings only have a local setting; there is no global setting for
this rule. You only have one checkbox that is used to enable/disable the rule for the terminal.

Merchant IP Address Filter

IMPORTANT NOTE:

Merchant IP Address Seilings

=4 Emabde IP Address Setiings

Please add an indhidual (all 4 octeds Ex 00000000000 ) of 3 range (firsh 2 or 3 oclabs Ex
JO 0000 or Jo0U00) of IP addres:ses fram which ransacon requests can originale. You musk
add al least one I Address 1o enable this Siter,

] dudd

Dispilay: %5 =
1 00000 W00 00 Rencve
2 MO0 Femevn

Update | Cancel

This fiter enables you to designate and maintain a kst of 1P addresses from which vou alow ransactions 0o orginate,
If you are weing this fiter and receive transactions from an IP Address that & not in your alowed kt, the transactions wil be decined.

By enabing the fiter check box and selecting the update button, you are activating the fiter settings for your terming immediately, The:
fiter wil be appled to al transactions recetved. You may modfy, enable, or disable this fiter at any tme.

To Add a Merchant IP Address

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.
2. Click Merchant IP Address Filter.

The Merchant IP Address Filter screen displays.
3. Select the Enable IP Address Settings check box.

A message displays to confirm activation.

button, Do you want to proceed?

o]

Message from webpage |E]

You have selected to enable this filker; the filter and its settings
will be applied to your fransactions once you dick on the update

Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable IP Address Settings check box. A
message displays to confirm deactivation.

5. In the text box provided, enter an individual or a range of IP addresses from which
transaction requests can originate.

6. Click Add.

The newly added IP address displays.

Merchant IP Address Settings

I Enable IP Address Seftings

Please add an individual (31l 4 octels Ex. J00000000 ) or a range (first 2 or 3 octets Ex.
JOD 00000 or X000 000 of IP addresses from which fransaction requests can originate, You must
add atleast one IP Address to enable this filter.

| | [add]
Display: |25 '-I

1 0N D0 200 00, Remave
2 00 0003000 | Remove
3 00 00 0000 Remave
Update | Cancel |

7. To add another IP address, repeat steps 5 to 6.
8. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to
all transactions received. You must add at least one IP address to enable this filter.
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To Remove a Merchant IP Address

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.

Message from webpage il

@ You are about to remaove 000 00000

oK I Cancel

2. Click OK.
3. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to
all transactions received.

To Update Mobile Payment Settings

The Mobile Payment Filter screen lets you designate and maintain a list of mobile devices from
which you allow transactions to originate based on the mobile identification numbers. If you are
using this filter and receive transactions from a mobile device that is not in your allowed list, the
transactions will be declined.

Mobile Payment Filter

This ier enabies you (o designate and maintan a Bt of moble devices from which you low transactions to originate based on the moble
dentfication numbsers.

IFyou are using this Mer and receive ransactions from a mobde device that & not in your alowed k2, the transactions vl be decined.

IMPORTANT NOTE:
By enabing the fiter check box and selecting the update button, you ane activating the fiter settings fior your terminal mmediately., The
fiter wil be appled to al transactions received. You may modify, enable, or dsable this fier at any time,

Mabile Payment Sellings

Bl Enabds Mobile Payment Sattings

Please add e obile ldenification numbars Trom which Wansackion requests can originate. You
st &ddl at leasd ane Mobile |dentication number 1o &nable this fiker.

[ .Addl
Citeplay: |25 -I
1 1 Henove
2115555 _Rencvs |
3 33 Aenave
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To add a mobile payment identification number:

1.

Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Mobile Payment Filter.

The Mobile Payment Filter screen displays.

Enter the mobile payment number that you want add.

Click the Add button.

Select the Enable Enable Mobile Payment Settings check box.

A message displays to confirm activation.

Message from webpage x|

=% ‘You have selected to enable this filter; the filter and its settings
\ ! will b2 applied to your fransactions once you dick on the update
= button, Do you want to proceed?

QK I Cancel

Click OK.

Note: To disable activation, uncheck the Enable Enable Mobile Payment Settings

check box. A message displays to confirm deactivation.

Click Update.

The settings for your terminal are immediately activated and the filter will be applied to

all transactions received.
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To Update IP Address Settings

The IP Address Filter screen enables you to designate and maintain a list of IP addresses of
cardholders from which you do not allow transactions to originate. You may enable the Converge
global IP address settings or add your own list of IP address settings based on a single IP address
or a country IP address to block.

If you use this filter and receive transactions from an IP Address that is in your blocked list or an IP
address is not provided, the transactions will be declined.

To block a specific IP address or range of IP addresses, you enter the IP address and click the Add
button. You can enter IP addresses without enabling the local IP address setting of the rule for the
terminal. However, you cannot enable the local IP address setting until at least one IP address is
entered; an error message will be displayed when you click the Update button.

To block all IP addresses for a country, select a country from the Country to Accept box on the
left and click the right pointing arrow to move the country to the Countries to Block box on the
right. You can select countries without enabling the local country setting of the rule for the
terminal. However, you cannot enable the local country setting until at least one country is in the
Countries to Block box; an error message will be displayed when the user clicks the Update
button.

You can remove IP addresses/countries without disabling the local setting of the rule; however if
you remove all entries and click the Update button you will get an error message. When
removing all entries, you have to uncheck the local setting checkbox before clicking the Update
button.

At the local level, you can enable/disable the IP address and countries settings individually. Both
can be disabled, both can be enabled, or one or the other can be enabled and the other disabled.
Converge will only execute the global setting and local settings of this rule for the terminal when
the settings are enabled.
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At a global level, you can enable/disable the entire rule for the terminal. This includes both the
individual/range of IP address and countries. The global setting of this rule always includes the
individual IP addresses and the countries.

IP Address Filter

Country IP Address to block.

transactions wil be deciined.,
IMPORTANT NOTES:

transaction.

W Esabl Global Seflings

Thee Global IP Addrass Filter is predetermined list of indkidual and country IF addresses known for
fraudulent actvitias. Thara 15 nd merchant-confrollad confguration Tor Bhis fiter, mana.gamant of this Aller is
handled exchushvaly by Elavon.

This fiter enables you to designate and maintain a kst of IP addresses of cardholders from which you do not alow transactions to
You may enable the Converge Global IP Address Settings or add your own kst of IP Address Settings based on a single IP Address or a

If you are using this fiter and receie transactions from an [P Address that & in your biocked kst or an IP Address 5 not provided, the

In grdier b wse this fiter you must submit the cardhoider TP Address (ssl_cardholder_ip) via process.do and processxmbado with each

By enabing the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal immediately. The
firer wil be appled to al transactions received. You may modfy, enable, or disable this fiter at any time.

. Emabde IF* Address Scltings

Please acd an indkidual (all 4 oclets Ex. X00U00000000! ) or 3 range {firs 2 or 3 ochets Ex. }000U00U000
or BR0LN00 or Cowndry |P asdresees Mom which ransaction requests s nol sliowed. You miust add a1
leasd one [P Address or one Counlry IP Addresa to enabde toge Siters.

g

Countrigs o Block

a (AGO)
Anguilla [ALA)
Anfarctica [ATA)
Antigua and Barbuda (ATG)
Aegenting (ARG)
Aumnenia (ARM)
Asuba (AEW)
Australia (ALIS)
Austria (AUT)
Azerbaijan (ATE)

ﬂ [united States [USA)

>
<%
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To Update the Global IP Address Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click IP Address Filter.
The IP Address Filter screen displays.

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

Message from webpage il

@I You have selected to enable this filter; the filter and its s=ttings

! will b2 applied to your fransactions once you dick on the update
== button, Do you want to proceed?

QK I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The settings for your terminal are immediately activated and the filter will be applied to
all transactions received.

To Add an IP Address

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click IP Address Filter.
The IP Address Filter screen displays.

3. Select the Enable IP Address Settings check box, if desired.
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A message displays to confirm activation.

Message from webpage x|

@ You have selected to enable this filter; the filter and its settings

! will b2 applied to your fransactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable IP Address Settings check box. A
message displays to confirm deactivation.

5. In the text box provided, enter an individual IP address, or a country IP address, or a
range of IP addresses, from which transaction requests are not allowed.

6. Click Add.
The newly added IP address displays.

7. To add another IP address, repeat steps 7 to 8.

8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Remove an IP Address

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.

Message from webpage il

@ You are about to remaove 000 00000

oK I Cancel
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Click OK.
Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update the Country IP Address Settings

1.

Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address Filter.

The IP Address Filter screen displays.

Select the Enable Country IP Address Settings check box, if desired.

A message displays to confirm activation.

Message from webpage ll

@ You have selected to enable this filter; the filter and its s=ttings

! will be applied to your transactions once you dick on the update
= button. Do you want to proceed?

QK I Cancel

Click OK.

Under Countries to Accept, click the name of the country or countries you wish to block

and then click the arrows.

The selected country name moves over to the Countries to Block section. To reverse the

action, click the name of the country and then click the arrows.
Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.
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To Update Billing Country Settings

The Billing Country Filter screen enables you to designate and maintain a list of billing countries
from which you do not allow transactions to originate.

The Billing Country Filter has a global setting and a local setting. The first checkbox
enables/disables the global setting of the rule for the terminal. The second check box
enables/disables the local setting of the rule for the terminal.

To block a country for the terminal, select a country from the box on the left and click the right
pointing arrow to move the country to the box on the right. You can select countries without
enabling the local setting for the terminal. However, you cannot enable the local setting until at

least one country is in the Countries to Block box. An error message displays when you click the
Update button.

To Update the Global Billing Country Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.
2. Click Billing Country Filter.

The Billing Country Filter screen displays.

Billing Country Filter

This fiter enabies you to designate and maintain a kst of biling countries from which you do not alow transactions to onginate., You may
enabiez the Converge Global Bling Country Sattings or add your own kst of bling countries to blodk.

I you are using this fter and recehe ransactions from a bllng country that & in your biscked Bt or a bling country was not provided, the
transactions wil be dedined.

IMPORTANT NOTES:

In order to use this fiter you must submit the biling country via process.da or processxmildo with sach transaction, thues you must edit
your payment form settings to set the biing cowntry field (ss]_country) as reguired.

By enablng the fiter check box and selecting the Update button, yeu are activating the fiter settings for your terminal immediately. The
fiter wil be appled to al transactions received. You may modify, enable, or dsable ths fiter at any tme.

Billing Country Filter Setlings

M Faable Globasl Seitings

The Corrvarge Biling Coundry Filler is precetermined lisLol biling counties knwan fo
Iraudules] activities, Thed IS no marchant-contalled configuralion fe This fiber,
managemaent of this files is handled exclusivedy by Elavon

M Erabic Billag Country Settings

Please add 3 blling country or countrias from which transaction requasts are not
allowed. You must add at leas1 one billing country B enasls this Alter

Couniries 1o Accepl C‘ﬂn’]’lis o Block
Adgharestan [AFG) il
Albania (ALE]

Algenia [DZA}

Amedican Samaa [ASM)

Andoera (AND)

Angola [AGD)

nguila (AN} fl

Amarctica (ATA)

Asiligua and Barbuda (ATG)

Aageniing (ARG)

Armania (ARM)

Auuba (AEW)

Australia [AUS])

Augtia (AUT)

Aznrbaijan (AZE) =l

I K|
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3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

Message from webpage x|

@ You have selected to enable this filter; the filter and its settings

véll be applied to your transactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update the Billing Country Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Billing Country Filter.
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The Billing Country Filter screen displays.

Billing Country Filter

This fiter enables you to designate and maintain i B of bllng countries from which you do not alow transactions 1o onginate, You mdy
enable the Converge Global Bling Country Settings or add your own kst of biing countries to blodk.

T you are using this fter and recene ransactions from a biing oowuntry that & in your biocked t or & bling country was not provided, the
transactions wil be dedined.
IMPORTANT NOTES:

In order bo use this fiter you must submit the bling country via procets.do or processxmildo with each transaction, thus you must edit
your payment form settings bo set the biing country field (s=l_country) as reguired.

By enabling the fiter check bos and selecting the Update button, ywou are activating the fiter settings for your terminal mmediately, The
fiter wil be appled to al transactions recefved. You may modify, enable, or disable this fiter at any time.

Hillimg Country Filter Setiings

W Emable Giobal Sedlings

Trie Cosvarge Billing Countey Filler i pradetsminad list of billng oounlriss ki i
fraudulent adhities. Thede i na mecdhant-oontollad configuraion fod this fiter;
managemaent of this fiter is handisd exclushwely By Elavon

M Enable Bilkng Coundry Sethngs

Please add a blling country or countrias from which transachion requests ane not
allpwad You mize! add at laast ona Billing country & enadls this filtar.

Countries 10 Accept Coyriries fo Block
[Pigharsetan [AFG) il

Ashania (ALE)

Asgeria [DZA)

Aumerican Samoa (ARSM)

Anquilla (ALA) ﬂ

(AEW)

| Australia (AUS)

Aauatnia (AUT)

Azarhaijan (AZE) =|

upto | e |

3. Select the Enable Billing Country Settings check box, if desired.

A message displays to confirm activation.

Message from webpage |EI

You have selected to engble this filter; the filter and its setiings
will be applied to your transactions once you dick on the update
button, Do you want to procesd?

| aK I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Billing Country Settings check box. A
message displays to confirm deactivation.
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5. Under Countries to Accept, click the name of the country or countries you wish to block

and then click the arrow.

The selected country name moves over to the Countries to Block section. To reverse the

action, click the name of the country and then click the arrow.
6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update Shipping Country Settings

The Shipping Country Filter screen enables you to designate and maintain a list of shipping
countries from which you do not allow a transaction to be shipped to.

To Update the Global Shipping Country Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Shipping Country Filter.
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The Shipping Country Filter screen displays.

the transactions wil be declined
IMPORTAMNT NOTES:

M Enabie Giobal Settings

Shipping Country Filter

This fiter enables you to designate and maintain a kst of shipping countries from which you do not alow a transaction to be shipped to. You
may enable the Converge Global Shipping Country Settings or Bdd vour fwn 52 of shipping countries 1o biock,

I you are using this fiter and receive transactions where the shipping country ks in your blocked kst or a shipping country was not provided,

In order to use this fiter wou must submi the shipping country via process.do or processxmi.do with each transaction, thus you must edi
your payment form settings to sat the shipping couniry fieid (ss! ship_to_country) as required.

By enabdng the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal mmediately. The
fiter wil be appled to al transactions: received., You may modify, enable, or dsabie this fiter at any tme.

The Glabal Ehipping Courdry Filler is predetermined list of $hipping countrigs knoan far
fraudulent acihvities. There is no merchant-controlled configuration for this fiter; managemand of
this filer Is handlad sxclusiely by Elavon,

Gouniries 1o Accept

M Enabdz Shipping Coumiry Settsgs

Plaasn 30d a shipping country of countriss fom which ransaction requesis are nol allvaed.
ou mast add # least shipping oountry b enable thia fiker.

Goundries 1o Block

Adgharusian (AFG)

Albania (ALE)

Adgaria (DZA)

Mmerican Samoa (ASM)
Andedra (AND)

Angeda (RGO

Angula (ALA)

Antarctica (ATA)

Anligua and Barbisda (ATG)

(AEW)
Austraa [AUS)
Austnia (AUT)
Azarbaijan (AZE}

Uniled States [USA)

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

Message from webpage

You have selected to enable this filker; the filter and its settings
will be applied to your fransactions once you dick on the update
button. Do you want to procesd?

[ o |

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.
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5.

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update the Shipping Country Settings

Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.
Click Shipping Country Filter.

The Shipping Country Filter screen displays.

Shipping Country Filter

This fiter enables you to designate and maintain a kst of shipping countries from which you do not alow a transaction to be shipped to. You
many enable the Converge Global Shipping Country Settings or add your own B2 of shipping countries to block,

I you are using this fiter and receive transactions where the shipping country ks in your blocked kst or a shipping country was not provided,
the transactions will be decined

IMPORTANT NOTES:

In ordier to use this fiter you must submi the shipping country via process.do or processxmi.do with each transaction, thus you must edi
YOUr payment form settings 1o 52t the shipping country fisid (ss) ship_to_country) 2 required.

By enabing the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal mmediately. The
fiter wil be appied to al transactions received. You may modify, enabie, or disabie this fiter at any time.

Shipping Country Filter SeHings

' Enabie Global Setings

The Glabal Shipping Coundry Filler is predetermined list of $hipping countries kmoram for
frauculen! acinities, Thare s o marchanb-controliad configuration for Shis fiter; managemant of
this filer 5 handlad axclusvely by ELzson.

B Enabd Shipping Coumiry Seitegs

Plaass add a Shipping country or countriss fom which ransaction requesis are nol alleed.
fou must add & leasl £hipping country to enable this fiker.

Countries 1o Accept Coundries 1o Block

Adghanisian (AFG) - Uniled States [LUSA)
Albania (ALB)

Adgaria (DZA)
Mmerican Samoa [ASM)

Antarctica (ATA)
Anligua and Barbisda (ATG)
Argenting (ARG)

(REW)
Austraha (AUS)
Austria (AUT)
Azarbaijan [AZE) =l

Update | | Cancel

3. Select the Enable Shipping Country Settings check box, if desired.
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A message displays to confirm activation.

Message from webpage i[

fél You have selected to enable this filter; the filter and its settings

! will be applied to your fransactions once you dick on the update
= button. Do you want to proceed?

OK I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Shipping Country Settings check box.
A message displays to confirm deactivation.

5. Under Countries to Accept, click the name of the country or countries you wish to block

and then click the arrow.

The selected country name moves over to the Countries to Block section. To reverse the

action, click the name of the country and then click the arrow.
6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update IP Address & Billing Country Mismatch Settings

The IP Address & Billing Country Mismatch Filter screen allows you to manage the IP and
billing country mismatch settings for your terminal. These settings enable you to designate and
maintain a list of billing countries and compare the transaction's originating IP address with the
billing country provided. This helps to determine whether or not the transaction is placed in the
country in which it originated. You may enable the Global IP Address & Billing Country
Mismatch Settings or add your own list of IP Address & Billing Country Mismatch Settings.

If you use this filter and receive transactions where the billing country does not match the IP
address for those countries you have specified in the list, or a billing country and IP address were
not provided, the transactions will be declined.

To block a country for the terminal, select a country from the box on the left and click the right
pointing arrow to move the country to the box on the right. you can select countries without
enabling the local setting for the terminal. however, users cannot enable the local setting until at
least one country is in the Countries to Block box; an error message will be displayed when the
user clicks the Update button.
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Note: To use this filter you must submit the IP address along with the billing country with each
transaction. Thus, you must edit your payment form settings to set the Billing Country
field (ssl_country) as required in the payment fields screen under the Terminal |
Merchant Payment Fields menu option.

To Update the Global IP Address & Billing Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.
2. Click IP Address & Billing Country Mismatch Filter.

The IP Address & Billing Country Mismatch Filter screen displays.

IP Address & Billing Country Mismatch Filter

This fiter enables you to designate and maintain a kst of biing countries and compares the ransaction’s onginating IP Address with the
biling country provided. This helps determine whether or not the transaction & placed in the country in which & originated. You may enable
the Converge Global IP & Eling Country Settings or add your own st of IP & Bling Country Msmatch Settings.

If you are using this fiter and receive transactions where the biing country doesn’t match the 1P Address for those countries you have
specified in the kst, or a biling country and TP Address were not provided, the transactions wil be decined.

IMPORTANT NOTES:

In order to use this fiter you must submit the biling country and the cardhobder IP Address (5s|_cardholder_ip) via process.do or
processxml.do with each transaction, thus you must edit your paymment form settings to set the blling country field (ssl_country) as
required.

IP Address & Billing Country Mismatch Filter Settings

Hl Enable Global Settings

The Globad IP & Billing Address: Mismatch Filler s predelermined ks of billing countries
v Bor raudulent acihlies. Thers is no merchant-contolled condgurason for this fler,
management of this filtes is handled extushely by Eloon

M Enabile P & Bifing Country Mesmaich

Flgase add a Billing cowntry or countries; we will verify @ the country enfered malches the
wraneackon IF Adidress. You must 3dd at least ene billing couniry 1o enable this filer.

Couniry List Counirias ba Verify
Adghanistan [AFG) il

Albania (ALE)

Algeria (DEA]

Amancan Samaa (ASM)

Andona [AND)

Angola (AGD) =
Anguilla (ALA) >
Antarelica (ATA) <
Antigua and Barbuda (ATG) ;]
Argentina [ARG)

Armenia (ARM)

Aruba [ABW)

Airstralia (ALS)

Ausinia (ALIT)

Azerbaijan (AZE) =]

Update || Cancel I

3. Select the Enable Global Settings check box, if desired.
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A message displays to confirm activation.

Message from webpage x|

@ You have selected to enable this filter; the filter and its settings

! will b2 applied to your fransactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update IP Address & Billing Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click IP Address & Billing Country Mismatch Filter.
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The IP Address & Billing Country Mismatch Filter screen displays.

IMPORTANT NOTES:

required.

IP fddress & Billing Country Mismatch Filter Setings

management of this filtes is handled sxdusiely by Elaven.

IP Address & Billing Country Mismatch Filter

This fiter enables you to designate and maintain kst of biing countries and compares the ransaction’s onginating IP Address with the
biling country provided. This helps determine whether or not the transaction & placed in the country in which & originated. You may enable
the Converge Giobal IP & Eling Country Settings or add your own st of IP & Bling Country Msmatch Settings.

B Enatio Global Settings

The Globad IP & Billing Address Mismaltch Filler is pradetermined ks of Daling countries
D for Traudulent acihities. There k2 no menchank-conrolled condguraton for this iler;

M Enabile P & Biling Country Mesmaich

Cguntry List

Adghanistan [AFG) il
Albania (ALE)

Algetia {DEA]

Amaencan Samaa (ASM)

Andona (AND)

Angola (AGD) i
Anguilla (AL} >
Antaretica (ATA) <
Antigua and Barbuda (ATG) e
Argentina [ARG)

Srmenia (ARM)

Aruba [ABW)

Aursirahia (ALE])

Aursiria (ALIT)

Azerbaijan (AZE) =

Flgase a0d a Dilling cowniry or countries; we will verify @ the country enlered malches the
Wransackon IF Addres=. You must 0d atleast ene billing couniry 1o enable this iker.

Countrias & Verity

If you are using this fiter and receive transactions where the biling country doesn’t match the 1P Address for those countries you have
specified in the kst, or a biing country and IF Address were not provided, the transactions wil be decined.

In order to use this fiter you must submit the bling country and the cardholder IP Address (ssl_cardholder_ip) via process.do or
processxml.do with each transaction, thus you must edit your paymment form settings to set the blling country field (ssl_country) as

A message displays to confirm activation.

3. Select the Enable IP & Billing Country Mismatch check box, if desired.

Message from webpage

button. Do you want to procesd?

You have selected to enzgble this filter; the filter and its setiings
vill be applied to your transactions once you dick on the update

o]

x]

4. Click OK.

Note: To disable activation, uncheck the Enable IP & Billing Country Mismatch check

box. A message displays to confirm deactivation.
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5. Under Country List, click the name of the country or countries you wish to validate if the

IP address matches and then the arrow.

The selected country name moves over to the Countries to Verify section. To reverse the

action, click the name of the country and then the arrow.
If you click all countries in the list move over to the Countries to Verify section. To
reverse the action, click the name of the country and then .

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update IP Address & Shipping Country Mismatch Settings

The IP & Shipping Country Mismatch Filter screen allows you to manage the IP and shipping
country mismatch settings for your terminal. These settings enable you to designate and maintain
a list of shipping countries and compare the transaction's originating IP address with the shipping
country provided. This helps to determine whether or not the transaction is placed in the country
in which the order will be shipped to. You may enable the Global IP & Shipping Country
Mismatch Settings or add your own list of IP & Shipping Country Mismatch Settings.

If you use this filter and receive transactions where the shipping country does not match the IP
address for those countries you have specified in the list, or a shipping country and IP address
were not provided, the transactions will be declined.

To use this filter, an IP address value must be submitted with each transaction along with the
shipping country ISO code. You must edit your payment form settings to set the Shipping
Country field (ssl_ship_to_country) as required in the payment fields screen under the
Terminal | Merchant | Payment Fields menu option.

To Update the Global IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click IP Address & Shipping Country Mismatch Filter.
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The IP Address & Shipping Country Mismatch Filter screen displays.

IP Address & Shipping Country Mismatch Filter

This fiter enables you to desgnate and maintain a L of shipping countries and compares the ransaction’s onginating IP Address with the
shipping country provided. This helps determine whether or not the transaction i placed in the country in which the order wil be shipped
T, You may enabie the Converge Global IP & Shipping Country Settings or add your own kst of IP & Shipping Couniry Msmatch Ssttings.

1f you are using this fiter and receive transactions where the shipping country doesn't match the IP Address for those countries you have
specihied in the kst or a shipping country and [P Address were not provided, the transactions vl be decined.

IMPORTANT NOTES:
In order to e this fiter you must submit the shipping country and the cardholder 1P Address (ss]_cardholder_ip) via process.do or

processxmildo with each transaction, thus you must edi youwr payment form settings to sat the shipping country field
(ssl_ship_to_country) as required,

By enablng the fiter check bow and selacting the Update button, you are activating the fiter settings for your terminal immeadately, The
fiter wil be appled to al transactions recefved. You may modify, enable, or disable this fiter at arny time.

IP Address & Shipping Country Mismatch Filler Setings

H Enabie Global Settings

The Global ¥ & Shipping Coundry Mismaich Filter iz predetemined st of shipping
countries known for frawdulent aciivilies. Thers i no manchant-controlled configuration
Tor thig fillar, management ol this filer (s handled s shely By Elawan.

M Enabie [P & Shipping Country Mesmatch

Flease add a shipping couniry of Countrees; we will verily if the country entarad matches
he transaction P Address. You must 30d atleas ane shipping counkry b enabile this
fies.

Country List 'EEI'ILI'I!'S 1o Verily
Afgharisian (AFG) il

Albania (ALE)

Aigeria (DZA)

Amaetican Samoa [ASM)

Andoera [AND)

Angela [AGO) H’J

Anguilla (A1) >
L]

Anlactica (ATA)

Antigua and Barbuda (ATG)

Arganting (ARG)

Asmenia [ARM)

Aruba [AEW)

Australia [ALS)

Awstria (AUT)

Azerbaijan (AZE) =]

'upﬁan|'{:uu|

3. Select the Enable Global Settings check box, if desired.

A message displays to confirm activation.

Message from webpage

You have selected to enable this filker; the filter and its settings
will be applied to your fransactions once you dick on the update
button. Do you want to procesd?

| aK I Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message

displays to confirm deactivation.

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied

to all transactions received.

To Update the IP & Shipping Country Mismatch Settings

Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.
Click IP Address & Shipping Country Mismatch Filter.

The IP Address & Shipping Country Mismatch Filter screen displays.

IP Address & Shipping Country Mismatch Filter

This fiter enabies you to designate and mantan a kb of thipping countries and compares the ranSacion’s eriginating TP Address with the
shipping country provided. This helps determine whether or not the transaction 5 placed in the country in which the order wil be shipped
o, You may enable the Comverge Global IP & Shipping Country Settings or add your own kst of TP & Shipping Country Msmatch Settings.

1f you are using this fiter and recetve transactions where the shipping country deesn't match the IP addiress for those countries you have
spechied in the St or 2 shipping country and IP Address were not provided, the transactions wil be dedined.

IMPORTANT NOTES:

In order to wee this fiter you must submit the shipping country and the candholder 1P Address (ss]_cardholder_ip) via process.do or
processymldo with each transaction, thus you must edk vour payment form sattings to set the shipping country field
{=s]_ship_to_country) as réquined.

By enabling the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal immediately, The
fiter will be appled to all transactions recefved. You may modify, enable, or disable this fiter at any time.

intry Mismatch Filt

M Enable Gichal Sotings

The Glodal F & Shipping Coundry Wizmeaich Fiter |5 predetermingd kst of shipping
countries known for Wawdulent activities. There i no marchant-contralled configuration
for thiz filler, managemént of this ke is handled endusivly By Elzwon.

M Enable P& 5 ng Country Mesmatch
9 ¥

Please add a shipping coundny or countries; we will verfy i the country enterad matches
he iransachon IF Address. You must 30d at 16321 one shipping country ko enatie this
fited.

Cauinlry Lisl Counlries 1o Virily
| Afghanistan (AFG) fl

Albania (ALB)

Aigeria [DZA)

American Samoa (ASM)

Andorra (AND)

Angola (AGO) j"_‘
[ Anguilla (AL8) Ll

Antarctica (ATA) <
Artigua and Barbuda [ATG) ﬂ
Argentina (ARG)

Armenia (ARM)

Asuba (AEW)

(Australia (AUS)

Awstria (ALT)

| Azerbaijan (AZE) =]
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3. Select the Enable IP Shipping Country Mismatch check box, if desired.

A message displays to confirm activation.

Message from webpage x|

@ You have selected to enable this filter; the filter and its settings

\ ! will be applied to your fransactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable IP Shipping Country Mismatch check
box. A message displays to confirm deactivation.

5. Under Country List, click the name of the country or countries you wish to validate if the

IP address matches and then click the arrow.
The selected country name moves over to the Countries to Verify section. To reverse
the action, click the name of the country and then click the arrow.
If you click the arrows, all countries in the list move over to the Countries to Verify
section. To reverse the action, click the arrows.

6. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.
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To Update Email Address Settings

The Email Address Filter screen allows you to manage the email address settings for your
terminal. These settings enable you to designate and maintain a list of email addresses of
cardholders from whom you do not accept transactions. You may enable the Converge Global
Email Address Settings or add your own list of email addresses to block.

If you use this filter and receive transactions from an email address that is not in your allowed list,
the transactions will be declined.

The Email Address Filter settings have a global setting and a local setting. The first checkbox
enables/disables the global setting of the rule for the terminal. The second check box
enables/disables the local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal.
You cannot enable the local setting until at least one IP/email address is entered; an error
message will display when you clicks the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you
remove all entries and click the Update button you will get an error message. When removing all
entries, you will have to uncheck the local setting checkbox before clicking the Update button.

Note: To use this filter, an email address must be submitted with your transactions. Thus, you
must edit your payment form settings to set the Email Address field (ssl_email) as
required in the payment fields screen under the Terminal | Merchant | Payment Fields
menu option.
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The Email Address Filter screen displays:

Email Address Filter

This fiter enabies you to designate and mantan a kt of Emal Addresses of cardholders from which you do not accept transactions. You
may enable the Converge Global Emal Address Settings or add your cwn st of Emal Addresses to block.

I you are wsing this flter and receive transactions from an Emal Addness that & in your biocked kst or an Emal Address was not provided,
the transactions wil be decined.

IMPORTANT NOTES:
In order 1o use this fiter you must submi the Emal Address via process.do and processxmldo, you must ed your payment form settings
to set the emad field (5s]_emal) as required.

By enablng the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal immediztely. The
fiter wil be appled to al transactions recefved. ou may modify, enable, or dsable this fiter at any time.

Email Address Filler Sceitings

' Enabie Glohal SeHings

The Comergs Global Emall Agdress Filler is pradelarmined list of Emall addresses known for
Trauculent actvilies. Thare is na merchant-contnoled configuration for this Tiber, management of this
fiter is handled exchushely By Elavon.

M Enabie Email Address Sotings

Plaase add Emall Addresses from which transaction requests are ned allewad. You must add at
leasl one Email Address 1o anable this filer.

| Add

Display: [= =
== |

- 1o [teems. in st
Update | | Cancel I

To Update the Global Email Address Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Email Address Filter.
The Email Address Filter screen displays.

3. Select the Enable Global Settings check box.

A message displays to confirm activation.

Message from webpage |E

You have selected to engble this filter; the filter and its s=ttings
will be applied to your transactions once you dick on the update
button, Do you want to procesd?

I 0K I Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Add an Email Address

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Email Address Filter.
The Email Address Filter screen displays.

3. Select the Enable Email Address Settings check box.

A message displays to confirm activation.

Message from webpage il

4@™=%. ‘You have selected to enable this filter; the filter and its settings
! will be applied to your fransactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Email Address Settings check box. A
message displays to confirm deactivation.

5. In the text box provided, enter an email address from which transaction requests are not
allowed.

6. Click Add.
The newly added email address displays.

7. To add another email address, repeat steps 5 to 6.
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8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Remove an Email Address

1. Click Remove next to the email address you wish to remove.

A message displays to confirm removal.

rf”_'\ You are disabling the filter setting for your terminal. The filber will
¢ nolonger be applied to fransactions received, Do you want to
= proceed?

Ok Cancel

2. Click OK.

To Update Card Number Settings

The Card Number Filter screen allows you to manage the card number settings for your terminal.
These settings enable you to designate and maintain a list card numbers of cardholders from
whom you do not accept transactions. You may enable the Converge Global Card Number
Settings or add your own list of card numbers to block.

The Card Number Filter settings have a global setting and a local setting. The first checkbox
enables/disables the global setting of the rule for the terminal. The second check box
enables/disables the local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal.
You cannot enable the local setting until at least one IP/email address is entered; an error
message will display when you click the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you
remove all entries and click the Update button you will get an error message. When removing all
entries, you will have to uncheck the local setting checkbox before clicking the Update button.

If you use this filter and receive transactions from card number that is in your blocked list, the
transactions will be declined.
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The Card Number Filter screen displays:

Card Number Filter

This fiter enables you to designate and maintain a kst of card nurmbers of cardholders from which you do not accept transactions. Yaou may
enable the Converge Global Card Mumber Settings or add your own st of card numbers to biock.

If you are using this fiter and receve transactions from card numiber that & in your biocked kst, the transactions wil be dedined.

TMPORTANT MOTE:
By enabing the filker check box and selecting the Update button, you are activating the fiter settings fior your terminal immediatety. The
fiter vl be appled to al transactions received. You may modify, enable, or dsable this fiter at amy tme.

Card Number Filtar Satings

l Enable Global Settings

The Comeerge Glolal Card Number Fater te predataming d st of card numbars known for
fraisdulant aciidies. Thede is no meschant-coniraled configuration for Bis Siter; management of Bhis
fillgr i handigd exclusheely By Elavon.

H Enable Card Numbsr Soltings

Flease a0d card numbars froms which fransaction requasts ane not allowsd You must asd o least
one card nusmier to enable this filler.

] Add

Display IE- 'I
1 gf— Raravg

To Update the Global Card Number Filters Settings

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Card Number Filter.
The Card Number Filter screen displays.

3. Select the Enable Global Settings check box.

A message displays to confirm activation.

Message from webpage |E-

You have selected to enable this filker; the filter and its settings
will be applied to your transactions once you dick on the update
button. Do you want to procesd?

QK I Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box. A message
displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Add a Card Number

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Card Number Filter.
The Card Number Filter screen displays.

3. Select the Enable Card Numbers Settings check box.

A message displays to confirm activation.

Message from webpage il

4@™=%. ‘You have selected to enable this filter; the filter and its settings
! will be applied to your fransactions once you dick on the update
= button. Do you want to proceed?

K I Cancel

4. Click OK.

Note: To disable activation, uncheck the Enable Card Numbers Settings check box. A
message displays to confirm deactivation.

5. In the text box provided, enter a card number from which transaction requests are not
allowed.

6. Click Add.
The newly added card number displays.

7. To add another email address, repeat steps 5 to 6.
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8. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Remove a Card Number

1. Click Remove next to the card number you wish to remove.

A message displays to confirm removal.

Message from webpage |E|

@ You are about to remoyve  QFEEEEE0000

(0]14 I . Cancel

2. Click OK.

To Update Transaction Velocity Filter Settings

This filter lets you specify a threshold for the number of transactions allowed, all transactions
received that exceed the threshold will be declined.

This rule only has a local setting; there is no global setting. The Transaction Velocity Filter rule
includes three individual rules for the terminal:

e Number of transactions allowed per day (1440 minutes)
e Number of transactions allowed per hour (60 minutes)

e Number of transactions allowed from the same IP Address per hour (60 minutes)
An error message is displayed when:

e You check the Enable Daily Velocity Settings check box and click Update without
providing the number of transactions allowed per day.

e The user checks the Enable Hourly Velocity Settings check box and clicks Update
without providing the number of transaction allowed per hour.

e The user checks the Enable IP Hourly Velocity Settings check box and clicks Update
without providing the number of transactions per hour.

You can enter the number of transactions allowed per day or per hour without having to check
the associated Enable check box.
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Users can uncheck the Enable check boxes without having to remove the number of transactions
allowed per day or per hour.

The Transaction Velocity Filter screen displays:

Transaction Velocity Filter

This: fiver alows you 1o specily a threshoid for the number of transactions alowed hourly, daily or from the same IP Address per hour, al
transactions received exceeding the threshold wil be decined. To setup a velodty fiter that meets your processing needs, you should
monitor your prooessing trends to help you detérmine your typical volume.

IMPORTANT NOTES:

In order to use the IP Hourly Velocity fiter you must submik the cardholder TP Address (ssl_cardholder_ip) with each transaction,

By enabing the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal immediately, The
fiter will be appled to all transactions received. You may modfy, enable, or disable this fiter at any time.

Transaction Velocity Filter SoHings

M Enabde Daily Velocity Settings

Plgase specy the madmuem rumber of trangactions allowed per day. (1 - 9959549)
Allow [ transactions per DAY

B Enabie Bourly Velocity Settings

Please specty the madmuwem rumber of ransadions allowsd per haur, (1 - 3393)
Al trangactions per HOUR

B Enable I Hourly Velocity Seftings

Pleass spacy he madmem rumber of rantacions allowed frorm the sarms 1P sddress per bour. (1 - 99)
Allw transactions from the 53me F addness per HOUR

Update | | Cancel |

To Specify Daily Velocity Settings:

1. To specify the maximum number of transactions you want to allow per day, enter a
number between 1 and 9,999 in the Allow____transactions per Day in the Enable Daily

Velocity Settings portion of the screen and click the check box. The following message
will appear.

Message from webpage |EI

You have selected to enzgble this filter; the filter and its setiings
véll be applied to your transactions once you dick on the update
button. Do you want to procesd?

Click OK and the filtering you have specified will be in effect.

© Elavon, Incorporated 2015 166



Converge System Administration Guide: Managing Terminals CON-0005-D

2. To specify the maximum number of transactions you want to allow per day, enter a
number between 1 and 999,999 in the Allow___transactions per Hour in the Enable

Hourly Velocity Settings portion of the screen and click the check box. The following
message will appear.

Message from webpage il

You have selected to enable this filker; the filter and its settings
\ will be applied to your transactions once you dick on the update
~ button. Do you want to proceed?

QK I Cancel

Click OK and the filtering you have specified will be in effect.

3. To specify the maximum number of transactions you want to allow per hour from the
same IP address, enter a number between 1 and 9,999 in the Allow___transactions from
the same IP address per hour in the Enable IP Hourly Velocity Settings portion of the
screen and click the check box. The following message will appear.

Message from webpage il

If this rule is enabled for a terminal, transactions sent through
\ Corverge Integration must have a cardholder IP address or the
transacton will be dedined. Do you want to proceed?

QK I Cancel

Click OK and the filtering you have specified will be in effect.
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4. Once you have made your selection, click the Update button. A message will display that
your fraud value successfully updated.

= Enable Daily Velocity Settings
Please specify the maximum number of lransactions allowed per day. (1 - 999903)
All-:w|1 transactions per DAY

& Enable Hourly Velocity Seftings

Please specify the maximum number of fransactions allowed per hour. (1 -9999)
Nlowll | transactions per HOUR

X Enable IP Hourly Velocity Settings

Flease specily the maximum number of fransactions allowed from the same IP address per hour, (1-99)
Nlowh frangactions from the same IF address per HOUR

 Update | Cancel |
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To Update Email Domain Settings

The Email Domain Filter screen allows you to manage the email domain settings for your
terminal. These settings enable you to validate that the email address entered by cardholders on
transactions has a valid domain.

If you are using this filter and receive transactions from an email address with an invalid domain
or an email address is not provided, an error will be returned.

Note: To use this filter, an email address must be submitted with your transactions. Thus, you
must edit your payment form settings to set the email address field (ssl1_email) as
required in the payment fields screen under the Terminal | Merchant | Payment Fields
menu option.

Email Domain Filter

This fiter alows you to valdabe that the Emal address entered by chrdholders containg 3 vald domain,

If you are uging this fiter and receive transactions from an Emal Address with an invald domain or an Emal Address s not provided, an
exror wil be returmed.

TMPORTANT MOTES:
In order to use this fiter you must submit the Emal Address via process.do and processxmi.do, you must edit your payment form settings
o st the emai fiekd (ssl_emal) a5 required,

By enabing the fiter check box and selecting the Update button, you are activating the fiter settings for your terminal mmediately. The
fiter will be appled o all ransactions received, You may enable or disabie this filter at any time,

Ermail Domain Filter Settings

Update | Cancel I

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Email Domain Filter.
The Email Domain Filter screen displays.

3. Select the Enable Email Domain Settings check box.

A message displays to confirm activation.

Message from webpage il

@ You have selected to enable this filter; the filter and its settings

vill be applied to your transactions once you dick on the update
button, Do you want to proceed?

QK I Cancel
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4. Click OK.

Note: To disable activation, uncheck the Enable Email Domain Settings check box. A
message displays to confirm deactivation.

5. Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

To Update Transaction Timeout Settings

The Transaction Timeout Filter screen allows you to manage the transaction timeout settings for
your terminal. These settings enable you to specify a time limit (between 1 and 15 minutes), for a
single transaction. If you use this filter and the transaction exceeds the time allowed for
processing, it will be declined.

Transaction Timeout Filter

This fiter enables you to spedfy a time lmi, bebween 1 and 15 minutes; for a single transaction. If the transaction exceeds the time alowed
fior processing, & wil be decined.
IMPORTANT NOTES:

By enabiing the fver check box and selscting the Update button, you ane activating the fiter settings or your termingl mmedabehy, The
fier will be appled to al transactions recetved. You may modfy, enable, or disable this fiter at any time.

Transaction Timeout Filler Setings

Bl Enabin Transacton Timecst Sotings
I minubes

Update | Cancel I

1. Select Terminal | Advanced | Fraud Protection Rules.
The Fraud Protection Rules screen displays.

2. Click Transaction Timeout Filter.
The Transaction Timeout Filter screen displays.

3. Enter time limit in minutes.

4. Select the Enable Transaction Timeout Settings check box.
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5.

A message displays to confirm activation.

Message from webpage i[

'@' You have selected to enable this filter; the filter and its settings

! will be applied to your fransactions once you dick on the update
= button. Do you want to proceed?

0K I Cancel

Click OK.

Note: To disable activation, uncheck the Enable Transaction Timeout Settings check
box. A message displays to confirm deactivation.

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied
to all transactions received.

Setting Up Business Rules

The Business Rules screen lets you create your own processing business rules. These rules can
be added, updated and deleted:

Only merchant administrators can set system-level rules. These rules cannot be added,
updated or deleted by standard users.

Business rules are set up within a specific terminal and apply only to transactions that are
processed through that terminal.

Business rules can only be set up in terminals that are set up as Terminal-Based.

Converge will only apply business rules (other than those that check for duplicate
transactions) to credit card transactions.

All business rules are optional and apply only to transactions submitted to the application
through process.do and processxml.do, for all market segments.

Pre-Processing and Post-Processing rules currently do not apply when transactions are
processed in the Virtual terminal, including duplicate checking.

Business rules run in order, from top to bottom. You can change the order of the rules
using the arrow buttons next to each rule. No more than a combined total of 10 Pre-
Processing and Post-Processing rules can be added to a terminal at a time.

Once a rule is triggered, no other rules will operate.

Actions set up in a rule cannot be performed unless that specific rule is triggered.
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Transactions that are Set to Review or Pend will display in the Current Batches Main or Auth
Only sections. You can Unpend or Release those transactions prior to settlement.

Return rules do not affect other transaction rules.

Transactions that are set to Decline using business rules will display in the Current

Batches Error section with the reason for decline set to the Comparison Value from the

rule that was triggered (for example: Ship to Postal Code, Bill to Postal Code, Tran
Amount, Return Amount, AVS Response, or CVV2 Response).

Reversals will be submitted for credit card transactions that were authorized by the issuer

but have been declined based on the AVS or CVV rules.

To Add New Business Rules

1.

Select Terminal | Advanced | Business Rules.

Terminal

The Advance Setup function allows you to set up the
System and Error Messages.

s Advanced
m Systemn Setup

m Error Messages
= Fraud Prevention Rules

= Business Rules

The Business Rules screen displays.

Business Rules

This form ks used to setup processing rules.

Pre-Processing Rules

Add New Rule

Rule Name Type Fields Operator Criteria True Action False Action  Email

Post-Processing Rules

Add New Rule

Rule Mame Type Fields Operator Crteria True Action False Action  Email
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2. Based on your requirements, under Pre-Processing Rules or Post-Processing Rules,

click Add New Rule.

The New Rule screen displays.

New Rule

Add a new business rule.

New Rule

True Action | vI
False Action | -I

Add New Rule

Rule Name |

Walue | _:l
Qperator | .j
Criteria | |

arvalus |
or Rmel j"‘
ar Ru]el 'l

Send Email |

=l

Add Mew Rule

Cancel |

3. Enter the name of the new business rule in the Rule Name field.

4. In the Value drop-down list, select the field to use as a comparison value for the rule

from the following options:

e Ship To Postal Code
e Bill To Postal Code
e Tran Amount

e Return Amount

e Duplicate Transaction

5. In the Operator drop-down list, select the comparison operator from the following:

e Equal To

e Not Equal To
e Greater Than
e Greater Than

e Less Than
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Less Than Equal To
Not in Set

6. In the Criteria drop-down list, select the criteria to use for comparison from the
following:

Ship To Postal Code
Bill To Postal Code
Time Period

Invoice Number

7. Enter an Or Value as a second value or value set for comparison with the transaction,

return amount, AVS response, or CVV2 response.

If there is more than one value, separate each value with a comma and use the

Operator value Not in Set.

Refer to the AVS Response Codes and CVV2 Response Codes sections in the
Response Codes chapter in the Converge Transaction Processing Guide for a

complete list of AVS and CVV response codes.

8. Select an action from the True Action drop-down list. This is the action that takes place

when the criteria comparison is determined to be true.

The Or Rule field is populated by existing business rules. The Or Rule can be selected
instead of the True Action.

New Rule

Add a new business rule,

New Rule

Add New Rule

Rule Name |BillZipRule

Value |EIiII To Postal Code |~
Operator |Nut Equal To ;l
Criteria | Ship To Postal Code x|

True Action I 'I or Rule

Send Email |Ser||:| Terminal Email = |

False Aclion I vl UFRIJIE

[ AddNewRule || cCancel |
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9. Select an action from the False Action drop-down list. This is the action that takes place
when the criteria comparison is determined to be false.

The Or Rule field is populated by existing business rules that have been created. This Or
Rule can be selected instead of the False Action.

10. In the Send Email drop-down list, select an email action to specify an email action,
depending on the rule comparison, from the following:

e Send Merchant Email
e Send Terminal Email
e Send SMS Email
11. Once you have entered the information for the new rule, click Add New Rule to save the

rule. A screen message indicates the rule added successfully. The new rule displays in the
Processing Rules table.

Business Rules

This form & used to selup processing rules,

Kiiatchiip - Rule Added sisccessfully.

Pre.Processing Rules

Rule Name  Type Operator  Cnteria True Action False Actiom  Email
4T Matchfip  Menchant Bill To Postal Code  Equal Te  Ship To Postal Code Dacling Sand Merchant Email

Add New Rule

B e e -
Fost-Frecessing Rules

Fouhx Hame W Operatar Critera Trnse Action Falge Action

Add New Rule
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To Edit Business Rules

Business Rules can be edited by those that have the correct user rights.

1. To edit an existing rule, select the rule name from the Pre-Processing Rules table.

Business Rules

Thi farrm & used to sebup processing rules,

Matchip - Rule Added sucoessfully.

Pre-Processing Rules

Ruk= Name Type Operator  Crleria True Action  False Actiom  Email
& ¥CMatchZip > Merchant  Bill To Postal Code  Equal To  Ship To Postal Code Decling Sond Merchant Email

Add New Rule

Post-Proceszing Rules

Foulix Hame ¥pe Operalor Criteria Trse Action Falsa Action
Add Mew Fule

2. On the Update Rule screen, enter or adjust the fields as necessary.

Update Rule

Change the Parameters of an existing business rule.

Update Business Rule

Update

Rule Mame  |MatchZip |

Walue |Bi|l To Postal Code H
Operatar | Equal To H
Criteria |Ship To Postal Code H

True Action I I*I or Rule |_|"I
False Action IDecIineI*I nrRuIel_E’

Send Email |Send Merchant Email H

' Update | Delete | Cancel |

3. To update the business rule, click Update.
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The business rule updated successfully message displays.

Business Rules

This form & used o setup processing rukes,

@a:chzlp - Rule Updated mctessfulh':.)

Rul Hame  Typi: Operator Crvleria Tree Action  False Action Ermail
&Y MaichZip Harcham  Bill To Postal Code  MotEqual To  Ship To Postal Code  Deding Send Merchant Email

Add New Rule I

sing Rules

Hule Name & Oparator Tree Action False Action

Add New Rule I

To Delete Business Rules

1. To delete an existing rule, select the rule name from the Pre-Processing Rules table.

2. On the Update Rule screen, click Delete.

The business rule deleted successfully message displays.

Business Rules

This form s used to setup processing rules,

@chbp - Rule Deleted successfully,

Pre-Processing Rules

Rule Hame Type Fields Operator Criteria True Action False Action Email

| Add New Rule

ng Rules

Rule Hame Type Fields Operator Crteria True Action False Action Email

| Add New Rule
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Additional Resource Guides

By now an Administrator is able to:

e Configure and manage users
e Configure and manage account settings

e Configure the terminal and payment fields

Your Virtual Terminal is now ready to process transactions. For additional information on how to

use your Virtual Terminal for processing transactions refer to the Converge Transaction Processing
Guide.

For additional information regarding the integration of your Virtual Terminal refer to the Converge
Developer Guide.

© Elavon, Incorporated 2015 178



Converge System Administration Guide: Managing Terminals CON-000

5-D

Glossary

A

Account Balance (Response screen field)
Displays the account balance.

Approval Code (Response screen field)

Displays the 6-digit approval number received upon successful authorization.

Address Verification Service (AVS)

Compares the billing address submitted by the customer for the transaction with the address on

file for the cardholder at the card issuing bank. To implement AVS, you must collect the
customer's billing address and ZIP code.

AVS Code

A code returned to a merchant by a credit card issuing bank referencing the results of an AVS
match.

AVS Response Code (Response screen field)

Displays the address verification response for this transaction.

Batches-Edit Transactions (user right)
Allows access to the Batches-Edit Transaction option.

Batches-Return Transactions (user right)

Allows access to initiate a return from a Settled Credit Card Transaction in the Settled Batches
menu.

Batches-Settle Transactions (user right)

Allows access to the Settle button in the Current Batches section to settle selected transactions.

Batches-View (user right)
Allows a user to view the unsettled transactions in the Current Batches section.

Batches-View Settled History (user right)
Allows access to the Settled Batches section.
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o Batches-Void Delete (user right)

Allows access to the Void and Delete buttons in Current Batches section. Void applies to both
Host and Terminal-based. Delete applies to Terminal-based only. Converge does not permit
batches to be voided while the auto-settle process is running, or when a manual settlement
process is running.

¢ Bi-Monthly
Transactions with a billing cycle of bi-monthly, Converge sends the transactions to Stratus for
authorization every other month starting on the transactions’ Start Payment Date.

e Bi-Weekly

Transactions with a billing cycle of bi-weekly, Converge sends the transactions to Stratus for
authorization every 2 weeks (every 14 days) starting on the transactions’ Start Payment Date.

C
e CID
Credit card security code for American Express®.
e CVC2
Credit card security code for MasterCard®.
o CVV2

Credit card security code for Visa®.

e Card Code Verification (CCV)

This feature compares the card code submitted by the customer for the transaction with the card
code on file for the cardholder at the card issuing bank. Filter settings in the Merchant Interface
allow you to reject transactions based on the CCV response received.

e Card Not Present (CNP)

A cardholder's credit card is not physically presented to a merchant at the time of the transaction.
This term is used to differentiate between e-Commerce/Internet merchants, such as those that
operate through Web sites or from mail order/telephone order locations from retail merchants.

e Card Present (CP)

Card present transactions are those in which a credit card is physically present, such as retail
merchants, because the card is available for inspection. Those transactions are considered less
risky and therefore carry lower fees than online or phone transactions.

e Card Verification Value (CVV) Code

CVV is one of the credit card industry's several acronyms for the credit card security code that
helps to verify the legitimacy of a credit card. Depending on the card, the security code can be a
three-digit or four-digit number, printed either on the back of the card or the front. Other card
issuers call their security codes CVV2 (Visa®), CVC2 (MasterCard®) or CID (American Express®).

e CVV2 Response Code (Response screen field)
Displays the CVV2, CVC2 or CID response for this transaction.
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e Cashback

The amount of cash consumers can receive when they use Debit cards. This amount is added to
the total purchase amount.

e Cash Benefit Inquiry Transaction

Allows you to get the current balance of a Cash Benefit card. This transaction requires a PIN pad
and must be swiped.

e Cash Benefit-Inquiry (user right)
Allows access to process Cash Benefit-Inquiry transactions.

e Cash Benefit Purchase Transaction

Allows you to process cash benefit cards and receive cash back similar to debit transactions. This
type of transaction requires the use of a PIN pad and can be swiped or manually entered.

e Cash Benefit-Purchase (user right)
Allows access to process Cash Benefit-Purchase transactions.

e Create Subordinates (user right)
Allows access to the Create User section.

e Credit Card Auth Only Transaction

Allows you to pre-approve transactions that will be forced through or converted to sale at a later
date.

e Credit Card-Auth Only (user right)
Allows access to process Credit Card-Auth Only transactions.

e Credit Card AVS Only/Verification Transaction

Allows you to verify if the address given for the transaction matches that of the cardholder for an
AVS Only transaction. A Verification transaction verifies if the address and the CVV value given
matches the cardholder's information.

e Credit Card- AVS Only/Verification (user right)
Allows access to process Credit Card AVS Only transactions in which an address match is checked
or Verification transactions in which an address and CVV value are checked for a match.

e Credit Card Force Transaction

Forces sale transactions when the approval code was previously obtained, such as through voice
authorization. This transaction type requires the Approval Code to be manually entered for
processing. The Approval Code is a required field for this transaction.

e Credit Card-Force (user right)
Allows access to process Credit Card-Force transactions.

e Credit Card Inquiry Transaction
Allows you to check the balance on pre-paid Visa® or MasterCard® gift cards.
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e Credit Card-Inquiry (user right)
Allows access to process Credit Card-Inquiry transactions.

e Credit Card Installment Transaction
Allows you to set up payment amounts, the number of payments and the billing cycle in which
the payments occur.

e Credit Card-Installment (user right)
Allows access to add Credit Card-Installment transactions.

e Credit Card Multi-entry Transaction
Allows you to enter multiple credit card transactions from one screen.

e Credit Card-Multi-entry (user right)
Allows access to process Credit Card-Multi-entry transactions.

e Credit Card Recurring Transaction
Allows you to set up payment amounts and billing cycles in which the payments occur.

e Credit Card-Recurring (user right)
Allows access to add Credit Card-Recurring transactions.

e Credit Card Return

Allows you to enter refund transactions for previous sales.

e Credit Card-Return (user right)
Allows access to process Credit Card-Return transactions.

e Credit Card Sale

Allows you to obtain real-time authorization for credit card sale transactions.

¢ Credit Card-Sale (user right)
Allows access to process Credit Card-Sale transactions.

e Credit Card-Unencrypted Hand Key (user right)

Allows access to process hand keyed transactions outside of an encrypting device for those
terminals that are setup with a device for all supported hand key transactions.

e Date/Time (Response screen field)

Displays the date and time at which the transaction took place. The time stamp displayed is based
on the time zone that is selected in your terminal profile.

e Debit Card Purchase Transaction

Allows you to get real-time authorizations for Debit Card sale transactions.
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o Debit Card-Purchase (user right)
Allows access to process Debit Card-Purchase transactions.

e Debit Card Return Transaction
Allows you to enter refund transactions for previous sales.

e Debit Card-Return (user right)
Allows access to process Debit Card-Return transactions.

¢ Debit Card Inquiry Transaction
Allows you to get account balances for debit cards.

e Debit Card-Inquiry (user right)
Allows access to process Debit Card-Inquiry transactions.

e Dynamic DBA

This gives the merchant the ability to control the descriptor on their customer’s credit card
statements.

o Edit Business Rule (user right)
Allows access to the Business Rule section.

o Edit Terminal Associations (user right)
Allows access to Terminal Associations section.

e Edit Terminal Setup (user right)
Allows access to the Terminal Setup section.

e Edit User Rights (user right)
Allows access to the Edit Rights section under the Find/Edit User section.

e Electronic Check Conversion Only Transaction
Allows you to enter an ECS purchase transaction for a Conversion Only process.

e Electronic Check Guarantee Transaction
Allows you to enter an ECS purchase transaction for a Guarantee process.

e Electronic Check Multientry - Conversion Only Transaction
Allows you to enter multiple ECS purchase transactions for Conversion Only processes.

e Electronic Check Multientry -Guarantee Transaction
Allows you to enter multiple ECS purchase transactions for a Guarantee process.

e Electronic Check Verification Transaction
Allows you to enter an ECS Purchase transaction for a Verification process.
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e Electronic Check Multientry Verification Transaction
Allows you to enter multiple ECS purchase transactions for a Verification process.

e Electronic Check-Multientry (user right)
Allows access to process Electronic Check-Multientry transactions.

e Electronic Check-Purchase (user right)
Allows access to process Electronic Check-Purchase transactions.

e EMV Processing

Europay, MasterCard, and Visa (EMV) is a global standard for credit and debit cards that's based
on chip card technology. EMV cards, which are also referred to as Chip and PIN cards or
Smartcards, are manufactured with an embedded microchip that offer strong security features
and other capabilities not available on a magnetic strip card.

e Export Scripts

Export scripts allow merchants to request the results of their payment transactions be returned to
their web sites for inventory purposes, sales analysis, or customer database maintenance.

¢ Find/Edit User (user right)
Allows access to the Find/Edit User section.

¢ Food Stamp Force Purchase Transaction

Allows you to manually enter Food Stamp “Voucher Clear” Purchase transactions. This transaction
requires a 15-digit Voucher Clear Number from Merchant's EBT Food Stamp sales slip and the
Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for
on the Voucher Clear transactions.

¢ Food Stamp-Force Purchase (user right)
Allows access to process Food Stamp-Force Purchase transactions.

¢ Food Stamp Force Return Transaction

Allows you manually enter Food Stamp “Voucher Clear” Return transactions. This transaction
requires a 15-digit Voucher Clear Number from Merchant's EBT Food Stamp sales slip and the
Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for
on the Voucher Clear transactions.

¢ Food Stamp-Force Return (user right)
Allows access to process Food Stamp-Force Return transactions.

¢ Food Stamp Inquiry Transaction
Allows you to get the current balances of food stamp cards.

e Food Stamp-Inquiry (user right)
Allows access to process Food Stamp-Force Inquiry.
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¢ Food Stamp Purchase Transaction
Allows you to obtain an authorization on an EBT card.

e Food Stamp-Purchase (user right)

Allows access to process Food Stamp- Purchase transactions.

¢ Food Stamp Return Transaction
Allows you to credit money back onto the EBT card.

¢ Food Stamp-Return (user right)
Allows access to process Food Stamp-Return transactions.

e Gift Card Activation Transaction

Allows you to enter gift card activation transactions.

e Gift Card-Activation (user right)

Allows access to process Gift Card-Activation transactions.

e Gift Card-Card Return Transaction

Allows you to refund the balances on gift card account.

e Gift Card-Card Return (user right)
Allows access to process Gift Card-Return transactions.

e Gift Card Credit Transaction

Allows you to refund previous redemption transactions to gift card accounts.

e Gift Card-Credit (user right)
Allows access to process Gift Card-Credit transactions.

¢ Gift Card Inquiry Transaction

Allows you to check the current balances of gift card accounts.

¢ Gift Card-Inquiry (user right)

Allows access to process Gift Card-Inquiry transactions.

¢ Gift Card Redemption Transaction
Used to make purchases with the balances on gift card accounts.

e Gift Card-Redemption (user right)
Allows access to process Gift Card-Redemption transactions.

e Gift Card Reload Transaction

Allows you to increase the current balance of gift card accounts.
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¢ Gift Card-Reload (user right)
Allows access to process Gift Card-Reload transactions.

¢ Installment Billing

Used to pay off a known amount over a specific period of time.

e IP Address

An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g.,
computer, printer) participating in a computer network that uses the Internet Protocol for
communication. IP addresses consist of four numbers separated by periods (also called a 'dotted-
quad’) and look something like 127.0.0.1.

e IP Address — Public

Every device connected to the public Internet is assigned a unique number known as an IP
address.

¢ IP Limitations Rights (user right)

Allows a user to enter up to fifty (50) IP addresses that can access an account in Converge. If
selected, only users logging in from the IP addresses that were entered can access the account.

Note: IP Limitation only applies to Login.do only; IP limitation feature does not apply to
Process.do and Processxml .do

¢ Magnetic Stripe Reader (MSR)

A hardware device that reads the information encoded in the magnetic stripe located on the back
of a plastic card.

e Maessage (Response screen field)
Contains the 16-character authorization response message.

e Partial Approvals

When a Pre-Paid authorization is initiated, the issuer can respond with an approval amount less
than the requested amount. Merchants can obtain the remainder of the purchase amount in
another form of payment.

¢ Partial Auth Capability

The application is capable of submitting one amount for authorization understanding that only
part of the requested amount could be approved. For example: $100.00 purchase where $75.00 is
approved on a card. The balance of $25.00 is understood to be still outstanding to complete the
purchase.
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o Payment Type (Response screen field)
Displays the form of payment taken for the transaction.

e Pop-up
Small Internet browser window that appear on top of the Web site you are viewing.

e Pop-up Blocker
A feature in your Internet browser that allows you to limit or block most pop-ups.

e Public IP Address

An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g.,
computer, printer) participating in a computer network that uses the Internet Protocol for
communication

Every device connected to the public Internet is assigned a unique number known as an Internet
Protocol (IP) address. IP addresses consist of four numbers separated by periods (also called a
‘dotted-quad’) and look something like 127.0.0.1.

e Quarterly

Transactions with a billing cycle of quarterly, Converge sends the transactions to Stratus for
authorization every three months starting on the transactions’ Start Payment Date.

¢ Record Number(Response screen field)

Displays the transaction record number in the terminal. This value is only displayed if the profile is
configured for Host-Based Processing.

¢ Recurring Billing
Consists of the same transaction amount repeated for an indefinite length of time.

e Response (Response screen field)
Contains the 2-character authorization response code.

e Reversals

A real-time transaction used to cancel an open authorization and restore the cardholders open to
buy for the full amount previously authorized. This transaction is usually initiated when the
cardholders decide that they do not want to proceed with the transactions. Reversals will free up
cardholders’ open to buy amounts by reducing issuer holds on available balances when
transactions are not completed, therefore reducing declines at the point of sale and the amount
of cardholder complaints.
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S
e Semi-Annually
Transactions with a billing cycle of semi-annually, Converge sends the transactions to Stratus for
authorization every six months starting on the transactions’ Start Payment Date.
e Semi-Monthly
Transactions with a billing cycle of semi-monthly, Converge sends the transactions to Stratus for
authorization every other month starting on the transactions’ Start Payment Date.
e Semester
Transactions with a billing cycle of semester, Converge sends the transactions to Stratus for
authorization every four months starting on the transactions’ Start Payment Date.
e Surcharge
This value may be set by the merchant to automatically charge a consumer for processing Debit
Cards.
T
e Transaction ID (Response screen field)
Displays the unique Converge record ID for the transaction.
¢ Transaction Type (Response screen field)
Displays the transaction type for the currently selected transaction.
U

e User (Response screen field)
Displays the user name of the person who submitted the transaction.
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Preface

This document describes step by step procedures on how to use your Converge including:

Configure and manage users

Configure and manage account settings

Configure your terminal and payment fields

This document is intended for all users of the Converge product and contains the information necessary for you to be able to use all the features of the product effectively.

Typographical Conventions

Throughout this guide, you will see words and phrases that appear in different fonts and formats. The following list describes the typographical conventions used in this guide.

Bold text

Indicates a menu option, a window title, buttons, and so on that you can use to identify a part of the user interface.

Examples:
Print or Save As dialog box

Menu selection sequences

Indicates a series of menu options that you need to select in a particular sequence and listed in one step. Each menu option is separated by a pipe ( | ).

1. Choose File | Save As | File Name and enter the name of the document.

Courier text

Indicate examples of software code. Usually this type of text is encapsulated in a code box as illustrated below.

Begin Header

<head>

<title>Batch Import</title>

</head>

End Header






Bold courier text

Indicates a command that you would type into a command prompt window as illustrated below.

cd c:\users\

Italicized text

Indicates that the word or phrase is:

A reference to another document as illustrated below.

Refer to the Elavon User Guide.

Emphasized for clarification as illustrated below.

You do not need to select Apply.

The word is replacement text, such as a variable for a piece of code that you need to enter the appropriate value for your implementation as illustrated below.

<xml>

<country_code>Country Code</country_code>

</xml>






Related Documentation

The following documents are available related to the Converge product.

Converge Getting Started Guide

Converge Transaction Processing Guide

Converge Chip and PIN (EMV) Transaction Processing Addendum

Converge Peripheral Device Installation and Setup Guide

Converge Developer Guide

Revision History

The following table provides a description of the changes made to this document from its origination to the current release.

		Revision

		Date

		Revision Notes



		A

		SEP-2014

		Original release of the Converge System Administration Guide



		B

		NOV-2014

		Enhancement of password requirements



		C

		MAR-2015

		Addition of new peripheral devices 



		D

		NOV-2015

		Setup changes for the new peripheral devices
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[bookmark: _Toc434919602]Configuration Menu Options 

[bookmark: _Toc385942488]When you launch Converge, the Main screen displays. Components of the Converge interface include:   	Comment by Barbara Muench: CON_Main

Support Menu Options (Refer to the Converge Getting Started Guide)

Configuration Menu Options

Transaction Menu Options (Refer to the Converge Getting Started Guide)
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The Configuration Options contain the following menus:	Comment by Barbara Muench: CON_MainUserAccountSettingsTerminalCircled

User

Account Settings

Terminal
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User management is designed to help you create users, which allows you to set up the access and permissions for your employees. To access the User menu options, click User.	Comment by Barbara Muench: CON_UserDropDown
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The following options are available:

Find/Edit

Allows you to locate your individual users and access and edit information about them

Create New

Allows you to create a new user account

Change Password

Allows you to change your own password

Change PIN 

Allows you to enter a new PIN

Update Security Questions 

Allows you to confirm your password, select desired questions and provide answer to each

[bookmark: _Toc434919604]Account Settings Menu

Account Settings management is designed to help you set specific account level checks. To access the Account Settings menu option, click Account Settings.	Comment by Barbara Muench: CON_AccountSettingsDropDown
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There is only one option available, IP Address Options. This allows you to configure IP checks for your existing accounts. 

[bookmark: _Toc434919605]Terminal Menu

The Terminal menu displays after you have selected a terminal.  To access the Terminal menu options, click Terminal.	Comment by Barbara Muench: CON_TerminalDropDown
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Terminal management is designed to help you with the following configurations: 

Merchant (Merchant Setup)

Allows you to set up the terminal, payment form and  printer information for your company

Payment Form (Payment Form Setup)

Allows you to set up various forms

Advanced (Advanced Setup)

Allows you to set up the system and error messages

Terminal management menu items are further divided into submenus as follows:




[bookmark: _Toc434919606]Merchant (Merchant Setup)

The Merchant (Merchant Setup) menu consists of:	Comment by Barbara Muench: CON_TerminalMerchantSetupDropDown.png
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Main

Allows you to view and edit merchant information

Terminal

Allows you to view the set up information for a terminal

Payment Fields

Allows you to create or modify the fields that appear on payment forms

Printer

Allows you to configure the receipt printing options

[bookmark: _Toc434919607]Payment Form Menu

The Payment Form menu configuration consists of:	Comment by Barbara Muench: CON_TerminalPaymentFormMenu.png
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Payment Form

Allows you to add custom headers and footers, define color and attach images to be displayed on the payment form

Receipt Form

Allows you to define payment receipt form options

E-mail Form

Allows you to setup approved and declined email notification options

[bookmark: _Toc434919608]Advanced Menu

The Advanced menu configuration consists of:	Comment by Barbara Muench: CON_TerminalAdvancedMenu.png
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System Setup

Allows you to designate HTTP referral, specify settlement window, enable signature capture device and setup an export script

Error Messages

Allows you to define custom error messages to appear in the payment form

Fraud Prevention Rules

Customizable set of rules that allow you to build constraints to match your business needs and control how you handle transactions that include the ability to approve or decline transactions or return an error

Business Rules 

Converge System Administration Guide: Managing Users	CON-0005-CD

Allows you to define custom rules for terminal-based transactions

[bookmark: _Toc434919609]Managing Users

This chapter provides information about how to manage users, including the following:

Create new users

Find user accounts

Edit user accounts

Edit user terminal associations

Generate user reports

Change passwords

Change PINs

Update security questions

[bookmark: _Toc434919610]Creating a New User

To access a Converge account, you must be added to the system as an authorized user. The Merchant Administrator for an account controls the entire account and is allowed to: 

Create users (single users and multiple users who can log in and process transactions simultaneously)

Create hierarchy of users with similar or varying degrees of permissions and access

Delegate the ability to manage a hierarchy of users to another user

When you have a Merchant Administrator to control these functions, you can manage efficiently and create a system of accountability.

Note: We suggest that you create one or more separate users to manage day-to-day activities, including but not limited to: processing transactions, reviewing transactions, and settling transactions. It is strongly recommended that you keep your Merchant Administrator user account dedicated to administrative functions only.




Follow these procedures to create a user account:

Create new user account

Assign new user rights

Add terminal associations to the user profile 

Create new user account from existing user profile

Copy terminal associations to a new user

[bookmark: _Toc434919611]To Create New User Accounts

To create a new user account follow these steps:

Select User | Create New.	Comment by Barbara Muench: CON_UserCreateNew.png
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The Create New User screen displays.	Comment by Barbara Muench: CON_UserCreateNewUser.png
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Notes: 

All fields with an asterisk are required.

Refer to the Password Requirements section in the Converge Getting Started Guide for password requirements information.



Enter the user’s User ID. 

Enter the user’s Password.

Re-enter the user’s password in the Confirm Password field.

Note: The next five fields are not required, but you can enter this information for the user if you wish: First Name, Last Name, Location, Phone number, and phone Extension.

Enter the user’s Email address. 

Select Yes or No from the drop-down list to indicate if Active. 

Examples of new users who would not be active would be new hires that have not yet started work or employees out on medical leave. This field is set to Yes by default.

Select Supervisor from the drop-down list. 

Note: The default Supervisor is the current user’s Supervisor or the Merchant Administrator, if the user logged in is the Merchant Administrator.

Click Create User to add the new user account. 

The New User Confirmation screen displays the fields that you entered on the Create New User screen along with a message to confirm that the user ID added successfully. 	Comment by Barbara Muench: CON_NewUserConfirmation.png
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Note: Click Clear to clear all data entered on the Create New User screen.




[bookmark: _Toc434919612]To Assign Rights to a User

User rights are specific access and permissions granted to a user. To assign rights to a user follow these steps:

1. On the New User Confirmation screen, click Rights.	Comment by Barbara Muench: CON_NewUserConfirmationRights.png
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The Edit User Rights screen displays.	Comment by Barbara Muench: CON_EditUserRightsBlank
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Note: The user rights that display in this window are dependent on the user rights of the user currently logged in. You cannot grant a right to a subordinate unless your profile has the right to do so.  




In the Default Selection Options drop-down list, select one of the following:

Standard

Manager

Administrator

Notes: 

The default is a blank value.  No options are selected.

When you select either Standard, Manager or Administrator, you still have the option to manually select and de-select user rights.

The rights within each section are described in the Glossary section of the Converge Getting Started Guide.



If you selected Standard, the system selects all rights with the exception of the following:

Rights within the Virtual Terminal-Transactions section associated with any Return, Credit, Activation, Reload, and Import Batch transaction types

Rights within the Virtual terminal – Tokenization section

Rights within the Virtual Terminal-Batch section

Rights within the Virtual Terminal-Export Script section

Rights within the User Management section

Rights within the Terminal Management section

If you selected Manager, the system selects all rights with the exception of the following:

Rights within the User Management section

Rights within the Terminal Management section

Rights for the Virtual Terminal-Export Script for the manager

If you selected Administrator, the system selects all rights. 

Note: If you click Cancel, the window closes and the user rights that were selected are not updated. If you click Clear All, all the users rights will be reset (unchecked).

Click Update. 




The New User Confirmation screen displays a message that the rights for that user ID updated successfully.	Comment by Barbara Muench: CON_NewUserRightsConfirmationCircled.png
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Notes:

The Default Selection Options (such as Manager) are not saved with the user rights. This pre-set saves you time and allows you not to have to click each user right individually.

The rights are not saved until you click the Update button.






[bookmark: _Toc434919613]To Add Terminal Associations to a User Profile

When you add a new user, you have to specify the terminals to which the user’s login provides access.  

1. On the New User Confirmation screen, click Terminals.

The Terminal Associations screen displays.	Comment by Barbara Muench: CON_TerminalAssociationsList.png
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Select the terminal you wish to add to the user profile from the list.




The screen updates showing the terminal association and displays a message that the terminal added successfully.	Comment by Barbara Muench: CON_TerminalAssociationsTerminalAddedSuccessfullyCircled.png
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Note:  For each new terminal association, a new PIN is automatically generated. The new PIN can be used to process transactions from an integrated application, a Web site, or the Converge Mobile App. PINs can be 64, 32, 6, 5 or 4 characters in length. It is recommended to always use a length of 64 characters for maximum security.

To associate an additional terminal to the user account, select another terminal from the Terminal List. 

To replicate the terminal associations from another user, click Copy Associations From Other User. 

Note: If terminals are already associated to the user a message will appear that all existing terminal associations for the user will be removed and replaced with the terminal associations from the selected user.

[bookmark: CreateNewUserFromExisting]


[bookmark: _Toc434919614]To Create New User Account from Existing User Profile

This feature allows you to create a new standard user profile from an existing standard user profile. You must have Create Subordinates user rights and the standard user profile that will be copied to create the new standard user profile must exist.

1. Select User | Find/Edit.	Comment by Barbara Muench: CON_UserFindEdit.png
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The Find/Edit User screen displays. 	Comment by Barbara Muench: CON_FindEditUserScreen.png
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Enter the relevant information in the search fields to choose an existing standard user profile or leave blank to find all users.

Click Find. 




The User List search results table displays the users defined by the search.	Comment by Barbara Muench: CON_UserFindResults.png
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Select the check box next to the user profile you wish to copy.

Note:  You cannot choose more than one user profile.

Click Copy User.




The Copy User screen displays.	Comment by Barbara Muench: CON_CopyUser.png
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Account ID is pre-populated with the account ID of the existing user profile and cannot be changed.

Enter new User ID. 

Enter Password.

Re-enter password in the Confirm Password field.

Note: The next five fields are not required, but you can enter this information for the user if you wish: First Name, Last Name, Location, Phone number, and phone Extension.

Enter Email address. 

Select Yes or No from the drop-down list to indicate if Active. 

Select Supervisor from the drop-down list.

Click Copy User to add the new user account. 

The New User Confirmation screen displays and a new user profile is created with the same rights, terminal associations, account and Supervisor as the existing user profile.	Comment by Barbara Muench: CON_NewUserConfirmationCopied.png
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Note: The Copy User button is disabled when there are 5,000 users for the account (VID).

Converge also does the following:

Validate that there are less than 5,000 active users for the account ID (VID). 

Generate a new PIN for each terminal association created on the new user profile.

If less than 5,000, create a new standard user profile with:

Only the user rights from the existing standard user profile that the logged in user already has.

Only the terminal associations from the existing standard user profile that the logged in user already has access to except for the PIN.

A status of Unlocked.

You may choose to update the rights and/or the terminal associations for the new standard user just created.

Notes:

Rights can be copied from existing user profiles that are Active or Not Active.

Rights can be copied from existing user profiles with a status of Locked or Unlocked.

Uses the same security features that currently exist, which includes users only being allowed to add terminals to a user profiles that the logged in user already has access.

The user rights have the same restrictions.

Users cannot change the pre-populated Account ID field. 



[bookmark: _Toc434919615]To Copy Terminal Associations to a New User

This feature allows you to copy the terminal associations from an existing user profile to the new user profile.  You must have Edit User Rights and Edit Terminal Associations rights. The user profile from which the terminal associations are to be copied and the new user profile to which the terminal associations are to be copied must exist.

Note: All existing terminal associations for the user profile will be removed and replaced with the new associations. A new PIN is generated for each terminal including existing (shared) terminals. If you are using an integrated application, you must update your terminals with the new PINs to prevent interruption of service.

1. On the New User Confirmation screen, click Terminals.

Note: Refer to the To Create New User Account from Existing User Profile section and select an existing user profile from which the terminal associations are to be copied.  




The Terminal Associations screen displays.

[image: ]

Click Copy Associations From Other User to copy the terminal associations from the selected existing user to the new user. 




The Copy Terminal Associations screen displays a list of existing users from which to select.	Comment by Barbara Muench: CON_CopyTerminalAssociations
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Note: If terminals are already associated to the user a message will appear that all existing terminal associations for the user will be removed and replaced with the terminal associations from the selected user.

Select the existing user profile and then click Copy Terminal Associations.




Converge does the following:

Copies the terminal associations from the selected existing user to the user profile.

Displays the Terminal Associations screen for the user profile with all terminal associations copied from the existing user. 

Generates a new PIN for each terminal association copied to the new user profile.

Displays the terminal associations copied to the new user profile.

Notes:  

Converge can do the following:

Copy to existing user profiles that are Active or Not Active.

Copy from existing user profiles that are Active or Not Active.

Copy to existing user profiles with a status of Locked or Unlocked.

Copy from existing user profiles with a status of Locked or Unlocked.

Copy from only one existing user profile.

Use the same security features that currently exist, which includes users only being allowed to add terminals to a user that the logged in user already has access to.



[bookmark: FindingUserAccount][bookmark: _Toc434919616]Finding a User Account 

Sometimes it becomes necessary to modify users’ accounts after they are granted access to the application. Converge allows you to search for existing user profiles. Each field is partial-search capable, which means you can use only the first letter or first few letters of your search criteria to search fields. The search is not case-sensitive (so DEBBIE, Debbie or debbie are all the same for search purposes). You can use a single field or multiple fields to narrow your search. 

The Find/Edit User function allows you to do the following:

Locate subordinate users and peers

Change the sort order of the search results




[bookmark: _Toc434919617]To Locate a User Account

1. Select User | Find/Edit.

[image: ]

The Find/Edit User screen displays. The Find/Edit User function allows the currently logged in user to locate and manage all of their subordinate users and peers. This function is also a user right that can be enabled or disabled for each user.

[image: ]

Enter the relevant information in the search fields or leave blank to find all users.




The four search criteria fields are:

		Search Field

		Description



		User ID

		Searches for all user IDs that match the first characters entered in this field.



		First Name

		Searches for all first names that match the first characters entered in this field.



		Last Name

		Searches for all last names that match the first characters entered in this field.



		Active

		Searches for active, inactive or all users based on the selection.





In the Display drop-down, select the number of records you want to be shown at a time. 	Comment by Barbara Muench: CON_FindEditUserDisplayDropDown.png
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Note: The Display drop-down list allows you to view users on screen in increments of 25, 50, 75, 100, 250, 500, 750 or 1,000. This feature allows your browser to work more efficiently. You get faster results when more items display per page.

Click Find. 




The User List search results table displays all users defined by the search.
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The search results table displays the User ID, First Name, Last Name, Location, Supervisor and indicates if the user is Active or not. The headings allow you to find and access users’ accounts quickly. 

		Column Headers

		Description



		User ID

		This column displays the user IDs that match the search criteria. This field is a hyperlink that links to the Edit User screen with the selected user’s information displayed there.



		First Name

		This column displays the first names of the user IDs that match the search criteria.



		Last Name

		This column displays the last names of the user IDs that match the search criteria.



		Location

		This column displays the locations of the user IDs that match the search criteria.



		Supervisor

		This column displays the Supervisors of the user IDs that match the search criteria.



		Active

		This column displays the statuses of the user IDs that match the search criteria. If the user ID is active, the letter Y for yes displays in the column. If the user ID is inactive, the letter N for no displays in the column.





Note: If you do not define any search criteria and click Find, the system displays all current user's peers and subordinates.

[bookmark: _Toc434919618]To Sort Search Results 

As mentioned in the note above, if you do not define any search criteria and click Find, the system displays all current user's peers and subordinates.

To change the sort order of the search results table, click any of the six column headers of the search results table. 	Comment by Barbara Muench: CON_FindUserScreenDisplaySorted.png

[image: ]

Note: The first click on a header sorts the data in alphabetical order from A to Z.  The sort order reverses if you click the column header twice. 




[bookmark: _Toc434919619]Editing a User Account

The Edit User screen allows you access to basic information for a specific user account. You can modify a single field or multiple fields simultaneously for a user. 

To edit a user account, you may have to do one or more of the following:

Find user accounts

Edit user information

Edit user rights

Edit user terminal associations  

[bookmark: _Toc434919620]To Edit User Information

1. Find the user you want to edit by following the instructions under the Finding a User Account section.

Click the User ID you want to edit in the User List table. 	Comment by Barbara Muench: CON_UserListClerkCircled
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The Edit User screen displays.	Comment by Barbara Muench: CON_EditUserScreen.png
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Make the desired changes to the selected user:

		User Fields

		Description



		User ID

		Displays the user ID for the selected user. This value cannot be edited.



		First Name

		Enter or change the user's first name.



		Last Name

		Enter or change the user's last name



		Location

		Enter or change the user's location.



		Phone

		Enter or change the user's phone number.



		Extension

		Enter or change the user's phone extension.



		Email

		Enter or change the user's e-mail address. This field is required.



		Password

		Change the selected user's password. Refer to the Password Requirements section in the Converge Getting Started Guide for more information about how to change the password according to the system requirements.  This field is required.



		Supervisor

		Change the Supervisor of the selected user.



		Active

		Activate or deactivate the selected user ID.

Note:  You can have a maximum of 5,000 active users associated with an account (VID). If you attempt to add a user to an account that already has 5,000 active users, the system will display an error message and you will not be allowed to add the user. You must deactivate a user from the system to lower the total number of active users.



		Status

		Lock or unlock a user’s ability to login.



		Update button

		Saves changes.



		Rights button

		Configures the options that this user can access.



		Terminals button

		Adds terminal associations to the currently selected user.



		Cancel button

		Abandons changes.





Click Update to save the changes. 




The Edit User screen closes and Find/Edit screen displays a message that the user information updated successfully.	Comment by Barbara Muench: CON_FindEditUserUpdatedSuccessfullyCircled.png
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Note: Click the Update button to save changes made to the Edit User screen by before you select either the Rights or Terminals button.  If not, the changes will be lost.




[bookmark: _Toc434919621]To Edit User Rights

You may include one or more of the following to edit user rights:

Find the user account

Add user rights

Remove user rights

[bookmark: _Toc434919622]To Add User Rights

1. Find the user you want to edit by following the instructions under the Finding a User Account section.

Click the User ID in the User List table. 
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The Edit User screen displays.

[image: ]

Click the Rights.




The Edit User Rights screen displays.
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Select appropriate check boxes (rights) as required for the selected user.

Click Update. 

The system updates the application, returns you to the Edit User screen and displays a message that rights for the user ID updated successfully. 

[bookmark: _Toc434919623]To Remove User Rights

1. Find the user you want to edit by following the instructions under the Finding a User Account section.


Click the User ID in the User List table. 

[image: ]

The Edit User screen displays.

[image: ]

Click Rights.




The Edit User Rights screen displays.
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Clear appropriate check boxes (rights) as required for the selected user.

Click Update. 

The system updates the application, returns you to the Edit User screen and displays a message that rights for the user ID updated successfully.  

[bookmark: _Toc434919624]Editing User Terminal Associations

You may perform one or more of the following to edit user terminal associations: 

Add user terminal associations

Copy associations from other users

Remove user terminal associations




[bookmark: _Toc434919625]To Add User Terminal Associations

1. Find the user you want to edit by following the instructions under the Finding a User Account section.

Click the User ID in the User List table. 
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The Edit User screen displays.

[image: ]

Click Terminals.

The Terminal Associations screen displays.
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Select the terminal you wish to add to the user profile from the list.




The screen updates showing the terminal association and displays a message that the terminal was successfully added.	Comment by Barbara Muench: CON_TerminalAssociationsTerminalAddedSuccessfullyCircled.png
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Note:  For each new terminal association, a new PIN is automatically generated. The new PIN can be used to process transactions from an integrated application, a Web site, or the Converge Mobile App. PINs can be 64, 32, 6, 5 or 4 characters in length. It is recommended to always use a length of 64 characters for maximum security.

To associate an additional terminal to the user account, select another terminal from the Terminal List. 




[bookmark: _Toc434919626]To Copy Associations from Other Users

1. Find the user you want to edit by following the instructions under the Finding a User Account section.

Click the User ID in the User List table. 

[image: ]

The Edit User screen displays.

[image: ]

Click Terminals.

The Terminal Associations screen displays.
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Click Copy Associations From Other User to copy the terminal associations from an existing user to the user account.

Note: If terminals are already associated to the user a message will appear that all existing terminal associations for the user will be removed and replaced with the terminal associations from the selected user.




The Copy Terminal Associations screen displays a list of existing users from which to select.

[image: ]

Select the existing user profile and then click Copy Terminal Associations.

Converge does the following:

Copies the terminal associations from the selected existing user to the user profile.

Displays the Terminal Associations screen for the user profile with all terminal associations copied from the existing user. 

Generates a new PIN for each terminal association copied to the user profile.

Displays the terminal associations copied to the user profile.

Notes:  

Converge can do the following:

Copy to existing user profiles that are Active or Not Active.

Copy from existing user profiles that are Active or Not Active.

Copy to existing user profiles with a status of Locked or Unlocked.

Copy from existing user profiles with a status of Locked or Unlocked.

Copy from only one existing user profile.

Use the same security features that currently exist, which includes users only being allowed add terminals to a user that the logged in user already has access to.



[bookmark: _Toc434919627]To Remove User Terminal Associations

1. From the Terminal Associations screen, click the Delete button in the row in which the terminal you wish to remove appears.	Comment by Barbara Muench: CON_TerminalAssociationsDeleteCircled.png

[image: ]

On the dialog box that displays to confirm this action, click OK.	Comment by Barbara Muench: CON_TerminalAssociationsDeleteConfirmation.png
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The system removes the terminal from the list and displays a message that the terminal was successfully deleted.

Note: Click Cancel to retain the terminal association.

[bookmark: _Toc434919628]Generating User Reports

You can generate user reports in two ways:

Include all users and the Supervisors to whom they report

Include one or more Supervisors and the users that report to them

[bookmark: _Toc434919629]To Generate User Report for All Users and their Supervisors 

This allows a user to generate a download file of all users and the Supervisor they report to.

1. Select User | Find/Edit.

[image: ]

The Find/Edit User screen displays. 

[image: ]

Click Find. 




The User List table displays all users. 	Comment by Barbara Muench: CON_UserFindResultsDownloadCircled.png
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Notes: 

If you do not define any search criteria and click Find, the system displays all current users (Supervisors and subordinates).

At least one user must be selected to download the report.



Click Download.




The Download screen displays.	Comment by Barbara Muench: CON_DownloadScreen.png
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Sort on any one of the following:

User Id

First Name

Last Name

Location

Supervisor

Status

Note: The default is User Id.

Select the download text file type from the following options:

Comma-Delimited 

Tab-Delimited 

XML 




Notes: 

Comma-Delimited
Generates a comma-delimited file that can be opened in Microsoft Excel as a worksheet.

Tab-Delimited
Generates a tab-delimited file that can be opened in Microsoft Excel as a worksheet.

XML
Generates an XML document that opens in a new Internet browser window.



Select the Include text qualifier (double quote – “): check box, if desired.

Notes: 

The default is unchecked.

Only available with download text file types of Comma-Delimited and Tab-Delimited options.



Click Generate Download to download the report.

The File Download message box appears with the following options:

Open

Save

Cancel

[image: ]

When you choose to Open or Save Converge creates the download file and displays the file in a new window. 

[bookmark: _Toc434919630]To Generate User Report for Supervisors and their Subordinates

This allows a Supervisor to generate a user report of one or more Supervisors and the users that report to them.

1. Select User | Find/Edit.
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The Find/Edit User screen displays. 
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Click Find. 




The User List table displays all users (one or more Supervisors) that directly report to that Supervisor, along with their subordinates. 	Comment by Barbara Muench: CON_FindEditUserScreenClerkCheckedSupervisorReportCircled.png

[image: ]

Notes: 

If you do not define any search criteria and click Find, the system displays all current users (Supervisors and subordinates).

At least one user must be selected to generate the Supervisor Report.



Click Supervisor Report.




The Download screen displays.
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Sort on any one of the following:

User Id

First Name

Last Name

Location

Supervisor

Status

Note: The default is User Id.

Select download text file type:

Comma-Delimited 

Tab-Delimited 

XML 




Notes: 

Comma-Delimited
Generates a comma-delimited file that can be opened in Microsoft Excel as a worksheet.

Tab-Delimited
Generates a tab-delimited file that can be opened in Microsoft Excel as a worksheet.

XML
Generates an XML document that opens in a new Internet browser window.



Select Include text qualifier (double quote – “): check box, if desired.

Notes: 

The default is unchecked.

Only available with download text file types of Comma-Delimited and Tab-Delimited options.



Click Download File to download the report.

The File Download message box appears with the following options:

Open

Save

Cancel

[image: ]

When you choose to Open or Save Converge creates the download file and displays the file in a new window. 

[bookmark: _Toc434919631]Changing Your Password 

As a security measure, each user's password is set to expire 45 days after the last password change. Users who do not change their password within the last 45 days must enter new passwords on the next successful login. To change your password, you must have already logged in with your old password. If you cannot remember your current password, or if your account has been locked, call Customer Service for assistance.

1. Select User | Change Password.	Comment by Barbara Muench: CON_UserChangePasswordDropdown.png
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The Change Password screen displays.	Comment by Barbara Muench: CON_ChangePasswordScreen.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_ChangePassword90.png]

Enter your old password in the Current Password field.

Enter your new password in the New Password field.

Enter your new password again in the Confirm New Password field for verification.

Click Change Password to complete the password change.

The system displays a message that your password successfully updated.	Comment by Barbara Muench: CON_ChangePasswordSuccessful.png
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Note: Click Clear if you want to abandon any changes.

[bookmark: _Toc434919632]Changing Your PIN

Converge allows you to change the length and format of the terminal PINs associated with your account. The system automatically generates PINs, so you are unable change the actual PIN text. You are only allowed to change length and format of your the PIN.

1. Select User | Change PIN.	Comment by Barbara Muench: CON_ChangePINDropdown.png
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The Change PIN screen displays.	Comment by Barbara Muench: CON_ChangePINScreen.png
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If you want to change the PIN Length, select one of the following options from the drop-down list:

Sixty Four characters (recommended)

Thirty two characters

Six characters

Five characters

Four characters

Notes: 

PIN length defaults to 64 characters

PINs are case sensitive



Click Change PIN to save the PIN length changes and generate the new PIN.

If you want to change the PIN Format, select one of the two options from the drop-down list and click Change PIN to save the PIN format changes and generate the new PIN:

Alphanumeric (recommended)

Numeric

Note: PIN format defaults to alphanumeric.

To just change your PIN, click Change PIN, and the system will auto generate the new PIN.

You can change both the PIN length and PIN format at the same time. For example:

The screen below shows an example of a PIN (QBQYCL…) with a length of 64 characters and the format is alphanumeric.	Comment by Barbara Muench: CON_ChangePINAlphaNumberCircled.png
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To change the PIN length from 64 to 4, select four characters from the PIN Length drop-down list .

To change the PIN format from alphanumeric to numeric, select numeric from the PIN Format drop-down list .

Click Change PIN.  The system saves the PIN length and format changes and generates a new numeric 4-character PIN.	Comment by Barbara Muench: CON_ChangePIN4NumericCircled.png

[image: ]

[bookmark: _Toc434919633]Updating Your Security Questions

When you first accessed Converge and used the password assigned to you by Elavon's customer service, you were prompted to enter three security questions and answers. Follow the procedure below to change either the questions or answers.

1. Select User | Update Security Questions.	Comment by Barbara Muench: CON_UpdateSecurityQuestionsDropdown.png

[image: ]




The Update Security Questions screen displays.	Comment by Barbara Muench: CON_UpdateSecurityQuestionsScreen.png

[image: ]

Enter your Password.

Select the security question you would like to change from the Question drop-down list.

The new security question displays. 	Comment by Barbara Muench: CON_UpdateSecurityQuestionsNewQuestionCircled.png

[image: ]

Enter your Answer.

Click Update.




The system displays a message that your security question and answer successfully updated.	Comment by Barbara Muench: CON_UpdateSecurityQuestionsSuccessfullyUpdatedCircled.png

[image: ]



[bookmark: _Toc434919634]Managing Account Settings

The Account Settings menu has a single option called IP Address Options. This feature restricts access to a Converge account so that only certain IP addresses can access an account with its designated terminals. Therefore, if you attempt to access an account from an IP address that is not in the list, you will be denied access.

Notes:  

The IP Limitation feature applies to the user interface (Login.do) only, it does not apply to the API (Process.do and Processxml.do) and will not limit any gateway transactions.

To limit IP transactions you must setup the Merchant IP Address Filter in the fraud prevention screen.  For more information, refer to the Setting Up Fraud Prevention Rules section.



In this chapter you will use the Login IP Address feature to do any of the following operations: 

Add a login IP Address

Delete a login IP Address

[bookmark: _Toc434919635]Adding a Login IP Address 

1. Select Account Settings | IP Address Options.	Comment by Barbara Muench: CON_IPAddressOptionsDropdown.png

[image: ]




The IP Address Options screen displays all authorized login IP addresses that are already associated with this account.	Comment by Barbara Muench: CON_IPAddressOptionsScreen.png

[image: ]

Select the Use Login IP Addresses check box.

Note: You must select Use Login IP Addresses to use an IP address to restrict access to an account. This option is not activated if you only add IP addresses.

In the text box provided, enter the login IP address you want to allow to access this account.

Click Add Login IP Address. 




The system displays a message that the IP address successfully added.	Comment by Barbara Muench: CON_IPAddressOptionsSuccessfullyAddedCircled.png

[image: ]

To add other IP addresses, repeat steps 3 and 4. 

Notes:

You can add a maximum of 50 IP addresses or IP range addresses for your account.

You must provide a valid IP address to your account with all 4 octets of the IP address (for example, 123.45.67.89) or a range of IP addresses, with only the first 2 or 3 octets (for example, 123.45 or 123.45.67).

IP addresses must be public.



Click Update. 	Comment by Barbara Muench: CON_IPAddressOptionsSuccessfullyUpdatedCircled.png




The system displays a message that the IP addresses were successfully updated.

[image: ]

Note: Click Cancel to abandon updates or return to the Converge Main page.

[bookmark: _Toc434919636]Deleting a Login IP Address

1. Select Account Settings | IP Address Options.

[image: ]

The IP Address Options screen displays all authorized login IP addresses that are already associated with this account.

Click Delete next to the IP address you want to delete. 




The system displays a message that the IP address was successfully deleted.	Comment by Barbara Muench: CON_IPAddressOptionsSuccessfullyDeletedCircled.png

[image: ]

To delete other IP addresses, repeat step 2.

Click Update. 




The system displays a message that the IP addresses successfully updated.

[image: ]

 



[bookmark: _Toc434919637]Managing Terminals

When you use Converge, you might have a single terminal or multiple terminals configured.  You can control which users have access to these terminals when you configure that user’s account.

If you only have one terminal associated with your user ID, you will automatically have that terminal selected when you access Converge.  However, if you have multiple terminals you will need to select a terminal to work in.  You can select only one terminal to work in at any given time.

This chapter describes how to:

Select terminals

Set up merchants 

Set up payment form 

Manage advanced settings

[bookmark: _Toc434919638]Selecting a Terminal

Converge allows you to find and select terminals by the terminal friendly name.

1. On the Converge logon page, click Select Terminal.	Comment by Barbara Muench: CON_MainSelectTerminalCircled.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_MainSelectTerminalCircled.png]

The Select Terminal screen displays a list of the terminals on which you have access in alphabetical order by Friendly Name. 




Notes:  

For users that have access to more than 25 terminals Converge does the following:

Default the number of terminals to be displayed per page to 25. 

Allow users to select the default number of terminals to be displayed per page: 25, 50, 75, 100, 250, 500, 750, and 1000.

Allow users to page through the terminals on which they have access as follows:

Select a specific page

Select next page

Select previous page

Advance to the first page

Advance to the last page



If you have access to 25 or less terminals, from the Terminal List table, click the terminal you wish to access from the list.	Comment by Barbara Muench: CON_SelectTerminal.png

[image: ]

If you have access to more than 25 terminals, from the Find Terminal text box, enter any number of characters (including letters, numbers, and special characters) in the terminal friendly name for the terminal you wish to access.




Converge displays a list of terminals that you have access to with those characters located anywhere in the Friendly Name. 	Comment by Barbara Muench: CON_SelectTerminal25PlusMOTOFind.png

[image: ]

Click the Friendly Name to select the terminal you wish to access from the list.




The Main Converge screen displays and you will now see the Terminal menu option at the top of the screen, along with the type of transactions available to you on this terminal.	Comment by Barbara Muench: CON_MainMOTOTerminalSelectedCircled.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_MainMOTOTerminalSelectedCircled.png]

Once you have the terminal selected, you can proceed with other actions available to you from the Terminal menu option as described in the following sections.

[bookmark: SetupMerchantInformation][bookmark: _Toc434919639]Setting Up Merchant Information 

The Merchant Setup menu consists of the following options: 

Main 

Allows you to update merchant information

Terminal 

Allows you to update terminal information

Payment Fields 

Allows you to update payment fields and payment sections

Printer 

Allows you to configure your printer

[image: ]

[bookmark: _Toc434919640]To Update Merchant Information (Main Option) 

This function allows you to view and edit merchant information.

Your merchant information includes:

Merchant Name

Address, City, State, Province and Postal Code

Contact Information

Terminal E-mail

SMS E-mail

Web site

To update this information: 

1. Select Terminal | Merchant | Main.

The Update screen displays.	Comment by Barbara Muench: CON_UpdateMerchantInformation.png

[image: ]

Update the fields as desired.

Note: The Contact E-mail and Terminal E-mail addresses cannot be left blank.  All other fields are optional.

Click Update when all fields are completed the way you want them. 

The Update screen indicates that your update succeeded.

[image: ]




[bookmark: _Toc434919641]To Update Terminal Information 

Your terminal information includes the following settings: 

		Settings

		Description



		Merchant ID

		The merchant identification number (MID) assigned by Elavon. A single MID may have multiple terminal numbers or locations that accept funds generated by transactions.



		Terminal Number

		The number assigned by Elavon to a single merchant location, also called a TID. One or several terminal numbers might be under a single MID.



		Friendly Name

		An easy-to-recognize name for the terminal, assigned by the merchant (for example: My Retail Store).



		Region

		The geographic region where the terminal is located (for example: United States).



		Time Zone

		The time zone where the terminal or store is located (for example: Eastern Time).



		Currency

		The merchant base currency used in transactions (for example: United States dollar).



		Processing Type

		The terminal capture and processing type. Possible values are Terminal-based or Host-Based.



		Financial Institution Number

		The identification number used for only those terminals set up with Account Updater.



		Market Segment

		Business type or category (for example: Retail, Service, Internet, or Mail Order).



		Status

		The terminal processing status.  

There are three possible statuses: 

Active
Allows you to process and settle transactions.

Not Live
Allows you to process test transactions via API only. No settlement or UI processing is allowed.

Suspended
Allows you to log on to the terminal and view activity. No processing is allowed.

Notes: 

When the status of a terminal is:

Not Live

Recurring, auto settlement and manual settlement are not possible.

Transactions are processed in test mode using the API and transactions via the UI are not allowed.

Suspended

Recurring, auto settlement and manual settlement are not possible.

The terminal cannot process transactions via API or UI.

Active

Merchants can process transactions as usual.

Transactions and settlement are allowed.

The terminal can only process real transactions when set to Active.



		Payment Type

		The type of payments that a terminal is capable of processing (for example: Credit, Debit, Food Stamp, Gift, Loyalty, Electronic Check, Cash Benefit, or Cash Tender).



		Credit Payment Options

		Additional options and capabilities that can be performed by a terminal. Your options are: Address Verification, CVV2, CVC2, CID, Purchasing Card 2, Invoice Number, Dynamic Currency or Multi-Currency, Recurring, Verify Last 4-digits, Travel Data, or Account Updater.



		Recurring Payment Options

		The default billing cycle for a terminal (for example: Monthly, Weekly, or Annually).



		Debit Payment Options

		Debit related options (for example: Cashback or Surcharge).



		Electronic Check Payment Options

		Electronic Check related options.  Your options are:

Check Type

Service Type

MPS Merchant ID

Image Upload Options

Consumer Data (DLL and Phone)



		Other Payment Options

		For example: MBNA Private Label.



		Transaction Entry Options

		The payment entry capabilities allowed for a terminal. This function shows if the terminal is able to process transactions though the API (for example: Enable HTTPS Transaction).



		Tokenization

		This option will enable the card manager in the user interface and the tokenization in the API.  This functionality allows a merchant to store credit card and billing information to process transactions manually at a later time (card on file).





From this list, you can update the Friendly Name option only.

1. Select Terminal | Merchant | Terminal.

The Update Terminal screen displays. 	Comment by Barbara Muench: CON_UpdateTerminalCut.png

[image: ]

Enter the name you want your terminal to be known as in the Friendly Name field.

Click Update.

The Update Terminal screen changes to indicate that you have updated the terminal Friendly Name successfully.	Comment by Barbara Muench: CON_UpdateTerminalSucceededCircledCut.png

[image: ]

Notes:

The terminal must be active to process live transactions. 

If your need to change any settings in your terminal, call your system administrator or Elavon at 1-800-377-3962, option 2, option 2 (in Canada you are asked to choose either English or French for your language).






[bookmark: _Toc434919642]To Update Payment Fields and Payment Sections

Converge allows you to configure how payment fields display both in Virtual Terminal and on the payment form to the customer. Sections are placeholders for information that can be configured to display on the payment forms. Each section is composed of the individual fields on the payment forms.

Options available to modify payment fields and sections include:

Add new payment fields

Delete payment fields

Edit payment fields

Rearrange payment fields

Add new payment sections

Edit payment sections

Delete payment sections

[bookmark: AddNewPaymentFields][bookmark: _Toc434919643]To Add New Payment Fields

This function allows you to define how payment fields appear on the screen, as well as on the Converge payment form.

1. Select Terminal | Merchant | Payment Fields.




The Payment Fields screen displays.	Comment by Barbara Muench: CON_PaymentFieldsCut.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_PaymentFields.png]

Click Add New Field.




The Add New Payment Field screen displays.	Comment by Barbara Muench: CON_AddNewPaymentField.png

[image: ]

Enter the Name of the new field, without spaces.

Note: This field cannot be edited once the field is added.

Enter the name for the field that will show on the payment form in the Display Name field.


In the Section drop-down list, select the section in which you want the new field to display on the payment form from the following:

Billing Address

Order Section

Custom Fields

Shipping Address

In the Field Type drop-down list, select one of the following:

Text

Drop Down

Checkbox

Enter the Maximum Number of Characters for this field.

For text fields that are custom fields or system fields that are optional, you can define the minimum length required for a value entered in the field.

Select required check boxes to specify where the new fields will display.

		Fields

		Description



		Required

		Designates the field as required on the payment form and in the Virtual Terminal.  Fields the system sets as required cannot be changed.



		Show in Virtual Terminal

		Specifies whether the field is visible in the Virtual Terminal.



		Can be Changed on Payment Form

		Specifies whether the field can be edited on the payment form. This option is not valid unless you select the Show on Payment Form check box.

Note: Applicable to the API response only.



		Show on Payment Form

		Specifies whether the field is visible in the Converge payment form.



		Show in Receipt

		Places this field on the transaction receipt.



		Show in Email to Customer

		Includes this field in the customer email to the addresses entered into the payment form. You must enter the Contact Email on the Update Merchant Information screen for the email to be sent to the customer.



		Show in Email to Merchant

		Includes this field in the merchant notification email to the addresses entered into the Terminal E-mail on the Update Merchant Information screen.



		Forward on Approval

		Forwards the information in this field to the URL specified for the merchant if the transaction is approved.

Note:  Applicable to the API response only.



		Forward on Decline

		Forwards the information in this field to the URL specified for the merchant if the transaction is declined.

Note:  Applicable to the API response only.





Notes:  

If you select or clear any of the following settings on this screen, when you click Add New Field, the system automatically updates setting in the section in which the field is located:

Show in Virtual Terminal

Show on Payment Form

Show in Receipt

Show email to Customer

Show email to Merchant



Click Add New Field.




The Payment Fields screen displays and indicates that your update was successful. The new field displays at the bottom of the section.	Comment by Barbara Muench: CON_NewPaymentFieldAddedSuccessfullyCutCircled.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_PaymentFieldAddedSuccessfully.png]

To change the order in which the fields display in the section, click the up or down arrows (refer to the To Rearrange Payment Fields section).




[bookmark: _Toc434919644]To Delete Payment Fields

Only user-defined fields can be deleted. You are not allowed to delete system-defined fields.

1. On the Payment Fields screen, click on the field you want to delete.	Comment by Barbara Muench: CON_PaymentFieldSelectDelete

[image: ]

The Update Payment Field screen displays the selected field.

Click Delete.	Comment by Barbara Muench: CON_PaymentFieldConfirmDelete.png




The system displays a message to confirm if the field should be deleted.

[image: ]

Click OK.




The system removes the payment field from the list and indicates that field deleted successfully.

[image: ]




[bookmark: _Toc434919645]To Edit Payment Fields

1. On the Payment Fields screen, click on the field you want to update.

The Update Payment Field screen displays the selected field.	Comment by Barbara Muench: CON_UpdatePaymentField.png

[image: ]

Note:  The settings on this screen define how the field is presented on both the Virtual Terminal screens and the Converge Payment Form.  It also identifies whether the field should be used on the email responses for approved and declined notifications.

Make your changes and click Update.




The Payment Fields screen displays and indicates that your update was successful.	Comment by Barbara Muench: CON_PaymentFieldsUpdateSuccessfulCutCircled.png

[image: ]

[bookmark: RearrangePaymentFields][bookmark: _Toc434919646]To Rearrange Payment Fields

You can use the arrows to the left of the fields to rearrange the display of the section or the fields on both the Converge user interface and the payment form. 

1. Click the up or down arrow on the section address bar to move that section on both the Converge user interface and the payment form.	Comment by Barbara Muench: CON_RearrangePaymentFields

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_RearrangePaymentFields.png]

The following example shows the Custom Fields section moved before the Shipping Address in the user interface.	Comment by Barbara Muench: CON_CreditCardSaleSectionRearranged.png

[image: ]




1. Click the up or down arrow on the field row to move that field on both the Converge user interface and the payment form.	Comment by Barbara Muench: CON_MovePaymentFields.png

[image: ]




The following example shows the Email Address field moved before the Address1 field in the user interface.	Comment by Barbara Muench: CON_CreditCardSaleEmailFieldRearranged.png

[image: ]




[bookmark: _Toc434919647]To Add New Payment Sections

1. On the bottom of the Payment Fields screen, click Add New Section. 	Comment by Barbara Muench: CON_PaymentFieldsAddNewSection

[image: ]




The Add New Payment Section screen displays. 	Comment by Barbara Muench: CON_AddNewPaymentSectionScreen.png

[image: ]

Enter the name of the new section, without spaces, in the Name field. 

Enter the Display Name for the new section. 

Select required check boxes to specify where the new section will display. 

Click Add New Section to save the new section parameters.




The system displays a message that confirms that the new section added successfully, and the new section appears at the bottom of the screen. 	Comment by Barbara Muench: CON_PaymentFieldsSectionAddedSuccessfully.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_PaymentSectionAddedSuccessfully.png]

To change the order of the sections, select the up or down arrows in the title bar of the section.

[bookmark: _Toc434919648]To Edit Payment Sections

1. On the Payment Fields screen, click on the section name you want to edit.

The Update Payment Section screen displays the current information for the section.

Make your changes and click Update Section.




The Payment Fields screen displays and indicates that your update was successful. The updated section is highlighted.	Comment by Barbara Muench: CON_PaymentFieldsUpdateSectionSuccessful

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_PaymentFieldsUpdatedSuccessfully.png]




[bookmark: _Toc434919649]To Delete Payment Sections

1. On the Payment Fields screen, click on the section you want to delete.	Comment by Barbara Muench: CON_DeletePaymentSectionCircled

[image: ]

Notes:

All fields must be removed before a section can be deleted.

Only user defined sections can be deleted.






The Update Payment Section screen displays the selected section information.	Comment by Barbara Muench: CON_UpdatePaymentSection

[image: ]

Click Delete.

The following message displays to confirm if the field should be deleted.	Comment by Barbara Muench: CON_DeleteSectionConfirmationBox

[image: ]

Click OK.




The system removes the payment section from your form and indicates that deletion was successful. 	Comment by Barbara Muench: CON_PaymentFieldsSectionDeletedSuccessfully.png

[image: ]

[bookmark: _Toc434919650]Configuring Your Printer

The Printer Configuration function allows you to configure the receipt printing options for Converge. Printer options define the output generated upon a successful authorization attempt. 

Note: It is very important to note that to print receipts, you must set up your Internet browser to accept pop-ups from Converge before you begin transaction processing (refer to the Systems Requirements section in the Converge Getting Started Guide).

To set up your printer, you have to access the Printer Configuration screen.

1. Select Terminal | Merchant | Printer.




The Printer Configuration screen displays.	Comment by Barbara Muench: CON_PrinterConfigurationCut.png

[image: ]

The Printer Configuration screen is divided into the following sections:

Printer Options

Receipt Header Options

Receipt Trailer Options

Receipt Custom Fields

To Set Up Receipt Header Options

In the Printer Type drop-down list, select one of the following:

No Printer

Parallel Printer

Serial Printer

Star Printer




		Options

		Description



		No Printer

		Select if you do not wish to print a transaction receipt.

This option displays the authorization information on the Virtual Terminal Response screen.



		Parallel Printer

		Select if you wish to print a receipt to a parallel printer.

This option launches a separate browser screen with the receipt information and sends the output to the default printer for the Internet browser.  You must then select the Print button in the pop-up window or use the browser’s print feature.



		Serial Printer

		Select if you wish to print to a serial printer connected to a configured serial (COM) port using the Epson T20 printer.

In order for the Serial printer function to work, you must successfully install the Epson T20 drivers from the Support page using Device Assistant.

Refer to the Converge Peripheral Device Installation and Setup Guide for more information.



		Star Printer

		Select if you wish to print using the Star Micronics TSP6500II printer device.

For the Star Printer function to work, you must successfully install the Star printer driver from the Support page using ConvergeConnect. 

Refer to the Converge Peripheral Device Installation and Setup Guide for more information.








In the Paper Type drop-down list, select one of the following:

Single Ply 

Multi Ply 

Notes:

When you select Serial Printer as the printer type:

Select Single Ply for 1 ply thermal style printers. This option prints the customer and merchant receipts separately.

Select Multi Ply for 2 ply impact style printers. This option prints the customer and merchant receipts at once with one copy per paper ply. 

When you select Parallel Printer as the printer type:

Single Ply prints the customer and merchant receipts side by side on a single sheet of paper (8 1/2”x11”). 

Multi Ply prints the customer and merchant receipts on 2 separate pages (1 per page, 8 1/2”x11”). 

When you select Star Printer as the printer type:

Select Single Ply for 1 ply thermal style printers. This option prints the customer and merchant receipts separately.

Select Multi Ply for 2 ply impact style printers. This option prints the customer and merchant receipts at once with one copy per paper ply. 



To Set Up Receipt Header Options

Receipt Header Options configures the structure for the receipt header.  To enable or disable the printing of each header line, you can add or remove data from the Header Line field.

In the Receipt Header Options section, in the header text Justification drop down select from the following to determine the placement of the text on the receipt:

Left

Center

Right


In the Receipt Header Options section you can display up to five lines of text. An example would be the merchant’s address, phone, and/or Website address.	Comment by Barbara Muench: CON_ReceiptHeaderOptions

[image: ]

To Set Up Receipt Trailer Options

Receipt Trailer Options configures the structure for the receipt footer. To enable or disable the printing of each footer line, you can add or remove data from the Trailer Line field.

In the Receipt Trailer Options section, in the header text Justification drop down select from the following to determine the placement of the text on the receipt:

Left

Center

Right

In the Receipt Trailer Options section you can display up to two lines of text. An example would be a thank you message to the customer.	Comment by Barbara Muench: CON_ReceiptTrailerOptions

[image: ]




To Set Up Receipt Custom Fields

Receipt Custom Options configures up to ten (10) additional user-defined fields to appear on either the parallel or serial receipts. 	Comment by Barbara Muench: CON_ReceiptCustomOptions.png

[image: ]

Enter descriptive label must be entered in the Custom Label field.

To link to a defined custom field, select a value from the Custom Field drop-down list. 	Comment by Barbara Muench: CON_ReceiptCustomOptionsDropdown.png

[image: ]

Click Update.




The Printer Configuration screen indicates that your update was successful.	Comment by Barbara Muench: CON_PrinterConfigurationSuccessCut.png

[image: ]

The following receipt example illustrates steps 1 through 10 applied:	Comment by Barbara Muench: CON_PrinterConfigurationReceiptPrinted.png

[image: ]

Note: For placement of custom fields on the receipt, refer to the To Rearrange Payment Fields section.




[bookmark: _Toc434919651]Setting Up Payment Forms 

This function allows you to set up the following forms:

Payment Form  

Receipt Form

E-mail Form 	Comment by Barbara Muench: CON_TerminalPaymentFormSetup

[image: ]

[bookmark: _Toc434919652]Configuring Payment Forms

The Payment Form Setup screen allows you to change the basic structure of the HTML payment form used for an e-Commerce site.  

To configure your payment form, you can:

Create header and footer text

Edit and delete header and footer text

Edit the form color 

Add header logo and background images to display on your payment form 

Set alignment for header logo on your payment form

Remove header logo and background images from your payment form

Preview the payment form




[bookmark: _Toc434919653]To Create Header and Footer Text

1. Select Terminal | Payment Form | Payment Form.

The Payment Form displays. 	Comment by Barbara Muench: CON_PaymentFormEditorCircled.png

[image: ]

Click the Editor button to the right of Payment Form Header.

Note: The same steps apply to configure the form footer.




The Text Editor screen displays. 	Comment by Barbara Muench: CON_PaymentFormEditorWindow

[image: ]

Note: You have two options to configure your Payment Form Header:  Text Editor window or the Tag Wizard button.

To Configure Your Payment Form Header using the Text Editor Window

1. Enter the text you want to appear on the form header.

Note: The same steps apply to configure the form footer.

Click Preview to view the text as it will appear in the header.

Click Save to save the text.




The Text Editor screen closes and the text you entered displays on the Payment Form screen.	Comment by Barbara Muench: CON_PaymentFormHeaderInfoCircled

[image: ]

Notes:

Click Clear Text or Reset Text if you need to remove unsaved text from the Text Editor screen.

Click Cancel to close the Text Editor, cancel or delete unsaved work. 

Click Help to display the help page for the Text Editor page.



[bookmark: TagWizard]To Configure Your Payment Form Header Using the Tag Wizard Button

1. Click Tag Wizard to enter header text.

Note: The same steps apply to configure the form footer.




The Tag Wizard screen displays.	Comment by Barbara Muench: CON_PaymentFormTagWizard

[image: ]

Note: Tag Wizard defines the properties of text in either the header or the footer messages. 

In the Enter Text Here text box, enter the basic text to add to the header or footer. 

In the Line Attributes section, select the option to define how the text entered into the previous box appears on the form.


In the Text Attributes section, select text attributes to define display properties of the text.	Comment by Barbara Muench: CON_PaymentFormTagWizardHeaderFilled.png

[image: ]

Click Insert.

The screen closes and the text you entered displays along with the attributes you selected in the Text Editor screen. 

Click the Save button to save the text.




[bookmark: _Toc434919654]To Edit and Delete Header and Footer Text

1. Click on the Editor button to the right of Payment Form Header.

Note: The same steps apply to configure the form footer.

On the Text Editor screen, click Edit Wizard.	Comment by Barbara Muench: CON_TextEditorEditWizardCircled

[image: ]

The following screen displays.	Comment by Barbara Muench: CON_TextEditorEditWizardPopup.png

[image: ]

Select the radio button next to the Tag Options you want to edit.

Click Edit to revise, Delete to remove the tag, or Cancel to return to the previous screen.

If you choose Edit, the Text Editor screen displays for you to revise and save your new header or footer.

If you chose Delete, the Text Editor screen displays.  Click Save and the system removes the header or footer.

[bookmark: _Toc434919655]To Edit the Payment Form Color 

Under Payment Form Color on the Payment Form Setup screen, make your modifications as desired. Changes appear in the Preview section as shown below.  Colors can be either selected from the drop-down list or you can enter the RGB color value in the free text field. 	Comment by Barbara Muench: CON_PaymentFormColorLime

[image: ]

[bookmark: _Toc434919656]To Add a Header Logo to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and select an image for the Header Logo Image.	Comment by Barbara Muench: CON_PaymentFormImagesCircled.png

[image: ]

Click Update.

The image filename displays along with a message that states that the payment form updated successfully.  In addition, the Remove button displays, which enables you to remove the logo.	Comment by Barbara Muench: CON_PaymentFormImagesInsertedCircled.png

[image: ]

Notes: 

If you try to upload an image that the file type is not supported you will receive an error message.

The supported file types are jpg, jpeg, or gif.



Select  Left, Center, or Right to align the logo as desired and click Update.

Note: The default alignment of the logo set up for a terminal as left justified. 

[bookmark: _Toc434919657]To Add a Background Image to Display on Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, click the Browse button and select an image for the Background Image.

Click Update.	Comment by Barbara Muench: CON_PaymentFormBackgroundImageInsertedCircled.png

The image filename displays along with a message that states that the payment form updated successfully. In addition, the Remove button displays, which enables you to remove the background image. 

[image: ]

Notes: 

If you try to upload an image that the file type is not supported you will receive an error message.

The supported file types are jpg, jpeg, or gif.






[bookmark: _Toc434919658]To Remove Header Logo and Background Images from Payment Form

1. Under Payment Form Images on the Payment Form Setup screen, to remove a header logo image or the background image, click the Remove button.	Comment by Barbara Muench: CON_PaymentFormImageRemoveCircled.png

[image: ]

Click Update.

The system removes the image and displays a message that states that the payment form updated successfully. 	Comment by Barbara Muench: CON_PaymentFormUpdateSuccessful

[image: ]



Notes:

Editing can be performed at one time or to individual sections and then click Update when completed.

To remove all editing at once click Restore Defaults.

 

[bookmark: _Toc434919659]To Preview Payment Form 

To view the payment form as it will be displayed to a consumer, select the Preview button at the bottom of the screen.	Comment by Barbara Muench: CON_PaymentFormPreviewCircled.png

[image: ]




The following payment form example illustrates the preceding steps applied:	Comment by Barbara Muench: CON_PaymentFormCompletedCut.png

[image: ]

[bookmark: _Toc434919660]Configuring Receipt Forms

The Receipt Form screen configures the options to accurately display the transaction authorization results from the Converge payment form. 

1. Select Terminal | Payment Form | Receipt Form.




The Receipt Form displays. 	Comment by Barbara Muench: CON_ReceiptForm.png

[image: ]

Enter relevant information in the Receipt Form - Approval section.

Notes:

This section is used to identify how the authorization response page is handled from the Converge payment form for approved transactions. 

Only Button Text is required. All other fields are optional.

For Link Method options refer to the Receipt Form Table Options for more information.






Enter relevant information in the Receipt Form - Declined section.

Notes:

This section identifies how the authorization response page is handled from the Converge payment form for declined transactions. 

Only Button Text is required. All other fields are optional.

For Link Method options refer to the Receipt Form Table Options for more information.



Enter relevant information in the Receipt Form – Error URL section.

Click Update.

[bookmark: ReceiptFormOptionTable]Receipt Form Option Table:

		Options

		Description



		Link Method

		This selection offers four methods to create the receipt link.

Hyperlink
Displays the link back to the Web site specified in the URL field as a text link on the Converge response page.

Form GET
Displays the link back to the Web site specified in the URL field as a button on the Converge response page. The response data is returned to the site in the form of a GET.

Form POST
Displays the link back to the Web site specified in the URL field as a button on the Converge response page. The response data is returned to the site in the form of a POST.

Get Redirect
Re-directs the response from the Converge payment form to the URL defined in the URL field in the form of a GET.



		Button Text

		Allows you to specify the text that appears as the link on your Web site or response page. This option is only applicable for the Hyperlink, Form GET and Form POST Link Method options.



		URL

		Allows you to attach a URL address on your receipts to give your customer' easy access back to your Web site. You have three protocol options for your URL:

HTTP
Hyper Text Transfer Protocol

HTTPS
Hyper Text Transfer Protocol Secure

FTP
File Transfer Protocol



		Receipt Header

		Allows you to add a customized message that appears at the top of the declined transaction response page.



		Receipt Footer

		Allows you to add a customized message to appear at the bottom of the declined transaction response page.





[bookmark: _Toc434919661]Configuring Email Options

To configure your email options, you may do the following:

Set up your email notifications

Restore default settings

Select Terminal | Payment Form | E-mail Form. 




The Email Setup Form displays.	Comment by Barbara Muench: CON_EmailSetupForm

[image: ]

[bookmark: _Toc434919662]To Set Up Email Notification for Approved Transactions

Use the Email Options Approval section to determine who receives email notifications for approved transactions and to modify Email Header, Email Footer, Subject, and Field formats so custom messages can be presented.

1. To use the email address you specified in the Merchant Information section (refer to the Setting Up Merchant Information section), select the Notify Merchant of Transaction Approval check box to generate a merchant confirmation email upon approval.

Note: If the check box is not selected, an approval confirmation email will not be sent to the merchant. 

To use the email address specified by the customer during the transaction, select the Notify Customer of Transaction Approval check box to generate a customer approval email.

Note: If the check box is not selected, an approval email will not be sent to the customer. 

To add a custom message at the top of the approval email, click the Editor button on the right side of the form next to the Email Header field.

The following dialog box displays. 

[image: ]

For more information on how to use Tag Wizard or the Edit Wizard buttons refer to the To Configure Your Payment Form Header Using the Tag Wizard Button section.

Enter and Save your message.

To add a custom message at the bottom of the approval email, click the Editor button on the right side of the form next to the Email Footer field.

Enter and Save your message in the dialog box that displays.

To add a custom Subject line to the email, type in the message you want displayed in the subject line and select the Field you want displayed. You have the option to select the invoice, description, or any custom field you have setup for this terminal.

Note: To set up custom fields, refer to the To Add New Payment Fields section for more information.




[bookmark: _Toc434919663]To Set Up Email Notification for Declined Transactions

Use the E-mail Options Decline section to determine who receives email notifications for declined transactions and to modify email header and footer formats to customize messages.

1. To use the email address you specified in the Merchant Information section, select the Notify Merchant of Transaction Decline check box to generate a merchant email upon a transaction decline.

Note:  If the check box is not selected, a decline confirmation email will not be sent to the merchant. 

To use the email address specified by the customer during the transaction, select the Notify Customer of Transaction Decline check box to generate a customer decline email.

Note:  If the check box is not selected, a decline email will not be sent to the customer. 

To add a custom message at the top of the decline email, select the Editor button on the right side of the form next to the Email Header field.

The following dialog box displays. 

[image: ]

For more information on how to use Tag Wizard or the Edit Wizard buttons refer to the To Configure Your Payment Form Header Using the Tag Wizard Button section.

Enter and Save your message in the dialog box that displays.

To add a custom message at the bottom of the decline email, select the Editor button on the right side of the form next to the Email Footer field.

Enter and Save your message in the dialog box that displays.

To add a custom Subject line to the email, type in the message you want displayed in the subject line and the Field you want displayed.

Note: You can add a custom field for your Subject line.  Refer to the To Add New Payment Fields section for more information.

Click Update to save any modifications. 

Note:  Once you click Update, you cannot revert to the old information; however, you can click Restore Defaults to revert all of the fields to the Converge default values.

[bookmark: _Toc434919664]Setting Up Advanced Settings (Advanced Menu) 

This section describes the following options:

System Setup

Error Messages

Fraud Prevention Rules

Business Rules	Comment by Barbara Muench: CON_TerminalAdvancedMain

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_TerminalAdvancedMain.png]




[bookmark: _Toc434919665]Configuring System Setup

System Setup allows you to:

Configure your HTTP options

Configure your processing options

Configure your device options

Configure your Export options

[bookmark: _Toc434919666]To Configure Your HTTP Options

You can add HTTP referrers to the payment form.

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays. 	Comment by Barbara Muench: CON_AdvancedSystemSetupCut.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Originals_w_Markups\CON_AdvancedSystemSetupCut.png]

To be able to prevent all except authorized referrers from linking to your site, click the Use HTTPS Referrers check box.


Notes: 

This assures you that only your Web site is sending transactions to your account.

To be able to perform transactions from a Web site or integrated solution outside of the Converge Terminal, the Enable HTTPS Transaction check box needs to be enabled on the Terminal Configuration screen.  Contact Customer Support to enable this flag.

Refer to the Converge Developer Guide for details on Web site integration.



To Add a Referrer

1. To be able to select the sites that you wish to authorize to link to your site, type the full URL (include the http or https) into the Add Referrer field (for example, https://www.mywebsite.com/paymentpage.html).  

Click the Add Referrers button.

The System Setup screen displays the URL added and a message that the update successfully added. 	Comment by Barbara Muench: CON_AdvancedSystemSetupAddReferrerCircled.png

[image: ]

Click the Update button to update your system setup.




Notes:  

Add each referrer separately.

Choosing options can be performed at one time or to individual sections and then click Update when completed.



To Remove a Referrer

1. Click the Delete button to the right of the URL you want to delete.

The system removes the selected URL and displays a message that the referrer was successfully removed. 

Click the Update button to update your system setup.

[bookmark: _Toc434919667]To Configure Your Processing Options

Your Processing Options allow you to:

Set up an EMV capable terminal

Set up an e-Commerce or MOTO terminal to accept encrypted hand key on device

Set up an e-Commerce profile for 3D Secure 

Add a MasterPass wallet to a terminal (Canadian e-Commerce terminal)

Automatically pend HTTP transactions

Create a schedule to automatically settle your transactions

To Set Up Terminal with an EMV Device

To set up an EMV capable profile for retail and service terminals, follow these steps:

1. Select a profile configured as a retail or service terminal from your list of available profiles.

1. Select Terminal | Advanced | System Setup.




The System Setup screen displays.

[image: C:\Users\bmmuenc\AppData\Local\Temp\SNAGHTMLfac24b1.PNG]

1. Under the Processing Options section, select the Enable EMV Chip Cards check box.

1. Click Update to save this system setting.

To Set Up Terminal with Encrypting Hand Key Device

To set up a terminal to accept encrypted keyed transactions using a device, follow these steps:

1. Select a profile configured as a e-Commerce or MOTO terminal from your list of available profiles.

1. Select Terminal | Advanced | System Setup.




The System Setup screen displays.

[image: C:\Users\bmmuenc\AppData\Local\Temp\SNAGHTML96acf4.PNG]

1. Under the Processing Options section, select the Enable Encrypted Hand Key on Device check box.

1. Click Update to save this system setting.

Users are now able to key in cardholder data directly into a supported device. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

To Set Up 3D Secure

To set up an e-Commerce profile for 3D Secure, follow these steps:

1. Select a profile configured as an Internet terminal from your list of available profiles.

Select Terminal | Advanced | System Setup.




The System Setup screen displays. 	Comment by Barbara Muench: CON_AdvancedSystemSetupProcessingOptions.png

[image: ]

Under the Processing Options section, select the 3DSecure check box. 

Click Update to save this system setting.

To Set Up MasterPass Wallet

To set up a Canadian e-Commerce profile for MasterPass wallet, follow these steps:

1. Select a profile configured as an Internet terminal from your list of available profiles.

Select Terminal | Advanced | System Setup.




The System Setup screen displays.  	Comment by Barbara Muench: CON_AdvancedSystemSetupProcessingOptionsMasterPass.png

[image: ]

Under the Processing Options section, select the MasterPass check box. 

Click Update to save this system setting.

To Set Up Auto Pend HTTP Transactions

This option is available on older terminals only to indicate if their transactions need to be pended.  All new terminals now have the ability to pend transactions using more flexible tools through the Fraud Prevention Auto Pend option.

1. To automatically pend your HTTP transactions, select the Auto Pend HTTP Transactions check box.

1. Click Update to update your HTTP transactions to auto pend.




To Automatically Settle Your Transactions

1. To automatically settle your transactions, select the Auto Settlement check box.

In the Auto Settlement Time (EST) drop-down list, select your settlement hour. 

Notes:

Auto Settlement Time:

Settles all unpended transactions from the Current Batches queue at a specified time each day, Eastern Standard Time (EST).  

Transactions with a timestamp after the auto-settlement time will be settled in the next day’s batch.

Can be changed after your current Auto Settlement Time has passed.

Your current batches will not settle until the newly selected time the following day.

When a terminal is setup for one of the following payment types: Debit, Check, Food Stamps, Cash Benefits, or Check, the terminal is forced to auto settle at 4:00 AM Eastern Standard Time (EST).  However, the merchant can change the auto settlement time.

Once Multi-Currency is enabled, the terminal is forced to auto settle at 6:00 PM Eastern Standard Time (EST).

The merchant has no choice in the settlement time.

Manual settlement is not allowed.

Funds must be delivered at 6:00 PM EST to ensure the best exchange rates possible.



To exclude recurring transactions in the current settlement run and include them in the next day’s run, select the Settle Recurring Transactions Next Day check box.

Notes:

If the Settle Recurring Transactions Next Day check box is unchecked, Converge includes recurring transactions in the current settlement run.

When you add a new terminal, Converge sets up the terminal to include recurring transactions in the current settlement run by default (uncheck the Settle Recurring Transactions Next Day check box).

Converge allows you to set up terminals to exclude recurring transactions from the current settlement run and include them in the next day’s run (check the Settle Recurring Transactions Next Day check box).



Click Update to update your settlement time. 

[bookmark: _Toc434919668]To Configure Your Signature Capture Device Options

You can set the Signature Capture Device Option to your choice of devices when you have a certified device connected to your PC that will accept signatures. This function allows you to capture signature images when you enter transactions. This function also allows you to add signatures to open and settled transactions. 




1. To set up a terminal for a signature capture device, select either the Hypercom L5200 or the Ingenico ISC250 check box.

 [image: C:\Users\bmmuenc\AppData\Local\Temp\SNAGHTML1c204c9.PNG]

Click Update to accept signature images.


Notes:

In order for the Hypercom L5200 device to work properly you must download and install DeviceAssistant. Refer to the Converge Peripheral Device Installation and Setup Guide for more information on DeviceAssistant.

In order for the Ingenico ISC250 device to work properly you must download and install ConvergeConnect. Refer to the Converge Peripheral Device Installation and Setup Guide for more information on ConvergeConnect.



[bookmark: _Toc434919669]To Configure Your Export Options

You can set up the Export Script setting to specify a URL for approved, declined or error transactions. All transactions will send an export script to the specified location. Export scripts allow you to request the results of your payment transactions be returned to your Web site for inventory purposes, sales analysis, or customer database maintenance.  Converge offers a post approval or export script that posts results to your system after completing each transaction.  

1. Select Terminal | Advanced | System Setup.

The System Setup screen displays. 	Comment by Barbara Muench: CON_AdvancedSystemSetupExportOptions.png

[image: ]

Select the Enable Export Script check box.

The Enable Export Script checkbox defaults to unchecked. The remaining fields are read-only and become editable when you select the Enable Export Script check box.  

Enter an Approval URL to indicate where your approved transactions will go.

Enter a Decline URL to indicate where your declined transaction will go.

Enter an Error URL to indicate where your errors will go.

Enter an Authentication Username and Authentication Password.

Enter a Confirmation String.

Notes: 

When you enter a value for authentication username, you must enter a value for authentication password, and conversely, if you enter a value for the authentication password, the authentication username is required.

The confirmation string is optional. however, if you want to provide a confirmation string, it must be used in conjunction with the username and password.



Click Update to update your export script settings. 

Note: Choosing options can be performed at one time or to individual sections and then click Update when completed.

[bookmark: _Toc434919670]Customizing Error Messages

Any user is able to click on an error message and update the message description.  The error number cannot be updated. The Custom Error Messages screen allows you to create custom error messages when an error message is returned when a transaction could not be authorized. 

If there is no custom message listed in the Custom Message field, the default message displays when the error is returned on the transaction that was not authorized. 

If there is a value in the Custom Message field, this message displays on the unauthorized transaction, in place of the default message.

1. Select Terminal | Advanced | Error Messages.




The Custom Error Messages screen displays.	Comment by Barbara Muench: CON_CustomErrorMessagesCut.png

[image: ]

To customize a specific error, select the Error Name in the Error Message List. 

The Custom Error screen displays.	Comment by Barbara Muench: CON_CustomErrorMessagesCustomErrorCutCircled.png

[image: ]

To customize a specific error message, enter the desired message into the Custom Message field. The error message cannot exceed 255 characters. 

Note:  The text in this field does not support customized HTML code.

Click Update to save your changes. 

When you have defined a custom message for the selected error, a Use Default button displays.  To revert to the original message, click the Use Default button.

[bookmark: SetUpFraudPreventionRules][bookmark: _Toc434919671]Setting Up Fraud Prevention Rules 

The Fraud Prevention Rules screen displays a list of filters available to you.  This screen allows you to manage the global and local terminal settings for the Fraud Prevention Rules in your terminal.  This table gives you an overview of all rules available to you, indicating the ones that have been enabled or disabled. You must click on each rule separately to view or modify the current settings. 	Comment by Barbara Muench: CON_FraudPreventionRulesCut

[image: ]

Notes: 

Merchants are asked to get familiar with the capabilities of each of these filters and monitor their processing trends to determine which ones work best for their business needs.  

Rules are only triggered through integration and do not apply to any transaction initiated from the user interface (Virtual Terminal).






The available filters are as follows:

Auto Pend Filter

Merchant IP Address Filter

Mobile Payment Filter

IP Address Filter

Individual/Ranges Filter

Country IP Address Filter

Country Filter

Billing Country Filter

Shipping Country Filter

IP Address & Country Mismatch Filter

IP Address & Billing Country Mismatch Filter

IP Address & Shipping Country Mismatch Filter

Email Address Filter

Card Number Filter

Transaction Velocity Filter

Email Domain Filter

Transaction Timeout Filter

[bookmark: _Toc434919672]To Update Auto Pend Settings

The Auto-Pend Filter screen allows you to manage the Auto Pend settings for your terminal.  These settings enable you to designate and maintain a list of the transaction types that you want to set to pend.  You may choose to pend Credit Card Sale, Credit Card Auth Only, Credit Card Force or Credit Card Returns. 

If you use this filter and receive approved transactions, they will be automatically pended when entered through the Converge integration. You must log on to the application to release those transactions from the Pended state. Pended transactions cannot be settled until they are unpended.

To Pend a Transaction Type: 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Auto Pend Filter.




The Auto Pend Filter screen displays.	Comment by Barbara Muench: CON_AutoPendFilter.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_AutoPendFilter.png]

Select the transaction types that you want to auto pend.

Note: Must select transaction before selecting the Enable Auto Pend Settings checkbox.

Select the Enable Auto Pend Settings check box.	Comment by Barbara Muench: CON_AutoPendFilterEnableCheckboxMessage

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_AutoPendFilterEnableCheckboxMessage.png]




Click OK.

Notes: 

To disable activation, uncheck the Enable Auto Pend Settings check box.  A message displays to confirm deactivation. 

You must choose at least one transaction type to enable this filter.

The filter applies to all transactions entered through the integration.



Click Update.

A message displays that the fraud value successfully updated.	Comment by Barbara Muench: CON_FraudValueSuccessfullyUpdated.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_FraudValueSuccessfullyUpdated.png]

The settings for your terminal are immediately activated and the filter will be applied to all transaction types specified.

[bookmark: _Toc434919673]To Update Merchant IP Address Settings 

The Merchant IP Address Filter screen allows you to manage the merchant IP address settings for your terminal.  These settings enable you to designate and maintain a list of IP addresses from which you allow transactions to originate.  If you use this filter and receive transactions from an IP address that is not in your allowed list, the transactions will be declined. 




The Merchant IP Address Filter settings only have a local setting; there is no global setting for this rule.  You only have one checkbox that is used to enable/disable the rule for the terminal.	Comment by Barbara Muench: CON_MerchantIPAddressFilter.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_MerchantIPAddressFilter.png]

To Add a Merchant IP Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Merchant IP Address Filter.

The Merchant IP Address Filter screen displays.

Select the Enable IP Address Settings check box.	Comment by Barbara Muench: CON_MerchantIPAddressEnableCheckboxMessage.png

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]




Click OK.

Note:  To disable activation, uncheck the Enable IP Address Settings check box.  A message displays to confirm deactivation. 

In the text box provided, enter an individual or a range of IP addresses from which transaction requests can originate. 

Click Add.

The newly added IP address displays.	Comment by Barbara Muench: CON_MerchantIPAddressFilterAddedIP.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_MerchantIPAddressFilterAddedIP.png]

To add another IP address, repeat steps 5 to 6.

Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transactions received.  You must add at least one IP address to enable this filter.




To Remove a Merchant IP Address 

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.	Comment by Barbara Muench: CON_MerchantIPAddressRemoval

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_MerchantIPAddressRemoval.png]

Click OK.

Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transactions received.

[bookmark: _Toc434919674]To Update Mobile Payment Settings 

The Mobile Payment Filter screen lets you designate and maintain a list of mobile devices from which you allow transactions to originate based on the mobile identification numbers. If you are using this filter and receive transactions from a mobile device that is not in your allowed list, the transactions will be declined.	Comment by Barbara Muench: CON_MobilePaymentFilter

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_MobilePaymentFilter.png]

To add a mobile payment identification number: 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Mobile Payment Filter.

The Mobile Payment Filter screen displays.

Enter the mobile payment number that you want add.

Click the Add button.

Select the Enable Enable Mobile Payment Settings check box.

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note:  To disable activation, uncheck the Enable Enable Mobile Payment Settings check box.  A message displays to confirm deactivation. 

Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transactions received.




[bookmark: _Toc434919675]To Update IP Address Settings

The IP Address Filter screen enables you to designate and maintain a list of IP addresses of cardholders from which you do not allow transactions to originate.  You may enable the Converge global IP address settings or add your own list of IP address settings based on a single IP address or a country IP address to block.

If you use this filter and receive transactions from an IP Address that is in your blocked list or an IP address is not provided, the transactions will be declined. 

To block a specific IP address or range of IP addresses, you enter the IP address and click the Add button.  You can enter IP addresses without enabling the local IP address setting of the rule for the terminal.  However, you cannot enable the local IP address setting until at least one IP address is entered; an error message will be displayed when you click the Update button.

To block all IP addresses for a country, select a country from the Country to Accept box on the left and click the right pointing arrow to move the country to the Countries to Block box on the right.  You can select countries without enabling the local country setting of the rule for the terminal.  However, you cannot enable the local country setting until at least one country is in the Countries to Block box; an error message will be displayed when the user clicks the Update button.

You can remove IP addresses/countries without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you have to uncheck the local setting checkbox before clicking the Update button.

At the local level, you can enable/disable the IP address and countries settings individually. Both can be disabled, both can be enabled, or one or the other can be enabled and the other disabled.  Converge will only execute the global setting and local settings of this rule for the terminal when the settings are enabled.




At a global level, you can enable/disable the entire rule for the terminal.  This includes both the individual/range of IP address and countries.  The global setting of this rule always includes the individual IP addresses and the countries. 	Comment by Barbara Muench: CON_IPAddressFilter.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_IPAddressFilter.png]




To Update the Global IP Address Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address Filter.

The IP Address Filter screen displays.

Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note:  To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update.

The settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Add an IP Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address Filter.

The IP Address Filter screen displays.

Select the Enable IP Address Settings check box, if desired. 




A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note:  To disable activation, uncheck the Enable IP Address Settings check box.  A message displays to confirm deactivation. 

In the text box provided, enter an individual IP address, or a country IP address, or a range of IP addresses, from which transaction requests are not allowed. 

Click Add. 

The newly added IP address displays.

To add another IP address, repeat steps 7 to 8. 

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Remove an IP Address 

1. Click Remove next to the IP address you wish to remove.

A message displays to confirm removal.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_MerchantIPAddressRemoval.png]


Click OK.

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Update the Country IP Address Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address Filter.

The IP Address Filter screen displays.

Select the Enable Country IP Address Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Under Countries to Accept, click the name of the country or countries you wish to block and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_AddArrows.png] arrows.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_RemoveArrows.png] arrows.

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 




[bookmark: _Toc434919676]To Update Billing Country Settings

The Billing Country Filter screen enables you to designate and maintain a list of billing countries from which you do not allow transactions to originate. 

The Billing Country Filter has a global setting and a local setting.  The first checkbox enables/disables the global setting of the rule for the terminal.  The second check box enables/disables the local setting of the rule for the terminal.  	Comment by Barbara Muench: CON_BillingCountryFilter

To block a country for the terminal, select a country from the box on the left and click the right pointing arrow to move the country to the box on the right. You can select countries without enabling the local setting for the terminal.  However, you cannot enable the local setting until at least one country is in the Countries to Block box. An error message displays when you click the Update button.

To Update the Global Billing Country Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Billing Country Filter.

The Billing Country Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_BillingCountryFilter.png]

Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Update the Billing Country Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Billing Country Filter.




The Billing Country Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_BillingCountryFilter.png]

Select the Enable Billing Country Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Billing Country Settings check box.  A message displays to confirm deactivation. 

Under Countries to Accept, click the name of the country or countries you wish to block and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleGreaterThanArrow.png] arrow.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleLessThanArrow.png] arrow.

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc434919677]To Update Shipping Country Settings

The Shipping Country Filter screen enables you to designate and maintain a list of shipping countries from which you do not allow a transaction to be shipped to.

To Update the Global Shipping Country Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Shipping Country Filter.




The Shipping Country Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_ShippingCountryFilter.png]

Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Update the Shipping Country Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Shipping Country Filter.

The Shipping Country Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_ShippingCountryFilter.png]

Select the Enable Shipping Country Settings check box, if desired. 




A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Shipping Country Settings check box.  A message displays to confirm deactivation. 

Under Countries to Accept, click the name of the country or countries you wish to block and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleGreaterThanArrow.png] arrow.

The selected country name moves over to the Countries to Block section. To reverse the action, click the name of the country and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleLessThanArrow.png] arrow.

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc434919678]To Update IP Address & Billing Country Mismatch Settings

The IP Address & Billing Country Mismatch Filter screen allows you to manage the IP and billing country mismatch settings for your terminal. These settings enable you to designate and maintain a list of billing countries and compare the transaction's originating IP address with the billing country provided. This helps to determine whether or not the transaction is placed in the country in which it originated. You may enable the Global IP Address & Billing Country Mismatch Settings or add your own list of IP Address & Billing Country Mismatch Settings. 

If you use this filter and receive transactions where the billing country does not match the IP address for those countries you have specified in the list, or a billing country and IP address were not provided, the transactions will be declined.

To block a country for the terminal, select a country from the box on the left and click the right pointing arrow to move the country to the box on the right.  you can select countries without enabling the local setting for the terminal.  however, users cannot enable the local setting until at least one country is in the Countries to Block box; an error message will be displayed when the user clicks the Update button.




Note: To use this filter you must submit the IP address along with the billing country with each transaction. Thus, you must edit your payment form settings to set the Billing Country field (ssl_country) as required in the payment fields screen under the Terminal | Merchant Payment Fields menu option. 

To Update the Global IP Address & Billing Country Mismatch Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address & Billing Country Mismatch Filter.

The IP Address & Billing Country Mismatch Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_IPAddressBillingCountryMismatchFilter.png]

Select the Enable Global Settings check box, if desired. 




A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Update IP Address & Billing Country Mismatch Settings 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address & Billing Country Mismatch Filter.




The IP Address & Billing Country Mismatch Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_IPAddressBillingCountryMismatchFilter.png]

Select the Enable IP & Billing Country Mismatch check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable IP & Billing Country Mismatch check box.  A message displays to confirm deactivation. 

Under Country List, click the name of the country or countries you wish to validate if the IP address matches and then the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleGreaterThanArrow.png] arrow.

The selected country name moves over to the Countries to Verify section. To reverse the action, click the name of the country and then the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleLessThanArrow.png] arrow. 

If you click [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_AddArrows.png] all countries in the list move over to the Countries to Verify section. To reverse the action, click the name of the country and then [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_RemoveArrows.png] .

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

[bookmark: _Toc434919679]To Update IP Address & Shipping Country Mismatch Settings

The IP & Shipping Country Mismatch Filter screen allows you to manage the IP and shipping country mismatch settings for your terminal. These settings enable you to designate and maintain a list of shipping countries and compare the transaction's originating IP address with the shipping country provided.  This helps to determine whether or not the transaction is placed in the country in which the order will be shipped to.  You may enable the Global IP & Shipping Country Mismatch Settings or add your own list of IP & Shipping Country Mismatch Settings. 

If you use this filter and receive transactions where the shipping country does not match the IP address for those countries you have specified in the list, or a shipping country and IP address were not provided, the transactions will be declined.

To use this filter, an IP address value must be submitted with each transaction along with the shipping country ISO code.  You must edit your payment form settings to set the Shipping Country field (ssl_ship_to_country) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option. 

To Update the Global IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address & Shipping Country Mismatch Filter.




The IP Address & Shipping Country Mismatch Filter screen displays.	Comment by Barbara Muench: CON_IPAddressShippingCountryMismatchFilter.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_IPAddressShippingCountryMismatchFilter.png]

Select the Enable Global Settings check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]




Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Update the IP & Shipping Country Mismatch Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click IP Address & Shipping Country Mismatch Filter.

The IP Address & Shipping Country Mismatch Filter screen displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_IPAddressShippingCountryMismatchFilter.png]

Select the Enable IP Shipping Country Mismatch check box, if desired. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable IP Shipping Country Mismatch check box.  A message displays to confirm deactivation. 

Under Country List, click the name of the country or countries you wish to validate if the IP address matches and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleGreaterThanArrow.png] arrow.

The selected country name moves over to the Countries to Verify section.  To reverse the action, click the name of the country and then click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_SingleLessThanArrow.png] arrow. 

If you click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_AddArrows.png] arrows, all countries in the list move over to the Countries to Verify section.  To reverse the action, click the [image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_RemoveArrows.png] arrows.

Click Update. 

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 




[bookmark: _Toc434919680]To Update Email Address Settings

The Email Address Filter screen allows you to manage the email address settings for your terminal.  These settings enable you to designate and maintain a list of email addresses of cardholders from whom you do not accept transactions.  You may enable the Converge Global Email Address Settings or add your own list of email addresses to block.

If you use this filter and receive transactions from an email address that is not in your allowed list, the transactions will be declined. 

The Email Address Filter settings have a global setting and a local setting.  The first checkbox enables/disables the global setting of the rule for the terminal.  The second check box enables/disables the local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal.  You cannot enable the local setting until at least one IP/email address is entered; an error message will display when you clicks the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you will have to uncheck the local setting checkbox before clicking the Update button.

Note: To use this filter, an email address must be submitted with your transactions.  Thus, you must edit your payment form settings to set the Email Address field (ssl_email) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option.




The Email Address Filter screen displays:	Comment by Barbara Muench: CON_EmailAddressFilter

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EmailAddressFilter.png]

To Update the Global Email Address Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Email Address Filter.

The Email Address Filter screen displays.

Select the Enable Global Settings check box.

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Add an Email Address 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Email Address Filter.

The Email Address Filter screen displays.

Select the Enable Email Address Settings check box.

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Email Address Settings check box.  A message displays to confirm deactivation. 

In the text box provided, enter an email address from which transaction requests are not allowed. 

Click Add.

The newly added email address displays.

To add another email address, repeat steps 5 to 6.


Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Remove an Email Address 

1. Click Remove next to the email address you wish to remove.

A message displays to confirm removal.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_DisableFilter.png]

Click OK.

[bookmark: _Toc434919681]To Update Card Number Settings

The Card Number Filter screen allows you to manage the card number settings for your terminal. These settings enable you to designate and maintain a list card numbers of cardholders from whom you do not accept transactions.  You may enable the Converge Global Card Number Settings or add your own list of card numbers to block. 

The Card Number Filter settings have a global setting and a local setting.  The first checkbox enables/disables the global setting of the rule for the terminal.  The second check box enables/disables the local setting of the rule for the terminal.

You can enter IP/email addresses without enabling the local setting of the rule for the terminal.  You cannot enable the local setting until at least one IP/email address is entered; an error message will display when you click the Update button.

You can remove IP/email addresses without disabling the local setting of the rule; however if you remove all entries and click the Update button you will get an error message.  When removing all entries, you will have to uncheck the local setting checkbox before clicking the Update button.

If you use this filter and receive transactions from card number that is in your blocked list, the transactions will be declined.




The Card Number Filter screen displays:

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_CardNumberFilter.png]

To Update the Global Card Number Filters Settings

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Card Number Filter.

The Card Number Filter screen displays.

Select the Enable Global Settings check box.

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]




Click OK.

Note: To disable activation, uncheck the Enable Global Settings check box.  A message displays to confirm deactivation. 

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.  

To Add a Card Number 

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Card Number Filter.

The Card Number Filter screen displays.

Select the Enable Card Numbers Settings check box.

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Card Numbers Settings check box.  A message displays to confirm deactivation. 

In the text box provided, enter a card number from which transaction requests are not allowed. 

Click Add.

The newly added card number displays.

To add another email address, repeat steps 5 to 6.


Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.

To Remove a Card Number 

1. Click Remove next to the card number you wish to remove.

A message displays to confirm removal.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_CardNumberRemoval.png]

Click OK.

[bookmark: _Toc434919682]To Update Transaction Velocity Filter Settings

This filter lets you specify a threshold for the number of transactions allowed, all transactions received that exceed the threshold will be declined.

This rule only has a local setting; there is no global setting.  The Transaction Velocity Filter rule includes three individual rules for the terminal:

Number of transactions allowed per day (1440 minutes)

Number of transactions allowed per hour (60 minutes)

Number of transactions allowed from the same IP Address per hour (60 minutes)

An error message is displayed when:

You check the Enable Daily Velocity Settings check box and click Update without providing the number of transactions allowed per day.

The user checks the Enable Hourly Velocity Settings check box and clicks Update without providing the number of transaction allowed per hour.

The user checks the Enable IP Hourly Velocity Settings check box and clicks Update without providing the number of transactions per hour.

You can enter the number of transactions allowed per day or per hour without having to check the associated Enable check box. 

Users can uncheck the Enable check boxes without having to remove the number of transactions allowed per day or per hour.

The Transaction Velocity Filter screen displays:

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_TransactionVelocityFilter.png]

To Specify Daily Velocity Settings:

1. To specify the maximum number of transactions you want to allow per day, enter a number between 1 and 9,999 in the Allow____transactions per Day in the Enable Daily Velocity Settings portion of the screen and click the check box. The following message will appear.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK and the filtering you have specified will be in effect.




To specify the maximum number of transactions you want to allow per day, enter a number between 1 and 999,999 in the Allow____transactions per Hour in the Enable Hourly Velocity Settings portion of the screen and click the check box. The following message will appear.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK and the filtering you have specified will be in effect.

To specify the maximum number of transactions you want to allow per hour from the same IP address, enter a number between 1 and 9,999 in the Allow____transactions from the same IP address per hour in the Enable IP Hourly Velocity Settings portion of the screen and click the check box. The following message will appear.	Comment by Barbara Muench: CON_EnableIPHourlyVelocitySettings.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EnableIPHourlyVelocitySettings.png]

Click OK and the filtering you have specified will be in effect.




Once you have made your selection, click the Update button. A message will display that your fraud value successfully updated.	Comment by Barbara Muench: CON_TransactionVelocityFilterSuccessfullyUpdated.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_TransactionVelocityFilterSuccessfullyUpdated.png]




[bookmark: _Toc434919683]To Update Email Domain Settings

The Email Domain Filter screen allows you to manage the email domain settings for your terminal. These settings enable you to validate that the email address entered by cardholders on transactions has a valid domain. 

If you are using this filter and receive transactions from an email address with an invalid domain or an email address is not provided, an error will be returned. 

Note: To use this filter, an email address must be submitted with your transactions.  Thus, you must edit your payment form settings to set the email address field (ssl_email) as required in the payment fields screen under the Terminal | Merchant | Payment Fields menu option.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EmailDomainFilter.png]

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Email Domain Filter.

The Email Domain Filter screen displays.

Select the Enable Email Domain Settings check box. 

A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Email Domain Settings check box.  A message displays to confirm deactivation. 

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received.   

[bookmark: _Toc434919684]To Update Transaction Timeout Settings

The Transaction Timeout Filter screen allows you to manage the transaction timeout settings for your terminal.  These settings enable you to specify a time limit (between 1 and 15 minutes), for a single transaction.  If you use this filter and the transaction exceeds the time allowed for processing, it will be declined.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_TransactionTimeoutFilter.png]

1. Select Terminal | Advanced | Fraud Protection Rules.

The Fraud Protection Rules screen displays.

Click Transaction Timeout Filter.

The Transaction Timeout Filter screen displays.

Enter time limit in minutes.

Select the Enable Transaction Timeout Settings check box. 




A message displays to confirm activation.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_MerchantIPAddressEnableCheckboxMessage.png]

Click OK.

Note: To disable activation, uncheck the Enable Transaction Timeout Settings check box.  A message displays to confirm deactivation. 

Click Update.

The filter settings for your terminal are immediately activated and the filter will be applied to all transactions received. 

[bookmark: _Toc434919685]Setting Up Business Rules

The Business Rules screen lets you create your own processing business rules.  These rules can be added, updated and deleted:

Only merchant administrators can set system-level rules.  These rules cannot be added, updated or deleted by standard users.

Business rules are set up within a specific terminal and apply only to transactions that are processed through that terminal.

Business rules can only be set up in terminals that are set up as Terminal-Based. 

Converge will only apply business rules (other than those that check for duplicate transactions) to credit card transactions.

All business rules are optional and apply only to transactions submitted to the application through process.do and processxml.do, for all market segments.

Pre-Processing and Post-Processing rules currently do not apply when transactions are processed in the Virtual terminal, including duplicate checking. 

Business rules run in order, from top to bottom.  You can change the order of the rules using the arrow buttons next to each rule.  No more than a combined total of 10 Pre-Processing and Post-Processing rules can be added to a terminal at a time.

Once a rule is triggered, no other rules will operate. 

Actions set up in a rule cannot be performed unless that specific rule is triggered.

Return rules do not affect other transaction rules.

Transactions that are set to Decline using business rules will display in the Current Batches Error section with the reason for decline set to the Comparison Value from the rule that was triggered (for example: Ship to Postal Code, Bill to Postal Code, Tran Amount, Return Amount, AVS Response, or CVV2 Response).

Reversals will be submitted for credit card transactions that were authorized by the issuer but have been declined based on the AVS or CVV rules.

Transactions that are Set to Review or Pend will display in the Current Batches Main or Auth Only sections.  You can Unpend or Release those transactions prior to settlement.

To Add New Business Rules

1. Select Terminal | Advanced | Business Rules.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_TerminalAdvancedMain.png]

The Business Rules screen displays.	Comment by Barbara Muench: CON_BusinessRulesMain.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_BusinessRulesMain.png]

Based on your requirements, under Pre-Processing Rules or Post-Processing Rules, click Add New Rule.  

The New Rule screen displays.	Comment by Barbara Muench: CON_NewRule.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_NewRule.png]

Enter the name of the new business rule in the Rule Name field. 

In the Value drop-down list, select the field to use as a comparison value for the rule from the following options:

Ship To Postal Code

Bill To Postal Code

Tran Amount

Return Amount

Duplicate Transaction

In the Operator drop-down list, select the comparison operator from the following:

Equal To 

Not Equal To 

Greater Than

Greater Than

Less Than 

Less Than Equal To

Not in Set

In the Criteria drop-down list, select the criteria to use for comparison from the following:

Ship To Postal Code

Bill To Postal Code

Time Period

Invoice Number

Enter an Or Value as a second value or value set for comparison with the transaction, return amount, AVS response, or CVV2 response. 

If there is more than one value, separate each value with a comma and use the Operator value Not in Set. 

Refer to the AVS Response Codes and CVV2 Response Codes sections in the Response Codes chapter in the Converge Transaction Processing Guide for a complete list of AVS and CVV response codes.

Select an action from the True Action drop-down list. This is the action that takes place when the criteria comparison is determined to be true.  

The Or Rule field is populated by existing business rules. The Or Rule can be selected instead of the True Action. 	Comment by Barbara Muench: CON_OrActionBusinessRule

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_OrActionBusinessRule.png]

Select an action from the False Action drop-down list. This is the action that takes place when the criteria comparison is determined to be false.

The Or Rule field is populated by existing business rules that have been created. This Or Rule can be selected instead of the False Action.

In the Send Email drop-down list, select an email action to specify an email action, depending on the rule comparison, from the following: 

Send Merchant Email

Send Terminal Email

Send SMS Email

Once you have entered the information for the new rule, click Add New Rule to save the rule. A screen message indicates the rule added successfully. The new rule displays in the Processing Rules table.	Comment by Barbara Muench: CON_NewRuleAdded.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_NewRuleAdded.png]




[bookmark: _Toc434919686]To Edit Business Rules

Business Rules can be edited by those that have the correct user rights. 

1. To edit an existing rule, select the rule name from the Pre-Processing Rules table. 	Comment by Barbara Muench: CON_EditBusinessRule

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EditBusinessRule.png]

On the Update Rule screen, enter or adjust the fields as necessary. 	Comment by Barbara Muench: CON_UpdateRule.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_UpdateRule.png]

To update the business rule, click Update.	Comment by Barbara Muench: CON_UpdateRuleSuccessfullyUpdated.png

The business rule updated successfully message displays.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_UpdateRuleSuccessfullyUpdated.png]

[bookmark: _Toc434919687]To Delete Business Rules

1. To delete an existing rule, select the rule name from the Pre-Processing Rules table. 

On the Update Rule screen, click Delete.

The business rule deleted successfully message displays.	Comment by Barbara Muench: CON_DeleteBusinessRule.png

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_DeleteBusinessRule.png]




[bookmark: _Toc434919688]Additional Resource Guides

By now an Administrator is able to:

Configure and manage users

Configure and manage account settings

Configure the terminal and payment fields

Your Virtual Terminal is now ready to process transactions.  For additional information on how to use your Virtual Terminal for processing transactions refer to the Converge Transaction Processing Guide.

For additional information regarding the integration of your Virtual Terminal refer to the Converge Developer Guide.





[bookmark: _Toc434919689]Glossary

A

Account Balance (Response screen field)

Displays the account balance.

Approval Code (Response screen field)

Displays the 6-digit approval number received upon successful authorization.

Address Verification Service (AVS)

Compares the billing address submitted by the customer for the transaction with the address on file for the cardholder at the card issuing bank. To implement AVS, you must collect the customer's billing address and ZIP code.

AVS Code

A code returned to a merchant by a credit card issuing bank referencing the results of an AVS match.

AVS Response Code (Response screen field)

Displays the address verification response for this transaction.

B

Batches-Edit Transactions (user right)

Allows access to the Batches-Edit Transaction option.

Batches-Return Transactions (user right)

Allows access to initiate a return from a Settled Credit Card Transaction in the Settled Batches menu.

Batches-Settle Transactions (user right)

Allows access to the Settle button in the Current Batches section to settle selected transactions.

Batches-View (user right)

Allows a user to view the unsettled transactions in the Current Batches section.

Batches-View Settled History (user right)

Allows access to the Settled Batches section.


Batches-Void Delete (user right)

Allows access to the Void and Delete buttons in Current Batches section. Void applies to both Host and Terminal-based. Delete applies to Terminal-based only. Converge does not permit batches to be voided while the auto-settle process is running, or when a manual settlement process is running.

Bi-Monthly

Transactions with a billing cycle of bi-monthly, Converge sends the transactions to Stratus for authorization every other month starting on the transactions’ Start Payment Date.

Bi-Weekly

Transactions with a billing cycle of bi-weekly, Converge sends the transactions to Stratus for authorization every 2 weeks (every 14 days) starting on the transactions’ Start Payment Date.

C

CID

Credit card security code for American Express®.

CVC2

Credit card security code for MasterCard®.

CVV2

Credit card security code for Visa®.

Card Code Verification (CCV)

This feature compares the card code submitted by the customer for the transaction with the card code on file for the cardholder at the card issuing bank. Filter settings in the Merchant Interface allow you to reject transactions based on the CCV response received.

Card Not Present (CNP)

A cardholder's credit card is not physically presented to a merchant at the time of the transaction. This term is used to differentiate between e-Commerce/Internet merchants, such as those that operate through Web sites or from mail order/telephone order locations from retail merchants.

Card Present (CP)

Card present transactions are those in which a credit card is physically present, such as retail merchants, because the card is available for inspection. Those transactions are considered less risky and therefore carry lower fees than online or phone transactions.

Card Verification Value (CVV) Code 

CVV is one of the credit card industry's several acronyms for the credit card security code that helps to verify the legitimacy of a credit card. Depending on the card, the security code can be a three-digit or four-digit number, printed either on the back of the card or the front. Other card issuers call their security codes CVV2 (Visa®), CVC2 (MasterCard®) or CID (American Express®). 

CVV2 Response Code (Response screen field)

Displays the CVV2, CVC2 or CID response for this transaction.


Cashback 

The amount of cash consumers can receive when they use Debit cards. This amount is added to the total purchase amount. 

Cash Benefit Inquiry Transaction

Allows you to get the current balance of a Cash Benefit card. This transaction requires a PIN pad and must be swiped.

Cash Benefit-Inquiry (user right)

Allows access to process Cash Benefit-Inquiry transactions.

Cash Benefit Purchase Transaction

Allows you to process cash benefit cards and receive cash back similar to debit transactions. This type of transaction requires the use of a PIN pad and can be swiped or manually entered.

Cash Benefit-Purchase (user right)

Allows access to process Cash Benefit-Purchase transactions.

Create Subordinates (user right)

Allows access to the Create User section.

Credit Card Auth Only Transaction

Allows you to pre-approve transactions that will be forced through or converted to sale at a later date.

Credit Card-Auth Only (user right)

Allows access to process Credit Card-Auth Only transactions.

Credit Card AVS Only/Verification Transaction 

Allows you to verify if the address given for the transaction matches that of the cardholder for an AVS Only transaction. A Verification transaction verifies if the address and the CVV value given matches the cardholder’s information.

Credit Card- AVS Only/Verification (user right)

Allows access to process Credit Card AVS Only transactions in which an address match is checked or Verification transactions in which an address and CVV value are checked for a match.  

Credit Card Force Transaction 

Forces sale transactions when the approval code was previously obtained, such as through voice authorization. This transaction type requires the Approval Code to be manually entered for processing. The Approval Code is a required field for this transaction.

Credit Card-Force (user right)

Allows access to process Credit Card-Force transactions.

Credit Card Inquiry Transaction

Allows you to check the balance on pre-paid Visa® or MasterCard® gift cards.

Credit Card-Inquiry (user right)

Allows access to process Credit Card-Inquiry transactions.

Credit Card Installment Transaction

Allows you to set up payment amounts, the number of payments and the billing cycle in which the payments occur.

Credit Card-Installment (user right)

Allows access to add Credit Card-Installment transactions.

Credit Card Multi-entry Transaction

Allows you to enter multiple credit card transactions from one screen.

Credit Card-Multi-entry (user right)

Allows access to process Credit Card-Multi-entry transactions.

Credit Card Recurring Transaction

Allows you to set up payment amounts and billing cycles in which the payments occur.

Credit Card-Recurring (user right)

Allows access to add Credit Card-Recurring transactions.

Credit Card Return 

Allows you to enter refund transactions for previous sales.

Credit Card-Return (user right)

Allows access to process Credit Card-Return transactions.

Credit Card Sale 

Allows you to obtain real-time authorization for credit card sale transactions.

Credit Card-Sale (user right)

Allows access to process Credit Card-Sale transactions.

Credit Card-Unencrypted Hand Key (user right)

Allows access to process hand keyed transactions outside of an encrypting device for those terminals that are setup with a device for all supported hand key transactions.

D

Date/Time (Response screen field)

Displays the date and time at which the transaction took place. The time stamp displayed is based on the time zone that is selected in your terminal profile.

Debit Card Purchase Transaction

Allows you to get real-time authorizations for Debit Card sale transactions.




Debit Card-Purchase (user right)

Allows access to process Debit Card-Purchase transactions.

Debit Card Return Transaction

Allows you to enter refund transactions for previous sales.

Debit Card-Return (user right)

Allows access to process Debit Card-Return transactions.

Debit Card Inquiry Transaction  

Allows you to get account balances for debit cards.

Debit Card-Inquiry (user right)

Allows access to process Debit Card-Inquiry transactions.

Dynamic DBA

This gives the merchant the ability to control the descriptor on their customer’s credit card statements.

E

Edit Business Rule (user right)

Allows access to the Business Rule section.

Edit Terminal Associations (user right)

Allows access to Terminal Associations section. 

Edit Terminal Setup (user right)

Allows access to the Terminal Setup section.

Edit User Rights (user right)

Allows access to the Edit Rights section under the Find/Edit User section.

Electronic Check Conversion Only Transaction

Allows you to enter an ECS purchase transaction for a Conversion Only process.

Electronic Check Guarantee Transaction  

Allows you to enter an ECS purchase transaction for a Guarantee process.

Electronic Check Multientry - Conversion Only Transaction

Allows you to enter multiple ECS purchase transactions for Conversion Only processes.

Electronic Check Multientry  -Guarantee Transaction  

Allows you to enter multiple ECS purchase transactions for a Guarantee process.

Electronic Check Verification Transaction  

Allows you to enter an ECS Purchase transaction for a Verification process.




Electronic Check Multientry Verification Transaction  

Allows you to enter multiple ECS purchase transactions for a Verification process.

Electronic Check-Multientry (user right)

Allows access to process Electronic Check-Multientry transactions.


Electronic Check-Purchase (user right)

Allows access to process Electronic Check-Purchase transactions.

EMV Processing

Europay, MasterCard, and Visa (EMV) is a global standard for credit and debit cards that’s based on chip card technology. EMV cards, which are also referred to as Chip and PIN cards or Smartcards, are manufactured with an embedded microchip that offer strong security features and other capabilities not available on a magnetic strip card.

Export Scripts

Export scripts allow merchants to request the results of their payment transactions be returned to their web sites for inventory purposes, sales analysis, or customer database maintenance.

F

Find/Edit User (user right)

Allows access to the Find/Edit User section.

Food Stamp Force Purchase Transaction  

Allows you to manually enter Food Stamp “Voucher Clear” Purchase transactions. This transaction requires a 15-digit Voucher Clear Number from Merchant’s EBT Food Stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.

Food Stamp-Force Purchase (user right)

Allows access to process Food Stamp-Force Purchase transactions.

Food Stamp Force Return Transaction  

Allows you manually enter Food Stamp “Voucher Clear” Return transactions. This transaction requires a 15-digit Voucher Clear Number from Merchant’s EBT Food Stamp sales slip and the Voucher Clear Approval Code obtained previously by phone. The PIN number is not prompted for on the Voucher Clear transactions.

Food Stamp-Force Return (user right)

Allows access to process Food Stamp-Force Return transactions.

Food Stamp Inquiry Transaction  

Allows you to get the current balances of food stamp cards.

Food Stamp-Inquiry (user right)

Allows access to process Food Stamp-Force Inquiry.

Food Stamp Purchase Transaction  

Allows you to obtain an authorization on an EBT card.

Food Stamp-Purchase (user right)

Allows access to process Food Stamp- Purchase transactions.

Food Stamp Return Transaction  

Allows you to credit money back onto the EBT card.

Food Stamp-Return (user right)

Allows access to process Food Stamp-Return transactions.

G

Gift Card Activation Transaction

Allows you to enter gift card activation transactions. 

Gift Card-Activation (user right)

Allows access to process Gift Card-Activation transactions.

Gift Card-Card Return Transaction

Allows you to refund the balances on gift card account.

Gift Card-Card Return (user right)

Allows access to process Gift Card-Return transactions.

Gift Card Credit Transaction

Allows you to refund previous redemption transactions to gift card accounts.

Gift Card-Credit (user right)

Allows access to process Gift Card-Credit transactions.

Gift Card Inquiry Transaction

Allows you to check the current balances of gift card accounts. 

Gift Card-Inquiry (user right)

Allows access to process Gift Card-Inquiry transactions.

Gift Card Redemption Transaction

Used to make purchases with the balances on gift card accounts.

Gift Card-Redemption (user right)

Allows access to process Gift Card-Redemption transactions.

Gift Card Reload Transaction

Allows you to increase the current balance of gift card accounts.




Gift Card-Reload (user right)

Allows access to process Gift Card-Reload transactions.

I

Installment Billing

Used to pay off a known amount over a specific period of time.

IP Address

An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer, printer) participating in a computer network that uses the Internet Protocol for communication. IP addresses consist of four numbers separated by periods (also called a 'dotted-quad') and look something like 127.0.0.1.

IP Address – Public

Every device connected to the public Internet is assigned a unique number known as an IP address. 

IP Limitations Rights (user right)

Allows a user to enter up to fifty (50) IP addresses that can access an account in Converge. If selected, only users logging in from the IP addresses that were entered can access the account. 

Note: IP Limitation only applies to Login.do only; IP limitation feature does not apply to Process.do and Processxml.do

M

Magnetic Stripe Reader (MSR)

A hardware device that reads the information encoded in the magnetic stripe located on the back of a plastic card.

Message (Response screen field)

Contains the 16-character authorization response message.

P

Partial Approvals 

When a Pre-Paid authorization is initiated, the issuer can respond with an approval amount less than the requested amount.  Merchants can obtain the remainder of the purchase amount in another form of payment.

Partial Auth Capability

The application is capable of submitting one amount for authorization understanding that only part of the requested amount could be approved. For example: $100.00 purchase where $75.00 is approved on a card. The balance of $25.00 is understood to be still outstanding to complete the purchase.

Payment Type (Response screen field)

Displays the form of payment taken for the transaction.

Pop-up

Small Internet browser window that appear on top of the Web site you are viewing.

Pop-up Blocker

A feature in your Internet browser that allows you to limit or block most pop-ups. 


Public IP Address

An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer, printer) participating in a computer network that uses the Internet Protocol for communication

Every device connected to the public Internet is assigned a unique number known as an Internet Protocol (IP) address. IP addresses consist of four numbers separated by periods (also called a 'dotted-quad') and look something like 127.0.0.1.

Q

Quarterly

Transactions with a billing cycle of quarterly, Converge sends the transactions to Stratus for authorization every three months starting on the transactions’ Start Payment Date.

R

Record Number(Response screen field)

Displays the transaction record number in the terminal. This value is only displayed if the profile is configured for Host-Based Processing.

Recurring Billing

Consists of the same transaction amount repeated for an indefinite length of time.

Response (Response screen field)

Contains the 2-character authorization response code.

Reversals

A real-time transaction used to cancel an open authorization and restore the cardholders open to buy for the full amount previously authorized. This transaction is usually initiated when the cardholders decide that they do not want to proceed with the transactions.  Reversals will free up cardholders’ open to buy amounts by reducing issuer holds on available balances when transactions are not completed, therefore reducing declines at the point of sale and the amount of cardholder complaints.




S

Semi-Annually

Transactions with a billing cycle of semi-annually, Converge sends the transactions to Stratus for authorization every six months starting on the transactions’ Start Payment Date.

Semi-Monthly

Transactions with a billing cycle of semi-monthly, Converge sends the transactions to Stratus for authorization every other month starting on the transactions’ Start Payment Date.

Semester

Transactions with a billing cycle of semester, Converge sends the transactions to Stratus for authorization every four months starting on the transactions’ Start Payment Date.

Surcharge

This value may be set by the merchant to automatically charge a consumer for processing Debit Cards. 

T

Transaction ID (Response screen field)

Displays the unique Converge record ID for the transaction.

Transaction Type (Response screen field)

Displays the transaction type for the currently selected transaction.

U

User (Response screen field)

Displays the user name of the person who submitted the transaction.
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Other Payment Options:
Transaction Entry Options: Enable HTTPS Transaction

Enable HTTPS Batch Import
Tokenization:
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Payment Fields

“This form is used to update the fied use and order.

Yes ssi_bank_account_number Systern Field
Yes mber fem el
f 2 £
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Add New Payment Field

“This form is used to add a new payment fied. Note that al fieds vith an asterisk
() are required.

New Payment Field configuration

Name [ —
Display Name | —r
Section: [Order Section =] %
Field Type: *
Minimum Number of Characters: ||
Maximum Number of Characters: [ | %
Reauired: r
‘Show in Virual Terminal: r
Can be changed on PaymentForm: [
‘Show on Payment Form: r
‘Showin Recelpt [
‘Showin Emailto Customer: r
‘Showin Emailto Herchant r
Forward on Approval: r
Forward on Decline: ~
Add New Field || Cancel |
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Payment Fields
‘This form s used to update the field use and order.

(Custom Feld 2 - Payment field Added successiull

Payment Field Setup

Order Section OrderSecti System Field

Required System Field
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Payment Fields

“This form is used to update the field use and order.

AV ‘Custom Field 1 No cust_1
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Update Payment Field

“This form is used to update a payment fied. Note that al fields with an asterisk (3) are required.

Name:
Display Name:
Secion

FielaType:
Winimum Number of Characters:
Wasimum Number of Characters:
Reauired:

‘Show in Virual Terminal:

Can be changed on Payment Form:
‘Show on Payment Form:
ShowinReceipt

‘Showin Email o Customer:
‘Show in Email o Herchant
Forward on Approval:

Fonward on Decine:

‘Custom_Field
[Rew Customer Field | %
[Custom Fields ] %
Tt o] %

—
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Payment Fields

“This form is used to update the field use and order.

Tev Customer Field - Payment field Deleted successful

ayment Field Setup

AY  CustomField 1 No. cust 1
A custombatat No. CustomData1
“Add New Field
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Update Payment Field

Thisform is used to update a payment field. Note that al fieds vith an asterisk.
(3¢) are required.

Payment Field configuration

Field Options
Name: ‘ssl_email

Display Name: *
‘Section: Billing Address | %

Field Type:

<]
*

Winimum Number of Characters:
HMaximurm Number of Characters:
Reaquired:

‘Showin Virtual Terminal:

Can be changed on Payment Form:
‘Show on Payment Form:

‘Showin Receipt:

‘Showin Emailto Customer.
‘Showin Emailto Herchant.
Forward on Approval:

Forward on Decline:

gﬂﬂmm&&nmaﬂg
*
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Payment Fields

‘This form s used to update the fied use and order.

Payment Field Setup;

System Field

‘Account Data/ligR.Data account_data System el
piration o
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Credit Card Sale
Enter theInformatenfor ths transacton. Notethat 2l s wih an asterk () arerequred.
erone — |
Customes 1 [E—
customost ———
‘Same as billing ves
Shpto Company | E—
ShptoFst e ——
ShptoLastname:  —
[R— —
[R— | E—
ooy ———
ShptoSstepraince ———
Shpto Count: Pless st s Co 5
StptoPhone ——
[Procose | FCanet|
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Payment Fields
This form is used to update the field use and order.

System Field
System Field.
System Field.
System Field.

System Field.
System Field.
System Field.
System Field.
System Field.
System Field.
System Field.
System Field.







image69.png

Credit Card Sale

Enter the Information for this transaction. Note that al fieds vith an asterisk () are required.

ccount Data: E——
Expiration Date(MYY): 25
Amount. | E—
Customer Cade: ——
sales Tax —
Company: I
FirstName: | Cr—
1
]
]
| —
| —
County: Fiease selecta Courry =]
Phone: —

- . . e
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Payment Fields
This form is used to update the field use and order.
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Add New Payment Section

“This form is used to add a new payment section. Note that al filds vith an
asterisk () are required.

New Payment Section configuration

Name:
Display Name:

‘Show i Virtual Terminal:
‘Show on Payment Form:
‘Showin Receipt:

‘Showin Emailto Customer:
‘Showin Emailto Herchant:
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Payment Fields

“This form is used to update the fied use and order.

(Secand Custom Secton - Fayment secion Added suecess

ent Field Setup

Required  OrderSection

System Field
System Filg.
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Payment Fields

“This form is used to update the fied use and order.

(@ Customer Field - Payment feld Updated successrally

System Field
System Field.

m Fields: Required  CustomFields Systom Fi
New Customer Feld Yes ‘Custom_Field
Add New Field

Second Cu tom_Section _ System Field

“Add New Section
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Payment Fields

“This form is used to update the fied use and order.

A System Field

‘ssl_account_data System Freld.
‘ssl_exp_date System Fielg.

av ry sl g e
AY  snprwoPphone no ‘ssl_ship_to_phone Systemrieid

systemFi
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Update Payment Section

“This form is used to update a payment section. Note that al filds vith an
asterisk () are requred.

Existing Payment Se

Name: New_Custom_Section

Display Name: *

‘Show in Virtual Terminal: r
‘Show on Payment Form: [af
‘Show in Receipt. =i
‘Show in Emailto Customer: [
Show in Email to Merchant: r

Update Section _| | Delete | | Cancel |
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Payment Fields

“This form s used to update the field use and order.

<

Payment Field Sefup.

£ System Field

AY  AccountDatalMICRData Yes ssl_account_data
Expiration ves ate
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Printer Configuration
This form is used to configure al of the printer options.

Printer Configus

Parallel Printer 7]

custom L. — 7 customfre.

ustifcation] (M|

Gustom Label 10 I ] customField [

(] el
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Receipt Header Options

e =]

Header Line 1
HeaderLine 2
HeaderLine 3
HeaderLing 4
HeaderLine 5

[eader Left Justired ]
[Feader Left Justiied ]
[eader Lef Justiied
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Receipt Trailer Options

s tieaton TN

Trailer Line 1

Trailer Line 2
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Custom Label 1 [Custom Label 1| Custom Field [Custom Field 1 =l
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