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Preface

This document describes step by step procedures on how to setup and use your Virtual Terminal to
process Chip and PIN transactions. This is the EMV capability in a face-to-face environment in the US and
Canadian regions.

This document is intended for users of the Converge product and contains the information necessary for
them to be able to process Chip and PIN transactions effectively.

Typographical Conventions

Throughout this user guide, you will see words and phrases that appear in different fonts and formats.
The following list describes the typographical conventions used in this guide.

Bold Text

Indicates a menu option, a window title, buttons, etc. that you can use to identify a part of the
user interface.

Examples:

Print or Save As dialog box

Menu selection sequences

Indicates a series of menu options that you need to select in a particular sequence and listed in
one step. Each menu option is separated by a pipe (|)

Example:

1. Choose File | Save As | File Name and enter the name of the document.

Courier text

Indicates examples of software code. Usually this type of text is encapsulated in a code box as
illustrated below.

Example:

Begin Header

<head>
<title>Batch Import</title>

</head>

End Header

© Elavon Incorporated 2016
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e Bold courier text
Indicates a command that you would type into a command prompt window.

Example:
cd c:\users\

o Italicized text
Indicates that the word or phrase is:
e A reference to another document
Example:
Refer to the Elavon User Guide.
e Emphasized for clarification.
Examples:
You do not need to select Apply.
e The word is replaceable text, such as a variable for a piece of code that you need to enter the
appropriate value for your implementation.
Example:

<xml>

<country_code>Country Code</country_code>

</xml>
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Related Documentation

The following documents are available related to the Converge product:

Revision History

Converge Getting Started Guide

Converge System Administration Guide

Converge Peripheral Device Installation and Setup Guide

Converge Transaction Processing Guide

Converge Developer Guide
VirtualMerchant Mobile User Guide

The following table provides a description of the changes made to this document from its origination to
the current release.

Revision Date

Revision Notes

A FEB-2015 Original release of the Converge Chip and PIN (EMV)
Transaction Processing Addendum

B SEP-2015 Added Chip and PIN (EMV) processing for US

C OCT-2015 Key entry using the iSC250 is now supported

D NOV-2015 | Added iCMP as supported device and device setup addition

E FEB-2016 Added Return and Force transaction types for US

Added gratuity entry in the device for the Service market
segment
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Chapter 1. Introduction

EMV which stands for Europay, MasterCard, and Visa is a global standard for cards embedded with
computer chips and the technology used to authenticate chip-card transactions. U.S. card issuers are
migrating to the new technology to protect consumers and reduce the costs of fraud.

Chip card might be called any of of the following terms:

e Smart card

e Chip card

e Smart-chip card

e Chip-enabled smart card

e Chip-and-choice card (PIN or signature)
e EMV smart card

e EMV card

This addendum provides Chip and PIN transaction processing information as a supplement to the
Converge Transaction Processing Guide. This addendum is intended for the United States and Canadian
audiences and focuses on processing chip card transactions

The following card types are supported when processing Chip and PIN transactions:

us Canada
Visa Visa
MasterCard MasterCard
Discover Interac

American Express
Visa Interlink
MasterCard Maestro

© Elavon Incorporated 2016 1
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Important Note: Other brands are supported as swipe or hand keyed. The following transaction types are
supported when processing Chip and PIN transactions:

e Sale/Purchase

e Return
e Force
e Auth Only

e EMV Key Exchange

The following devices are supported when processing Chip and PIN transactions:

Region Device Peripheral Driver

us. Ingenico iSC Touch 250 ConvergeConnect
Ingenico iCMP (ICM122)

Canada Ingenico iPP320 DeviceAssistant

© Elavon Incorporated 2016 2
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Chapter 2: Prerequisites

To perform Chip and PIN processing you must first have a supported device, download and setup the
peripheral driver, and have your terminal set up for EMV processing.

Preparation for Chip and PIN processing includes:

1. Install or update your peripheral driver, ConvergeConnect or DeviceAssistant depending on the
device you wish to use, consult table below for more information.

Region Device Peripheral Driver | Entry Mode
us. Ingenico iSC Touch 250 | ConvergeConnect e Chip
Ingenico iCMP (ICM122) e Swipe
e  Contactless
o Key
Canada Ingenico iPP320 DeviceAssistant e Chip
e Swipe

2. Connect your device to your PC.

3. Configure your devices with the DeviceAssistant Utility for those devices supported by
DeviceAssistant.

4. Configure your devices within Converge.

5. Run a transaction.

Notes:

e Refer to the Converge Peripheral Device Installation and Setup Guide for more information on
supported peripheral devices, installation, and setup of your peripheral devices.

e You must upgrade to the latest available Peripheral Driver in order to process Chip and PIN. If
ConvergeConnect has been previously installed and an update is required, the system will let you
know that an update is needed. We strongly recommend that the upgrade is done after business
hours.

© Elavon Incorporated 2016 3
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Chapter 3: Performing Chip and PIN

Transactions for US

The Credit/Debit transaction screen allows you to enter a credit or debit card transaction using an EMV
capable device. This option is only available for terminals configured with EMV and a Market Segment
set as Retail or Service.

Using the device, the user can:

Notes:

© Elavon Incorporated 2016

Insert a chip card

Tap a contactless card or mobile phone
Swipe a card into the device

Hand key card information

You must install the latest Peripheral Driver and configure your terminal with EMV in order to use
the Ingenico devices to process Chip and PIN. Refer to the Converge Peripheral Device Installation
and Setup Guide for more information.

When using a supported chip card the customer has to attempt to insert the card first and if
insertion fails the customer will be prompted to swipe the card. For swiped or keyed transactions
refer to the Converge Transaction Processing Guide.

Sale and Return transactions are applicable to both credit cards and debit cards.
Auth Only and Force transactions can be done on credit cards only.
Cashback is not supported at this time.

The Ingenico devices can be used to process swiped, chip, contactless/NFC, and hand key
transactions. The Credit Card-Unencrypted Hand Key user right must be granted in order to key
in card data outside of the Ingenico devices using the key board.

You cannot modify the amount for an EMV transaction once processed.
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This section describes how to:

e Enter and process sale transactions for Credit and Debit cards
e Enter and process return transaction for Credit and Debit cards
e Enter and process force transactions for Credit cards

e Enter and process Auth Only transactions

e Perform EMV key exchange

To Process Credit/Debit Card Sale Transactions

The Sale transaction allows you to obtain real-time authorization for credit or debit cards.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with

the Main screen.

User Store Clerk
nt: 001386
E4 CERT RETAIL

Main
business to process transactions in real-time.

Inquiry

= Force
Auth Only

= Verification
Recurring

= Installment

= Multientry

= Batch Import

= EMV Key Exchange

Food Stamp
Cash Benefit
Electronic Check
Gift Card
Current Batches
Settled Batches
ExportLog

=38

[z )

BEE

Welcome to Converge. The Converge Virtual Terminal system is a secure internet-based transaction processing system that enables your

2. Select Sale to display the Sale screen.

© Elavon Incorporated 2016
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The following example shows the Sale screen with the Card Reader option enabled.

User: Store Clerk USER ACCOUNT SETTINGS TERMINAL
Account: 001386

Terminal: MY RETAIL STORE CERT
ONLY

Sale

Select Terminal

Note that all fields with an asterisk (%) are required.

B CreditDebit
= Sale
Return
Inquiry
Force
Auth Only

Multientry
Batch Import

= EMV Key Exchange Amount: Il *

Verification Entry Method: ® CardReader O Hand Key on Reader O Hand Key

Food Stamp

Cash Benefit

Electronic Check
Gift Card

Loyalty Card
Cash

Card Manager
Current Batches
Settled Batches
Export Log

EEEERHEHEEER

Privacy Policy
Terms of Use
Copyright © 2015 Elavon, Inc. All rights
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Notes:

e The Card Reader option is always defaulted, it is used to process chip, contactless, and
swiped transactions.

¢ The Hand Key on Reader option is used to process hand-keyed transactions using the
Ingenico Devices.

e The Hand Key option is used to process hand-keyed transactions outside of the
Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted
Hand Key user right enabled. For Hand Key transactions refer to the Converge
Transaction Processing Guide.

e If your current ConvergeConnect is out of date, transactions cannot be swiped or chip
read and must be hand-keyed using the keyboard. The following message will display:

_

Eniry | The installed version of ConvergeConnect is out-of-date.
Transactions must be hand keyed until the current version is
installed.
Amour

3. Enter the Amount of the sale.

Sale

Hote that al feids with an astersk (%) are required

Enbry Method i Cand Raadey ) Hand Key on Readar : Hand Key
At 50,0 = 3

P—r—] - |

[ Submit | | Cancal |
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4. Click Submit.

e For a Retail terminal the customer is prompted to insert card. Proceed to step 8.
e For a Service terminal that accepts gratuity, the customer is prompted to enter a gratuity

first before insertion of the customer’s card.

5. The customer is given a selection of predetermined gratuities or the customer can choose
Other to enter a different amount.

15% S750
18% 5200
200 51000

© Elavon Incorporated 2016 8
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Gratuity screen when Other is chosen. The customer can enter a gratuity or leave it as 0.00 if
they choose not to leave a gratuity.

6. The customer is prompted to verify the amount. Select YES or Enter to accept. Select NO or
Cancel to start transaction over.

© Elavon Incorporated 2016 9
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7. The customer is prompted to insert, swipe, or tap their card.

Insert, Swipe or Tap Card

8. The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

© Elavon Incorporated 2016 10
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9. Depending on the type of the transaction and the information stored on the chip card the
customer may be prompted for the following:

Prompt Do this

Select Language The customer chooses their preferred language.

Confirm Amount Customer selects green button for OK or red button to Cancel.
Amount confirmation on a Service terminal is done prior to card
insertion.

Enter PIN The customer enters the Personal Identification Number designated
from the bank then selects green button for OK.

The PIN Pad device displays Authorizing Please wait...Do not remove card and the card
information collected from the PIN Pad is displayed on the application screen.

is€250

2 asc | 3 ver | RSN

£ GHI 5 kL  Gmuo

10. Enter any additional required information.

Note: Additional required information depends on the type of card inserted. A credit card
may need to have an invoice, tax, or customer code if applicable. A typical debit card
doesn't require any additional information.

11. Click Process to send the transaction for authorization or Cancel to exit.

12. Transaction is sent for authorization, the system does the following:

e  Prompts customer for signature if applicable
e Prints a receipt
¢ Displays the response screen

© Elavon Incorporated 2016 11
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13. On the application response screen you have the option to Update, Reprint, or Void. For
more information on these options refer to the Converge Transaction Processing Guide.

14. On the PIN Pad the APPROVED message displays for a successful transaction.

To Process Credit/Debit Card Return Transactions

The Return transaction allows you to issue a refund for credit or debit cards.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with
the Main screen.

Store Clerk
nt: 001386
nal: E4 CERT RETAIL

Main
Select Terminal
Welcome to Converge. The Converge Virtual Terminal system is a secure internet-based transaction processing system that enables your
business to process transactions in real-time.

= Return

= Inquiry

= Force

= Auth Only

= Verification
= Recurring
= Installment
= Multientry
= Batch Import
=  EMV KeyExchange
Food Stamp
Cash Benefit
Electronic Check
Gift Card
Current Baiches
Settled Batches
ExportLog

EEEEEEBE

2. Select Return to display the Return screen.

© Elavon Incorporated 2016 12
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The following example shows the Return screen with the Card Reader option enabled.

3 Store Clerk USER ACCOUNT SETTINGS TERMINAL
unt: 001386

erminal: MY RETAIL STORE CERT
ONLY

Return

Select Terminal

Note that all fields with an asterisk (%) are required.

B CreditDebit
= 3ale
Return
Inguiry
Force
Auth Only
Verification Entry Method ® Card Reader O Hand Key on Reader (O Hand Key
Multientry
Batch Import
= EMV Key Exchange Amount | *
Food Stam
Cash Bene?t
Electronic Check
Gift Card
Loyalty Card
Cash
Card Manager
Current Batches
Settled Batches
Export Log

Privacy Policy
Terms of Use

Notes:

e The Card Reader option is always defaulted, it is used to process chip, contactless, and
swiped transactions.

¢ The Hand Key on Reader option is used to process hand-keyed transactions using the
Ingenico Devices.

e The Hand Key option is used to process hand-keyed transactions outside of the
Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted
Hand Key user right enabled. For Hand Key transactions refer to the Converge
Transaction Processing Guide.

o If your current ConvergeConnect is out of date, transactions cannot be swiped or chip
read and must be hand-keyed using the keyboard. The following message will display:

The installed version of ConvergeConnect is out-of-date.
Transactions must be hand keyed until the current version is
installed.

Amour|

© Elavon Incorporated 2016 13
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3. Enter the Amount of the return.

4. Click Submit.

5. The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

6. Depending on the type of the transaction and the information stored on the chip card the
customer may be prompted for the following:

Prompt

Do this

Select Language

The customer chooses their preferred language.

Confirm Amount

Customer selects green button for OK or red button to Cancel. If the
customer has entered a gratuity on a Service terminal, the base and
gratuity amounts are displayed.

Enter PIN

The customer enters the Personal Identification Number designated
from the bank then selects green button for OK.

© Elavon Incorporated 2016
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The PIN Pad device displays Authorizing Please wait...Do not remove card and the card
information collected from the PIN Pad is displayed on the application screen.

iSC250

1 .z 2 A8 3 DEF Cancel

£ GHI 5 kL  Gmuo

7. Enter any additional required information.

Note: Additional required information depends on the type of card inserted. A credit card
may need to have an invoice, tax, or customer code if applicable.

8. Click Process to send the transaction for authorization or Cancel to exit.

9. Transaction is sent for authorization, the system does the following:

e Prompts customer for signature if applicable
e Prints a receipt
e Displays the response screen

10. On the application response screen you have the option to Update, Reprint, or Void. For
more information on these options refer to the Converge Transaction Processing Guide.

11. On the PIN Pad the APPROVED message displays for a successful transaction.

© Elavon Incorporated 2016 15
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To Process Credit Card Force Transactions

The Force transaction allows you to enter a previously approved authorization for credit sale

transactions. Typically the authorization is obtained by phone.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with

the Main screen.

User: Store Clerk USER ACCOUNT SETTINGS TERMINAL
Account: 001386
Terminal: E4 CERT RETAIL

Main

Select Terminal

B/ CreditDebit
Sale
Return
Inquiry
Force
Auth Only
Verification
Recurring
Instaliment
Multientry
Batch Import
EMV Key Exchange

Food Stamp

Cash Benefit

Elecironic Check

Gift Card

Current Batches

Settled Batches

ExportLog

business to process transactions in real-time.

EEEEEEBE

‘Welcome to Converge. The Converge Virtual Terminal system is a secure internet-based transaction processing system that enables your

2. Select Force to display the Force screen.

The following example shows the Force screen with the Card Reader option enabled.

User: Store Clerk USER ACCOUNT SETTINGS TERMINAL
Account: 001386
Terminal: MY RETAIL STORE CERT

Force

Select Terminal

Note that al fields with an asterisk (¥) are required.

B CreditDebit
= Sale
Return
Inguiry
Force
Auth Only

Verification Entry Method:
Multientry

Batch Import

= EMV Key Exchange

Amount: || 3

® Card Reader O Hand Key on Reader O Hand Key

B &H

Food Stamp :
Cash Benefit

=

Electronic Check
Gift Card

Loyalty Card
Cash

Card Manager
Current Batches
Settled Batches
Export Log

HERHBHE

B ®H

© Elavon Incorporated 2016
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Notes:

e The Card Reader option is always defaulted, it is used to process chip, contactless, and
swiped transactions.

¢ The Hand Key on Reader option is used to process hand-keyed transactions using the
Ingenico Devices.

e The Hand Key option is used to process hand-keyed transactions outside of the
Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted
Hand Key user right enabled. For Hand Key transactions refer to the Converge
Transaction Processing Guide.

¢ If your current ConvergeConnect is out of date, transactions cannot be swiped or chip
read and must be hand-keyed using the keyboard. The following message will display:

_

Eniry | The installed version of ConvergeConnect is out-of-date.
Transactions must be hand keyed until the current version is
installed.
Amour

3. Enter the Amount of the sale to be forced.

4. Click Submit.

e For a Retail terminal the customer is prompted to insert card. Proceed to step 8.

e For a Service terminal that accepts gratuity, the customer is prompted to enter a gratuity
first before insertion of the customer’s card.

© Elavon Incorporated 2016 17
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5. The customer is given a selection of predetermined gratuities or the customer can choose
Other to enter a different amount.

15% S750
18% 5200
200 21000

© Elavon Incorporated 2016 18
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Gratuity screen when Other is chosen. The customer can enter a gratuity or leave it as 0.00 if
they choose not to leave a gratuity.

6. The customer is prompted to verify the amount. Select YES or Enter to accept. Select NO or
Cancel to start transaction over.

© Elavon Incorporated 2016 19
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7. The customer is prompted to insert, swipe, or tap their card.

Insert, Swipe or Tap Card

8. The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

© Elavon Incorporated 2016 20
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9. Depending on the type of the transaction and the information stored on the chip card the
customer may be prompted for the following:

Prompt Do this

Select Language The customer chooses their preferred language.

Confirm Amount Customer selects green button for OK or red button to Cancel.
Amount confirmation on a Service terminal is done prior to card
insertion.

Enter PIN The customer enters the Personal Identification Number designated
from the bank then selects green button for OK.

The PIN Pad device displays Authorizing Please wait...Do not remove card and the card
information collected from the PIN Pad is displayed on the application screen.

is€250

2 asc | 3 ver | RSN

£ GHI 5 kL  Gmuo

10. Enter any additional required information.
Note:

e Additional required information depends on the type of card inserted. A credit card may
need to have an invoice, tax, or customer code if applicable.

¢ A Force transaction type requires the Approval Code to be manually entered for
processing.

11. Click Process to send the transaction for authorization or Cancel to exit.

© Elavon Incorporated 2016 21
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12. Transaction is sent for authorization, the system does the following:

e Prompts customer for signature if applicable
e Prints a receipt
¢ Displays the response screen

13. On the application response screen you have the option to Update, Reprint, or Void. For
more information on these options refer to the Converge Transaction Processing Guide.

14. On the PIN Pad the APPROVED message displays for a successful transaction.

To Process Credit Auth Only Transactions

The Auth Only transaction allows you to pre-approve transactions that will be forced through or
converted to Sale at a later date.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with
the Main screen.

Main

Welcome to Converge. The Converge Virtual Terminal system is a secure internet-based transaction processing system that enables your
business to process transactions in real-time.

= Inquiry

= Force

= Auth Only

= Verification

= Recurming

= Installment

= Multientry

= Baich Import

= EMV Key Exchange
Food Stamp
Cash Benefit
Electronic Chack
Gift Card
Current Batches
Setiled Batches
ExportLog

2. Select Auth Only to display the Auth Only screen.

© Elavon Incorporated 2016 22
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The following example shows the Auth Only screen with the Card Reader option enabled.

Auth Only

Mate that al fiekds with an asterisk (%) are required.

Auih Only

|Enh‘ﬂamgu @ Card Reader (O hand key

Account Dala
AMaLInT

Cuslomer Cade

Sales Tax

Irrvaice Number:

Billing Mldrass

|| Emai Agdre..

Notes:

e The Card Reader option is always defaulted, it is used to process chip, contactless, and
swiped transactions.

¢ The Hand Key on Reader option is used to process hand-keyed transactions using the
Ingenico Devices.

e The Hand Key option is used to process hand-keyed transactions outside of the
Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted
Hand Key user right enabled. For Hand Key transactions refer to the Converge
Transaction Processing Guide.

e If your current ConvergeConnect is out of date, transactions cannot be swiped or chip
read and must be hand-keyed using the keyboard. The following message will display:

The installed version of ConvergeConnect is out-of-date.
Transactions must be hand keyed until the current version is
installed.

3. Enter the Amount of the authorization.

© Elavon Incorporated 2016 23
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4. Click Process.

5. The customer inserts the card into the PIN Pad entry device and follows the device prompts.

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

Notes:

e You must install and configure the latest Peripheral Driver in order to use the
Ingenico iSC250 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral
Device Installation and Setup Guide for more information.

e When using a chip card the customer has to attempt to insert the card first and if
insertion fails the customer will be prompted to swipe the card. For swiped
transactions refer to the Converge Transaction Processing Guide.

e EMV processing is supported for the US card brands listed in the introduction of this
guide. All other card brands must be swiped or hand-keyed.

6. Depending on the information on the chip of the EMV card the customer will have the
following prompts:

Prompt Do this

Select Language The customer chooses their preferred language.

Confirm Amount Customer selects green button for OK or red button to Cancel.

Enter PIN The customer enters their Personal Identification Number (PIN)
designated from the bank then selects the green button for OK.

7. Customer selects green button to process.

© Elavon Incorporated 2016 24
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Card information collected from the PIN Pad is displayed on the screen. The following
example shows an Auth Only credit card transaction.

Auth Only

Note that al fiekds with an astersk (&) are required.

Entry Mathod @ Card Reader O hand key

Account Data

AFaLInT 500 #*
Customer Cadi:
Sales Tax

Irrvaice Mumber,

|| Email asdre. |

8. Enter any additional required information and click Process to send the transaction for
authorization or Cancel to exit.

The system does the following

e  Prompts customer for signature if applicable
e  Prints a receipt
e Displays the response screen

9. On the response screen you have the option to Update, Reprint, or View Receipt. For more
information on these options refer to the Converge Transaction Processing Guide.

10. On the terminal the APPROVED message displays for a successful transaction.
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To Process EMV Key Exchange Transactions

EMV Key Exchange is an administrative transaction that requests new EMV encryption keys to be
sent to the PIN Pad to submit chip card transactions for EMV processing for MasterCard, Visa,
Discover, American Express, Maestro, and Interlink. EMV Key Exchange is needed for all EMV
capable terminals for all the supported chip transactions. The EMV key exchange manages
syncing the EMV keys between the terminal and the PIN Pad. Once the EMV keys are updated,
chip transactions can process properly.

e The system automatically performs EMV Key Exchange transactions when the terminal is
enabled for EMV processing prior to running the first EMV transaction.

e The system automatically performs EMV Key Exchange transactions when the keys are
expiring.

e The user (merchant administrator) sometimes uses this function if a Declined By Card error is
received from the host when performing a chip transaction.

Use Store Clerk
Account: 001386
Terminal: E4 CERT RETAIL

Main

Select Terminal

Welcome to Converge. The Converge Virtual Terminal system is a secure internet-based transaction processing system that enables your
business to process transactions in real-time.

= Sale

= Return

= Inquiry

= Force

= Auth Only

= Verification

= Recurring

= Installment
= Multientry

= Batch Import

= EMV Key Exchange
l ]

lectronic Check
ift Card

urrent Batches
Settled Batches

ExportLog

Privacy Policy
Terms of Use

A message indicates the result of the EMV Key Exchange process.

Dhore
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Chapter 4: Performing Chip and PIN
Transactions for Canada

The Credit/Debit transaction screen allows you to insert a chip card into an EMV capable terminal, swipe
a transaction by means of a Magnetic Stripe Reader (MSR), or manually enter the transaction into the
Converge application.

Note: For Sale, Force, or Auth Only when the terminal is EMV enabled it requires that a supported chip
card be inserted and tried first before a swiped transaction will be allowed.

This section describes how to:

e Enter and process sale transactions

e Enter and process force transactions

e Enter and process auth only transactions
e Perform EMV key exchange

To Process Credit/Debit Card Sale Transactions

The Sale transaction allows you to obtain real-time authorization for credit or debit sale
transactions.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with
the Main screen.

Hr AN RETA Main

‘Wielooeme 1o Converge. The Comrerge Virtual Terminal System B & seoure inbemet-bated transaction prooessng System that enabies your
Bursiness to rocess Eransactions in rea-time.

wEy g

= EANY Moy Fachange

M Card Wardasir
B Cureni Balhis
Sl Bafiches
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2. Select Sale to display the Sale screen.

The following example shows the Sale screen with the Card Reader option enabled.

LV ]

Store Clerk

desount: 001386
Terminal: By CANADIAN RETAIL

STORE

Sedect Tenminal

USER ACCOUNT SETTINGS

Sale

TERMIMAL

Note that al fields with an asterick (38) are required.

B CroditDreba
5 Sale
e I
= Foice
= Aumh Only Eriiry blgthad @ Card Reader O hand key
2 e Order Sectan
= Fecurring
= Installment Amount 0,00 £
& MuHieniry
= Batch bmport Base Amaunt *®
= Ky Exchangs Cashbaci
= EMV Key Exchangs — o
® Gincara
B cash Address1: [
B Card Manager City |
B CurentBakhes ’
B Setiled Batches StataProvince: [
Pastal Code:
Frivasy Policy
S County: [Piease select a Country =
Copryright ) 2004 Elrven, Ine. Al right ——
'H*xﬂ ' ' . FHDI'IB"
Emall Adoress: |
Process | | Cancel I
Notes:

The Card Reader option is always defaulted, it is used to process chip and swiped

transactions.

The hand key option is used to process hand-keyed transactions. For hand key
transactions refer to the Converge Transaction Processing Guide.

3. Enter the Base Amount of the sale.

4. Enter additional amounts. For example, Cashback for debit cards for a Retail terminal or
gratuity amounts for a Service terminal, if supported.
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Total Amount will be automatically calculated and displayed on the screen.

Sale

Sale

Note that al fields with an asterisk (3%) are required.

Entry Method @® cardReacer O hand key
Order Section
Amount [Bsea =
Base Amount [so0 =
Cashback [too0
Addresst: |
Ciy. |
State/Province |
Postal Code
Country; I Please select a Country VI
Phone [
Email Adcress: |

Process

5. Click Process.

6. The customer inserts the card into the PIN Pad entry device and follows the device prompts.
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Notes:

e You must install and configure the latest Peripheral Driver in order to use the
Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral
Device Installation and Setup Guide for more information.

e When using a chip card the customer has to attempt to insert the card first and if
insertion fails the customer will be prompted to swipe the card. For swiped
transactions refer to the Converge Transaction Processing Guide.

e EMV processing is supported for Visa, MasterCard, or Interac. All other brands must
be swiped or hand-keyed.

7. Depending on the type of the transaction and the information stored on the chip card the
customer may be prompted for the following:

Prompt Do this

Select Language The customer chooses their preferred language:
e F1-English
e F4-French

Select Account The customer chooses their preferred account:

e F1 - Checking
e F4 - Savings

Enter PIN The customer enters the Personal Identification Number designated
from the bank.

Cash Back? If the customer is using a debit type of card and cash back was
requested on a Retail terminal, verify the cash back. Base and total
amount will be displayed, verify both amounts.

Gratuity? If the customer has entered a gratuity on a Service terminal, verify the
gratuity.
Base and total amount will be displayed, verify both amounts.
Confirm Amount Customer selects green button for OK or red button to Cancel.
OK? Customer selects green button for OK or red button to Cancel.
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8. Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen.

9. Enter any additional required information and click Process.

The following example shows the payment screen after the customer has inserted a debit

card.

Sale

Note that al fiekds with an asterisk () are required.

ke

Enfry Methad ® cardReader O hand key

Order Section

Account Data: Jagmmmmmmmmmnygzy *
Arnount: [Eon %

Base Amount [see %

Cashback oo

Company. |

FirstHame febn

L3s1 narme; [Boe

Addrass: |

Addiessd: |

Cil |

SlateProence; |

Fostal Cade: —

Country. | Flease selact a Country d
Phone: I—

Email Aodress: |

Note: Additional required information depends on the type of card inserted. A credit card
may need to have an invoice, tax, or customer code if applicable. A typical debit card
doesn't require any additional information.

10. Click Process to send the transaction for authorization or Cancel to exit.
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The system does the following

Prints a receipt

HY CANADIAN RETAIL STCRE
O08HIEO0B021 IO0E45000

Date: 120272014 03128121 PH
DEBIT CRRD FURCHASE

IncerachDO0000ITTIOL0

CARD WUMBER[ =esssssss4]533

ENTRY METHOD: I0C
HASE RMOUNT: 525,00

CRIHERCH: F10.00
SURCERRGE ! &#0. 00
TIL RMOTHT: §35.00
AFFROVAL CD: 29147
RECORD #= -]

CLERK TD: Clerkl
REFERENCE #: 55701

BETRIEVAL BEF #: DDOS37001202
ACTOUNT TYFE: CHECKING

KFFROVED
FIN VERIFIED

RID: 2000000277010

HY CANADIAM RETAIL STORE
DOBIISHSHE021 H00E45000

Dae: 1270272004 G3:28:21 PH
DEBIT CARD FURCHASE
Incerack0000002TTIO0

CRAD WIMEER; *+++esssss]333
ENTRY METHOD: IOC

HASE AMOUNT : 25,00
CREHBACH: #10.00
SURCHARGE « &0.00

TIL AMOONT: §35.00

MEFROVAL COG &2504T

RECCRD #: aad

CLERK ID: Clerkl
HREFEREHCE #: S5TOL
RETRIEVAL REF #: 000557011302
ROCOUNT TYHPE: CHECKING

AFFROVED
FIN VERIFIED

FLEASE RETAIN FOR YOUR RECORDS

TVR:  E0D0003000

Inceras
T5I: TEDD AID: RODDDODOZTTLOLOD
TVR: 2000008000
HWacchant Copy Ineazac
T3I: TEDD

Displays the response screen

Debit Card Purchase Response

This s the authorization response information. Note that al fislds with an asterisk (%) are required.

Usger Clerkd

Fayment Type: DEBITCARD
Transachon Type: PURCHASE
Trameacton IO 02121 4CAD-4I0EF I8F-602 3-4F TB-A305- 902640513377
Diate F Time: 2020148 032821 P
Responss: Ly

Meszage: APPROVAL

Approal Code: B28147

Realarencs Bumbear: 5701

Accound Balance: .00

CardHaodder IP:

Actain Data [esereeereerriaas
Tolal Amount 'w—
BaEe Amount 25,50
Cashback To.00
L
| Emall Adress. | |

[LUpdate | | Reprn | | Vesd|
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11. On the response screen you have the option to Update, Reprint, or Void. For more

information on these options refer to the Converge Transaction Processing Guide.

12. On the PIN Pad the APPROVED message displays for a successful transaction.

To Process Credit/Debit Force Transactions

The Force transaction forces sale transactions when the approval code was previously obtained,
such as through voice authorization. This transaction type requires the Approval Code to be

manually entered for processing.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with

the Main screen.

Main

Bursness to process Eraraschions in resktme.

§

Bk gt
¥y EXCrangl
FARY oy Fachanps

Efe w s v 0 s 08 5 8 8 #

B Cash

M £ard dardger

B Cumeni Baichas
H Saled Eafiches

‘Wikooena 1o Convenge. The Corrverge Virtusl Terminal systen & & ssoure nbemet-bated transsction processryg systes that srabies yoor

2. Select Force to display the Force screen.
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The following example shows the Force screen with the Card Reader option enabled.

user: Store Clerk WSER ACCOUNT SETTINGS TERMIMAL
Acoount: 001386
Terminal: MY CANADIAN RETAIL
STORE
Force
Sedect Tarminal
Mote that 2l fields with an astersk () are required.
B CreditDebi
= Eals
e
= Force
" Auih Ondy Enlry Method: ® Card Reader O hand key
= Venfica®on
= Recurring
= Installment Amaur [ *
= Multientry .
- Baichimpor Irviee Mumbar |
" Key Exchange Approval Code | *
et
B Gift Card
B Cash Address1: I
@ Card Manager Cily |
B Curent Batches .
E Seftied Baiches StalsFroince |
Postal Code: |
Frivascy Polioy |
e Couniry: |P‘l-aaﬂ salect a Country [»]
Copyrghl § 2014 Eavon. Inc. A righls FPhaone; I
e
Email Afdrass; |
| Process | Cancel I
Notes:

e The Card Reader option is always defaulted, it is used to process chip and swiped

transactions.

e The hand key option is used to process hand-keyed transactions. For hand key
transactions refer to the Converge Transaction Processing Guide.

3. Enter the Amount of the sale.

4. Enter the Approval Code for the sale.

5. Click Process.
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6. The customer inserts the card into the PIN Pad entry device and follows the device prompts.

Notes:

e You must install and configure the latest Peripheral Driver in order to use the
Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral
Device Installation and Setup Guide for more information.

e When using a chip card the customer has to attempt to insert the card first and if
insertion fails the customer will be prompted to swipe the card. For swiped
transactions refer to the Converge Transaction Processing Guide.

e EMV processing is supported for Visa, MasterCard, or Interac. All other brands must
be swiped or hand-keyed.

7. Depending on the information stored on the chip card the customer will have the following

prompts:
Prompt Do this
Select Language The customer chooses their preferred language:
e F1-English
e F4-French
Enter PIN The customer enters the Personal Identification Number designated
from the bank.
Confirm Amount Customer selects green button for OK or red button to Cancel.
oK? Customer selects green button for OK or red button to Cancel.
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8. Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen. The following
example shows a Force credit card transaction.

Force
Mote that al fiekds with an asterisk (3) are required.

Enfry Mathod:
Order Section

® Card Reader O hand key

[fa======r==rpang

Account Data:

Armaunt |1 7.00 *®

Irvaice Mumer |

Approval Codi Iﬁua i

9. Enter any additional required information and click Process to send the transaction for

authorization or Cancel to exit.
The system does the following

e Prints a receipt

WY CRMADIAN BETAIL STCRE
00BO2500080310004645000

Date: 1250252014 Gd:dl4Y P

CREDIT CARD FORCE

HanterCard

CARD WMBER; wyvessswes(iiy
ENTHY METHOD: ICC

TRAN RMOUNT : F17.00
APPROVAL CD: AFPL2I

CLERE ID: Clerkl

AEFROVED
FIN VERIFIED

AID: R0D00C00041010
TVR: ODOOODROOD
HaaterCard

ISI: EBOOQ

MY CRMADIRN BETAIL STORE
0080250008021 D00E4 5000

Date: 12r02/3014 Gzl AT P

CREDIT CARD FURCE

HasterCard

CARD FMBER; wevwwssswnjgly
ENTRY METHOD: ICC

TERN AMOUNT : £17.00
APFROVAL CD: AFPLZ2

CLERK 1D: Clerkl

APFROVED
FIE YERIFIED

FLEASE RETAIN FOR ¥YOUR RECORDS
AID: ADD0OCD0041010

IWR:  ODD0OOE000

MasterCard

ISI: EBDO

Customer Copy
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e Displays the response screen

Credit Card Force Response

Transacton Dedail

This is the authorization response nformation. Note that al fislds with an asterisk (%) are requined,

Authorization Results

Usar Clericl

Payman Type: CREDITCARD
Transachon Type: FORCE

Transacson |0 021214 CAD-TEBARIEED-F1EC-44B0-889 1-0AFEEACFD4ED
Date / Timee: 12022074 034147 PR
Responss A

Hessage: APPROVAL

Approval Code: APP122

Acpound Batancs: 0.an

CarndHolder IP:

Accound Dat [Gasememmrmnnggny
Expiration Dale(MMYY): [tz1a

Ampunt 17.00

| Email Adiceas.

T S~ < s

[Dpste ] [Ropent |

| view Racaipt |

10. On the response screen you have the option to Update, Reprint, or Void. For more

information on these options refer to the Converge Transaction Processing Guide.

11. On the terminal the APPROVED message displays for a successful transaction.
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To Process Credit/Debit Auth Only Transactions

The Auth Only transaction allows you to pre-approve transactions that will be forced through or
converted to Sale at a later date.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with
the Main screen.

Sicre Clark SER ADCOUNT SETTINGS
re: 130G
o) B CAMADIAN RETAR

S Main

‘Wieloome to Converge. The Cormrerge Virtusl Terminal system & 8 secure intemet-bated transscion processng Sysbem that enables your
business to process transactions in reak-tme.

Hastuiirs]
nElaA T
Undgriny
Busen impont

iy Excrang
ARV Wy Eactmng

B Casn

0 o Wnfdger

B Gumesi Baiches
B Geled Batches

2. Select Auth Only to display the Auth Only screen.
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The following example shows the Auth Only screen with the Card Reader option enabled.

User: Store Clerk
Acoount: 001386

Terminal: MY CANADIAN RETAIL
STORE

USER ACCOUNT SETTINGS TERMIMNAL

Auth Only

Sedect Terminal .
Hote that al fields with an asterisk (3) are required.
B Credifebi
= Sale
| o
= Foice
= Auth Only Eriiry gthod @ Card Reader ) hand key
= Vafcakun Order Section
= Recurring
= [nstallmant Amaunk =
& Mulieriry .
! Bk aport InFaiice MumBer: |
= Koy Exchange Billing Address
= EMV Key Exchange !
@ Gitcard Address |
B Cash City. |
B Card Manager StaleProvines: [
@ CurentBakhes )
B Seliled Batches Pastal Code:
Country. [Please select a Country I~
Privasy Polioy Phone:
Fermn of Use
Cepeyright § 2034 Elwvesn, Ine. Al righis Ermnail Addrass |
LL 2 o
Process | Cancel I
Notes:

e The Card Reader option is always defaulted, it is used to process chip and swiped

transactions.

e The hand key option is used to process hand-keyed transactions. For hand key

transactions refer to the Converge Transaction Processing Guide.

3. Enter the Amount of the authorization.

4. Click Process.
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5. The customer inserts the card into the PIN Pad entry device and follows the device prompts.

Notes:

e You must install and configure the latest Peripheral Driver in order to use the
Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral
Device Installation and Setup Guide for more information.

e When using a chip card the customer has to attempt to insert the card first and if
insertion fails the customer will be prompted to swipe the card. For swiped
transactions refer to the Converge Transaction Processing Guide.

e EMV processing is supported for Visa, MasterCard, or Interac. All other brands must
be swiped or hand-keyed.

6. Depending on the information on the chip of the EMV card the customer will have the
following prompts:

Prompt Do this

Select Language The customer chooses their preferred language:
e F1 - English
e F4-French

Select Account The customer chooses their preferred account:

e F1- Checking
e F4 - Savings

Enter PIN The customer enters the Personal Identification Number designated
from the bank.

Confirm Amount Customer selects green button for OK or red button to Cancel.

oK? Customer selects green button for OK or red button to Cancel.
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7. Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen. The following
example shows an Auth Only credit card transaction.

Auth Only
Mote that al fiekds with an astersk () are required.

Entry Method @ Cand Reader (O hand key
Order Section

Accownt Drata: [g7==========pm10

AraLn r ®
Cuglomer Code

Sales Tax

Imvoice Mumber

Billing Addrass

| Email Atdre.. |

|
Process ‘ ‘

Note: Additional required information depends on the type of card inserted. A credit card
may need to have an invoice, tax, or customer code if applicable. A typical debit card
doesn't require any additional information.

8. Enter any additional required information and click Process to send the transaction for
authorization or Cancel to exit.
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The system does the following
e Prints a receipt
MY CRNADTAR RETAIL STORE MY CRHADTAN RETAIL STORE
OOE92F000E02L B00E45000 MOEH2F000502 1 H00£45000
DOate: 1250272004 03 a8 5% FM Dake: 1270252014 03:42: 5% FM
CREDIT CARD AOTH OHLY CREDIT CRAED AOTH CHLE
Wiaa Wiaa
CHRD HUMSER; seessesssaifid CRRD MUMSER: sewssswssafild
ENTRY METHOD: IGE ENTRY METHOD: ICE
IRAN RMOOHI: §2.00 IEAN MMOONI:C 5.0
AFFBOWAL CD: 0301E3 APFROWAL CD:= D3I01E3
BECORD 4: aad BECCED 4= oad
CLERY ID: Lleekl CLERE ID: Cleekl
REERVED REFROVED
FIN WERIFIED FIN WERIFIED
AID: ROCODOODOZLIOLO FLEASE BETAIN FOR ¥YOUR RECORDE
TVR: 0000001000
Wiaa Coedin
ISI: Fado All:  AGO00000G31010
IVR: 0000001000
Merchant Copy Wisa Credic
ISI: Faon
Cuscomee Copy
e Displays the response screen
Credit Card Auth Only Response
This ks the authorization response information. hote that al iekds with an asterikk (3] are required.
Trasacton Detail
durihorizabon Resulls
Lser Clarkl
Payment Typa: CREDITCARD
Transsdion Type: AUTHOHLY
Transaction ID: D21 14CAD-00T GEE80-121T-4 16F-ATBG-8B250A32C T4
Diate / Tirma: 12022014 03:48:55 PR
Rasponse: A
Message: APPROVAL
Approval Coda: 030169
AVS Response:
ARcount Balance: 0.00
CardHolder IP:
Antount Diata: F?"‘“"“ seES0010
Expiration Diate[MENYY) I:I.!IE
AUt E.IZIIII
-
|Ernallﬁnmb. )
[ Update | | Repeint | | View Receipt |
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9. On the response screen you have the option to Update, Reprint, or View Receipt. For more
information on these options refer to the Converge Transaction Processing Guide.

10. On the terminal the APPROVED message displays for a successful transaction.

To Process EMV Key Exchange Transactions

EMV Key Exchange is an administrative transaction that requests new EMV encryption keys to be
sent to the PIN Pad to submit chip card transactions for EMV processing for MasterCard, Visa, and
Interac. EMV Key Exchange is needed for all EMV capable terminals for all the supported chip
transactions. The EMV key exchange manages syncing the EMV keys between the terminal and
the PIN Pad. Once the EMV keys are updated, chip transactions can process properly.

e The system automatically performs EMV Key Exchange transactions when the terminal is
enabled for EMV processing prior to running the first EMV transaction.

e The system automatically performs EMV Key Exchange transactions when the keys are
expiring.

e The user (merchant administrator) sometimes uses this function if a Declined By Card error is
received from the host when performing a chip transaction for MasterCard, Visa, or Interac.

On the other hand, the Key Exchange function only handles maintaining the debit encryption key
for Interac. The Key Exchange function only applies to a terminal setup for Region Canada with
debit processing capability unrelated to whether the terminal is EMV capable or not. The integrity
of the keys is maintained per terminal number and device.

e The system automatically performs Key Exchange transactions once per day to retrieve new
terminal debit keys.

e The user (merchant administrator) sometimes uses this function if a MAC Key error is
received from the host when performing debit transactions with Interac.
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For more information on the Key Exchange for Canadian debit refer to the To Process Canadian
Debit Card Key Exchange Transactions section in the Converge Transaction Processing Guide.

Lear Stcrs Clark USER ACDOUNT SETTHGS TERMINA
CHLHHE L
Tawrranali MY SAMADLAN RETAN
s Main

Eusiness to Process: TRAnEIChones in reakuime.

:
%

it

Aush Oy
Vil Ealen
Rozenng
ntill=gnd
Uurenay

= Baich Impot

= ey Prchasg
B oATws
[ =
B G Marager

B Gumesl Balches
M Semes st

ll'lll-lllﬂi'_.

Frvwasy Patsy
fares o
g i S i, B Al gl

‘ieicome to Conwenge. The Converge Virtual Terminal sysbem s a secune intemet-based braraaction processing system Hhat erabies your

A message indicates the result of the EMV Key Exchange process.

EMV Key Exchange

EMV keys have been updated.

one

LAk
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Chapter 5: Additional Resource Guides

By now the user is able to:

e Process EMV transactions

e Manage EMV key exchanges

For general information regarding the Converge capabilities refer to the Converge Getting Started
Guide.

For information on how to customize your terminal and setup users refer to the Converge System
Administration Guide.

For additional information on how to use your Virtual Terminal for processing transactions refer
to the Converge Transaction Processing Guide.

For additional information on how to install and set up your peripheral devices refer to the
Converge Peripheral Device Installation and Setup Guide.

For additional information regarding the integration of your Virtual Terminal refer to the Converge
Developer Guide.
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Preface

This document describes step by step procedures on how to setup and use your Virtual Terminal to process Chip and PIN transactions. This is the EMV capability in a face-to-face environment in the US and Canadian regions.

This document is intended for users of the Converge product and contains the information necessary for them to be able to process Chip and PIN transactions effectively.

Typographical Conventions

Throughout this user guide, you will see words and phrases that appear in different fonts and formats.  The following list describes the typographical conventions used in this guide.

Bold Text
Indicates a menu option, a window title, buttons, etc. that you can use to identify a part of the user interface.
Examples:
Print or Save As dialog box

Menu selection sequences
Indicates a series of menu options that you need to select in a particular sequence and listed in one step.  Each menu option is separated by a pipe ( | )
Example:  
1.  Choose File | Save As | File Name and enter the name of the document.

Courier text
Indicates examples of software code.  Usually this type of text is encapsulated in a code box as illustrated below.
Example:


Begin Header

<head>

<title>Batch Import</title>

</head>

End Header



Bold courier text
Indicates a command that you would type into a command prompt window.
Example:
cd c:\users\

Italicized text
Indicates that the word or phrase is:

A reference to another document 
Example:
Refer to the Elavon User Guide.

Emphasized for clarification.
Examples:
You do not need to select Apply.

The word is replaceable text, such as a variable for a piece of code that you need to enter the appropriate value for your implementation.
Example:

<xml>

<country_code>Country Code</country_code>

</xml>






Related Documentation

The following documents are available related to the Converge product:

Converge Getting Started Guide

Converge System Administration Guide

Converge Peripheral Device Installation and Setup Guide

Converge Transaction Processing Guide

Converge Developer Guide

VirtualMerchant Mobile User Guide

Revision History

The following table provides a description of the changes made to this document from its origination to the current release.
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[bookmark: _Toc441820273]Introduction

EMV which stands for Europay, MasterCard, and Visa is a global standard for cards embedded with computer chips and the technology used to authenticate chip-card transactions. U.S. card issuers are migrating to the new technology to protect consumers and reduce the costs of fraud.

Chip card might be called any of of the following terms:

Smart card

Chip card

Smart-chip card

Chip-enabled smart card

Chip-and-choice card (PIN or signature)

EMV smart card

EMV card

This addendum provides Chip and PIN transaction processing information as a supplement to the Converge Transaction Processing Guide. This addendum is intended for the United States and Canadian audiences and focuses on processing chip card transactions

The following card types are supported when processing Chip and PIN transactions:

		US

		Canada



		Visa

MasterCard

Discover

American Express

Visa Interlink

MasterCard Maestro

		Visa

MasterCard

Interac








Important Note: Other brands are supported as swipe or hand keyed. The following transaction types are supported when processing Chip and PIN transactions: 

Sale/Purchase

Return

Force 

Auth Only

EMV Key Exchange



The following devices are supported when processing Chip and PIN transactions:

		Region

		Device

		Peripheral Driver



		U.S.

		Ingenico iSC Touch 250
Ingenico iCMP (ICM122)

		ConvergeConnect



		Canada

		Ingenico iPP320

		DeviceAssistant
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[bookmark: _Toc441820274]Prerequisites 

To perform Chip and PIN processing you must first have a supported device, download and setup the peripheral driver, and have your terminal set up for EMV processing.

Preparation for Chip and PIN processing includes:

Install or update your peripheral driver, ConvergeConnect or DeviceAssistant depending on the device you wish to use, consult table below for more information. 

		Region

		Device

		Peripheral Driver

		Entry Mode



		U.S.

		Ingenico iSC Touch 250
Ingenico iCMP (ICM122)

		ConvergeConnect

		Chip

Swipe

Contactless

Key



		Canada

		Ingenico iPP320

		DeviceAssistant

		Chip

Swipe





Connect your device to your PC.

Configure your devices with the DeviceAssistant Utility for those devices supported by DeviceAssistant. 

Configure your devices within Converge. 

Run a transaction. 

Notes: 

Refer to the Converge Peripheral Device Installation and Setup Guide for more information on supported peripheral devices, installation, and setup of your peripheral devices.

You must upgrade to the latest available Peripheral Driver in order to process Chip and PIN. If ConvergeConnect has been previously installed and an update is required, the system will let you know that an update is needed. We strongly recommend that the upgrade is done after business hours.







[bookmark: _Toc441820275]Performing Chip and PIN Transactions for US

The Credit/Debit transaction screen allows you to insert a chip card into an EMV capable terminal, tap a card using contactless, swipe a transaction by means of a Magnetic Stripe Reader (MSR), or manually enter the transaction into the Converge application.enter a credit or debit card transaction using an EMV capable device. This option is only available for terminals configured with EMV and a Market Segment set as Retail or Service.

Using the device, the user can:

Insert a chip card

Tap a contactless card or mobile phone

Swipe a card into the device

Hand key card information 

Notes:

You must install the latest Peripheral Driver and configure your terminal with EMV in order to use the Ingenico devices to process Chip and PIN. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

When using a supported chip card the customer has to attempt to insert the card first and if insertion fails the customer will be prompted to swipe the card. For swiped or keyed transactions refer to the Converge Transaction Processing Guide.

Sale and Return transactions are applicable to both credit cards and debit cards. 

Auth Only and Force transactions can be done on credit cards only.

Cashback is not supported at this time.

The Ingenico devices can be used to process swiped, chip, contactless/NFC, and hand key transactions. The Credit Card-Unencrypted Hand Key user right must be granted in order to key in card data outside of the Ingenico devices using the key board.

You cannot modify the amount for an EMV transaction once processed.






This section describes how to:

Enter and process sale transactions for Credit and Debit cards

Enter and process return transaction for Credit and Debit cards

Enter and process force transactions for Credit cards

Enter and process Auth Only transactions

Perform EMV key exchange




[bookmark: _Toc441820276]To Process Credit/Debit Card Sale Transactions

The Sale transaction allows you to obtain real-time authorization for credit or debit sale transactioncards.

1. 	On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: ]

2. 	Select Sale to display the Sale screen.







The following example shows the Sale screen with the Card Reader option enabled.

[image: ][image: ]


Notes: 

The Card Reader option is always defaulted, it is used to process chip, contactless, and swiped transactions.

The Hand Key on Reader option is used to process hand-keyed transactions using the Ingenico Devices.

The hand Hand key Key option is used to process hand-keyed transactions from the user interfaceoutside of the Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted Hand Key user right enabled. For hand Hand key Key transactions refer to the Converge Transaction Processing Guide.

You can enter and process a hand keyed transaction from the iSC250 if needed.

If your current ConvergeConnect is out of date, transactions cannot be swiped or chip read and must be hand-keyed using the keyboard. The following message will display: 

[image: ]



Enter the Amount of the sale.

[image: ]






Enter additional amounts. For example, a tip amount for a Service terminal, if supported.

Total Amount will be automatically calculated and displayed on the screen.

[image: ]

5. 	Click Submit. 

For a Retail terminal the customer is prompted to insert card. Proceed to step 8.

For a Service terminal that accepts gratuity, the customer is prompted to enter a gratuity first before insertion of the customer’s card.

The customer is given a selection of predetermined gratuities or the customer can choose Other to enter a different amount.

[image: ]

Amount verification screen when pre-selected gratuity is chosen:

[image: ]




Gratuity screen when Other is chosen. The customer can enter a gratuity or leave it as 0.00 if they choose not to leave a gratuity.

[image: ]

The customer is prompted to verify the amount. Select YES or Enter to accept. Select NO or Cancel to start transaction over.

[image: ]



The customer is prompted to insert, swipe, or tap their card.

[image: ]

6.	The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

[image: ]






7. 	Depending on the type of the transaction and the information stored on the chip card the customer may be prompted for the following:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel. If the customer has entered a tip on aAmount confirmation on a Service terminal, the base and tip amounts are displayed is done prior to card insertion.



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank then selects green button for OK.










The PIN Pad device displays Authorizing Please wait…Do not remove card and the card information collected from the PIN Pad is displayed on the application screen.

[image: ]

8. 	Enter any additional required information.

Note: Additional required information depends on the type of card inserted. A credit card may need to have an invoice, tax, or customer code if applicable. A typical debit card doesn’t require any additional information.

9.	Click Process to send the transaction for authorization or Cancel to exit.

10.	Transaction is sent for authorization, the system does the following:

Prompts customer for signature if applicable

Prints a receipt 

Displays the response screen 

11. 	On the application response screen you have the option to Update, Reprint, or Void. For more information on these options refer to the Converge Transaction Processing Guide.

12.	On the PIN Pad the APPROVED message displays for a successful transaction.


[bookmark: _Toc441820277]To Process Credit/Debit Card Return Transactions

The Return transaction allows you to issue a refund for credit or debit cards.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: ]

Select Return to display the Return screen.




The following example shows the Return screen with the Card Reader option enabled.

[image: ]

Notes: 

The Card Reader option is always defaulted, it is used to process chip, contactless, and swiped transactions.

The Hand Key on Reader option is used to process hand-keyed transactions using the Ingenico Devices.

The Hand Key option is used to process hand-keyed transactions outside of the Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted Hand Key user right enabled. For Hand Key transactions refer to the Converge Transaction Processing Guide.

If your current ConvergeConnect is out of date, transactions cannot be swiped or chip read and must be hand-keyed using the keyboard. The following message will display: 

[image: ]



Enter the Amount of the return.

Click Submit. 

The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

[image: ]

Depending on the type of the transaction and the information stored on the chip card the customer may be prompted for the following:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel. If the customer has entered a gratuity on a Service terminal, the base and gratuity amounts are displayed.



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank then selects green button for OK.










The PIN Pad device displays Authorizing Please wait…Do not remove card and the card information collected from the PIN Pad is displayed on the application screen.

[image: ]

Enter any additional required information.

Note: Additional required information depends on the type of card inserted. A credit card may need to have an invoice, tax, or customer code if applicable. 

Click Process to send the transaction for authorization or Cancel to exit.

Transaction is sent for authorization, the system does the following:

Prompts customer for signature if applicable

Prints a receipt 

Displays the response screen 

On the application response screen you have the option to Update, Reprint, or Void. For more information on these options refer to the Converge Transaction Processing Guide.

On the PIN Pad the APPROVED message displays for a successful transaction.




[bookmark: _Toc441820278]To Process Credit Card Force Transactions

The Force transaction allows you to enter a previously approved authorization for credit sale transactions. Typically the authorization is obtained by phone.

1. On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: ]

1. Select Force to display the Force screen.

The following example shows the Force screen with the Card Reader option enabled.

[image: ]


Notes: 

The Card Reader option is always defaulted, it is used to process chip, contactless, and swiped transactions.

The Hand Key on Reader option is used to process hand-keyed transactions using the Ingenico Devices.

The Hand Key option is used to process hand-keyed transactions outside of the Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted Hand Key user right enabled. For Hand Key transactions refer to the Converge Transaction Processing Guide.

If your current ConvergeConnect is out of date, transactions cannot be swiped or chip read and must be hand-keyed using the keyboard. The following message will display: 

[image: ]



3. Enter the Amount of the sale to be forced.

4. Click Submit. 

For a Retail terminal the customer is prompted to insert card. Proceed to step 8.

[bookmark: _GoBack]For a Service terminal that accepts gratuity, the customer is prompted to enter a gratuity first before insertion of the customer’s card.




5. The customer is given a selection of predetermined gratuities or the customer can choose Other to enter a different amount.

[image: ]

Amount verification screen when pre-selected gratuity is chosen:

[image: ]




Gratuity screen when Other is chosen. The customer can enter a gratuity or leave it as 0.00 if they choose not to leave a gratuity.

[image: ]

6. The customer is prompted to verify the amount. Select YES or Enter to accept. Select NO or Cancel to start transaction over.

[image: ]



7. The customer is prompted to insert, swipe, or tap their card.

[image: ]

8. The customer inserts the card into the PIN Pad entry device and follows the device prompts

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

[image: ]




9. Depending on the type of the transaction and the information stored on the chip card the customer may be prompted for the following:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel. Amount confirmation on a Service terminal is done prior to card insertion.



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank then selects green button for OK.







The PIN Pad device displays Authorizing Please wait…Do not remove card and the card information collected from the PIN Pad is displayed on the application screen.

[image: ]

10. Enter any additional required information.

Note: 

Additional required information depends on the type of card inserted. A credit card may need to have an invoice, tax, or customer code if applicable. 

A Force transaction type requires the Approval Code to be manually entered for processing.



11. Click Process to send the transaction for authorization or Cancel to exit.


12. Transaction is sent for authorization, the system does the following:

Prompts customer for signature if applicable

Prints a receipt 

Displays the response screen 

13. On the application response screen you have the option to Update, Reprint, or Void. For more information on these options refer to the Converge Transaction Processing Guide.

14. On the PIN Pad the APPROVED message displays for a successful transaction.



[bookmark: _Toc441820279]To Process Credit Auth Only Transactions

The Auth Only transaction allows you to pre-approve transactions that will be forced through or converted to Sale at a later date.


1. 	On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: ]

1. 2. 	Select Auth Only to display the Auth Only screen.




The following example shows the Auth Only screen with the Card Reader option enabled.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVAuthOnlyAfterSwipe.png]



Notes: 

The Card Reader option is always defaulted, it is used to process chip, contactless, and swiped transactions.

The Hand Key on Reader option is used to process hand-keyed transactions using the Ingenico Devices.

The Hand Key option is used to process hand-keyed transactions outside of the Ingenico devices. Using the keyboard the user must have Credit Card-Unencrypted Hand Key user right enabled. For Hand Key transactions refer to the Converge Transaction Processing Guide.

If your current ConvergeConnect is out of date, transactions cannot be swiped or chip read and must be hand-keyed using the keyboard. The following message will display:The hand key option is used to process hand-keyed transactions. For hand key transactions refer to the Converge Transaction Processing Guide.

If your current ConvergeConnect is out of date, transactions cannot be swiped or chip read and must be hand-keyed. The following message will display: 

[image: ]



1. 3. 	Enter the Amount of the authorization.

1. 4. 	Click Process. 

1. 5.	The customer inserts the card into the PIN Pad entry device and follows the device prompts.

If chip card is not supported or device fails to read chip, customer will be asked to swipe card.

[image: ]

Notes:

You must install and configure the latest Peripheral Driver in order to use the Ingenico iSC250 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

When using a chip card the customer has to attempt to insert the card first and if insertion fails the customer will be prompted to swipe the card. For swiped transactions refer to the Converge Transaction Processing Guide.

EMV processing is supported for the US card brands listed in the introduction of this guide. All other card brands must be swiped or hand-keyed.



1. 6. 	Depending on the information on the chip of the EMV card the customer will have the following prompts:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel.



		Enter PIN

		The customer enters their Personal Identification Number (PIN) designated from the bank then selects the green button for OK.







1. 7. 	Customer selects green button to process.




Card information collected from the PIN Pad is displayed on the screen. The following example shows an Auth Only credit card transaction.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVAuthOnlyAfterSwipe.png]

1. 8. 	Enter any additional required information and click Process to send the transaction for authorization or Cancel to exit.

The system does the following

Prompts customer for signature if applicable

Prints a receipt 

Displays the response screen 

1. 9. 	On the response screen you have the option to Update, Reprint, or View Receipt. For more information on these options refer to the Converge Transaction Processing Guide.


1. 10.	On the terminal the APPROVED message displays for a successful transaction.

[image: ]

[bookmark: _Toc441820280]To Process EMV Key Exchange Transactions 

EMV Key Exchange is an administrative transaction that requests new EMV encryption keys to be sent to the PIN Pad to submit chip card transactions for EMV processing for MasterCard, Visa, Discover, American Express, Maestro, and Interlink. EMV Key Exchange is needed for all EMV capable terminals for all the supported chip transactions. The EMV key exchange manages syncing the EMV keys between the terminal and the PIN Pad. Once the EMV keys are updated, chip transactions can process properly.


The system automatically performs EMV Key Exchange transactions when the terminal is enabled for EMV processing prior to running the first EMV transaction. 

The system automatically performs EMV Key Exchange transactions when the keys are expiring. 

The user (merchant administrator) sometimes uses this function if a Declined By Card error is received from the host when performing a chip transaction.

[image: ]

A message indicates the result of the EMV Key Exchange process. 

[image: ]

[bookmark: _Toc441820281]Performing Chip and PIN Transactions for Canada

The Credit/Debit transaction screen allows you to insert a chip card into an EMV capable terminal, swipe a transaction by means of a Magnetic Stripe Reader (MSR), or manually enter the transaction into the Converge application. 

Note: For Sale, Force, or Auth Only when the terminal is EMV enabled it requires that a supported chip card be inserted and tried first before a swiped transaction will be allowed.

This section describes how to:

Enter and process sale transactions 

Enter and process force transactions

Enter and process auth only transactions

Perform EMV key exchange

[bookmark: ProcessCreditCardTransactions][bookmark: _Toc441820282]To Process Credit/Debit Card Sale Transactions

The Sale transaction allows you to obtain real-time authorization for credit or debit sale transactions.

1. 1. 	On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVCreditDebitMain.png]

1. 2. 	Select Sale to display the Sale screen.

The following example shows the Sale screen with the Card Reader option enabled.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVSale.png]

Notes: 

The Card Reader option is always defaulted, it is used to process chip and swiped transactions.

The hand key option is used to process hand-keyed transactions. For hand key transactions refer to the Converge Transaction Processing Guide.



1. Enter the Base Amount of the sale.

1. Enter additional amounts. For example, Cashback for debit cards for a Retail terminal or tip gratuity amounts for a Service terminal, if supported.




Total Amount will be automatically calculated and displayed on the screen.

[image: ]

1. 5. 	Click Process. 

1. 6.	The customer inserts the card into the PIN Pad entry device and follows the device prompts.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_iPP320.png]

Notes:

You must install and configure the latest Peripheral Driver in order to use the Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

When using a chip card the customer has to attempt to insert the card first and if insertion fails the customer will be prompted to swipe the card. For swiped transactions refer to the Converge Transaction Processing Guide.

EMV processing is supported for Visa, MasterCard, or Interac. All other brands must be swiped or hand-keyed.



1. 7. 	Depending on the type of the transaction and the information stored on the chip card the customer may be prompted for the following:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language:

F1 - English

F4 - French



		Select Account

		The customer chooses their preferred account:

F1 - Checking

F4 - Savings



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank.



		Cash Back?

		If the customer is using a debit type of card and cash back was requested on a Retail terminal, verify the cash back. Base and total amount will be displayed, verify both amounts.



		TipGratuity?

		If the customer has entered a tip gratuity on a Service terminal, verify the tipgratuity.

Base and total amount will be displayed, verify both amounts.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel.



		OK?

		Customer selects green button for OK or red button to Cancel.








1. 8. 	Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen.

1. 9.	Enter any additional required information and click Process.

The following example shows the payment screen after the customer has inserted a debit card.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVSaleCashback.png]

Note: Additional required information depends on the type of card inserted. A credit card may need to have an invoice, tax, or customer code if applicable. A typical debit card doesn’t require any additional information.

1. 10. 	Click Process to send the transaction for authorization or Cancel to exit.




The system does the following

Prints a receipt 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVSaleDebitReceipt.png]

Displays the response screen 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVDebitCardPurchaseResponse.png]

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVResponseUpdateReprintVoid.png]


1. 11. 	On the response screen you have the option to Update, Reprint, or Void. For more information on these options refer to the Converge Transaction Processing Guide.

1. 12.	On the PIN Pad the APPROVED message displays for a successful transaction.

[bookmark: _Toc441820283]To Process Credit/Debit Force Transactions

The Force transaction forces sale transactions when the approval code was previously obtained, such as through voice authorization. This transaction type requires the Approval Code to be manually entered for processing.

1. 1. 	On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVCreditDebitMain.png]

1. 2. 	Select Force to display the Force screen.




The following example shows the Force screen with the Card Reader option enabled.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVForceMainScreen.png]

Notes: 

The Card Reader option is always defaulted, it is used to process chip and swiped transactions.

The hand key option is used to process hand-keyed transactions. For hand key transactions refer to the Converge Transaction Processing Guide.



1. 3. 	Enter the Amount of the sale.

1. 4.	Enter the Approval Code for the sale.

1. 5. 	Click Process. 




1. 6.	The customer inserts the card into the PIN Pad entry device and follows the device prompts.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_iPP320.png]

Notes:

You must install and configure the latest Peripheral Driver in order to use the Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

When using a chip card the customer has to attempt to insert the card first and if insertion fails the customer will be prompted to swipe the card. For swiped transactions refer to the Converge Transaction Processing Guide.

EMV processing is supported for Visa, MasterCard, or Interac. All other brands must be swiped or hand-keyed.



1. 7. 	Depending on the information stored on the chip card the customer will have the following prompts:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language:

F1 - English

F4 - French



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel.



		OK?

		Customer selects green button for OK or red button to Cancel.








1. 8. 	Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen. The following example shows a Force credit card transaction.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVForceAfterFirstProcess.png]

1. 9. 	Enter any additional required information and click Process to send the transaction for authorization or Cancel to exit.

The system does the following

Prints a receipt 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVForceReceipt.png]


Displays the response screen 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVCreditCardForceResponseTop.png][image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVCreditCardForceResponseBottom.png]

1. 10. 	On the response screen you have the option to Update, Reprint, or Void. For more information on these options refer to the Converge Transaction Processing Guide.

1. 11.	On the terminal the APPROVED message displays for a successful transaction.




[bookmark: _Toc441820284]To Process Credit/Debit Auth Only Transactions

The Auth Only transaction allows you to pre-approve transactions that will be forced through or converted to Sale at a later date.

1. 1. 	On the Main screen, select Credit/Debit Card to display the credit card options along with the Main screen.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVCreditDebitMain.png]

1. 2. 	Select Auth Only to display the Auth Only screen.




The following example shows the Auth Only screen with the Card Reader option enabled.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVAuthOnlyMainScreen.png]

Notes: 

The Card Reader option is always defaulted, it is used to process chip and swiped transactions.

The hand key option is used to process hand-keyed transactions. For hand key transactions refer to the Converge Transaction Processing Guide.



1. 3. 	Enter the Amount of the authorization.

1. 4. 	Click Process. 




1. 5.	The customer inserts the card into the PIN Pad entry device and follows the device prompts.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_iPP320.png]

Notes:

You must install and configure the latest Peripheral Driver in order to use the Ingenico iPP320 PIN Pad to process Chip and PIN. Refer to the Converge Peripheral Device Installation and Setup Guide for more information.

When using a chip card the customer has to attempt to insert the card first and if insertion fails the customer will be prompted to swipe the card. For swiped transactions refer to the Converge Transaction Processing Guide.

EMV processing is supported for Visa, MasterCard, or Interac. All other brands must be swiped or hand-keyed.



1. 6. 	Depending on the information on the chip of the EMV card the customer will have the following prompts:

		Prompt

		Do this



		Select Language

		The customer chooses their preferred language:

F1 - English

F4 - French



		Select Account

		The customer chooses their preferred account:

F1 - Checking

F4 - Savings



		Enter PIN

		The customer enters the Personal Identification Number designated from the bank.



		Confirm Amount

		Customer selects green button for OK or red button to Cancel.



		OK?

		Customer selects green button for OK or red button to Cancel.





1. 7. 	Customer selects green button to process.

Card information collected from the PIN Pad is displayed on the screen. The following example shows an Auth Only credit card transaction.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVAuthOnlyAfterSwipe.png]

Note: Additional required information depends on the type of card inserted. A credit card may need to have an invoice, tax, or customer code if applicable. A typical debit card doesn’t require any additional information.

1. 8. 	Enter any additional required information and click Process to send the transaction for authorization or Cancel to exit.




The system does the following

Prints a receipt 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVAuthOnlyReceipt.png]

Displays the response screen 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVCreditCardAuthOnlyResponseTop.png]

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Medium\CON_EMVCreditCardForceResponseBottom.png]

1. 9. 	On the response screen you have the option to Update, Reprint, or View Receipt. For more information on these options refer to the Converge Transaction Processing Guide.

1. 10.	On the terminal the APPROVED message displays for a successful transaction.

[bookmark: _Toc441820285]To Process EMV Key Exchange Transactions 

EMV Key Exchange is an administrative transaction that requests new EMV encryption keys to be sent to the PIN Pad to submit chip card transactions for EMV processing for MasterCard, Visa, and Interac. EMV Key Exchange is needed for all EMV capable terminals for all the supported chip transactions. The EMV key exchange manages syncing the EMV keys between the terminal and the PIN Pad. Once the EMV keys are updated, chip transactions can process properly.

The system automatically performs EMV Key Exchange transactions when the terminal is enabled for EMV processing prior to running the first EMV transaction. 

The system automatically performs EMV Key Exchange transactions when the keys are expiring. 

The user (merchant administrator) sometimes uses this function if a Declined By Card error is received from the host when performing a chip transaction for MasterCard, Visa, or Interac.

On the other hand, the Key Exchange function only handles maintaining the debit encryption key for Interac. The Key Exchange function only applies to a terminal setup for Region Canada with debit processing capability unrelated to whether the terminal is EMV capable or not. The integrity of the keys is maintained per terminal number and device.

The system automatically performs Key Exchange transactions once per day to retrieve new terminal debit keys.

The user (merchant administrator) sometimes uses this function if a MAC Key error is received from the host when performing debit transactions with Interac.




For more information on the Key Exchange for Canadian debit refer to the To Process Canadian Debit Card Key Exchange Transactions section in the Converge Transaction Processing Guide.

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Large\CON_EMVCreditDebitMainKeyExchangeCircled.png]

A message indicates the result of the EMV Key Exchange process. 

[image: C:\Users\bmmuenc\Desktop\Graphics_Workspace\Sorted\Small\CON_EMVKeyExchangeComplete.png]

[bookmark: _Toc378662590][bookmark: _Toc441820286]Additional Resource Guides

By now the user is able to:

Process EMV transactions

Manage EMV key exchanges

For general information regarding the Converge capabilities refer to the Converge Getting Started Guide.

For information on how to customize your terminal and setup users refer to the Converge System Administration Guide.

For additional information on how to use your Virtual Terminal for processing transactions refer to the Converge Transaction Processing Guide.

For additional information on how to install and set up your peripheral devices refer to the Converge Peripheral Device Installation and Setup Guide.

For additional information regarding the integration of your Virtual Terminal refer to the Converge Developer Guide.
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